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Cyber security methods for aerial vehicle networks:

taxonomy, challenges and solution

Hichem Sedjelmaci1, Sidi Mohamed Senouci2

Abstract Aerial vehicle networks (AVNs) compose a large number of heterogeneous 
aerial nodes, such as unmanned aerial vehicles, aircrafts and helicopters. The main 
characteristics of these networks are the high mobility of aerial nodes and the dynamic 
network topology. AVNs represent attractive targets for attackers due to the fact that 
aerial nodes could be connected to an untrusted network and hence lead the attackers to 
launch lethal threats, e.g., aircraft crash. Therefore, the security of AVNs is mandatory. 
In this article, we examine the challenges of cyber detection methods to secure AVNs 
and review exiting security schemes proposed in the current literature. Furthermore, we 
propose a security framework to protect an aircraft (SFA) against malicious behaviors 
that target aircrafts communication systems. Numerical results show that SFA achieves 
a high accuracy detection and prediction rates as compared to the current intrusion 
detection for aircrafts communication system.

Keywords Aerial vehicle networks · Intrusion monitoring · Intrusion prevention and 
detection · Attacks

1 Introduction

Aerial vehicles network (AVN) can be any aerial vehicles that communicate together 
such as an UAV to UAV (U2U), aircraft to aircraft (A2A), and UAV to aircraft (U2A)
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Fig. 1 Synoptic scheme for aerial vehicle network (AVN)

or with static infrastructure like an aircraft to traffic control tower (A2T) and UAV 
to ground station (U2G), as shown in Fig. 1. Due to the sensitive information that 
aerial vehicles handle, AVNs are subject to a variety of cyber-threats. In [1], the 
authors present a number of cyber-threats that target the air traffic communication 
systems. They analyze the impact of attacks in the cyber-aviation context based on 
their resources, expertise and motivation. In the taxonomy, they classify cyber-threats 
into five classes: passive attacker, hobbyist hacker, cyber menace, cyber terrorism 
and cyber state. For more details on the definitions of these threats, we refer the 
readers to [1]. According to [2], the main factors that motivate a group of attackers to 
hack the air traffic communication systems are the high number of wireless systems 
and the wide variety of sensitive data. For example, more than a dozen of wireless 
systems are used by the aircraft and traffic control tower during the aircraft takeoff 
and landing [2]. Therefore, panoply of systems could be targeted by the attackers. 
The aircraft information is available and easily accessible through the plane-spotting 
websites and forums. This leads the attacker to track the target aircraft and launch lethal 
attacks when he is within its radio range. No defense-in depth approaches are discussed 
in [1,2] to secure the AVN against malicious threats. While in [3], a lightweight 
cryptography mechanism to resist against a denial-of-service (DoS) attack in civilian 
UAV is proposed. This mechanism aims to ensure communication privacy and UAV 
identity and hence prevent the external attack to hack the communication system. 
However, this cryptography mechanism cannot prevent the internal attackers, i.e., 
attackers that are aware of the cryptography keys. Hence, attackers could hack the 
communication system without being detected.

Contributions from academic and industrial communities demonstrate the robust-

ness and efficiency of cyber detection methods to secure the wireless network against 
malicious behaviors (i.e., internal and external threats). These methods are based on 
intrusion detection system (IDSs) and intrusion prevention systems (IPSs). These sys-
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tems rely on a set of detection and prediction techniques to analyze, detect and predict

the misbehavior of a monitored node. Based on these insights, some cyber detec-

tion frameworks [4–8] are developed and conceived to secure the AVN against lethal

attacks. Cyber detection methods could be categorized into two main categories [5,8]:

(i) rule-based specification detection, which is based on comparing the behavior of a

monitored device against a set of rules specifications, defined by a security expert [9].

Despite the fact that such technique generates a low number of false alarms, a cer-

tain number of threats could not be detected specifically when this number increases

over time, and (ii) bio-inspired detection, which is based on biological systems like

evolutionary biology system such as game theory and genetic algorithms, and bio-

inspired artificial intelligence systems such as neural networks (NN) and support

vector machine (SVM) [10]. The advantage of this technique consists on its ability

to detect almost of threats launched by attackers. However, it is not suitable of low

resource devices since it is based on heavy algorithms to model the abnormal cyber-

attack patterns. Current intrusion detection and prevention mechanisms are based on

these detection techniques to secure mobile ground nodes, Mobile Ad hoc Networks

(MANETs) and Vehicular Ad Hoc Networks (VANETs). However, these detection

and prevention mechanisms cannot be reused directly to AVN, due to the following

requirements:

– Mobility model The mobility model in AVN differs from that of ground vehicles

since an aerial vehicle cannot change frequently its speed and direction and make

sharp turns as mobile ground nodes do [11]. Therefore, IDS (IPS) agents should

react promptly when the speed and direction change frequently; as it could be

under attack.

– Cyber-threat Launching cyber-attacks against an AVN is hard compared to launch

them against ground nodes. This is due to the large number of interconnected

black-box systems within aerial vehicle (e.g., aircraft). To attain their objectives,

hackers need a sophisticated material in order to reach a remote target and hack

its system. Recently, scientists from University of Texas [12] have developed a

spoofer material to hack a remote UAV. This material aims to jam communication,

alter the UAVs GPS coordinates and force the UAV to crash with another UAV or

ground station.

– Hybrid detection (and prevention) A centralized detection (and prevention) mech-

anism in AVN is not efficient, owing to sparse communication [4,5]. Thereby,

the most appropriate solution is a distributed approach where each aerial vehicle

and ground node activate their monitoring process to observe the behavior of their

neighbors. Furthermore, making a final decision about a suspected device (i.e., nor-

mal node or attacker) based only on a local observation is not accurate. In fact, this

decision should be made by a centralized trusted node based on recommendation

of the set of suspected devices neighbors.

– Resource constraints Some aerial vehicles, such as UAVs, have a constraint in

energy, and it is not appropriate to embed heavy detection methods used in VANET

in such kind of energy-constraint nodes. Therefore, a dilemma between a high

level of security and low energy consumption should be considered for designing

intrusion detection and prevention mechanisms.
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– Independency The IDS and IPS in aerial vehicle should be independent of the

embedded systems where they are activated. This is due to the large number of

interconnected complex systems. In addition, they should run transparently for

the pilot (e.g., drone pilot) without time-consuming overhaul of the embedded

systems [2].

Therefore, a new detection and prevention mechanism should be proposed to secure

the AVN against the most lethal attacks that target such kind of attractive networks.

This new mechanism could be inspired from the ones developed for ground nodes by

taking into account the requirements cited above. Furthermore to predict and detect the

attackers with high accuracy, we use the hybrid security approach, i.e., the combina-

tion between a bio-inspired detection and rule-based specification detection methods.

This security approach has the ability to get high attacks detection rate and low false

alarms.

In this research work, we present a careful review of different cyber detection

schemes in AVN and highlight a couple cyber-attacks that could occur in this network.

Additionally, we propose a security framework, SFA to detect and prevent threats

occurrence that target aircrafts communication systems.

2 Cyber-attacks and security countermeasures

This section is organized into two sub sections: cyber-attacks that target the AVN and

a taxonomy of cyber detection schemes to protect the AVNs, respectively.

2.1 AVN-sophisticated cyber-attacks

The basic security of AVNs includes integrity, availability, authenticity and confiden-

tiality, as explained in [13] for UAVs network. Figure 2 lists a couple of cyber-attacks

that could target AVNs:

– Injection/modification attack This kind of attacks aims to alter the sensitive infor-

mation of a legitimate aerial vehicle, by injecting wrong data, modifying the

content of transmitted packets or dropping the received ones from aerial vehicle.

It is also known as integrity attack [14]. False data injection is a kind of integrity

attack where the goal is to affect, for instance, the aircraft in order to transmit

false information to traffic control tower. A selective forwarding is another kind of

injection/modification attack, in which the malicious device selects most attractive

packets and drops them.

– Denial-of-service (DoS) attack This attack targets the availability of aerial vehicle

by exhausting the network bandwidth, jam the wireless communication or disturb

network operation and communication protocol. Jamming attack is one of the most

lethal DoS attacks where the goal is to jam the communication between legitimate

aerial vehicles or between aerial vehicles and the ground station. As a result, an

aerial vehicle crash could easily occur. Spoofing attack is another kind of DoS in

which the malicious device spoofs the GPS coordinates of aircraft or UAV leading

to a false estimation of aerial vehicle position [12,14].
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– Fabrication attack This threat is an attack on authenticity [13], where it gains the

privilege to access in the aerial vehicle components to provide a false information.

For instance, the intruder replaces aerial vehicles identities by false identities.

In this case, the legitimate aerial node receives false packets from the sender.

Therefore, the node that sends the packets will be suspected as an attacker, and

hence, the false-positive rate (i.e., claiming a normal node as an attacker) will

increase in the network.

– Passive attack The malicious device overhears the packets that pass through its

radio range, investigates the most relevant data and determines the most attrac-

tive node, i.e., hot-point (e.g., aircraft or ground station). Afterward, the attacker

switches from a passive mode to an active mode in order to launch a cyber-attack,

e.g., DoS against this attractive node.

2.2 Cyber detection schemes to secure AVN against lethal attacks: a taxonomy

Here, we review cyber detection schemes proposed in the current literature to secure

AVN against attackers. We classify these schemes according to their detection methods,

described in the previous section, into two classes.

2.2.1 Rule-based specification detection schemes

Mitchell and Chen [4] proposed an intrusion detection scheme to secure the UAV nodes

against malicious threats. This security scheme relies on a set of attacks signatures to

detect whether the monitored device is an intruder or not. To ensure a high level of

robustness, an update of attacks signatures is required. According to their simulation

results, their scheme detects almost of cyber-threats that attack the UAV networks.

However, a high number of false alarm could be raised by the IDS agents.
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Sedjelmaci et al. [5] aim to address the issues of false positive and false negative 
generated by the IDS and IPS agents in an UAVs network. In this security scheme, 
they model the behavior of a suspected device by a threat level (TL) function. This 
latter is based on a belief approach that aims to define a set of rules specification to 
classify accurately the monitored device in the following categories: Normal, Suspect 
or Malicious. According to their simulation, they prove that a belief approach helps on 
a decrease in the false-positive and false-negative rates. However, an update of rules 
is required.

In [6], Strohmeier et al. developed a rule-based intrusion detection scheme to protect 
the communication between aircraft and ground station on the ground. Specifically, 
the scheme aims to detect false data injection attack. The external cyber-threat injects 
a wrong data into Automatic Dependent Surveillance-Broadcast (ADS-B) and could 
lead to a catastrophic scenario, e.g., aircraft crash. ADS-B is an embedded system 
used by the aircraft for broadcasting sensitive information, such as position, speed, 
and collision avoidance. The main feature to detect such kind of cyber-threat is signal 
strength. The authors propose a detection technique to monitor the behavior of signal 
strength and define a set of detection rules to categorize the monitored devices signal 
into normal or malicious patterns. According to their simulation results, the authors 
prove that almost of attackers are detected within 40 seconds.

Kacem et al. [15] proposed an ADS-B intrusion detection framework to secure the 
aircraft against cyber-attacks that target the ADS-B messages. Their framework is 
based on a signature detection techniques that analyze the GPS position of an aircraft. 
In their evaluation, they analyze the sending and receiving time of ADS-B messages, 
when cyber-attacks are occurring. According to their experiment results, they claim 
that even when attacks are occurring their approach requires a low overhead and a 
negligible jitter. However, the authors did not evaluate their performance of ADS-B 
detection framework in terms of security metrics, such as attacks detection rate.

2.2.2 Bio-inspired detection schemes

Casals et al. [7] developed a bio-inspired detection scheme to detect cyber-attacks that 
target airborne networks. The bio-inspired technique is based on a machine learning 
algorithm. The authors choose to use SVM algorithm for the learning and classification 
process. This choice lies in the fact that SVM is a lightweight algorithm and does not 
require a high computational complexity as compared to NN. The authors do not 
provide any simulation or experimental results to analyze the performance of their 
detection scheme.

Sedjelmaci et al. [8] aimed to secure the UAV-aided VANET against malicious 
threats. The main contribution of their work is summarized as follows: (i) How an IDS 
activates optimally the monitoring process to detect the malicious node in order to 
ensure a dilemma between a high detection rate and low energy consumption. (ii) When 
the IDS agents should eject the suspected device from the network to ensure a trade-

off between the detection and false-positive rates. The performance of their detection 
scheme is analyzed through simulation and the obtained results were satisfying.

Rani et al. [16] proposed an anomaly detection scheme based on a learning algorithm 
to protect UAV nodes against a network attacks such as a distributed denial-of-service
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(DDoS) attacks. The authors described how to use NN and fuzzy learning algorithms

to detect accurately such kind of cyber-threats. However, they did not detail the mon-

itoring and detection process carried out by the IDS agents. In addition to that, the

authors did not evaluate the detection efficiency of their security scheme.

Sedjelmaci et al. [14] proposed an intrusion detection and response framework

(IDRF) to secure the UAVs network against the attacks that target data integrity and

network availability. As far as we know, this is the only framework that developed a

hybrid detection technique (i.e., combine between rule-based detection and anomaly

detection techniques) for UAVs network, while taken into account the energy con-

straints of UAV node. According to simulation results, they prove that their framework

exhibits a high attack detection rate and low false- positive rate. In addition its requires

a low communication overhead to respond promptly against detected attack.

2.2.3 Discussion

Table 1 highlights a taxonomy of current cyber detection schemes developed to pro-

tect the AVN against malicious threats. The anomaly detection techniques based on

machine learning (artificial intelligence system or game theory concept) are robust

against cyber-threats and scalable. However, according to security experts, these tech-

niques tend to yield a certain number of false positives. Furthermore, machine learning

is not suitable to be executed in low resource device such civilian drone, since it requires

a high computational complexity to detect malicious threats. In other side, a rule-based

detection is a lightweight technique used to reduce the number of false positives. How-

ever, this technique is not robust, specifically when the behavior of cyber-threat varies

over time, i.e., launches a set of misbehavior patterns. In order to handle both issues,

robustness and false positives, it is imperative to combine between a machine learn-

ing detection and rule-based specification detection methods. Moreover, in order to

address the computation complexity issue, machine learning should be executed in a

powerful node, e.g., aircraft or mobile ground station.

Table 1 Comparison between cyber detection schemes for AVN

Security schemes Detection techniques Robustness Complexity

[4] Rule-based detection Medium Medium

[5] Rule-based belief approach detection Medium Medium

[6] Rule-based detection Medium Low

[15] Rule-based detection Medium Low

[7] Anomaly detection based on SVM Medium Medium

[8] Anomaly detection based on game

theory

High High

[14] Rule-based detection and anomaly

detection based on SVM

High Low

[16] Anomaly detection based on NN and

fuzzy learning

High High
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3 A case study on cyber-attacks targeting aircrafts communication
system with security countermeasures

This study concerns the security against attackers targeting the communication

between the aircraft and its ecosystem of Internet of Things (IoT), such as UAV,

ground vehicles and air traffic control. The aircraft is equipped with communication

systems to communicate with IoT objects; we cite Aircraft Communications Address-

ing and Reporting System (ACARS) and ADS-B. ACARS could be used to exchange

messages between aircraft and ground node (e.g., vehicle and air traffic control) via

radio or satellite. Such kind of messages could contain the following sensitive infor-

mation: amount of fuel, crew and weather information, flight origin and destination.

ADS-B system broadcasts critical information, such as position, heading, and veloc-

ity to air traffic control or/and other aircraft for collision avoidance purpose. Due to

the sensitive information handled by both ACARS and ADS-B systems, the aircraft

communication systems are an attractive target for the attackers [17]. Here, the hacker

targets the aircraft during its takeoff and landing since it is easier to reach the air-

craft by using, for instance, a spoofer material. Some attack scenarios that target these

communication systems are summarized as follows:

– The attacker eavesdrops the messages exchanged between aircraft and air traffic

control (since the messages that ACARS delivers and receives are unencrypted)

and hence leads the attacker to know what is in the air and when. In this case,

the attacker chooses an appropriate time to jam the communication and could

create wrong environment information with the false information injection to the

air traffic control [17], e.g., provide a false aircrafts position.

– With the help of ADS-B and GPS components, the aircraft can locate all objects

within its area. Here, the attacker can hack the aircrafts GPS; by spoofing its

coordinates [18,19]. This will lead to a false estimate of the aircraft position.

In addition, the attacker could attack every IoT device which is located in the

proximity of the aircraft and spoof their GPS signals simultaneously.

3.1 Security architecture

Figure 3 illustrates the aircraft security framework, SFA that aims to monitor, detect

and prevent cyber-attacks that target ACARS and ADS-B communication systems,

where the pseudocode of attacks detection and prediction is illustrated in Algorithm

1. SFA is embedded in an aircrafts communication system and is composed of three

modules:

– Intrusion monitoring and modeling (IMM) This module monitors the behavior of

a target device by collecting a set of features related to the attacks that the frame-

work aims to detect. For instance, the signal strength is one of the jamming attacks

feature [2] that is monitored to detect the cyber-threat that jams communication

between aircraft and air traffic control. Table 2 highlights some features related

to cyber- threats that could target the aircraft communication systems [2,4,14].

In order to detect the attacks with a high accuracy, other features could be added

8



Intrusion monitoring

Intrusion modeling

IMM

Intrusion 

detec�on

Intrusion 

preven�on

IPD

-Trace the hacker

-Broadcasts  the alarm

……………………………….

IR

UAV

Aircra�

Helicopter

Aerial nodeGround node

Fire truck

Air traffic control

Ground sta�on

A�acker

FeaturesFeatures
Features

Features

Pa�ernsPa�erns

Decision

Fig. 3 SFA

Table 2 Cyber-threats features

Cyber-threats Features

Wormhole and Black hole Data injection rate

Jamming Signal strength intensity

Resource exhaustion Number of requests

Man-in-the-middle Messages modified rate and signal strength intensity

False information injection Messages modified rate

GPS spoofing Signal strength intensity

in addition to those of Table 2. Machine learning algorithm based on NN is used

to detect unknown malicious behavior [20]. The NN algorithm relies on a train-

ing and classification process to model the malicious behaviors of threats. In the

training phase, SFA collects the features from trusted IoT devices that communi-

cate with aircraft such as vehicle, UAV and air traffic control, and model normal

behaviors of features related to each IoT device. In the classification process, the

framework classifies the new incoming features according to the normal patterns,

determined during the training phase. In case when a misbehavior is detected it

will be stored and used by intrusion detection module for further detection. This

process is updated over time and depends on the panoply of misbehaviors that

cyber-threats could launch.
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– Intrusion prevention and detection (IPD) This module aims to prevent and detect

lethal attacks that hack the aircraft communication system. In the prevention sys-

tem, game theory approach is used to predict the future misbehavior of an intruder.

Game theory is perceived as a mathematic tool to analyze the interactions among

multiple players; in our case, the players are SFA and attackers. Each player has a

set of strategies and chooses the best strategy to achieve its own goals. The equi-

librium defined as a Nash equilibrium (NE) solution is reached when the players

do not change their strategy, i.e., the hackers attack the communication system

and SFA monitors the suspected IoT device [21]. Our security game is modeled

as µ(S, Q) and µ
′
(S

′
, Q

′
). The strategies of SFA and attackers can be defined,

respectively, as: S j = {Si ; ∀ i ∈(1 � monitor, 2� does not monitor)} and S
′

j = {S
′

i ; ∀ i

∈(1 � hack, 2� does not hack)}. Q{Si } and Q
′
{S

′

i } are the utility functions of SFA

and attackers, respectively; which increase and decrease, depend on the strategies

carried out by the players. The goal of this distributed game is to predict the future

misbehavior of a hacker and detects it. The intrusion detection system is based

on a rule-based detection technique to identify the attackers. This technique relies

on a set of signatures (i.e., patterns) to verify whether the behavior of a suspected

IoT device matches one of the attacker signatures. In case when a match occurs,

the intrusion reaction module is launched. The attacker signatures related to each

attack behavior are defined by the machine learning algorithm as explained in the

intrusion modeling module. It is noted that the future misbehavior that is detected

by the game theory system is also compared with attack patterns (determined by

machine learning algorithm) before the decision making, i.e., categorizes the node

as an attacker or legitimate node. By combing between a rule-based specification

detection and machine learning detection techniques, a high level of cyber security

could be ensured, i.e., high detection and low false-positive rates [4,9].

– Intrusion reaction (IR) This module proposes different services airport to react

smartly and promptly against a hacker or a group of hackers. These services could

be, for instance, trace the hacker and broadcasts the alarm to the security staff in

the airport.
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4 Experiment and security analysis of SFA

In this section, we evaluate the performance of SFA using NS (Network Simulator)-3

simulator [22] by analyzing the accuracy detection and prediction rates. Afterward,

we provide a security analysis against cyber-attacks that could target the aircrafts

communication systems.

4.1 Simulation results

In this section, we analyze the security performance of SFA under the two attack

scenarios (described in Sect. 3). These attacks are categorized into denial of service

(DoS) and false information injection attacks. The main purpose of these attacks is

to target the communication systems of an aircraft by injecting wrong information,

jamming the communication and altering the aircrafts GPS coordinates. In our simu-

lation, we use NS 3 simulator [22], which could be used as a simulator for large-scale

airborne network as explained in [23]. The aircraft which is defined as a node in the

simulator communicates with a set of heterogeneous ground nodes (e.g., vehicles),

where the mobility model of an aircraft is defined by its position, velocity and flight

plan information (departure, destination and trajectory) [23]. In the simulations, we

vary the number of ground nodes from 100 to 400 nodes, where the number of aircraft

varies from 10 to 30% of overall ground nodes and the number of attackers varies from

5 to 20% of overall aircraft nodes. Specifically, we compute the following security

metrics: (i) Accuracy detection rate is the expected detection rate—false-positive rate.

(ii) Accuracy prediction rate is the attacks prediction rate—false prediction rate. The

detection and prediction rates are, respectively, the number of detected and predicted

DoS and false information injection attacks over the total number of attackers. False

positive is the percentage of legitimate ground nodes that are categorized as an attacker.

False prediction is the percentage of a future honest nodes that are categorized as future

attackers. We compare the performance of SFV with IDS frameworks developed for

aircraft and UAVs, ADS-IDS [15] and IDRF [14], respectively. As indicated in the

related work section, ADS-IDS framework relies on a signature-based detection tech-

nique to detect a false information injection attacks such as GPS spoofing. Note that

ADS-IDS does not have the capability to detect DoS attacks. Thereby, we add to this

framework the DoS features (described in Table 2) into its signature-based detection

technique to enable it to detect such attacks. In the simulation, we inject the same num-

ber of DoS and false information injection attacks against the communication between

the aircraft and ground node (A2G). We assume that the attackers target the A2Gs com-

munication only during the takeoff and landing of an aircraft since it is easier for a

hacker to reach its target. The main simulation attributes are summarized in Table 3.

The most important results are summarized below.

4.1.1 Accuracy detection rate

As illustrated in Figs. 4 and 5, we inject separately the DoS and false information

injection attacks and analyze the security performance of SFV, ADS-IDS [15] and
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Table 3 Simulation attributes

Attribute Value(s)

Scenario time 15 min

Ground nodes# [100, 400]

Aircraft# 10, 15, 25 and 30% of overall ground nodes

Link data rate of A2G 15 Gbps

UDP flow rate of A2G 1 Mbps

Packet size 512 bytes

Aircrafts velocity during its

takeoff

120 km/h

Aircrafts velocity during its

landing

250 km/h

Attackers# 5 and 20% of overall aircraft nodes

Radio range of attackers 25 km
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Fig. 4 Accuracy detection rate under DoS attacks. a Number of attackers is equal to 5% of overall aircraft.

b Number of attackers is equal to 20% of overall aircraft
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Fig. 5 Accuracy detection rate under false information injection attacks. a Number of attackers is equal to 
5% of overall aircraft. b Number of attackers is equal to 20% of overall aircraft

IDRF [14] frameworks by computing the expected detection and false-positive rates. 
As shown in Fig. 5, it is apparent that it is difficult for these cyber security frameworks 
to detect false information injection attacks, since the main purpose of a group of 
hackers when it executed such misbehavior (e.g., spoofing attack) is to cause an 
attack
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Fig. 6 Accuracy prediction rate under DoS attacks. a Number of attackers equal to 5% of overall aircraft.

b Number of attackers equal to 20% of overall aircraft

without raising any alarms on the targeted aircrafts component [24]. Furthermore, the

hacker can choose judiciously the right time and target component to launch remotely

their malicious software. As shown in Figs. 4 and 5, we analyze two scenarios, the

number of attackers equal to 5 and 20% of overall aircraft nodes. We found out that

SFV and IDRF outperform ADS-IDS in terms of expected detection and false-positive

rates, since they have the capability to prevent accurately the execution of DoS and

false information injection attacks. In worst case, i.e., when the number of attackers

is equal to 20%, the accuracy detection rate of SFV when DoS and false information

injection attacks occur is almost equal, respectively, to 80 and 72%, as shown in

Figs. 4b and 5b. Hence, the excellent performance of SFV framework is achieved

due to an efficient collaboration between intrusion monitoring and modeling module

and intrusion detection module. These modules model the current misbehavior of

an intrusion and use a rule-based specification detection to detect the intrusion that

executes an attack.

4.1.2 Accuracy prediction rate

From Figs. 6 and 7, it is apparent that ADS-IDS and IDRF cannot predict efficiently the

future attacks. This is due to the fact that there is no intrusion prevention mechanism in

these IDS frameworks. From Figs. 6b and 7b, the false prediction rate of SFV increases

and has a negative impact on the prediction of a future attack. This increase is due

to the communication noise within aircrafts range, which degrades the reliability of

monitoring the behavior of a suspected node. Despite the number of false prediction

alerts that generated by SFV, it has the capability to predict the future expected attacks

behavior with a high accuracy. However, in worst case the accuracy prediction rate

of SFV when DoS and false information injection attacks occur is almost equal to 88

and 85%, respectively, as shown in Figs. 6b and 7b. This result is achieved due to an

efficient combination between an attack modeling and intrusion prevention modules.

The attack modeling aims to define the main distinguish features related to DoS and

false information injection attacks, and intrusion prevention module uses a mathematic

tool, game theory [25] to predict the future attacks behavior.

Before to discuss the security analysis of SFA against cyber-attacks, in the following

we discuss how SFA deals with the requirements cited in introduction section:
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Fig. 7 Accuracy prediction rate under false information injection attacks. a Number of attackers equal to

5% of overall aircraft. b Number of attackers equal to 20% of overall aircraft

(i) cyber-attacks. SFA relies on a couple of security rules to detect the specific

attacks that target the aircraft. For instance, the intrusion monitoring, detection and

prevention modules use security rules based on signal strength to detect the GPS

spoofing attacks. (ii) Hybrid detection (and prevention). The decision about the sus-

pected IoT node (i.e., normal or attack) is made by a trusted entity, air traffic control.

This latter gathers the intrusion alerts from the detection and prevention modules and

makes a final decision by broadcasting an alarm to the security staff when the sus-

pected node is qualified as an attacker. (iii) Resource constraints. The ACARS and

ADS-B communication systems of an aircraft have not the constraints of energy; this

is unlike the ADS-B communication system used by the civilian UAV as explained

in [4,14]. Thereby, the proposed SFA could be embedded in these communication

systems without degrading their performances. (iv) Independency. SFA is flexible and

its modules is independent of the communication systems where they are activated.

(v) Mobility model: The aircraft cannot change frequently its speed and direction as

vehicle do [11]. The detection and prevention modules report an alert to air traffic

control when the speed and direction change frequently.

4.2 Security analysis

We analyze our aircraft security framework to prove that the aircraft is secured against

the following attacks: Jamming, GPS spoofing, injection/modification, sybil, worm-

hole, black hole and passive attacks.

– Jamming and GPS spoofing attacks As explained in Sect. 3, these threats aim,

respectively, to jam and alter the communication systems and GPS coordinates

of an aircraft. These internal attacks could not be prevented by the cryptography

mechanisms and only the IDS and IPS can identify them. The SFA monitors the

feature, signal strength intensity (SSI) related to each suspected IoT device, and

launches its intrusion detection and prevention systems to identify the malicious

devices that jam and/or alter the communication and aircrafts GPS coordinates,

respectively.

– Injection/modification attack Cryptography mechanisms are used to authenticate

the external node and prevent the malicious device from injecting false messages in
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ACARS and ADS-B components. Therefore, we can prevent the injection attack to

inject wrong data. However, these mechanisms cannot prevent internal attackers

that are aware about the cryptographic keys. To detect them, SFA activates its

intrusion detection and prevention systems and analyzes the feature, Messages

Modified Rate; related to each suspected IoT device.

– Fabrication attack The Sybil attack is the most dangerous attack that fabricates a

set of identities with providing false positions, when it communicates with legit-

imate aerial node. To identify the Sybil device, a position verification algorithm

could be used, such as the one used in [14] to identify the GPS spoofing attack.

This algorithm is based on a hybrid detection (rule-based and SVM detection

techniques) to monitor the signal strength intensity and detection of a malicious

signal.

– Wormhole and black hole attacks The main features of these cyber-threats are to

drop the relevant data that are exchanged between the aircraft and its ecosystem

of IoT objects (e.g., air traffic control) [26]. To prevent the occurrence of these

threats, the intrusion prevention and detection module analyzes the number of false

data that are injected, and when an anomaly is detected [14] it informs the security

staff to localize the source of attack.

– Passive attack ACARS and ADS-B messages that are exchanged between the

aircraft and its IoT ecosystem (e.g., air traffic control) are unencrypted and the

attacker can overhear all the messages that pass through its radio range. Therefore,

the use of elliptic curve cryptography (ECC) [27] to ensure the external nodes

authentication and the communication privacy is required. The elliptic curve digital

signature algorithm (ECDSA) is used to authenticate the IoT node that wants to

communicate with the aircraft. Therefore, ECDSA prevents the external threat

to launch an attack against the aircraft. To preserve the anonymity, the elliptic

curve integrated encryption scheme (ECIES) is used to encrypt the messages that

are exchanged between the aircraft and its ecosystem of IoT nodes. Therefore, by

using ECIES scheme the passive attack cannot overhears the exchanged messages.

5 Conclusion

Security for aerial network is a challenging issue since cyber-threats that target such

kind of network become more sophisticated and could cause a lethal attack, e.g.,

aircraft crash. In this research work, we focus in reviewing various cyber detection

schemes by highlighting their drawbacks and advantages. According to our investiga-

tion, we conclude that there is a need to address several weaknesses that the current

detection schemes exhibit. These schemes suffer either from a low robustness or/and

high complexity. To address these weaknesses, we propose a security framework that

could be used to secure an aircraft against malicious threats. Our framework is based

on intrusion monitoring and modeling to monitor the behavior of targets IoT devices

and models accurately the malicious behaviors. The intrusion detection and prevention

systems are used to prevent and detect promptly the malicious intent. The simulation

results show that SFV exhibits a high attack prediction and detection rates as com-

pared to the contemporary detection frameworks [14,15]. In addition, we found out
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that false information injection threat is the most difficult attack to detect. However,

an efficient combination between the attack modeling and intrusion detection (and

prevention) modules leads the prevention of this smart attack to occur.
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