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ABSTRACT The commercial drone market has substantially grown over the past few years. While
providing numerous advantages in various fields and applications, drones also provide ample opportunities
for misuse by irresponsible hobbyists or malevolent actors. The increasing number of safety/security
incidents in which drones are involved has motivated researchers to find new and ingenious ways to detect,
locate and counter this type of vehicles. In this paper, we propose a new method to detect frequency
hopping spread spectrum - Gaussian frequency-shift keying (FHSS-GFSK) drone communication signals,
in a non-cooperative scenario, where no prior information about the signals of interest is available. The
system is designed to detect and retrieve data bit sequences through a compressive sampling approach,
which includes the extraction of the reduced spectral information and a soft detection algorithm. The
performance of the proposed approach is assessed in terms of bit error rate and compared with that of
a Viterbi detector and a neural network-based detector. The effectiveness of the method described in the
paper highlights the fact that current UAV communications are not infallible and present real security
issues.

INDEX TERMS Counter-drone measures, FHSS-GFSK communication signals, non-cooperative data

detection, compressive sampling, security of UAV communications.

. INTRODUCTION

NMANNED aerial vehicles (UAVs), commonly known

as drones, are readily available and easy to use. Drones
are no longer only related to military applications but
also to services that can offer huge potential for devel-
oping innovative civil applications in a wide variety of
sectors, including filming and entertainment, transportation,
mapping, prospecting, data collection and analytics, envi-
ronmental and wild life monitoring. The rapid growth of
the drone market in the past few years has increased the
number of unintentionally and intentionally safety and secu-
rity violations in which drones are involved [1]. According
to [2] the global drone market is expected to grow from
$14 billion in 2018 to over $43 billion by 2024 at a com-
pound annual growth rate of 20.5%. The growing number

of incidents that appear almost daily in the media has
prompted an increase in the research of surveillance and
interdiction methods tailored for drones. Different drone
detection systems have been recently developed, based
on the following physical effects and corresponding sen-
sors [3]: reflectance of UV/visible/NIR/SWIR/MWIR/LWIR
photons [4], [5], radar reflectance [6], [7], [8], acoustic
emissions [9], [10], electromagnetic emissions from onboard
radios [11], [12], or other communication links. Each sen-
sor has its own limitations and can be used under some
specific conditions. Since none of them can provide full
protection against drones, different sensors may be com-
bined in order to increase the detection rate. The method
described in this paper belongs to the category of RF
eavesdroppers [13].
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FIGURE 1. Application framework illustration: detection of drone control signals by
an RF eavesdropper.

We consider the non-cooperative scenario presented in
Fig. 1, with the detection system acting as an eavesdropper.
The objective is to detect the signal transmitted by the drone
controller and to recover the underlying data bit sequences, as
the first step toward effective counter-drone measures, such
as taking control of the drone or smart jamming the com-
munication between this one and its controller. Therefore,
the proposed approach can be helpful in detecting the use
or intrusions of drones in perimeters in which their flight is
prohibited.

Four types of wireless communication technologies are
used to control drones [14, Table 3]: point-to-point (direct
link) communications, satellite communications, ad-hoc
network communications and cellular network communi-
cations. The method described in this paper is applicable
to point-to-point (controller-drone) communications, which
is the most widely used for commercial UAVs. Although
cellular networks offer drone command and control capa-
bilities, this type of communication is not yet widespread
because regulations in most countries limit the flight of UAV
to the visual line of sight of a human pilot, who is con-
stantly controlling the drone. For consumer-grade drones,
no specific frequency allocations have been made yet at
international level. Therefore, in most countries, drones only
use the license-free spectrum. The communication between
the drone and its controller is covered by the IEEE 802.11
family of LAN protocols [15]. Three standard links are com-
monly associated with the UAV: the control link, telemetry
link and video link. The 2.4 and the 5.8 GHz bands are
the most often used for transmitting the control and video
information respectively. The telemetry link is usually sent
overlaid the video link, or in the radio channels correspond-
ing to the 868 MHz, 433 MHz or 2.4 GHz frequency bands.
According to [16] and [17, p. 35], drone controllers usu-
ally operate in the 2.4 GHz band, the carrier frequency
being randomly changed for each data bit sequence using the
frequency hopping spread spectrum (FHSS) technique [18].
FHSS is used for making the communication secure and
resistant to eavesdropping and interferences from other sig-
nals. Within a data sequence, the data bits are usually coded
using Gaussian frequency shift keying (GFSK) [19], due
to its power and spectral efficiencies, which are among
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the most important performance criteria for modulation
schemes.

The promising drone market has recently increased the
interest in UAV security issues, including current and
future wireless networks. Communications security can be
addressed either at the upper layers of the communication
protocol, through operations such as encryption/decryption,
or at the physical layer level, by exploiting the intrinsic
characteristics of wireless channels [20]. A survey on this
topic is presented in [21], where several security issues are
identified from the physical layer point of view. The safe-
guarding of wireless networks is discussed in [22] from the
same perspective, while the main security aspects of wire-
less sensor networks against jamming attacks are reviewed
in [23]. Several other papers and magazine surveys raised
awareness related to the safeguarding of UAV communica-
tions. Thus, since FHSS has been the most widely used
technique to date, for ensuring the security of the physi-
cal layer [22], a method is introduced in [24] to extract the
hopping sequences from FHSS-type UAV controllers, and its
effectiveness is demonstrated using software defined radio.
A technique for tracking frequency hopping patterns and
frequency components over time is also presented in [25],
while a versatile system with protocol-aware jamming capa-
bilities against different UAV remote control systems is
described in [26]. Our work contributes to assessing the
extent to which current communications are secure to support
large-scale UAV services. However, unlike most previous
research, which focuses on different aspects related to FHSS
communications jamming [23], [26], [27], our paper pro-
poses an approach to detect the FHSS-GFSK signals and
recover the transmitted data bit sequences by eavesdrop-
ping on the communication between the UAV and its
controller.

Throughout the paper it is assumed that during each ran-
domly chosen frequency hop, the drone controller transmits
on one of the N, frequency sub-channels in the 2.4-2.48 GHz
band, each channel having bandwidth B. In a non-cooperative
scenario, the drone detector does not know which sub-
channel is being used during each frequency hop, so its
Nyquist sampling rate is 2N B, instead of 2B. However,
as the signal is sparse in the frequency domain, a com-
pressive sampling (CS) approach [28] can be used for the
detection process, resulting in good detection performance
at sampling rates much lower than the Nyquist limit. Many
studies and research works on this topic have been performed
since the introduction of CS in 2004 by Donoho, Candes,
Romberg, and Tao [29], [30], [31]. Thus, a method for
detecting wideband FH signals with a tiny number of inco-
herent measurements is presented in [32], whereas different
methods for detecting FHSS signals from compressive mea-
surements are proposed in [33] and [34]. Finally, a closely
related research work [35], which is considered a reference
throughout this paper, relies on a Viterbi sequence detec-
tor (VD) to recover the transmitted bits from compressively
sampled FHSS-GFSK signals.
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FIGURE 2. lllustration of the phase term q(t) generation for BT = 0.5.

The original contributions of this paper can be summa-
rized as follows. Compared with the related research papers
cited above, the proposed approach skips the signal recon-
struction phase, and aims at directly detecting the sequences
of bits transmitted by the drone controller. We maintain the
idea of the CS-based scheme to digitalize the received sig-
nal, but unlike the approach proposed in [35], the data bit
sequences are recovered using the signal spectral represen-
tation, instead of its temporal one. In fact, only a small part
of the signal spectrum, called reduced spectral information
(RSI), is reconstructed using the orthogonal matching pursuit
(OMP) algorithm [36]. To the best of our knowledge, this
detection approach is original and has never been proposed
so far. Another important contribution of the paper is a new
highly effective 2D feature vector, which is calculated from
the OMP-reconstructed RSI and does not depend on the ini-
tial phase of the received signal. Hence, its estimation is
no longer necessary, which reduces the detection method
complexity. The proposed feature vector also has little sen-
sitivity to the GFSK modulation index, which makes the
detection method more tolerant to its estimation errors. The
efficiency of the proposed method is further increased by a
soft-detection (SD) algorithm using confidence coefficients
instead of a hard threshold. Lastly, the complexity of the new
detection method is lower than that corresponding to the ref-
erence Viterbi algorithm for compressively sampled signals.
Of note, the application of the proposed approach is not
limited to the detection of drone control signals. Actually, it
can be easily adapted for detecting any FHSS-GFSK signals,
such as Bluetooth signals.

The remainder of this paper is organized as follows.
The FHSS-GFSK signal model and the main idea of the
proposed approach are introduced in Section II. The new
detection method is then thoroughly explained in Section III.
We describe the extraction of the RSI, the soft detection
of the data sequence, and the global processing flowchart.
The simulation results are provided in Section IV. The
performance of the proposed approach, in terms of bit error
rate (BER), is compared with that of a Viterbi detector
and a multilayer perceptron (MLP) neural network-based
detector. We demonstrate that our method is appropriate for
low-complexity non-cooperative detection of drone control
signals, as it requires low sampling frequencies and does
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not need initial-phase. Finally, some conclusions are drawn
in Section V, and different research paths are proposed as
future works.

Il. SIGNAL MODEL AND MAIN IDEA OF THE PROPOSED
DETECTION METHOD

As stated above, we consider in this paper an FHSS-GFSK
drone control signal, which employs frequency hopping
for spreading the spectrum and GFSK modulation at each
frequency hop. N; data bits {d, = £1},—0,....N,—1 are trans-
mitted during a frequency hop, on a subcarrier frequency f,
randomly chosen over N, subchannels of central frequencies
{filk=1,...n. and bandwidth B. The analytic signal corre-
sponding to the time interval [(n — 1)T, nT] is given below:

X () = Aelil2mfet2mh iy dig(t—iT)+¢o]} ,

n=1,...,Ny—1, (1)

where h is the GFSK modulation index, and A and ¢g
stand for the signal amplitude and its initial random phase
associated to f;, respectively.

Function ¢(r) = fioo g(r)dt is obtained by integrating
g = %{F[VB(H-T/Z)]—F[yB(t—T/2)]}, as illustrated in
Fig. 2 for BT = 0.5, where F(x) is the normalized Gaussian
cumulative distribution function and y = %

As shown in Fig. 2, function ¢(#) can be considered zero
for t < —T and equal to 1 for t > T . Consequently, g(t —
iT)y=1/2 for i =0, ...,n— 2, so the signal specific phase
term from Eq. (1) can be rewritten as follows:

n—2
2nh<0.5 > di+dy1q(t — (n— DT) + duq(t — nT))

i=0
=@, +0(—nT), 2
where ¢, = h Z;’;OZ di, n=2,...,Ny—1isacumulative

phase term, which is constant during the [(n— 1)T, nT] time
interval, and 6(¢) = 2nh(d,—19(t + T) + dyq(?)) is a time-
variant phase term depending only on the couple of bits
{d,—1, d,}. For the sake of simplicity, we use throughout the
paper the notation 6 (¢) for a generic couple of bits {d,_1, d,}
and {6;(#)}i=1,.. 4 for the specific combinations: {d,—1 =
l,dy = 1}, {dnfl =-1,d, = —1}, {dnfl =1,d, = _1}
and {d,—1 = —1,d, = 1}.
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FIGURE 3. lllustration of the signal generation, for the data bit sequence {dy =1,d; =1, dp

The real signal generation is illustrated in Fig. 3 for the
data bit sequence {dy = 1,d] = 1,dr = —1,d3 = 1,ds =
—1}. Thus, for example, signal x4(¢) is defined on the time
interval [37,4T] and the specific phase term equals ¢4 +
O0(t —4T) = wh Y 2o d; 4+ 21 h(d3q(t — 3T) + daq(t — 4T)).

The detection method proposed in this paper relies on
the following key remarks. From Eq. (1) and (2) it can be
concluded that considering known {f, ¢o} and an iterative
detection process, i.e., already detected previous data bits
{di}i=0....n—1, signal x,(¢f) only depends on 6(f) or equiv-
alently on the couple {d,—1,d,}. The main idea of the
approach described in [35] is that as signal x,(¢#) can be
completely characterized by these elements, a VD can be
used to recover the data bit sequences. Thus, at each stage
of the iterative detection process, the most likely couple
{d,—1,d,} can be determined using a trellis diagram, with
known ¢( and estimated ¢, from the previously detected bits
{di}i=0,...n—2. The estimation of the current FHSS subcar-
rier frequency f, is also integrated into the detection process,
because a trellis diagram is considered for each one of the N,
subchannels. To avoid the reconstruction of signal x,(f), the
Viterbi detection process is associated with a CS scheme
(VD&CS), which results in a significant reduction of the
sampling frequency compared with the Nyquist limit.

In this paper we maintain the idea of the CS to digitalize
the received signal, which is the input of the signal pro-
cessing flow. However, we propose a completely different
approach for the detection of the data bit sequence, which
represents its output. Thus, as it will be explained in the next
section, unlike the approach addressed in [35], the couple
of data bits {d,_1,d,} is estimated using the signal x,(?)
spectral representation, instead of its temporal one. On the
basis of the signal sparsity in the frequency domain, a small
but salient part of its spectrum, called RSI, is reconstructed
using the OMP algorithm. Then, a highly discriminant 2D
feature vector is extracted from the RSI for estimating the
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-1, d3 =1, dg = —1} and modulation index h = 1/3.

most likely couple {d,—1, d,} among the four possible bits
combinations.

lll. DETECTION APPROACH BASED ON RSI
We consider the spectral representation of signal x;,(7):

)
X,(v) = / ei[2ﬂfct+9n(f)+(ﬂn+(/)o]e—j2nvtdt

oo

o0
_ Jonte0) / Q0=nT) =21 (—f)t
—0oQ

— ei(¢n+</?0)®(v _fc)e_jZTWlT(V_fc)’ (3)
where @ (v) is the Fourier transform of signal ¢®. As
®(v) cannot be calculated in closed-form, the graphi-
cal representation of its amplitude is given in Fig. 4 for
{d\—1 = 1,d, = —1} and {d,—1 = 1,d, = 1}. The first
representation is also obtained for {d,_1 = —1,d, = 1} and
the frequency-reversed second representation for {d,—; =
—1,d, = —1}.

These representations are obtained from signal x;,(f) sam-
pled at the Nyquist rate Fnyq = 2N.B. The Nr-points
FFT is then calculated, with Ny = 2N,, which means that
the spectral components are equally spaced by 1/7. As
clearly shown in these representations, the FHSS subcarrier
frequency can be easily estimated by seeking the maximum
of | X,(v)| = |®( — f)| as illustrated in Fig. 5. Moreover,
the signal is relatively sparse in the frequency domain, so
its spectrum can be reconstructed using the OMP algorithm.
As shown in the next section, only the useful information,
represented by the strongest spectral component and the two
adjacent ones, is extracted.

A. RSI EXTRACTION
We consider the CS scheme defined in [35], with L sampling
branches and collecting M samples per symbol. Then, using
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FIGURE 5. FHSS subcarrier frequency estimation from the amplitude spectrum
1 Xn(v)l.

the same notations, the measurement vector at the output of
this scheme, for time interval [(n — 1)T, nT], is defined by

Yn = Ax, = AE*X,, = WX,,, “)

where x, and X, are the Ny x 1 vectors corresponding
to the Nyquist sampled signal and its discrete spectrum
respectively, A is the LM x Ny measurement matrix defined
in [35, p. 59681, E = {e72™/NTY o Ni—1p=0,..Np—1 1S
the Ny x Ny DFT matrix, and W = AE*.

Compared with the Nyquist sampling, the number of sam-
ples is reduced for the CS scheme with the compression
factor CR = N7/(LM) = 2N./(LM). Moreover, the sam-
pling frequency on each one of the L sampling branches
is f, = M/T, ie., 2N./M times lower than the Nyquist
frequency.
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OMP is a greedy algorithm [36], widely used for finding
the sparse solution X, of the problem described by Eq. (4):

Xn = arg n)l(in||y,, — WX,,||% subject to | X,llp <s, (5)
where s denotes the sparsity order of X,,.

In this paper a simplified version of OMP is considered,
as the RSI consists of three consecutive components of the
sparse spectrum X,. The strongest one, corresponding to
the carrier frequency f,, is firstly detected by searching the
column of the matrix W that is the most correlated with
input vector y,:

(Y, Wi}l

max — ——— (6)

iopt = arg ’
i=1,...N7 [[ynlll Wi

The localization of the three spectral components is then
defined by vector i, = [iopt — 1, iopt, lopt + 1]. We denote
by Xn = )A(,,(in) the solution vector reduced to its non-
zero components and by W = W(:,i,) the matrix formed
with the columns of W corresponding to vector i, elements.
Reference [36] shows that:

minlly, - WX, I3 = minly, - WX,[5. @

The advantage of this equivalent form is that, unlike the
initial problem, it results in a unique solution:

Xn = E%an ®)

where ET is the Moore-Penrose pseudo-inverse of W. The
estimation of subcarrier frequency f. and the extraction of
the RSI using OMP are summarized in Algorithm 1.

The RSI extraction using the OMP algorithm is illustrated
in Fig. 6, for f, = 25 MHz, {d,—; = 1,d, = —1}, and
two SNR values (20 and 0 dB). the subcarrier frequency is
perfectly estimated in both cases and the RSI extracted with
the OMP algorithm and FFT is closely related.
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FIGURE 6. lllustration of the RSI extraction using the OMP algorithm.

Algorithm 1 Subcarrier and
Extraction of the RSL
Input: LM x 1 vector y, at the output of the CS scheme;
LM x Ny matrix W = AE*.
Output: Vector X, containing the RSI; subcarrier frequency
estimate fc.
1: Search igp = argl:?}?%%(NTm#%.
2: Set i, = [iopt -1, iopt, iopt + 1].
3: Set W = W(, ip).
4: Calculate Xn =W'y,, and f, = iopt/T.

Frequency Estimation

B. DATA SEQUENCE DETECTION
In the previous section, we determined the RSI, which is the-
oretically given in the noiseless case by X,, = [c(_"z cé") cﬁ") 17,

with c,(cn) calculated in accordance with Eq. (3):

e = Xu(fe + k/T) = Ot @ (k/T)e 2k
— ej(‘/’n'f“ﬂO)J\”kl@(k/T)L 9)

where Y, = arg{® (k/T)}.
We define the following feature vector, which does not

depend on ¢ or @,:

S _ [pézi] _ cos(arg[é(()”)} - arg{ﬁ(_ni}) ’

P> sin(arg{é(()")] — arg{égn)})

Indeed, in the noiseless case the feature vector becomes
p(”) = [cos(Yg — Y¥—1) sin(yYg — w1)]T and therefore
depends only on phases {y¥_1, {9, ¥1}. We denote the four
corresponding ideal feature vectors by {P;}i=i 4. As the
Fourier transform ® (v) is mathematically intractable, phases
{¥_1, Yo, Y1} are numerically calculated for each one of
the four possible couples {d,—1, d,}. Nevertheless, a piece-

wise linear approximation of function ¢(¢) is employed in
the Appendix to derive a comparable closed form of the

(10)
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RSI extraction with OMP for fE =25 MHz and SNR = 0 dB
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feature vector defined above and to better explain its dis-
criminant capability and weak sensitivity to the modulation
index variation.

Feature vectors p(”), obtained for 360 uniformly dis-
tributed values of ¢ between 0 and 27, for all the subcarrier
frequencies, and for a random data sequence with Ny = 650,
are plotted in Fig. 7, for an SNR of 10 dB. The couples of
values (L = 4, M = 40) and (L = 4, M = 10) are considered,
resulting in compression ratios CR = 1 and CR = 4 respec-
tively. The findings show that the two features are a good
choice to discriminate the four combinations of {d,_i, d,}.
Moreover, for each class, the feature vectors are distributed
inside the unit square, around centroids {P;};=1, 4.

The detection performance can be even further improved
if we take into account that each data bit d,, is estimated
twice from x,(¢) and x,11(¢?), respectively. Consequently, we
introduce a decision confidence coefficient to select the most
likely estimation dy:

4 min dist{p("),Pi}

i=l1,..., 4
S dist{p®, P;}

where dist{p®™, P;} is the Euclidean distance between p”
and P;. Thus, when vector p™ is the same as one of the
four centroids Py, the confidence coefficient is equal to 1.
In another sense, it becomes 0 when vector p® is equally
spaced from centroids P;. This approach can be termed
as “soft detection”, because the decision is not made in
accordance with a hard threshold but relies on confidence
coefficients, with values between 0 and 1. The data sequence
SD process can then be summarized in Algorithm 2 presented
below.

um =1- (1)

C. PROCESSING FLOWCHART OF THE DETECTION
APPROACH

The processing flowchart of the proposed approach for the
detection of drone control signals is shown in Fig. 8. The
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received signal is first frequency shifted to the baseband
using a quadrature I/Q downconverter. The output signals
X0 = Acos[27fit + 2xh Yy dig(t — iT) + @] and
2 (1) = Asin [27fot + 2k Y1 dig(t — iT) + @o] feed the
detection scheme and are transformed in discrete time signals
using the CS blocks. Complex vector y, = Axf,l) + ijf,Q)
is then used by Algorithm 1 to extract the RSI and to esti-
mate the subcarrier frequency. Finally, the data sequence is
derived from the RSI, using the SD scheme implemented by
Algorithm 2. To summarize this processing flowchart, the
proposed approach is hereafter referred to as SD&CS-RSI.
When the RSI is extracted using the FFT instead of the CS,
the detection method is referred to as SD&FFT-RSI.

IV. SYSTEM PERFORMANCE

To test the system performance, we simulated an FHSS-
GFSK signal in the 2.4-2.48 GHz band, assuming
that the synchronization has been already performed
by one of the techniques presented in [37, pp. 446—
457]. The frequency hopping covers N. = 80 channels
of bandwidth B =1 MHz. N, = 650 bits are transmitted
during each frequency hop, the subcarrier being pseudo-
randomly chosen over the N, channels. These signal
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parameters are typical for the most frequently used drone
controllers. An ideal AWGN channel model has been
assumed for the transmission of the generated signal, with an
Ep/Ny ratio lying between —5 and 15 dB. For each Ej, /Ny
value, 10* realizations are considered for the performance
evaluation. The CS scheme incorporates m-sequences as
kernel functions and consists of L sampling branches, set
from 1 to 5 in our simulations. Accordingly, the number of
samples per symbol M is varied from 1 to 160 to obtain
compression ratios ranging from 1 to 40.

The convergence of the OMP algorithm toward the global
optimum is ensured in the noiseless case, for a random W
matrix, provided that [36]

Nr
For instance, s = 3 and Ny = 160 results in CR < 5, which
justifies the values of the compression ratio considered in
our simulations.

The detection performance curves for the compared meth-
ods, in terms of BER, are shown in Fig. 9, the feature vectors
given by Eq. (10) being calculated from the FFT-extracted
and CS-extracted RSI, respectively. Two compression ratios

12)
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Algorithm 2 SD of the Data Sequence

Input: RSI matrix [Xl Xz )A_(Ns_l], whose columns
are obtained using Algorithm 1 from the signals
{x,(O)}n=1,...N,—1; centroids {P;};—1,. . 4 corresponding to
the couples of data bits {1, 1}, {—1, —1}, {1, —1}, and
{—1,1}.

Output: Vector of the
{dn}nzo,...,Ns—l' R

1 Set o= On,—1x1, & = Oy, _1x1, d =O0y,_1x1.

cos (arg(X, ()} — arg(X, (1)})

sin (arg{X] 2)} — arg{Xl 3) })

3: Detect the couple {d’ (igi))t), d’ (zé},)t)} corresponding to
(1)

opy = arg l_zn]11n4dist{p(]), P;}.

4 Setd(1) = d’ (z-g;) and d(2) = d” (ig‘;t).

) repy o q . Adist{p®) P}
5: Calculate p'(1) =1 —ZT' Gist[pD P}

w'(1) and p(2) = p/(1).
6: for2<n<N;—2 do
cos (arg(X,, 2, m) — arg(X, (1, m})
sin(arg(X, 2. m)) — arg(X, 3. m}) |
8:  Detect the couple {d’ (sz&) d’ (zé’&)} corresponding
to ig';{ =arg min4dist{p("), P;} and set dn+1) =
=

1,...,
d" (,-g;}t) .

9:  Calculate u(n) =1 —

A

estimated data bits d =

2: Calculate p(V =

and set (1) =

7:  Calculate p™ =

it dist{p™,P;} and set p(n +

1) = u'(n).

10: if w'(n) > u(n) then

11: Replace the previously estimated d, = d” (i((,';)t_l)>
by d, = d (ig;;).

12: Replace the previously calculated u(n) = u'(n—1)
by u(n) = p'(n).

13:  end if

14: end for

are considered for the CS scheme: CR =1 (L =1, M = 160)
and CR =4 (L = 4, M = 10). In the first case, the results
provided by the proposed approach (SD&CS-RSI) are sim-
ilar to those obtained with SD&FFT-RSI and the standard
VD. The proposed approach is also compared with an MLP
neural network, including one hidden layer with 10 neurons,
and trained directly with the RSI. In this case, the feature
vector is formed by the concatenation of the real and imag-
inary parts of the RSI complex components, extracted using
the FFT (NNET&FFT-RSI) and the same compressed sam-
pling scheme (NNET&CS-RSI), with L = 4 and M = 10.
The results show that the proposed approach provides a
higher detection performance, through the non-linear fea-
ture extraction, resulting in better discriminant capabilities.
Furthermore, in terms of Ej; /Ny, the performance is improved
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FIGURE 9. Comparison of the FHSS-GFSK detection performance: proposed
approach vs. VD- and NNET-based methods.
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FIGURE 10. Performance sensitivity of the compared detection methods to the
variation of modulation index h.

with approximately 6.5 dB at a BER level of 10%, com-
pared with the reference VD-based approach (VD&CS), for
a compression ratio CR = 4.

The proposed approach is also much less sensitive to the
h value, as shown in Fig. 10. Thus, the BER significantly
increases for the NNET-based detector and becomes con-
siderably worse for the VD-based method, whereas for the
proposed approach, it gets just slightly lower for a varia-
tion of approximately 20% of h around its actual value. To
be efficient, the VD-based method requires the right value
of modulation index &, and the neural network needs to be
trained with data generated using the same 4 value, which
has to be therefore properly estimated.

The proposed approach performance is also plotted in
Fig. 11 for different combinations of L and M values, result-
ing in the same compression ratio CR = 4. The BER
corresponding to the compression ratio CR = 1, obtained
for L = 1 and M = 160, is also added as a reference
curve.
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FIGURE 11. SD&CS-RSI performance for different CS parameters.

The detection performance gets slightly lower as the num-
ber of CS scheme branches increases, but the BER does not
dramatically change for 1 < L < 5. However, higher L
values enable a more important reduction of the sampling
frequency on each CS scheme branch, for a given com-
pression ratio. L = 4 is a good trade-off, because the BER
is roughly the same as for L = 1, and the corresponding
value M = 10 leads to a sampling frequency 16 times lower
than the Nyquist limit. L =4 is a good choice for practical
implementations of the CS scheme as well, because larger
values of L result in higher complexity hardware, and as the
number of channels increases, the impairments related to the
electronic devices reduce the system performance.

The same ideal AWGN channel model as in [35] has been
assumed so far to compare our results to those provided by
the reference method (VD&CS) under the same conditions.
When more realistic channel models are considered, the
performance of the proposed approach is naturally reduced,
as illustrated in Fig. 12. To evaluate the performance loss,
two Rayleigh and Rician fading channels are simulated for
a maximum Doppler shift of 430 Hz. This value is obtained
considering a drone maximum radial speed of 26 m/s [38].
For the Rician channel, a typical K-factor value of 3 is
also considered. The measured performance loss, in terms
of E,/Ny, is more limited for high compression ratios. For
CR =4, it is of approximately 2.5 and 11 dB, in the case
of the Rician and Rayleigh channels, respectively, at a BER
level of 1073,

Finally, we assessed the complexity of the proposed
approach (SD&CS-RSI) and the reference method
(VD&CS). Due to the “super-trellis” structure of the
reference method decoding scheme, its complexity can
be obtained by multiplying with N, the complexity
corresponding to one subchannel carrier frequency.
Given the structure of the Viterbi decoder used in [35],
its overall complexity for a sequence of N; compres-
sively sampled (L x M)-length signals can then be
expressed as: OQRLMN;N,) = OQ@N7Ns;N./CR). For
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FIGURE 12. Proposed approach performance for different compressive sampling
parameters.
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FIGURE 13. Complexity comparison for the proposed approach and the Viterbi
based detector.

the proposed approach, we have cumulated the com-
plexities of Algorithms 1 and 2, which are given by
OQBNs(Nt + ML)) = OQ@N;Nr(CR + 1)/CR) [39] and
O(Ng(4m + 1)), respectively, where m = 2 is the dimen-
sion of the extracted feature vector in Algorithm 2.
Consequently, the overall complexity of the proposed
approach is O(BNs(N7(CR + 1)/CR + 3)). The complexities
of the two methods are plotted in Fig. 13 for Ny = 650
and CR € {1,2,4,5,8,10,20,40}. The values of the
compression ratio are obtained for Ny = 160, L = 4, and
M € {40,20,10,8,5,4,2,1}. The complexity reduction
provided by the proposed approach is clearly visible,
especially for small to moderate CR. The complexity
reduction is actually even more important for our approach
since, unlike the reference method, it does not require initial
phase estimation.

V. CONCLUSION AND FUTURE WORK
A new detection method for drone control signals has been
introduced in this paper. The proposed approach includes
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retrieving transmitted data bit sequences, coded with the
most popular type of modulation used by consumer grade
drones, namely FHSS-GFSK. We have thus demonstrated
that the pseudo-randomness of the hopping sequence is no
longer a barrier that cannot be overcome to access the phys-
ical layer, and that this type of communication is resilient
to eavesdroppers only to a certain extent. The system is
intended to be used in non-cooperative scenarios, where lit-
tle information about the signals of interest is available. The
data bit sequences are recovered by an SD algorithm whose
input is a 2D feature vector, derived from the CS-extracted
RSI. Counter-drone measures can then be carried out to
mislead or take over control of the drone using fake similar
signals.

The detection performance of the proposed approach, in
terms of BER, is assessed for different compression ratios
and compared with that obtained with VD- and NNET-based
methods. The proposed approach yields better results in a
non-cooperative scenario, while being less sensitive to the
variation of the GFSK modulation index. It uses sampling
frequencies much lower than the Nyquist limit, does not
require the estimation of the signal initial phase, and provides
a significant reduction complexity compared with the con-
sidered reference method. The detection performance is also
evaluated for different CS scheme configurations. The find-
ings show that the detection performance slightly decreases
as the number of CS scheme branches increases, but the
BER does not dramatically change for 1 <L <5.

The effectiveness of the method described in the paper
highlights the fact that current UAV communications are
not infallible, and therefore may present some real security
issues. Hence, they need to be improved in view of future
commercial drone-enabled services. As future work, we plan
to proceed with the hardware implementation of the proposed
detection approach. The most important technical challenge
will be to adapt it to other types of communications and
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ion of function q(t) (a) and the corresponding feature vectors distribution for h € [0.1, 0.5] (b).

protocols used by drones, as well as to ensure its satisfactory
operation in cluttered environments, where electromagnetic
interference can seriously degrade detection performance.
Another tricky aspect, after the detection system has been
set up, will be to extend the project and implement either a
jammer or a spoofer. Finally, if we look beyond the efficiency
and functionality aspects of the problem, there will also be
challenges related to security policies and legality issues.

APPENDIX
To evaluate the discriminant capability and sensitivity to the
modulation index variation of the feature vector defined by
Eq. (10), we considered the piecewise linear approximation
of function q(f) depicted in Fig. 14(a). It can be readily
noticed that

0r() = —0,(f) = 2D = (e/'Gl(t))*

V-1,-1(0) = =¥1,1(0)
Vo1.-1(=1/T) = =y11(1/T)
Vo1.-1(1/T) = =y (=1/T)

04(1) = —03(t) = &M = (ei93<z>)*

Y_1,100) = =¥, —1(0)
Yo11(=1/T) = =y, -1 (1/T)
Y_1,1(/T) = —yr1,-1(=1/T)

O2(v) = (O1(—v)* =

O4(v) = (B3(—v)* =

Hence,

P, — [cos(y—1,-1(0) — W—l,—l(_l/T))i|

| sin(¥-1,-10) — y—1,-1(1/7))

[ cos(yr1,1(0) — ¥1,1(1/T)) }

| — sin(¥1,1(0) — ¥1,1(=1/7))

P [cos(y—1,1(0) — 1/,_1’1(—1/T))]
7 sin(yo1,100) — Y11 (1/T))

[ cos(¥1,-1(0) — yr1,—1(1/T)) j|

| —sin(y1,-1(0) — ¥1,—1(—=1/T))
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Fourier transforms ®;(v) and ®3(v) are then calculated
using the Wolfram Mathematica software and the resulting
phases for v € {—1/T,0,1/T} as a function of the index
modulation % are given below:

Y11 (=1/T) =2nh+ 7
V1,10 =~ — arctan| gt CTh, |
Y1.1(1/T) = 2h

and

Yi-1(=1/T)=nh+x
h) sin(2rh
¥1,-1(0) = arctan| G e

Yi,-1(1/T) =nh+x
Consequently,
|:cos(1ﬂ1,1(0) —Y11(=1/T) + ”)}
—sin(¥1,1(0) — 1.1 (1/T) — )

_ |:— cos(¥1.1(0) — wm(—l/T))}
sin(¥1,1(0) — ¥1,1(1/7))

P, =

and

P, — [COS(Wl,l(O) - wl,l(—l/T))]
T =sin(yr 1 (0) — i (/D) ||

Thus, we finally obtain:

P [cos(¥1,1(0) — 1ﬁl,l(—l/T))]
'L sin(ya0) — v (/1) |’

p, — [~ cos(¥1.1(0) —ml(—l/T))}
27 sin(y10) — via/) |

p, — |cos(¥1.-100) — I/fl,_l(—lm)]
37 L sin(Y1,1(0) = ¥, (1/T)) |

Py — [cos(y1,-1(0) — 1/f1,1(—1/T);i|
4T L= sin(Y1,-10) = Y11 (1/T)) |

The expressions derived above demonstrate the discrim-
inant characteristic of the proposed feature vector, as they
correspond to well-separated points within the unit square.
Indeed, the first and second components of Py and P, are
opposite and identical, respectively, whereas for P3 and Py,
they are identical and opposite, respectively. Thus, P and P,
as well as P3 and P4, are symmetric with respect to the origin
along the horizontal axis and vertical axis, respectively.

The distribution of the feature vectors when the GFSK
modulation index / varies between 0.1 and 0.5 is shown in
Fig. 14(b). It confirms the conclusion that we have already
drawn on the basis of the results plotted in Fig. 10, i.e.,
the weak sensitivity of the proposed feature vector to the
variation of the modulation index.
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