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Abstract

In this paper, we report on our main research contributions dealing with Model-Based Testing of

Dynamic and Distributed Real-Time Systems, performed during the last ten years. Our first contribution

deals with testing techniques for distributed and dynamically adaptable systems. In this context, we

propose a standard-based test execution platform which affords a platform-independent test system for

isolating and executing runtime tests. This platform uses the TTCN3 standard and considers both

structural and behavioral adaptations. Moreover, our platform is equipped with a test isolation layer that

reduces the risk of interference between testing processes and business processes. Besides, we compute

a minimal subset of test cases to run and efficiently distribute them among the execution nodes while

respecting resource and connectivity constraints. In addition, we validate the proposed techniques on

two case studies, one in the healthcare domain and the other one in the fleet management domain. Our

second contribution consists in proposing a model-based framework to combine Load and Functional

Tests. This framework is based on the model of extended timed automata with inputs/ouputs and shared

integer variables. We present different modelling techniques aspects and we illustrate them by means

of a case study. Moreover, we study BPEL compositions behaviors under various load conditions using

the proposed framework. We introduce a taxonomy of the detected problems and we illustrate how test

verdicts are assigned. Besides, we validate our approach using a Travel Agency case study. Furthermore,

we consider several mutants of the corresponding BPEL process and we test them using our tool. Our

third contribution consists in introducing a set of formal techniques for the determinization and off-line

test selection for timed automata with inputs and outputs. With this respect, we propose a game-

based approach between two players for the determinization of a given timed automaton and some fixed

resources. Moreover, we present a complete formalization for the automatic off-line generation of test cases

from non-deterministic timed automata with inputs and outputs. We also define a selection technique of

test cases with expressive test purposes. Test cases are generated using a symbolic co-reachability analysis

of the observable behaviors of the specification guided by the test purpose which is in turn defined as a

special timed automaton.
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1 Research Context and Motivation

In order to build and deliver quality assured software and avoid potential costs caused by unstable software,

testing is a definitely essential step in software life cycle development. During the last few decades, very

critical programming errors and accidents have been detected in different domains and in different corners of

the world. Some of these errors were very dangerous and caused huge and dramatic human/financial/envi-

ronmental damages. A first example of critical software errors we cite is related to the medical field. From

1985 to 1987, at least four patients died as a direct result of a radiation overdose received from the medical

radiation therapy device Therac-25. In fact, the victims received up to 100 times the required dose. The

accident was the result of a bug in the software powering the Therac-25 device. A second example concerns

the European rocket Ariane 5 explosion in 1996 just 37 seconds after launch. The explosion was the result

of a wrong reuse of code from Ariane 4. The financial loss caused by this accident was estimated to be

about $400 millions. A third example of software errors struck the very famous web service provider Google.

This accident occurred in February 2009.

The important issue to emphasize here is that a good percentage of these errors could have been avoided

by considering some more refined testing efforts. Yet, such efforts are still minimal in practice and the need

for advanced testing solutions is still deep. Indeed, software companies are still not making enough efforts at

this level.

Runtime Testing of Dynamically Adaptable and Distributed Systems: Nowadays, distributed component-

based systems tend to evolve dynamically without stopping their execution. Known as Dynamically Adaptable

and Distributed Systems, these systems are currently playing an important role in society’s services. Indeed,

the growing demand for such systems is obvious in several application domains such as crisis management,

medical monitoring, fleet management, etc.

This demand is stressed by the complex, mobile and critical nature of these applications that also need to

continue meeting their functional and non-functional requirements and to support advanced properties such

as context awareness and mobility. Nevertheless, dynamic adaptations of component-based systems may gen-

erate new risks of bugs, unpredicted interactions (e.g., connections going down), unintended operation modes

and performance degradation. This may cause system malfunctions and guide its execution to an unsafe

state. Therefore, guaranteeing their high quality and their trustworthiness remains a crucial requirement to

be considered.

One of the most promising ways of testing dynamic systems is the use of an emerging technique, called

Runtime Testing. In this work, we propose a standard-based test execution platform which affords a platform-

independent test system for isolating and executing runtime tests. We also compute a minimal subset of test

cases to run and efficiently distribute them among the execution nodes.

Combining Load and Functional Tests: Many systems ranging from e-commerce websites to telecommu-

nications must support concurrent access by hundreds or thousands of users. In order to assure the quality

of these systems, load testing is a required testing process in addition to conventional functional testing
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procedures, which focus on testing a system based on a small number of users. In fact, load testing is one of

the testing types with high importance. It is usually accompanied by performance monitoring of the hosting

environment.

Typically, industry software testing practice is to separate load testing from functional testing. Different

teams with different expertise and skills execute their testing at different times, and each team evaluates

the results against its own criteria. It is exceptional to get the two testing types together and to evaluate

load test results for functional correctness or incorporate sustained load in the functional testing. In this

work, we propose a formal model-based framework to combine functional and load tests. Moreover, we study

BPEL (Business Process Execution Language) compositions behaviors under various load conditions using

the proposed framework.

Determinization of Timed Automata: Timed automata (TA), introduced in (1), form a usual model for

the specification of real-time embedded systems. Essentially TAs are an extension of automata with guards

and resets of continuous clocks. They are extensively used in the context of many validation problems

such as verification, control synthesis or model-based testing (2). Determinization is a key issue for several

problems such as implementability, diagnosis or test generation, where the underlying analyses depend on

the observable behavior.

Our method combines techniques from (3) and (4) and improves those two approaches. The core principle

is the construction of a finite turn-based safety game between two players, Spoiler and Determinizator, where

Spoiler chooses an action and the region of its occurrence, while Determinizator chooses which clocks to

reset. Our main result states that if Determinizator has a winning strategy, then it yields a deterministic

timed automaton accepting exactly the same timed language as the initial automaton, otherwise it produces

a deterministic over-approximation.

Off-Line Test Selection for Timed Automata: Conformance testing is the process of testing whether an

implementation behaves correctly with respect to a specification. Implementations are considered as black

boxes, i.e. the source code is unknown, only their interface with the environment is known and used to

interact with the tester. In formal model-based conformance testing models are used to describe testing

artifacts (specifications, implementations, test cases, ...), conformance is formally defined and test cases with

verdicts are generated automatically. Then, the quality of testing may be characterized by properties of test

cases which relate the verdicts of their executions with conformance (e.g., soundness).

In this context, a very popular model is timed automata with inputs and outputs (TAIOs), a variant of

timed automata (TAs) (5), in which observable actions are partitioned into inputs and outputs. We consider

here partially observable and non-deterministic TAIOs with invariants for the modeling of urgency. In this

work, we propose to generate test cases off-line for non-deterministic TAIOs, in the formal context of the

tioco (4) conformance theory.
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2 Contributions

The main research contributions presented in this work are the following (6).

1. Testing Techniques for Distributed and Dynamically Adaptabe Systems:

(a) We designed a standard-based test execution platform which affords a platform-independent test

system for isolating and executing runtime tests (7). This platform uses the TTCN3 standard and

considers both structural and behavioral adaptations. Moreover, our platform is equipped with

a test isolation layer that reduces the risk of interference between testing processes and business

processes.

(b) We computed a minimal subset of test cases to run and efficiently distributed them among the

execution nodes while respecting resource and connectivity constraints. The minimal subset of

test cases is obtained using a smart generation algorithm which keeps old tests cases which are

still valid and replaces invalid ones by new generated or updated test cases.

(c) We validated the proposed techniques on two case studies, one in the healthcare domain and the

other one in the fleet management domain. Through several experiments, we showed the efficiency

of our tool in reducing the cost of runtime testing and we measure the overhead introduced in case

of dynamic structural or behavioral adaptations.

2. A Model-Based Approach to Combine Load and Functional Tests:

(a) We proposed a formal model-based framework to combine functional and load tests. The proposed

framework is based on the model of extended timed automata with inputs/ouputs and shared inte-

ger variables. In addition, we presented different modelling issues illustrating some methodological

aspects of our framework and we illustrated them by means of a case study.

(b) We studied BPEL compositions behaviors under various load conditions using the proposed frame-

work. We also proposed a taxonomy of the detected problems by our solution and we illustrated

how test verdicts are assigned. Moreover, we validated our approach using a Travel Agency case

study. We considered several mutants of the corresponding BPEL process and we tested them

using our tool.

3. Formal Techniques for Determinization and Off-Line Test Selection for Timed Automata:

(a) We proposed a game-based approach for the determinization of timed automata. For a given

timed automaton A and some fixed resources, we build a finite turn-based safety game between

two players Spoiler and Determinizator, such that any strategy for Determinizator yields a deter-

ministic over-approximation of the language of A and any winning strategy provides a deterministic

equivalent for A.
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(b) We introduced a complete formalization for the automatic off-line generation of test cases from

non-deterministic timed automata with inputs and outputs. We proposed an approximate deter-

minization procedure and a selection technique of test cases with expressive test purposes. Test

cases are generated using a symbolic co-reachability analysis of the observable behaviors of the

specification guided by the test purpose.

3 Future Works

Many possible extensions for our work are possible. Next we list some possible directions to investigate in

the future.

• Meta-heuristic techniques for the constrained test placement problem: The major problem

that we faced while applying RTF4ADS on large-scale environments comes from the constrained test

placement module. In fact, this module requires a long time to compute an exact optimal solution

fitting the resource and connectivity constraints. Therefore, we intend to use the Tabu Search (TS)

meta-heuristic as a resolution algorithm and performing a parallel exploration of the solution domain.

• Extension of the distributed TTCN-3 Test System: The current version of RTF4ADS focuses

only on distributing TTCN-3 test cases. Each one is managed by a Main Test Component (MTC) and

may create several Parallel Test Components (PTC) in order to execute integration tests. To gain more

performance and to alleviate the test workload on the execution environment, we should also distribute

PTC Components over the execution nodes in order to avoid the communication overhead introduced

by the centralized execution architecture.

• Runtime testing of autonomous systems: We intend to enhance our test framework in order

to support autonomous systems which are able generate emergent behaviors in response to changing

environmental conditions. To do so, we should include our test system into Monitor-Analyze-Plan-

Execute (MAPE-K) loops with the purpose of automating not only the adaptation process but also the

runtime testing process.

• Test generation based on probabilistic model-checking: The key idea here is to apply runtime

testing before the occurrence of dynamic proactive adaptations which consist in making predictions of

how the environment or the system is going to evolve in the near future. To do so, tests have to be

generated from behavioral models that are augmented with probabilities to describe the unpredictable

system’s behavior. Formalisms like Probabilistic Timed Automata can be used to specify the system

behavior.

• Distributed and resource-aware load testing of WS-BPEL compositions: Recognizing prob-

lems under load is a challenging and time-consuming activity due to the large amount of generated data
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and the long running time of load tests. For this reason, we intend to extend our previous approach

dealing with functional and load testing of BPEL compositions by distribution and resource awareness

capabilities. Indeed, supporting test distribution over the network may alleviate considerably the test

workload at runtime, especially when the SUT is running on a cluster of BPEL servers.

• Developping heuristics to determinize timed automata: The determinization of timed automata

is a complex problem and our proposed algorithms run in time doubly exponential in the size of the

input. Given the difficulty of the problem, it would be of interest to develop some heuristics. For

instance, the resources and other features of our algorithms could be optimized online. During the

on-the-fly construction of the game while searching for a winning strategy, resource clocks could be

added if necessary, or the precision of the guards and relations could be increased.

• Combining coverage with on-line test execution for real-time systems: The topic of coverage

needs to be studied in more depth in a real-time context. In particular, combining coverage with on-line

test execution is another aspect that seems to be little studied. The problem is related to choosing

online tester outputs and output times. Many heuristics can be applied to resolve such choices, but an

additional problem is how to manage these choices across the execution of the entire test suite, using

some appropriate book-keeping techniques.
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2 Afef Jmal Maâlej, Manel Hamza, Moez Krichen. WSCLT: A Tool for WS-BPEL Compositions Load

Testing. In Proceedings of the 22nd IEEE International Conference on Enabling Technologies: Infras-

tructures for Collaborative Enterprises (WETICE 2013), pages 272-277, Hammamet, Tunisia, June

17-20, 2013, IEEE Computer Society. (24)

2 Mariam Lahami, Fairouz Fakhfakh, Moez Krichen, Mohamed Jmaiel. Towards a TTCN-3 Test System

for Runtime Testing of Adaptable and Distributed Systems. In Proccedings of the 23rd IFIP Interna-

tional Conference of Testing Software and Systems, ICTSS 2012, Aalborg, Denmark, November 19 -

21, 2012. Springer, 2012. (25)

2 Mariam Lahami, Moez Krichen, Mariam Bouchakwa, Mohamed Jmaiel. Using Knapsack Problem

Model to Design a Resource Aware Test Architecture for Adaptable and Distributed Systems. In

Proceedings of the 23rd IFIP International Conference of Testing Software and Systems, ICTSS 2012,

Aalborg, Denmark, November 19 - 21, 2012. Springer, 2012 (26)

2 Mariam Lahami, Moez Krichen, Mohamed Jmaiel. A distributed Test Architecture For Adaptable and

Distributed Real-Time Systems. In Proceedings of ’ConfÃ c©rence sur les Architectures Logicielles’,CAL
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Göteborg, Sweden, May 28 - 30 2008 , Proceedings, pages 225–230. IEEE, 2008. (40)

References

[1] R. Alur and D. L. Dill, “A theory of timed automata,” Theoretical Computer Science, vol. 126, no. 2,

pp. 183–235, 1994.

[2] M. Krichen, “Model-based testing for real-time systems,” Ph.D. dissertation, PhD thesis, University of

Joseph Fourier (December 2007), 2007.

[3] C. Baier, N. Bertrand, P. Bouyer, and T. Brihaye, “When are timed automata determinizable?” in

ICALP’09, ser. LNCS, vol. 5556, 2009, pp. 43–54.

[4] M. Krichen and S. Tripakis, “Conformance testing for real-time systems,” Formal Methods in System

Design, vol. 34, no. 3, pp. 238–304, 2009.

[5] R. Alur and D. Dill, “A theory of timed automata,” Theoretical Computer Science, vol. 126, pp. 183–235,

1994.

[6] M. Krichen, “Contributions to model-based testing of dynamic and distributed real-time systems,” Ph.D.
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