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The Electronic Health Records (EHR) sharing system is the modern tool for delivering efficient healthcare
to patients. Its functions include tracking of therapies, monitoring of the treatment effectiveness, prediction
of outcomes throughout the patient’s lifespan, and detection of human errors. For all the stakeholders, in-
tegrity and interoperability of the care continuum are paramount. Yet, its implementation is challenging due
to the heterogeneity of healthcare information systems, security threats, and the enormousness of EHR data.
To overcome these challenges, this work proposes BiiMED: a Blockchain framework for Enhancing Data
Interoperability and Integrity regarding EHR-sharing. This solution is innovative as it contains an access
management system allowing the exchange of EHRs between different medical providers and a decentral-
ized Trusted Third Party Auditor (TTPA) for ensuring data integrity. This paper also discusses two validation
techniques for enhancing the quality and correctness of the proposed solution: Formal Verification and Model-
Based Techniques. The first one checks the correctness of a mathematical model describing the behavior of the
given system prior to the implementation. The second technique derives test suites from the adopted model,
performs them, and assesses the correctness.

1 Introduction

According to the National Alliance for Health In-
formation Technology (NAHIT), interoperability rep-
resents the capacity of different software applications
and information technology systems to communicate
and share data consistently, effectively, and accurately
(K. Heubusch, 2006). In this study, we propose an
institution-driven interoperability, called BiiMED, in
order to improve data interoperability (W. J. Gor-
don and C. Catalini, 2018) and enable the exchange
of data between different medical providers. Our
Blockchain-based framework allows establishment of
the communication between medical providers who
store medical data in the cloud and exchange Elec-
tronic Health Records. The study uses Decentral-
ized Trusted Third Party Auditor (TTPA) to validate
shared data and ensure data integration. The proposed
solution aims at minimizing costs while enhancing
immutability, integrity, and interoperability.

Moreover, our work deals with the so-called
model-based testing (MBT) and formal verification
(FV) which may be seen as a formal methods and may

be used for validating the proposed solution. Gen-
erally, MBT and FV are likely to face the famous
state explosion challenge. The latter corresponds to
the fact that test generation and system formal veri-
fication may need an immense amount of time and a
enormous space to produce and save the set of test
scenarios. To solve this problem, we propose to adopt
a set of methods borrowed from our previous works
and the literature aimed at diminishing the duration,
complexity and cost of verification and test genera-
tion.

The rest of this document in structured as follows.
In Section 2, we provide some preliminaries about
formal methods, model based testing, the timed au-
tomaton model and the diff rent kinds of testers. In
Section 3, we provide an overview about our adopted
solution. Section 4 deals with evaluation metrics. In
Section 5, we outline the several techniques to adopt
for improving formal verification methods. Simi-
larly, details about the techniques to use for improving
model based testing techniques are given in Section 6.
Finally Section 7 concludes the paper and gives direc-
tions for future work.



2 Preliminaries

2.1 Formal Methods

During the last years of the 20th century, scientists
started developing more accurate and sophisticated
computerized systems verification methods (Clarke
and Emerson, 1982; Queille and Sifakis, 1982).
The first formal verification methodologies appeared
with the emergence of mathematical formalisms for
the specification of computerized systems (Kripke,
1963). There are tow main categories of formal veri-
fication techniques, namely: model checking (Clarke
and Emerson, 1982; Queille and Sifakis, 1982) and
automated theorem proving (Gordon and Melham,
1993; Nipkow et al., 2002; Bertot and Castran, 2010).

2.2 Model Based Testing

Model-Based Testing (MBT) (Krichen, 2012;
Krichen, 2018; Krichen and Tripakis, 2006a; Krichen
and Tripakis, 2004) is a methodology where the sys-
tem of interest is described by a mathematical model
which encodes the behavior of the considered system.
This methodology consists in using this mathematical
model to compute abstract test scenarios. These
sequences are then transformed into concrete test
sequences which are executed on the considered
system under test. The verdict of this testing activity
is provided by comparing the observed outputs from
the system with the outputs generated by the model.

2.3 Timed Automata

Timed Automata (TA) (Sifakis and Yovine, 1996) rep-
resents an expressive and simple tool for describing
the behavior of computer systems which combines
continuous and discrete mechanisms. TA may be rep-
resented as finite graphs enriched with a finite set of
clocks defined as real entities whose value progresses
continuously over time.

3 Proposed solution

The work presents the proposed health informa-
tion system (HIS) and reviews the Blockchain frame-
work BiiMED.

3.1 Health Information System (HIS)

The purpose of developing a part of the informa-
tion system HIS is to examine the interactions be-
tween different health care compounds. Its functions

include collections, storage, and share of electronic
medical records (EMR), management of hospital op-
erations, and improvement of healthcare policy de-
cisions. The HIS respect ICD 10 standard proposed
by the World Health Organization’s (WHO). ICD 10
provides codes for abnormal cases, complaints, social
context, external causes of diseases or injuries, signs,
symptoms, and illnesses. The developed system also
applies DICOM - Digital Imaging and COMmunica-
tions in Medicine, which is an accepted standard for
communicating and managing medical imaging infor-
mation and transmission and storing of images. The
HIS also complies with a standard electronic health
record data model called the virtual Medical Record
(vMR). The vMR backs up the interfacing of clini-
cal decision support (CDS) systems and the sharing
of EHRs among healthcare providers.

The proposed architecture the HIS consists of two
layers Front-end and the Back-end layers as described
below:

The Front-end: contains web portals for healthcare
providers, such as the Medical Staff portal and the
Admin portal. Figure 1 illustrates how the medi-
cal staff interacts with the healthcare system through
these portals.

The Back-end layer: enables communication and
sharing of the data among different software compo-
nents of the system through the web service. The
Back-end layer also includes a Medical Record server
for storing Binary Large Objects (BLOB), such as CT
Images and radio images, and the database server for
storing relational data.

3.2 BiiMED

BiiMED is responsible for management and vali-
dation of data sharing between medical facilities.
The Ethereum platform was used to construct the
Blockchain Framework by 10 Ethereum nodes, and
the Solidity language was employed to build smart
contracts. Two nodes in charge of mining were de-
ployed in Amazon servers. The Blockchain Frame-
work is composed of the following modules:

Access Management System allows hospitals to
connect to each other in order to exchange EHR and to
validate the shared data with the Trusted Third Party
Auditor (TTPA).

e User Management Module: includes the medical
facility Management contract that allows the ad-
dition, the modification and the suppression of a
new medical facility in the system.
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Figure 1: Screenshot from the Medical Staff Portal- HIS

e Exchange Management Module: includes two
types of contracts: The Medical Facility Access
management contract and the Trusted Third Party
Auditor Access management contract. The first
contract is responsible for access management
for shared data. In order to retrieve a patient
data from the shared data, the access manage-
ment contract must be called to provide a key
that allows the HIS of the medical facility to ac-
cess the shared data. The second contract allows
the Medical Facility System to access the Trusted
Third Party Auditor, responsible for validating the
shared data.

Trusted Third Party Auditor (TTPA) This work
also introduces the Trusted Third-Party Auditor
(TTPA) based on Blockchain technologies, which val-
idates the shared data. The TTPA stores the medi-
cal records of patients. The EHR folder is managed
by the patient management contract. First, HIS re-
trieves shared data from another medical facility. Sec-
ond, it compares the hash of shared data with the
stored hash to verify the integrity. The Blockchain
layer and the API server construct decentralized ap-
plications (Dapp, dApp, or DApp) - distributed Inter-
net Apps operating on a decentralized P2P network
(Blockchain). The front-end layers are the API and
the medical portal, while the Blockchain layer in De-
centralized Apps is the back-end layer. The smart
contract function deployed in every Ethereum node
is called when the API sends a message through the
Blockchain network.

3.3 Nominal Scenario

This part introduces the nominal scenario of sharing
EHRs between medical facilities. In the HIS, the
data access management module uses the function
“AddMedicalFacility” in the smart contract “Medi-
calFacilityManagement” to perform the medical fa-
cility authentication and authorization management.
This function receives the name and the address of
the medical facility and gives it a unique ID to man-
age the patient’s record in the API server. Moreover,
the function “MedicalFacilityManagement” updates
and removes Medical Facilities and adds authorities.
Once the Medical Facility is added to the BiiMED, it
has permission to add a patient record.

The patient provides personal data, including
medical history, personal information, vital sign mea-
surement, analyses and diagnostics, and any new in-
formation is added to the EHR. Subsequently, the
EHR is hashed and delivered to the Blockchain frame-
work. The smart contract of the Trusted Third-Party
Auditor (TTPA) allows adding, updating, and remov-
ing records. The function “AddPatientRecord” holds
information such as a medical facility ID, a unique
patient’s ID, date and time, and hash, and incorpo-
rates them into the Blockchain network. The function
“UpdatePatientRecord” updates the EHR. The Medi-
cal Facility Management System receives the unique
patient’s ID and sends a request to the Exchange
Management Contract in the Blockchain layer by
“GetMedicalFacilityAccess” data. The access man-
agement system verifies the access request from the
medical provider and sends a key that enables the
communication with Medical Providers HIS and the
Read/Write of the patient’s medical folder. Subse-
quently, the received data is hashed and compared to



the hash in the Trusted Third-Party Auditor (TTPA)
system obtained by “GetPatientRecord”.

4 Evaluation metrics

We used a set of evaluation metrics proposed by
Zhang et al(P. Zhang, et al., 2017) . To assess the
performance of DApps. The assessment revealed
that the framework ensures Turing-complete opera-
tions, user identification and authentication, scalabil-
ity across large populations of patients, structural in-
teroperability at the minimum and cost-effectiveness.

4.1 Support Turing-Completeness

Blockchain platforms are primarily used for commod-
ity exchange, as Bitcoin (S. Nakamoto, 2008) is pri-
marily a cryptocurrency for buying and selling com-
modities in a safe marketplace pseudo-anonymously.
Likewise, Litecoin (Reed, 2017) represents digi-
tal cash for merchandise. Thus, the purpose of
Blockchain-based Cryptocurrencies is not to support
Turing-Completeness since it does not allow the ex-
change of data models in different formats. The un-
derlying Blockchain platform of cutting-edge health-
care applications must support Turing-complete op-
erations. More precisely, it must accept smart con-
tract and include programming features for solving
computation problems in order to allow the transfer
of sensitive patient information and communication
between stakeholders. BiiMEd was developed on the
Ethereum platform, which supports Turing-complete
operations.

4.2 Support User Identification and
Authentication

Zhang et al.(P. Zhang, et al., 2017) argue that cut-
ting edge healthcare DApp must support individual
and organizational user identification and authenti-
cation. Receiving information on new accounts and
access to the accounts is critical for ensuring secu-
rity. To resolve this issue, BiiMED contains authen-
tication techniques in the access management module
for managing the identification and authentication of
users and institutions.

4.3 Support of Structural
Interoperability at the Minimum

DApp alone cannot ensure semantic interoperability.
Therefore, it is essential to ensure that a DApp sup-

ports minimum structural interoperability and poten-
tially semantic interoperability to fulfill the require-
ments of the healthcare system. The sharing of clin-
ical data and their interpretations concerning imple-
mented formats and structures is critical. Neverthe-
less, as the diverging of data models within the DApp
can lead to excessive complexity, it is necessary to
comply with widely accepted data standards. The
HIS supports contemporary standards such as virtual
Medical Record (vMR) for electronic health records,
DCOM for communication and management of med-
ical imaging information, and ICD-10 for Classifica-
tion of Diseases and Related Health Problems. Fur-
thermore, BiiMED supports structural interoperabil-
ity at a minimum to exchange data with HIS.

4.4 Scalability across Large Populations
of Patients

Furthermore, scalability is essential as DApp provides
services to millions of patients, and it must handle
enormous traffic on the Blockchain, which in this
case, are the patient information stored by a DApp.
BiiMED, a server with a configuration of 8 GB Ram
and a Core 17-000, was used to carryout the perfor-
mance test of the system capability. The average
server’s response time of each function was calcu-
lated on 10,000 users. Figure 2 illustrates the shorter
response time of the server of the “GetMedicalFa-
cilityInformation,” "GetMedicalFacilityInformation,”
and “GetPatientRecord” functions in comparison to
the other functions as they do not require mining for
interacting with the smart contract. BiiMED is proven
as scalable as calling any function requires between 4
millisecond and 20 milliseconds.

4.5 Cost-Effectiveness Compared to
Current Approaches

The Testnet of the Ethereum network was used to
deploy the smart contract’s prototype and to test the
cost-effectiveness of the BiiMED. The following val-
ues were used, as valid in November 2019: 1 gas
1 wei (0.000000001 ETH) and 1 ETH 142.77 US.
The transactions use the minimum gas value of 1
wei, while the typical gas value was approximately
0.008026 Ethereum at the moment of analysis. Figure
3 shows the execution costs of various functions of the
BiiMED. The analysis revealed that “UpdatePatien-
tRecord”, “GetMedicalFacilityAccess”, and “GetPa-
tientRecord” are the most frequent functions. The av-
erage cost of “UpdatePatientRecord” is $0.00958 US
on average, while the functions “GetMedicalFacility-
Access”, and “GetPatientRecord” do not incur further



Function Average Execution time (Ms)
AddMedicaFacility 14
UpdateMedicalFacility 17
AddMedicalFacility Permission 13
RemoveMedicalFacilityPermission | 14
DeleteMedicalFacility 16
GetMedicalFacilityInformation 7
AddPatientRecord 18
UpdatePatientRecord 20
DeletePatientRecord 17
GetPatientRecord 9
GetMedicalFacilityAccess 4

Figure 2: Execution time of the different functions in the
BiiMED in milliseconds

Function Gas Used Price
Deploy Contract Deployment 0.101 ETH | 14.46
AddMedicalFacility 4529 0.06569
UpdateMedicalFacility 58576 0.008494
AddMedicalFacilityPermission 25857 0.00383
RemoveMedicalFacilityPermission | 11634 0.00172
DeleteMedicalFacility 15245 0.00225
GetMedicalFacilityInformation 0 0
AddPatientRecord 55428 0.0082
UpdatePatientRecord 64732 0.00958
DeletePatientRecord 18091 0.00268
GetPatientRecord 0 0
GetMedicalFacilityAccess 0 0

Figure 3: Costs of the BiiMED functions based on 1 ETH
=142.77 USD

costs as no mining is required.

S Improving Formal Verification
Methods

In this section, we outline several techniques for
adoption in order to improve FV methods.

5.1 Abstraction

The authors of (Thacker et al., 2010) focused on ver-
ifying cyber-physical systems. Fundamentally, they
applied specific transformations to remove details ir-
relevant to the properties of interest. Similarly, the
authors of (Andraus and Sakallah, 2004) proposed a
collection of languages for modelling hardware sys-
tems. Wide datapaths were abstracted away and low-
level details corresponding to the control logic were
kept.

5.2  Symmetry Identification

Symmetry identification (Wahl and Donaldson, 2010;
Kwiatkowska et al., 2006; Emerson and Wahl, 2005;
Tosif, 2002; Norris IP and Dill, 1996) is a method
based on using symmetries which occur during the

execution of the system, for the purpose of minimiz-
ing the considered state space. This method enables
a computation of a mapping between the set of states
of the system and the representatives of the classes of
equivalences.

5.3 Data Independence Identification

Data independence identification (Benalycherif and
Mclsaac, 2009; Momtahan, 2005) is another method
to be be adopted for reducing the complexity of for-
mal verification. This method can be used in the case
where the designer of the system under verification
identifies the fact that the behavior of the system is
independent of some particular inputs. In this situa-
tion, the designer can reduce the size of the model of
the considered system significantly.

5.4 Removing Functional Dependencies

In (Chih-Chun Lee et al., 2007) functional depen-
dency is detected using Craig interpolation methods
SAT solving and SAT solving. In (Jiang and Brayton,
2004), the authors detected functional dependencies
from transition functions and not from the computa-
tion of the reachable states.

5.5 Exploiting Reversible Rules

This method (Ip, 1998) allows the collapse of the sub-
graphs of the state graph into abstract states (named
progenitors). This operation is performed by defining
generation principles which may be reversed.

6 Improving Testing Methods

In this section, we explain several techniques for
adopting to improve formal model-based techniques.

6.1 Refinement Techniques

These techniques consist in converting high-level
symbols into sequences of lower-level symbols. In
(Bensalem et al., 2007), the authors proposed a refine-
ment based methodology for testing timed systems.

6.2 Diminishing the Size of Testers

Digital testers may become very large since they may
contain very long sequences of tick actions. A possi-
ble solution to tackle this problem is to extend testers
with more sophisticated variables and data structures
(Krichen, 2007).



6.3 Producing Timed Automata Testers

In general, one cannot transform a non-deterministic
timed automaton into deterministic one by using a fi-
nite number of resources (i.e., nodes, transitions, ac-
tions and clocks). Alternatively, it is possible to pro-
duce a deterministic approximation of the tester in
the form of a timed automaton using appropriate al-
gorithms and heuristics such as the ones presented
in (Bertrand et al., 2015; Bertrand et al., 2011b;
Bertrand et al., 2012; Bertrand et al., 2011a; Krichen,
2007; Krichen, 2018).

6.4 Upgrading Test Scenarios after
System Update

This method (Lahami et al., 2016; Lahami et al.,
2015b; Lahami et al., 2015a; Lahami et al., 2012)
enables the optimization of the test synthesis phase
when a dynamic evolution of the considered system
occurs. The model of the system may change either
completely or partially after a behavioral evolution
occurs. As a consequence, an upgrade of the col-
lection of available test scenarios either by producing
new test scenarios or updating old ones is required.

6.5 Coverage Techniques

Several coverage techniques, such as statement cov-
erage and branch cover- age, can be used in the test-
ing field (Myers, 1979). Similarly, for timed systems
existing methodologies (Krichen, 2007; Hessel et al.,
2003) can be used for the coverage of specific enti-
ties of the considered system in order to diminish the
number of generated test cases significantly.

6.6 State Identification

The state identification problems (Krichen and Tri-
pakis, 2006b; Krichen and Tripakis, 2005b; Krichen
and Tripakis, 2005a) were initially introduced for the
case of finite state machines (FSMs). The solution for
this problem consists in identifying either the initial
or the final state of the considered machines.

7 Conclusion & Future Work

This paper introduced BiiMED, a Blockchain
framework for Enhancing Data Interoperability and
Integrity concerning EHR sharing. The solution used
a prototype of the smart contract on the Testnet of
Ethereum. BiiMED incorporates the access man-
agement system to allow sharing of EHRs among

healthcare providers. It also contains a decentral-
ized Trusted Third Party Auditor (TTPA) for ensur-
ing data integrity. Finally, the Health Information
System (HIS) supervises the interactions of various
health care compounds. The following properties
were tested to assess the proposed solution: cost-
effectiveness, structural interoperability at the mini-
mum, user identification and authentication, scalabil-
ity across large populations of patients, and Turing-
complete operations. Furthermore, this paper pro-
posed a set of techniques to facilitate the solving of
the state explosion problem that may be encountered
when adopting FV and/or MBT techniques during the
validation process of the adopted solution.

In the future, our priority will be to implement
the different proposed techniques in order to vali-
date them. Moreover we may need to combine both
Load and Functional testing procedures as proposed
in (Krichen et al., 2018; Maalej and Krichen, 2016;
Mailej and Krichen, 2015; Maélej et al., 2013; Mailej
et al., 2012b; Maalej et al., 2012a) in order to take
into account the correlation existing between these
two types of testing methods.
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