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In this article we are interested in optimizing the placement problem of security testing components for Internet of Things Architectures. Our goal is to extend existing techniques used in Fog computing to distribute application components over computational nodes. For that purpose, we identify several types of constraints, objectives functions and algorithms that can be adopted.

I. INTRODUCTION

In this work we deal with security issues related to internet of things architectures. More precisely we are interested in optimizing the placement problem [1], [START_REF] Maâlej | Distributed and resource-aware load testing of WS-BPEL compositions[END_REF], [START_REF] Lahami | Using knapsack problem model to design a resource aware test architecture for adaptable and distributed systems[END_REF] of security testing modules security over fog computational nodes. In Section II, we give a brief overview about IoT Security. In section III, we introduce the notion of Fog computing. Section IV lists a set of possible constraints, objectives functions and algorithms that may be used to model and solve the considered placement problem. Finally Section V concludes the paper.

II. INTERNET OF THINGS SECURITY

The authors of [START_REF] Bohli | Smartie project: Secure IoT data management for smart cities[END_REF] reported on SMARTIE which deals with security of IoT and smart cities [START_REF] Krichen | Security testing of internet of things for smart city applications: A formal approach[END_REF], [START_REF] Krichen | Improving formal verification and testing techniques for internet of things and smart cities[END_REF], [START_REF] Krichen | Towards a runtime testing framework for dynamically adaptable internet of things networks in smart cities[END_REF], [START_REF] Krichen | A new model-based framework for testing security of iot systems in smart cities using attack trees and price timed automata[END_REF], [START_REF] Krichen | Towards a model-based testing framework for the security of internet of things for smart city applications[END_REF]. In general, Internal attacks are more critical than external attacks as they have more details about the system. Two main security strategies are presented in [START_REF] Bohli | Smartie project: Secure IoT data management for smart cities[END_REF] to deal with these issues. DCapBAC [START_REF] Hernández-Ramos | Dcapbac: embedding authorization logic into smart things through ecc optimizations[END_REF] corresponds to an authorization scheme which emits access control decisions before any access to the service. PrivLoc [START_REF] Vučinić | Oscar[END_REF] provides secure services which are location-based services. In particular it provides a service which send warning messages if components enter or leave a given area.

III. FOG COMPUTING

The more cloud computing becomes the quasi-standard of data processing, the clearer its limitations become. Not data management, but the transfer of data becomes a bottleneck in view of the further intensifying data explosion. Because it is more than questionable whether the available bandwidths are sufficient, if in three years around 50 billion devices on the Internet of Things romp and communicate. Accordingly, the concept of Fog Computing [START_REF] Krichen | Some placement techniques of test components inspired by fog computing approaches[END_REF] provides for a greater 1 Faculty of CSIT, Al-Baha University, Saudi Arabia. r.robai@tu.edu.sa proportion of computing intelligence and storage capacity at the edge of their own network. This would relieve the central data storage and communication and thus make possible the huge amounts of data of the Internet of Everything in the first place.

IV. SECURITY TESTING COMPONENT PLACEMENT PROBLEM (STCPP)

Let ST C be the set of security testing components we want to distribute. The list of requirements to satisfy by the placement plan is referred to as RQR and the fog architecture which will host the security testing components will be placed is called F ARCH. Possible Solutions to the Security Testing Component Placement Problem (STCPP) correspond to mappings from the set of security testing components ST C to the set of computational nodes F ARCH, meeting the requirements fixed by RQR and minimizing/maximizing several objective functions OBJF used to evaluate their quality. Next we propose a non-exhaustive list of possible constraints, objective functions and algorithms to solve STCPP found in the literature. More details about these different elements can be found in [START_REF] Brogi | How to place your apps in the fog -state of the art and open challenges[END_REF]. • Algorithms Algorithm V. CONCLUSION

In this work we were interested in the security testing component placement problem for IoT architectures. We identified several existing techniques from the literature adopted for the placement of application components in Fog domain. In the future we have to adapt the found methods to the case of STCPP for IoT and to implement them.