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Introduction

In the course of modernization the power system towards a decarbonization scenario, it is required to have a high penetration of Distributed Renewable Energy Sources (DRES) and to develop more advanced Information and Communication Technologies (ICT) and automation solutions, including big data assessment [START_REF]Smart grids in distribution networkroadmap development and implementation[END_REF]. The integration of DRES gives rise to new challenges in maintaining the security of supply and the power quality due to their intermittent behaviours. It leads to new rigorous requirements in testing and validating innovative solutions in the integration of such devices into the power systems [START_REF] Jong | European white book on real-time power hardware in the loop testing[END_REF]. It is even more complicated because the power system itself has become a sophisticated Cyber-Physical Energy System (CPES) with complex inter-connection and inter-dependency. Sole component testing outside of its deployment environment (power, ICT, automation, etc.) may not allow us to fully assess the impact of DRES to the CPES. A holistic validation approach is necessary to ensure power system stability assessment and rapid prototyping and to validate safety and security of power system operation with innovative solutions.

Achieving such a holistic approach is however not an easy task due to several important challenges:

• Firstly, the existing domain-oriented simulation tools and prototypes fail to address the complex behaviour and the inter-dependency of the multi-domain CPES (Electricity, Thermodynamics, ICT, market, etc.).

• Secondly, the CPES contains applications with various time scales (e.g. transient and steady state operations) which is challenging to be included in one single experiment with existing simulation tool without overloading the simulator.

• The consideration of the interaction of these elements requires an appropriate method that includes coupling of continuous (energy behaviours) and discrete events (ICT system or market commands).

• Inaccurate or incomplete models that is preferred to be replaced by their real-counterpart in an experiment. This approach is however not very flexible when we have to consider faulty and extreme conditions.

To cope with these challenges, several innovative approaches for assessment and validation of CPES can be considered: cosimulation, Real-Time Simulation (RTS), Hardware-in-the-Loop (HIL) and the combination of those techniques. Due to the multi-domain nature of smart grid, these new techniques involve the combination of several entities (simulation, physical component, communication network, etc.). An important aspect in the implementation of these technologies is the coupling of different simulations or processes and the coupling of hardware-software. Besides the necessity of harmonization of different data formats and protocols, in order to correctly reflect the real scenario, it is mandatory to ensure that all the elements of the framework share the same time horizon and semantics [START_REF] Palensky | Cosimulation of intelligent power systems: Fundamentals, software architecture, numerics and coupling[END_REF][START_REF] Nguyen | Using power-hardware-in-the-loop experiments together with co-simulation in a holistic approach for cyber physical energy system validation[END_REF]. The constraint is even stricter when a physical equipment is involved in the test, because the "virtual" elements need to keep up with the real-time behaviour, which is particularly challenging due to the capacity of the simulator and due to the potential variability of time steps employed by the solvers [START_REF] Nguyen | Using power-hardware-in-the-loop experiments together with co-simulation in a holistic approach for cyber physical energy system validation[END_REF].

The synchronization among the individual entities, so that they can represent correctly the desired scenario (the real deploying environment or an extreme situation, for example) was not sufficiently considered in the literature. In actual literature, the coherency of the processes in a validation framework is ensured by applying coupling and synchronization techniques (cf. section 3) establishing arrangement of events among the participating entities. The existing techniques synchronize the processes based on time steps while the meaning and the semantic of time among the simulators/hardware are manually managed by the system designer.

It is therefore important for the engineers to have a theoretical formalization of such synchronizations which includes timing semantic [START_REF] Chang | Heterogeneous simulation -mixing discrete-event models with dataflow[END_REF][START_REF] Cremona | Hybrid co-simulation: It's about time[END_REF][START_REF] Lee | What is real time computing? a personal view[END_REF]. On one hand, it helps to determine whether a framework is feasible, allows configuring the experiment systematically to enhance and ensure timing consistency. On the other hand, it provides a theoretical base to extend the synchronization conditions to more complex situations, e.g. variable step simulation or integration of HIL to co-simulation in presence of latency. In this paper, we attempt to fill in this gap with an original formulation of consistency condition that can be used to build and to verify the semantics of such a validation framework. The condition detaches itself from the test implementation techniques and focuses on finding the closest to reality synchronization among the entities. From these results, we revisit the real-time (RT) constraints in the integration of HIL to co-simulation framework and propose a relaxed condition that can be used to configure a HIL framework and to seek for an optimal compromise between the time resolution and the synchronization strictness.

The paper is organized as following: in section 2, we provide a brief review on the advanced technologies in the validation of CPES, followed by a certain focus on their associated synchronization techniques in section 3. In section 4, we formulate the problem with time semantic in a coupling interface and the consistency conditions (synchronization and real-time constraints) are then proposed. The application of the conditions is then illustrated via a remote HIL test-case for secondary control in islanded microgrid with multi-agent system in section 5. The paper is then concluded in section 6.

Advanced CPES validation technologies

CPES, as a system of systems with diverse natures, requires the validation framework to reflect the integrity and the inter-dependency of the subsystems. A single domain solution may not be the correct solution for the whole framework. We review in this sections advanced CPES validation technologies : cosimulation, RTS and HIL as well as the approach of laboratory coupling.

Co-simulation.

A co-simulation is composed of coupled simulators, running on their own solvers and models, that cooperate with each other. The output of one simulator is coupled to the input of another and vice versa for dynamic exchanges. Cosimulation is used in CPES for coupling of distributed model in the same domain (e.g. real-time ElectroMagnetic Transients (EMT) simulation of smart grids [START_REF] Guo | Comprehensive real-time simulation of the smart grid[END_REF], hybrid (SPICE-type) circuit EMT stability simulations [START_REF] Asghari | Intefacing techniques for electromagnetic field and circuit simulation programs[END_REF], and paralleled EMT simulations [START_REF] Zhou | Parallel massive-thread electromagnetic transient simulation on gpu[END_REF]) or between sub-systems of different natures (e.g. analysis of wide area monitoring and control [START_REF] Lin | A study of communication and power system infrastructure interdependence on pmu-based wide area monitoring and protection[END_REF], control and optimization in distribution networks [START_REF] Bottura | Ict-power cosimulation platform for the analysis of communication-based volt/var optimization in distribution feeders[END_REF][START_REF] Armendariz | A co-simulation platform for medium/low voltage monitoring and control applications[END_REF][START_REF] Fennibay | A heterogeneous simulation and modeling framework for automation systems[END_REF][START_REF] Zhabelova | Multi-agent smart grid automation architecture based on iec 61850/61499 intelligent logical nodes[END_REF][START_REF] Wei | Greenbench: A benchmark for observing power grid vulnerability under data-centric threats[END_REF], and distributed energy integration [START_REF] Dufour | On the use of real-time simulation technology in smart grid research and development[END_REF][START_REF] Burnier De Castro | Dynamic co-simulation of agent-based controlled charging electric vehicles and their impacts on low-voltage networks[END_REF], impact of communication latency on the power system [START_REF] Stifter | Steady-state cosimulation with PowerFactory[END_REF][START_REF] Karmi | A flexible smart grid co-simulation environment for cyber-physical interdependence analysis[END_REF] and impact of cyberattacks on the electric power grid [START_REF] Wei | Greenbench: A benchmark for observing power grid vulnerability under data-centric threats[END_REF][START_REF] Mallouhi | A testbed for analyzing security of scada control systems (tasscs)[END_REF]).

Real-time Simulation. RTS in CPES is the concept of reproduction of the output voltage/current waveforms representing the behavior of the real power system being modelled, with desired accuracy in term of timing (with respect to physical time), amplitude and frequency, etc [START_REF] Lauss | Characteristics and design of power hardware-in-the-loop simulations for electrical power systems[END_REF]. In the context of CPES assessment, RTS is important for the validation of timing-sensitive safety-critical applications [START_REF]Real-time simulation technologies for power systems design, testing, and analysis[END_REF][START_REF] Dufour | On the use of real-time simulation technology in smart grid research and development[END_REF], usually in HIL setup.

Hardware-in-the-Loop. (HIL) technique can be considered as a hybrid configuration with software (simulation) and hardware (physically connected) interfacing through digital and analog input/output (I/O) signals. HIL in CPES is widely used for testing of single components (e.g. protection relays [START_REF] Almas | Over-current relay model implementation for real time simulation & Hardware-in-the-Loop (HIL) validation[END_REF], power system devices [START_REF] Loddick | The use of real time digital simulation and hardware in the loop to de-risk novel control algorithms[END_REF], novel power converter structures [START_REF] Kotsampopoulos | Design, development and operation of a PHIL environment for Distributed Energy Resources[END_REF]) or for CPES as a whole [START_REF] Bian | Realtime co-simulation platform using OPAL-RT and OPNET for analyzing smart grid performance[END_REF][START_REF] Nguyen | Agent based distributed control of islanded microgrid real-time cyberphysical implementation[END_REF].

RTS and HIL can also be combined together to create a complete and realistic environment for CPES validation [START_REF] Nguyen | Using power-hardware-in-the-loop experiments together with co-simulation in a holistic approach for cyber physical energy system validation[END_REF][START_REF] Nguyen | Real-time simulation and hardware-in-theloop approaches for integrating renewable energy sources into smart grids: Challenges & actions[END_REF]. Laboratory coupling. CPES is complex system of systems that requires adequately sophisticated validation framework that sometimes exceeds the capacity of a single RI, in terms of equipment and expertise. Combining complementary expertise and platforms of different Research Infrastructures (RI) in a holistic test is therefore a judicious solution that does not require heavy investments in time, infrastructure and human resources. Implementing cross-infrastructure holistic testing allows the RI to exchange specialized expertise and to get access to a shared resource pool, to manually or remotely borrow or share the infrastructure for research activities. Besides, this approach provides also the technical base and paving the way to international collaboration by combining several infrastructures and/or replacing non-available components/systems by simulation, increas-ing the realism of innovative validation methods [START_REF] Nguyen | Using power-hardware-in-the-loop experiments together with co-simulation in a holistic approach for cyber physical energy system validation[END_REF][START_REF] Lehfuss | Coupling of real-time and co-simulation for the evaluation of the large scale integration of electric vehicles into intelligent power systems[END_REF][START_REF] Stevic | Multi-site european framework for real-time co-simulation of power systems[END_REF][START_REF] Lundstrom | Evaluation of system-integrated smart grid devices using software-and hardware-in-the-loop[END_REF][START_REF] Marten | Result processing approaches for large smart grid co-simulations[END_REF]; from local scale to multi-platform scale.

Synchronization techniques and time semantic

The implementations of co-simulation, parallel computing, hybrid simulation and hardware-in-the-loop depends on synchronization techniques to ensure the correctness and consistency of the validation framework with respect to the real scenario. Existing works in the literature focus on the technical coupling aspects, in term of formulating master algorithm and building interfaces. Two main approaches can be acknowledged: conservative approaches (e.g. Null Message algorithm [START_REF] Chandy | Distributed simulation: A case study in design and verification of distributed program[END_REF] or Global Synchronization approaches, such as: Bounded Lag algorithm [START_REF] Lubachevsky | An analysis of rollbackbased simulation[END_REF], Time Buckets [START_REF] Steinman | Breathing time warp[END_REF] or Composite Synchronization [START_REF] Nicol | Composite synchronization in parallel discreteevent simulation[END_REF]) where the concurrent processes can only advance for a time period in which it can be proven that no events sent out from others are expected (i.e. "lock step" approach); and optimistic approaches where sub-processes are allowed to advance concurrently, but backward regression must be performed once a conflict is registered [START_REF] Jefferson | Virtual time[END_REF]. Actual implementations of conservative approaches depend on the nature of the models (discrete event or continuous) and the way sub-processes advance their time steps (uniformly or variably). For coupling of continuous simulations, Gauss-Seidel (or Serial Sequence) [START_REF] White | Waveform relaxation: Theory and practice[END_REF] and Jacobi (or Parallel Sequence) [START_REF] Sand | A jacobi waveform relaxation method for ode[END_REF] techniques can be applied [START_REF] Palensky | Cosimulation of intelligent power systems: Fundamentals, software architecture, numerics and coupling[END_REF]. Master-Slave, time-stepped, global event-event driven are popular synchronization technique for coupling of discrete event (DE) simulations or DE -continuous couplings [START_REF] Weilin | Co-simulation for smart grid communications[END_REF][START_REF] Nguyen | On conceptual structuration and coupling methods of co-simulation frameworks in cyber-physical energy system validation[END_REF]. Another interesting approach for strong coupling of simulators, especially in the presence of communication latency, is waveform relaxation method (WRM) [START_REF] Nguyen | On conceptual structuration and coupling methods of co-simulation frameworks in cyber-physical energy system validation[END_REF], where an individual simulator is represented by complete I/O waveform at the coupling points, to the other simulators. Based on this assumption, the simulation is solved independently inside the two simulators and the results are exchanged to be input for a following iteration. The process stops when the convergence conditions are reached. WRM is generally slower than others due to convergence time. However, when there is a non-neglectable latency among the individual entities, WRM can reach the final result much faster than the other methods because it requires much fewer number of exchanges.

The existing synchronization methods can be considered as arrangement techniques that help to chain the events among simulators to a desired order. The meaning of that order (i.e. the desired time horizon of the system) is (implicitly or explicitly) defined and ensured by the user. Besides, they actualize synchronization based on the basic computational cycle of a simulator. The synchronization step can be either micro-step or marco step, but the step is often supposed to be fixed or predictable to facilitate the synchronization. Moreover, many of the existing techniques require mechanisms to stop or roll back individual simulator to execute the synchronization. This is however not always allowed in case of asynchronous cosimulation or interaction with hardware/real environment.

Formulation of consistency conditions

Problem Formulation

To facilitate the reading, the following conventions are used in the following:

• A normal character represents a specific variable (e.g. t i represents a particular moment).

• A capital character represents the set of variables (e.g. T represents the set of t i ).

• A bold character represents a mapping or a function (e.g. t M ).

Time step (t s ) is defined by the model or the user to capture all the fluctuations of the simulated system and therefore can be constant, fixed or variable depending on the choice of model of computation and solver. Time step in CPES simulation can range from microseconds to minutes [START_REF] Mets | Combining power and communication network simulation for cost-effective smart grid analysis[END_REF]. To accurately consider transient behaviours of a 50-/60-Hz power system, a time step of roughly 50µs or smaller is required. On the other hand, the system level interaction may allow longer time steps [START_REF]Real-time simulation technologies for power systems design, testing, and analysis[END_REF]. The continuity and variability of time steps does not indicate if a model is discrete or continuous, but rather the manner which their models of computation handle time. e.g. a discrete time continuous model can have a variable time step for specific solver usage, or fixed step according to user's request (e.g. in Matlab), whereas, in discrete event simulation, time advances only when an event occurs, uniformly or discretely. Definition 1. The simulation horizon of a model is defined as the subset of physical time (i.e. wall-clock or world time) that is simulated/represented by the said model.

T M = {t ∈ T W t ≥ inf t m ∧ t ≤ sup t m }
In other word, it is the part of physical time "represented" by the set of the model time steps.

The relation between T M , t s , τ is decided by the simulator according to a particular need (i.e. accelerate the simulation, get more details from a specific phase, adapt to the solver or actualize real-time simulation and hardware-in-the-loop, etc.).

We characterize the mapping from τ to T M of a model by a function t M .

t M ∶ τ M → T M τ n ↦ t M (τ n ) = ∑ {i∈τM i<n} T s (τ i ) (1) 
The function t M characterizes the way a simulated model advances its simulation horizon, not necessarily in uniform or linear with world time (cf. figure 1). t M is linear if the time step t s is constant and fixed and is non-linear in case of variable t s . Definition 2. C M is defined as the set of time stamps in T W on which the simulator advance from one computational cycle to its following computational cycle. The mapping from τ M to C M is characterized by the function:

C M ∶ τ M → C M τ n ↦ C M (τ n ) = ∑ {i∈τM i<n} T E (τ i ) (2) 
C M (τ n ) represents the elapsed (world) time that the simulator has spent to reach the tag τ n . In general, T E (τ i ) (and as a consequence C Mi ) can not be exactly defined as it varies depending on the complexity of the computational cycle, the efficiency of the solver/simulator and the power of the computer (cf. figure 1). However, T E can be observed and estimated to some degree of accuracy, for a certain set of model, solver and simulator, with respect to a specific computer.

In general, real-time capacity of a CPES simulator is indicated following the condition 1.

Condition 1. (Necessary Condition) A simulator is considered to be Real-Time compliant with a particular model if the Execution time of that model on the said simulator is less or equal to the its time step:

∀τ i ∈ τ M , T E (τ i ) ≤ T s (τ i ) (Sufficient Condition) A simulation is Real-Time if its computa- tional cycle,
including idle time is equal to its time step:

∀τ i ∈ τ M , T E (τ i ) + T idle (τ i ) = T s (τ i )
where the set of tags τ is defined as the subset of N that indexes the sequences of time steps, with which the model is simulated, T E is the World Time required to finish the τ i -th computation cycle; T s is the incremental interval in which the state of the system is simulated and advanced. In a simpler point of view, τ can be considered as the set determining the order of t s .

The set τ defines a semantics that allows the simulator to reason about the ordering relationships and to detect inconsistencies. Two events are "synchronous" if they have the same tag (i.e. happen at the same time step), or else, one unambiguously precedes the other. We can denote the t s associated to the tag τ i as t s (τ i ), which signifies that t s can also be variable. A simulation is considered Offline when the execution time differs from the selected time step. If T E < T s , the simulation is classified as Fast. Real-time capacity is enabled by putting the simulator Idle until the next time step. On the other hand, if T E > T s , overruns occur and the simulation is classified as Slow. In that case, either the model has to be simplified (not always possible) or the time step has to be increased (less information/details) to enable the Real-time capacity.

Consistency conditions 4.2.1. Synchronization conditions

The synchronization techniques ensures the correct mapping of two simulators. However, they synchronize the computational cycles and not the simulation horizons (i.e. based on the assumption that their simulation horizons and the ways that they advance states are coherent.). In order to have a correct temporal semantic for a co-simulation framework, one needs not only the correct mapping of the steps, but also the coherency between the time steps and the simulation horizons, especially in case of variable time steps or when then simulation horizon does not advance uniformly. We envisage in this section, a generic condition of synchronization that take into account all these elements. The proposed condition, will be a useful tool for the user to design and synchronize a co-simulation framework.

Considering a co-simulation interface between simulators

A and B, we propose also the following definitions: Definition 3. S AB is defined as the set of points in T W that A updates its states with respect to B. R AB is defined as the set of points in T W that B reads the states of A.

S AB and R AB represent the rate with which A exhibits its internal state to B and the rate with which B update its internal variables (copies) corresponding to the state of A (cf. figure 1). In general, S AB and R AB are often associated to the I/O task of the micro-step or marco-step and are often chosen as same points for all the co-simulation interfaces (i.e. in case of ad-hoc co-simulation of several simulators). It is however necessary to distinct them in the formulation because they are actually different tasks and can be separated accordingly (i.e. instead of updating the state every cycle, A can maintain the state internal and only update once every several steps; same for B, the simulator can choose to read the state of A once in a while instead of doing it every cycle). Besides, these definitions englobe both cases of synchronization with micro-step or marco-step.

We characterize also the mapping functions from the computational timelines (C A , C B ) to S AB and R AB .

S AB ∶ S AB → C A s ab ↦ S AB (s ab ) = max {ca∈CA ca<sab} c a (3) 
which means that the updated state of A at s ABi point is the latest calculated state of A before s ABi .

R AB ∶ R AB → C B r ab ↦ R AB (r ab ) = min {cb∈CB cb>rab} c b (4) 
which means that the state of A received at point r ABi will be acknowledged in the very next cycle of B following r ABi .

In a similar manner, we consider the mapping from S AB to R AB . Certainly, it is possible that B chooses a longer (faster) refresh than the rate A exhibits its state to B. In this case, the copy of state of A in B will be updated slower (faster) and there is information loss in term of state of A (or the state will be duplicated). This has to include also the communication time between the two simulators, if that one exists.

M AB ∶ R AB → S AB r ab ↦ M AB (r ab ) = max {sab+TcomAB<rab} s ab (5) 
An illustration of these functions in a co-simulation interface from A to B is given on the figure 1. In general, S AB ,R AB and M AB characterize the exchange from A to B. They help to determine the actual computational cycle that we get/set the state of A. In a similar manner, we can define the functions characterizing the exchange from B to A: S BA ,R BA and M BA . It is important to note that these are not the inverse functions of S AB ,R AB and M AB as the signal flows can be configured differently from A to B and vice-versa.

Their inverse functions, on the other hand, allow us to determine the points where the forward functions get values from.

S -1 AB ∶ C A → S AB c a ↦ S -1 AB (c a ) = min {sab∈S AB sab>ca} s ab (6) R -1 AB ∶ R AB → C B c b ↦ R -1 AB (c b ) = max {rab∈RAB rab<cb} r ab (7) 
In the sense that if r ab is not updated yet, next cycle of B will still use the old value it received from A at precedent read point.

M -1 AB ∶ S AB → R AB s ab ↦ M -1 AB (s ab ) = min {rab-TcomAB>sab} r ab (8) 
From these definitions, two things can be acknowledged: firstly, the formulation of S, R and M are for a general case and they may be specified in a slightly different way according to the operator's specifications (e.g. ignoring the latest state and gets the previous state). Secondly, the mapping in forward and inverse directions are not always bijective. Therefore, upon synchronization, it is possible that information loss may take place (i.e. we can fully reconstruct the time horizon of A from the information received at B only under some particular conditions. The formulation of these "loss-less" condition in cosimulation is also a very interesting subject but is not in the scope of this paper.

From the above formulation, we try to establish a generic condition for synchronization (i.e. on which condition we can verify that a synchronization is correct.). In order to know if a co-simulation is correct, we need to get back to the purpose of a co-simulation framework. The uttermost objective of such a framework is to combine the behaviors of several sub-systems to deduce the behaviour of the holistic system in a certain time horizon. Certainly, for the combination to make sense, it is required that the simulation horizons of these sub-systems are coherent. 

I S ≠ ∅ (11) 
For example, it is not right to integrate a simulation of a building consumption during the night with a simulation of PV energy production during the day, because their simulation horizon does not intersect and combining them will introduce an unrealistic scenario. However, if we include a battery simulation that is charged during the day by the PV and discharge during the night to supply the household, then the co-simulation framework is well-posed, because the simulation horizon of the battery will cover the disjoint part of PV and household (i.e. I S ≠ ∅). In the condition 2, it is possible that some simulators in S may start sooner or extend longer than I S , however in that case, these extensions may not include some other simulators and their interactions, i.e. the results may not be complete and accurate.

The condition 2 is a necessary condition, it does not ensure that the result of the co-simulation framework is accurate, i.e. the PV production at 9 a.m maybe mapped to charge the battery at 9.15 a.m. In order to ensure that the simulators get and send correct values at exact moments and use them in a proper manner to produce accurate result, we need a sufficient condition of synchronization. We propose in the following the generic condition under which the co-simulation is accurate.

As aforementioned, in digital simulation, engineers adopt the approach with discrete time, i.e. the state of a model is considered as unchanged during the time step. Therefore, considering a co-simulation interface between two models A and B with zero-order hold extrapolation, if we want to map a signal from A at t A to B at t Bi , it is necessary that the mapping from A to B of t A will land inbetween t Bi and t Bi+1 .

From the equations (1),(2)(3)(4)(5), we can define the mapping function from A to B (as illustrated on figure 1):

f A→B (t A ) = t B ○ C -1 B ○ R AB ○ M -1 AB ○ S -1 AB ○ C A ○ t -1 A (t A ) (12) It is worthy to take note that f A→B ≠ f -1
B→A and f A→B is not necessarily bijective.

In the ideal case, we want to map t A to the exact t A moment in T B , however, as T B is discrete, we need to map t A to the time step that contains t A in T B , i.e:

t Bi ≤ t Ai < t Bi+1 ⇒ t Bi ≤ f A→B (t Ai ) < t Bi+1 ( 13 
)
Condition 3. (One-sided Condition) Model A is synchronized to model B, noted as A ↷ B iff ∀t A ∈ T A , if t Bi ≤ t A < t Bi+1 then t Bi ≤ f A→B (t A ) < t Bi+1 (14) 
Similarly, as f A→B is not always bijective, if A ↷ B, then it is not necessarily true that B ↷ A. 

A B ⇐⇒ ⎧ ⎪ ⎪ ⎨ ⎪ ⎪ ⎩ A ↷ B B ↷ A (15) 
The condition 4 requires that the interface between A and B satisfies the condition 3 in two directions, i.e.

∀t A ∈ T A , t Bi ≤ t A < t Bi+1 → t Bi ≤ f A→B (t A ) < t Bi+1 and ∀t B ∈ T B , t Ai ≤ t B < t Ai+1 → t Ai ≤ f B→A (t B ) < t Ai+1 .
It means that the mappings lead to correct time steps and does not mean necessarily T A = T B (i.e. not a bijective relation). This relaxation is particularly useful when we deal with simulators with variable time steps and is more suitable to be used in co-simulation framework with Jacobi method.

The condition 3 can be enforced by requiring also that the responses from the opposite model to return safely in one step. It leads to a stricter version of one-sided synchronization condition.

Condition 5. (Strict Condition) Model

A is synchronized to model B, iff ∀t Ai ∈ T A t Bi ≤ t Ai < t Bi+1 → ⎧ ⎪ ⎪ ⎨ ⎪ ⎪ ⎩ t Bi ≤ f A→B (t A ) < t Bi+1 t Ai < f B→A (t Bi+1 ) < t Ai+1 (16) 
It leads also to a stricter version of two-sided synchronization. If we want to impose this latter (and stronger) restriction, we would have the classical "lock step" synchronization condition in literature that can be ensured by a Gauss-Seidel method. This condition is suitable to be applied to Co-simulation with Master-Slave scheme.

From the above analysis, we can come up with a sufficient condition as to the accuracy of the co-simulation framework as: Condition 6. (Sufficient Condition) Given a co-simulation framework S of n models S 1 , S 2 , . . . , S n , S is correctly synchronized iff ∀i, j = 1..n i ≠ j, S i S j

The conditions 2 and 6 constitute the requirements for a cosimulation framework to be correctly configured in a generic case. This allows us in one hand, to justify and to adapt the classical (micro-marco)step-based methods such as Gauss-Seidel and Jacobi in a particular test-case, and on the other hand, to extend them towards the possibility to work with variable timesteps or multi-time-scale applications. Moreover, as the formalization treats the solvers in their generality, it is possible to use these conditions with discrete event simulators where it is particularly difficult with classical approach due to its unpredictable steps.

For instance, as of for now, a roll-back mechanism is required when a continuous model is synchronized with a discrete event model, i.e. once the signal from the DE model is detected, if it does not correspond to the current step of the continuous model, then the model is rolled back and the predictable step is then adjusted to match the signal timing. It is particularly problematic to actualize, is often not supported by various softwares and will slow down the co-simulation significantly. As we relaxed the matching from one point to an interval, it would reduce the number of roll-back and improve the simulation performance. It can be eventually be possible to use the formulation to estimate and to tune the communication points to minimize the chance of roll-back.

We acknowledge also that allowing the matching from one point to an interval will also benefit the simulator's performance. As computer use floating number to model "time". It is particularly more difficult to detect the matching of time stamps than to compare them. Certainly, it introduces another uncertainty to a context that already dominated by uncertainties, but it provides us with more possibilities, such as synchronizing with variable marco-step. Moreover, a proper formalization allows us to relax the classical Real-time constraint to a more flexible condition that can be used for slow-simulation. We consider in next section, the formulation of a relaxed real-time constraint.

Real-time constraints

HIL experiment can be imagined as a "co-simulation" between a real-time simulator A and the real hardware. The difference is that the real-hardware "simulator" B is assumed to have infinite bandwidth, infinitesimal resolution and instantaneous computation/reaction time, i.e. T B ≡ T W , C B ≡ T W and t B , C B are bijective. S AB and R AB is however limited to the output frequency and the acquisition rate of the A/D converters or the sensors of the hardware. M AB can be either instantaneous or the latency (communication and power reaction) between the simulator and the hardware, depending on the decision whether the linkage is a part of the hardware under test (HUT) (e.g. does it reflect the real setup).

Basically the classical RT condition 1 requires that the loop time is safely bounded in one time step of the RT simulator. It can be considered as a special case of the strict one-sided synchronization condition 5 where B has infinitesimal resolution, i.e. B responses instantaneously instead of next time step. This condition is ensured inside the DRTS but as soon as the signal is emitted from the DRTS and enters the loop (communication to the hardware, response time and feedback to the DRTS), it is very hard to maintain the determinism, i.e. a feedback from one time step can be applied to a another time step later on, which is not correct. Until now, this in-exactitude is accepted as a part of the HIL uncertainty.

We can apply the conditions 2 and 6 to determine whether a loop is "real-time compliant" and see to what extent we can specify the parameters of the loop to satisfy it. The idea is relaxing the strict RT condition to a more flexible one. Instead of requiring the "time loop" to be bounded in a time step, we can use the condition 3 to ensure that received value is from the exact sampling period, not from previous period. 

S HuT ⇐⇒ ⎧ ⎪ ⎪ ⎪ ⎪ ⎨ ⎪ ⎪ ⎪ ⎪ ⎩ T S ∩ T HuT ≠ ∅ S ↷ HuT HuT ↷ S (18) 
In the case that S is a DTRS, then T S ≡ C S . The condition can be simplified: 

⎧ ⎪ ⎪ ⎪ ⎪ ⎨ ⎪ ⎪ ⎪ ⎪ ⎩ T S ∩ T HuT ≠ ∅ ∀s S -HuT i ∈ S S -HuT , s S -HuT i ≤ M -1 S-HuT (s S -HuT i ) < s S -HuT i+1 ∀r HuT -S i ∈ R HuT -S , r HuT -S i ≤ M -1 HuT-S (r HuT -S i ) < r HuT -S i+1 (19) 
It is particularly interesting. While we do not have much control over M S-HuT or M HuT-ST , S S -HuT and R HuT -S are the factors that we can configure and manipulate. The principle idea of the conditions 8 and 7 is the transformation from the strict conditions (5 and 6) to more simplified and practical conditions that can be easily applied in real set up (i.e. consisting of only variable that the users can freely manipulate). The simplification is quite straight forward. In the case of RT simulation, the functions t and C are ensured by the internal interrupters and the FPGA cards, so we only need to handle S, R and M. S and R can be manipulated by the user, while M can be estimated and bounded to a certain degree of exactitude (as in the following case-study). From the analysis on M S-HuT and M HuT-S , we can see to what extent we can correctly specify S S -HuT and R HuT -S .

Example: Cross-infrastructure secondary control of microgrid

We consider in this section a test case of Distributed Multi-Agent System (MAS) control of islanded microgrid. The testcase is implemented by integrating control agents in PRISMES platform (Le Bourget du Lac, France) with the RT Simulator (OPAL-RT) in PREDIS platform, Grenoble INP (Grenoble, France) -70 km apart.

System configuration

The distributed control scheme of microgrid based on MAS is previously proposed in [START_REF] Nguyen | Multi-agent system with plug and play feature for distributed sec-ondary control in microgridcontroller and power hardware-in-the-loop implementation[END_REF] and is composed of three layers (figure 2). The main differences of this novel architecture with the classical centralized approach are:

• An agent layer is added on top of the local control layer.

The role of agent layer is to actualize optimization and to bring the microgrid state to desired conditions (e.g. regulation of voltage or frequency). The agents affect the grid via sending set-point to the local controllers.

• An agent only communicates with its neighbourhood and does not necessarily require knowing the state of the whole microgrid. The stability and consistency of the grid is ensured via a consensus algorithm among the agents. Due to this consensus process, the agents only send set-points to the primary controller once their outputs converge.

• The agent is developed in a plug and play manner to promote interoperability. Once an agent is disconnected or a new one joins the network, the algorithms in other agents in its neighbourhood will detect automatically and adapt themselves in the next iteration. The considered experiment involves the integration of remote CHIL. The test-case is implemented with the virtualized MAS in PRISMES (CEA, France) and the OPAL-RT simulator in PREDIS, Grenoble INP (70). The considered network is given on Figure 3. The microgrid is simulated in real-time with the RT Simulator OPAL-RT in PREDIS platform. A Redis server is also hosted in PRISMES serving as real time exchange point. In this experiment setup, the agents are virtualized into python processes and are launched at CEA (France) (figure 4).

The following scenario was considered: Load 1 connects to the microgrid at 0s, load 2 connects to the microgrid at 60s and load 1 is disconnected from the microgrid at 120s.

Consistency condition analysis

In order to correctly configure the implementation, we consider the simplified real-time condition 7 with the real-time simulator OPAL RT (PREDIS) and the MAS (PRISMES) as the HuT. The synchronization is actualized via Master-Slave manner. While the communication between the MAS and Redis server is actualized via the local area network and benefits a consistent 4ms latency, the inter-platform communication requires a latency assessment (figure 5 and6).This latency characterizes the communication channel between the Redis server and the RT simulator (i.e. the M OPAL-Redis mapping). The histogram of the measured latency (minimum latency: 28 ms and maximum: 85 ms) is then constructed and is fitted to the basic Kernel distribution (figure 5) and the more biased Gamma distribution (figure 6). In the case with Kernel distribution fitting, the cumulative distribution function (CDF) shows us that in 99% of the cases, the latency is smaller than 62 ms (figure 5). The same analysis with CDF in the case with Gamma fitting gives the boundary of 99% confidence interval at 51 ms (figure 6). The difference demonstrates that the choice of distribution model plays an important role on the results of the analysis. Until now, the most appropriate distribution model to describe communication latency is still a controversial topic. Most of the time, people employ a simple interval or a normal distribution. The choice of the distribution models however affects the estimated bounds of the M function in the synchronization condition.

Considering that the data on Redis server is updated instantly (in fact there is a delay but it is neglectable with respect to the latency), S OPAL-Redis is characterized by the output rate of the RT simulator to the server and R Redis-OPAL is characterized by the request/reception rate of the simulator (round trip). The condition 7 is rewritten as:

⎧ ⎪ ⎪ ⎨ ⎪ ⎪ ⎩ s OPAL-Redis (i) ≤ M -1 OPAL-Redis (i) < s OPAL-Redis (i + 1) r Redis-OPAL (i) ≤ M -1 Redis-OPAL (i) < r Redis-OPAL (i + 1) (20) 
Since we analyzed that M -1 Redis-OPAL (i) and M -1 OPAL-Redis (i) can be bounded with 99% confidence at 62 ms, the advancement of S OPAL-Redis and R Redis-OPAL can be configured to make sure that the condition 7 is satisfied. Particularly, output step of the real-time simulator should be larger than 62 ms and the request rate should be larger than 124 ms (e.g. a rate of 150ms will work). Taking into account the other delay (MAS-Redis, Redis processing time and MAS processing time) and considering that secondary control does not strictly require very fast reaction, in the real setup, we chose to set both values to 500 ms. In this setup, the MAS system is "soft" synchronized to the RT simulator, which is set to run at much shorter time step (50 µs) to capture transient behaviour of the grid.

In the eventual case that the simulation loses synchronization due to high latency, it can be considered similar to an overrun. The following is totally a choice of the user, either stopping the experiment or continueing and compensating at the next sync point, if the small in-exactitude is tolerated. Particularly, in a private network and without multiple intermediate servers, the latency should be very stable.

Comparing to the hard synchronization approach, which requires much more strict setup, such different time steps with "soft" synchronization condition helps to avoid unnecessary computational load on one side and information loss on the other side. It may however cause potential desync while the framework is executed for a long period if ones time step is not a multiplier of the other; as the error may accumulate. Moreover, if the simulation are not real-time, a more difficult problem for synchronization is the difference in processing power, especially in case that an individual entity in the framework does not support stop or roll back.

Experimental Results

In response to the proposed scenario, the remote MAS succeeded to bring the system back to desired state (figure 7). Besides validating the good functionality and the scalability of the proposed control based on MAS, this is also an interesting demonstration of the application of our proposed consistency condition in combining RTS and HIL from multiple infrastructures in a holistic validation of smart grid.

Conclusion

Co-simulation and Hardware-in-the-loop are two emerging techniques for the assessment and validation of cyber-physical energy system. While there are existing implementations of these technologies in the literature, it is necessary to establish a theoretical framework for the configuration of these experiments. In this paper, we proposed a formalization of the synchronization aspect in co-simulation, hardware-in-the-loop as well as the integration of these two technologies. Based on this formalization, we proposed several conditions in which a co-simulation framework is well-posed and correctly synchronized. We then considered HIL framework as a special case of the synchronization conditions, we established a relaxed realtime constraint for such a set up. On one hand, it allows specifying the parameters of a hardware-in-the-loop framework to satisfy the relaxed RT constraint. On the other hand, it enables the possibility to achieve a reasonable timing consistency with non-real-time simulation, thus, paves the way towards HIL with slow-simulation and variable time steps.

In general, the analysis in this paper provides a theoretical base to evaluate whether a co-simulation and HIL framework is well-posed and consistently synchronized. It emphasizes that the synchronization in a co-simulation framework need to be actualized upon the individual simulation horizons which are not necessarily linear with the micro/marco steps. Same thing goes for HIL experiment as timing consistency is underlined over the speed of the simulator. Remote/multi-platform cosimulation and integration of HIL to co-simulation for more complex CPES assessment should respect and follow the same principles.

The proposed synchronization condition is still strict in the sense that it requires pairwise coherency of the simulation horizons. A more in-depth study on transitivity and composition of the relation will eventually lead to a more simplified/relaxed version of the condition 6, which would be more useful in application. Besides, as S, R and M are not bijective, the mapping from one time horizon to another will be subjected to information loss (i.e. cannot fully recovered a model behavior from received signals). Finding the "loss-less" condition for such mapping is therefore an interesting perspective.
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 2 Figure 2: Proposed MAS based control architecture.
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 4 Figure 4: Cross-infrastructure remote HIL test setup.
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 5 Figure 5: Histogram of latency, fitting to Kernel distribution and its CDF.
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 6 Figure 6: Histogram of latency, fitting to Gamma distribution and its CDF.
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 7 Figure 7: Regulation of frequency (a), voltage (b) and power sharing among ESS (s) with the MAS network.
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