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The increased proliferation of fake news on social networks has a significant impact on the information received by the society. The malicious use of information can compromise the democracy, as well as manipulate the opinions of people exposed to such news. These impacts have boosted new search directions in an attempt to classify and identify this news. Therefore, we propose AuFa, a solution to automatic detect and classify fake news through neural networks algorithms. Preprocessing techniques used are in the collected database to analyze the patterns of news, as well as to reduce noise and eliminate null information. The results obtained showed that the supervised neural network algorithm (MLPClassifier), obtained satisfactory performance to be used in the proposed solution.

Introduction

Society has been looking for quick and practical ways to communicate and perform daily tasks. At the same time, there is an evident growth in the number of Internet users exchanging information worldwide. A survey performed [START_REF]Internet usage in brazil -statistics facts[END_REF] shows that in 2016, there were 81.4 million mobile phone internet users in Brazil, which accounted for nearly 40 percent of the Brazilian population. By 2021, these figures forecast are to increase to 112.7 million and 51.8 percent respectively.

In this way, access to information has become easier by the fact that any smartphone, tablet or notebook makes news available, either through trusted websites or through social networks. Social networks stand out in this rapid sharing of data, but much of the information disseminated in these environments is not true. For example, a Reuters Institute report [START_REF]Urban brazil[END_REF] shows that 66% of respondents in Brazil use social media as a news source. While social networks have increased the ease of disseminating information, their popularity has potentiated the problem of fake news, accelerating the speed and scope at which such news are disseminated.

People daily are bombarded by information from a variety of subjects and sources, leading to one of today's biggest problems, the so-called Fake News. According to Google Trends1 , which is a Google tool where the interest of a particular topic is exposed over time, showed that the term Fake News was widely used in the surveys conducted by Brazilians in 2018 and that it continues to grow in 2019. In addition, Fake News had already gained prominence in the international press in 2016, when the U.S. presidential election took place. Technology companies did an analysis and discovered various Internet content that contained Fake News, most of which denigrated a US presidential candidate of that election [START_REF] Batista | A divulgação de notícias falsas, conhecidas como fake news, pode[END_REF]. Another example of the problems that the spread of this fake news cause, according to [START_REF] Rosanne | Três anos depois, linchamento de fabiane após boato na web pode ajudar a endurecer lei[END_REF], It is the fact that happened in 2014, where false news ended with the death of a woman in Brazil. This came after rumors circulated on the Internet accusing her of kidnapping children to perform black magic rituals.

According to [START_REF] Marchi | With facebook, blogs, and fake news, teens reject journalistic "objectivity[END_REF], young people tend to consume less of the older media, such as newspapers, radio and TV, because they believe that, besides being uninteresting, they are repetitive. Thus, they use social networks as the main source of information, resulting in young people more focused on thinking and believing in issues arising from manipulated information. News posted on social networks and messaging apps have a low level of reliability [START_REF] Newman | Reuters institute digital news report[END_REF], mainly caused by the lack of a Fake News editorial board and filtering or nonexistence. Still, Fake News can reach an audience that "...wants to believe them, consumes them even if they suspect them, because they want to see their ideology and prejudices confirmed ..." [START_REF] Hermida | Fake news tornam o jornalismo de qualidade mais necessário do que nunca, diz diretor do el pa Ís[END_REF]. A recent report by the Jumpshot Tech Blog showed that Facebook referrals represented 50% of total fake news site traffic and 20% of total trusted site traffic2 . According to [START_REF] Wingfield | Google and facebook take aim at fake news sites[END_REF], Facebook and Google are trying to solve the Fake News problem as they receive strong criticism for not using a tool that could prevent the spread of fake news.

The challenges of fake news not only received huge public attention but also attracted growing attention from the academic community. One of the main goals of researchers is to detect these types of news in an attempt to minimize negative results. Thus, several works in the academic and commercial areas are looking for automatic mechanisms to recognize Fake News among a set of real news on the Internet and in the social media.

In this context, this paper presents AuFa, a solution to automatic detect and classify Fake News using neural networks. The purpose of this solution is to recognize the existing patterns between real and false news and thus classify the texts into T RU E or F AKEN EW S, returning to their respective odds between 0% and 100%. The news used for the training and testing of this application was extracted from the kaggle repository3 , which consisting of 20.800 news related to various subjects. In addition, it is intended to increase this number of news by searching other databases available on the web. This proposal can influence the impact of false news in the world and serve as a model for other professionals in the field. The mechanism of detection of this news is not limited to the linguistic characteristics found in the texts. The results can assist either in developing new tools that help combat fake news or in any other area involving machine learning.

Related Works

Marumo [START_REF] Shiiti | Deep Learning para Classificação de fake news por sumarização de texto[END_REF] has proposed a deep learning for fake news classification by text summarization. A database of true and false news is used, and the news patterns are analyzed using the preprocessing techniques: Summary and Word2Vec. The purpose of this paper was to present a model capable of classifying texts between fake news and real news, using Deep Learning and Traditional Machine Learning. He used the algorithms Long Short-Term Memory, Random Forest and Support Vector Machine. From the obtained results, the experiments with Long Short-Term Memory returned the highest accuracy, with the value of 79.3% of correct answers.

With regard to the topic of fake news and the application of Machine Learning, the authors of Monteiro [START_REF] Oliveira Monteiro | Desenvolvimento de um sistema para a classificação de fakenews com textos de notícias em língua portuguesa[END_REF] proposed the development of a system for classifying fake news with news texts in Portuguese. This work used machine learning methods to discover, classify and store fake news texts, for later application. Extract Transform Load ETL step are software tools whose function is to extract data from various systems and apply to a Data warehouse. For this, a dataset was created and the Logistic Regression, Naive Bayes and Support Vector Machine (SVM) methods were evaluated. After performing the tests, the Logistic Regression, Naive Bayes and SVM algorithms obtained accuracy of 90.33%, 89.27% and 90.52% hits respectively.

The objective of Leal [START_REF] Leal | O uso de aprendizagem de máquina para identificação e classificação de fake news no twitter referentes a eleição presidencial de 2018[END_REF] work was to study and implement fake news classification and identification techniques for the 2018 presidential election. Machine learning, data mining and textual algorithms were used in the implementation. The dataset was built using data collected on the social network Twitter, in order to obtain messages and news regarding presidential election candidates. After training and testing the algorithms, the results reached an accuracy of 90% of correct answers.

The work [START_REF] Thiago | Detecção automática de notícias falsas para o português[END_REF] presents an application web called FakeCheck that demonstrates the results obtained in the project Automatic Detection of False News for Portuguese, funded by CNPq's Institutional Program for Scientific Initiation Scholarships (PIBIC ) and by CAPES. The project aims to study methods for the automatic detection of false news using Natural Language Processing (NLP) and Machine Learning (ML). When receiving text, the system applies methods to extract linguistic attributes from that text and uses them in a machine learning model that classifies the news as true or false. Attributes extracted from the text are applied to a Support Vector Machine classifier, which automatically infers the news class (true or false). In the tests performed, in a controlled test environment, the system obtained about 89% accuracy (overall accuracy).

The work of Castelo [START_REF] Castelo | A topic-agnostic approach for identifying fake news pages[END_REF] deals with a study to detect fake news recorded on the web. They propose a new detection approach that uses topic-independent features has been applied. To the work, a new database was created from the selection of Politifact, BuzzFeed and OpenSources.co sites such as unreliable news sites and 242 most visited news sites, the top 500 Alexa news sites as trusted sites. The algorithms used were Support Vector Machine (SVM), K-Nearest Neighbors (KNN) and Random Forest (RF). All morphological, psychological and word count resources were extracted from the database and applied to cross validation with the metric precision of performance to increment the algorithm, after the tests they obtained a maximum accuracy of 86%. They found that from this approach, a rating was more accurate with cross-domain news, outperforming content-based approaches.

The differential of AuFa in relation to the presented works: (I) its database fed is daily with new news, which allows the algorithm to be more effective in detecting false news; (II) the detection of this news is not limited to the linguistic characteristics found in the texts. Classification occurs by analyzing the news content, making it necessary to use the Web Scraping feature. These resources together provide support for the purpose of this work.

Proposal

The objective of this work is to develop an intelligent neural network based solution to detect false news, proposing a model according to Figure 1, divided into 3 phases: Classification, Web and Database. The idea is to provide the user with the possibility to know if a news story is real or false information.

The classification layer according to the model proposed in Figure 1, the user enters a news item in the system, this news goes through a preprocessing, where text is cleared, removing special characters that do not add useful information, as well as double spaces, line breaks, and StopWords such as: a, to, from, one, and others. Then all the text is turned lowercase so that all news follows a pattern.

With the preprocessed data, vectoring is performed where the data is converted to numeric values so that the algorithm can interpret this data and then return the class T RU E or F AKEN EW S of the entered text. If the probability of classification is less than 90%, a web search is performed, entering the second layer of the application.

The second layer is responsible for performing a web search on the respective topic of the news informed by the user at the beginning of the application. The search that will be carried out closely resembles plagiarism detectors, which scan the text and look for similar results on the web. Likewise, this search will go through the sites considered reliable using a similarity grouping technique, which is widely used in search engine algorithms. With the grouped texts, we will use the Web Scraping technique that is able to extract data from a website. This extracted data will be stored in a database thus entering the third layer.

The database layer will be responsible for storing the news returned by the Web layer; this data will initially be stored in a text file for easy manipulation. With the saved data, the preprocessing and vectoring procedures of the new stored texts are applied. After that, the MLPClassifier algorithm will be retrained and thus will return the proper rating T RU E or F AKEN EW S of the initial news reported by the user.

Dataset

The database chosen to train and test the algorithm was the dataset "Fake News -Build a system to identify unreliable news", this dataset was obtained in the kaggle repository 4 , developed by UTK Machine Learning Club and all data is in English. This dataset was divided into id, title, author, text, and label. Id is a unique ID for each of the news, the title is the title of the news, the author is the author responsible for the news, and the text is the news itself and, finally the label that is the class that marks potentially reliable or unreliable news.

This dataset has 20,800 news on various subjects, but 39 of this news has null fields and, therefore, are discarded. Of the remaining 20761, 10374 is reliable news and 10387 are unreliable news, as shown in Table 1. The news is already sorted with their respective classes: 0 to reliable and 1 for unreliable. This large amount of data contributes greatly to the evaluation process of an algorithm, and the fact that the news is balanced helps prevent problems in the process of training algorithms in the Area of AI (Artificial Intelligence). For these reasons, this dataset was chosen for use in this proposal. Additional information on how data was collected, from which sources and how these data were obtained, are not provided in the repository available for download of the dataset.

Dataset

Experiments and Tests

To perform the experiments, a database available on the kaggle site is used, as explained in the section 3.1. After data collection, preprocessing is initiated using the Pandas and NLTK (Natural Language Toolkit) libraries of the Python programming language, in order to eliminate null fields, clean up data that was "dirty" (special characters that do not contribute to the algorithm learning), remove StopWords and standardize the text to lowercase.

The measurement metric used is made up of four classifications, as shown below:

• True Positive (TP): All data from the positive class that has been sorted correctly.

• True negative (TN): All negative class data that has been sorted correctly.

• False Positive (FP): All data that was from the negative class and was classified as positive.

• False Negative (FN): All data that was from the positive class and was classified as negative.

To evaluate the results obtained, the accuracy, precision, recall and F-measurement (F1) metrics are used. Their formulas are in the following equations: accuracy = (T P + F N )/T otal precision = T P/(T P + F P )

Recall = T P/(T P + F N ) F 1 = 2 * (precision * Recall)/(precision + Recall)
Accuracy is a general assessment of hits, making a relationship to the total instances of the dataset. Precision is an assessment between hits in relation to the sum of hits and misses. The recall is about how often you rate the classifier correctly, that is, the number of correct results divided by the number of results that should have been submitted. The F-measurement (F1) is the combination of precision and recall in a uniformly weighted measurement, which is the harmonic mean of the two, that is, square of the geometric mean divided by the arithmetic mean.

With the clean and preprocessed dataset, the testing phase of the algorithms begins, where NaiveBayes, SGDClassifier, SVM (Support Vector Machines) and MLPClassifier (Multilayer Perceptron) are tested. Among the tested algorithms, the one that has presented the most satisfactory accuracy, precision, recall and F-measurement (F1) was the MLPClassifier. The values obtained are presented in detail in the section 4, corresponding to the results. The normalized baseline data were divided into 75% for training and 25% for testing, as shown in Figure 2, as it is a widely used form in the literature. However, this division will depend greatly on the amount of data in the dataset and the way it is evaluated. Since the classifier "only understands numbers", you must convert raw data, which is in text format, to a numeric format. This must happen before passing the data to the classifier. In addition, it should be noted that some words in the training phase would be more frequent, such as prepositions and articles. These words tend to recur in all documents and do not usually carry very significant information for classification. With that in mind, the TF-IDF (term-inverse frequency of documents) measure is used to limit the importance of these words that repeat throughout documents so that they do not cause more influence than necessary.

Then the vectorized training data is submitted to the MLPClassifier algorithm, this training is inserted in the supervised machine learning context, where each data sample used has a label informing which classification it fits. Thus, the general idea is to make the network learn the standards for each class type, so when new news is provided to the network, the algorithm will be able to establish to which class the news belongs. After training, the model is subjected to test data so that its accuracy, precision, recall and F-measurement (F1) can be analyzed.

Results

Initially a comparison was made between the Naive Bayes, SGDClassifier, SVM and MLP-Classifier algorithms so that the algorithm that best suited the data could be chosen, their specifications and documentation can be found in Scikit-Learn5 . For testing, the Fake News dataset obtained from kaggle6 was divided into 75% for training and 25% for testing, which correspond respectively to 15.570 news for training and 5.191 test news. With the divided dataset, the training news was applied to each algorithm, which after being trained generated their models that were submitted to the test data to be evaluated. After that, we used the confusion matrix, which is a table that shows the classification frequencies for each class of the model, which helps in the algorithm evaluation process. With the confusion matrix, it is possible to take the data returned from the algorithms and thus calculate their respective: accuracy, precision, recall and F-measurement (F1). The results obtained from each algorithm are found in Table 3. The Naive Bayes algorithm, although a good text classification algorithm, was the least successful in the classification, because Naive Bayes does not take into account the correlation between the factors present in the text.

The SGDClassifier and Support Vector Machines (SVM) algorithms have obtained similar results, since SGDClassifier is a linear classifier that uses the Stochastic Descending Gradient as a training method, which resembles the SVM estimator.

MLPClassifier as seen in Table 3 obtained the best results in the testing process, due to its universal approach capability and its flexibility to form quality solutions for a wide range of attributes of the same algorithm of learning. Seen as artificial neural networks, they have been successfully applied to the most diverse problems.

The Web layer shown in Figure 1, which is responsible for the related news search process, is still in the search process to develop the best way to search the news on the web. Thus, the expected results for this layer are related to the search for news by similarity, being able to return the most similar news and thus add knowledge to the algorithm, improving the classification process.

Conclusion

The need to combat Fake News and its consequences in society, influencing people's thinking and decision-making, were the initial cause for the development of this work so that it could detect and combat these types of news. Several studies are being conducted and numerous technologies are being introduced to deal with the fake news. However, readers need to look for reliable sources and distinguish between real and false news.

In this study, the proposed solution was to use the Multi-layer Perceptron (MLP) neural network algorithm that obtained satisfactory results as seen in the results section, to create a model that was able to learn the patterns of preprocessed texts and for detect false news.

As future work is expected to improve the accuracy, precision of the MLPClassifier algorithm, start the process of implementing layer 2 of the model proposed in Figure 1 to search and group related news for dynamism. In learning from the algorithm, increase the database with more fake and true news texts and finally apply the idea of AuFa in some software so that the end user can use it.
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 1 Dataset news.After some testing it was possible to extract statistics from the samples contained in the dataset, as shown in Table2. The data show that true news presents a greater number of words and sentences compared to Fake news.

	Real News	10374	
	Fake News	10387	
	Null	39	
	Total News 20800	
		FakeNews True
	Average words per news		1950	2608
	Average sentences per news	14.10	21.07
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