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The application of experimental networks through hybrid proposals such as the combination of Context-Sensitive Networks and Software-Defined Networks (SDNs) is a promising approach due to the combination of its key benefits such as scalability, dynamism, flexibility, easy management, function control, programming and others. However, despite the many advantages of hybrid approaches and new network paradigms, the study of the literature reveals some existing security challenges, since in addition to introducing new vulnerabilities to the context of computer networks, they end up potentially leveraging existing vulnerabilities, which are more critical, increasing the risks of exploiting vulnerabilities by malicious users and cybercriminals. This paper aims at presenting a study about potential man-in-the-middle attacks in the context of hybrid networks, based on the CAARF-SDN project, with the objective of identifying and assessing risks related to Information Security aspects (Confidentiality, Integrity and Availability). Moreover, solutions are also conceived through the implementation and validation of security mechanisms in order to mitigate these attacks, enhancing network security and guaranteeing its features and services.

Introduction

The demand for optimized management of the available resources of the network infrastructure is growing exponentially in order to cope with the co-existence of the also growing heterogeneous traffic in the Internet. Therefore, since the Internet was not designed to meet this demand, issues such as vulnerability, instability, scalability and incompatibilities are more evident as well. The success and growth of the Internet is undeniable, however some of its limitations are being unveiled, thus it is important to reconsider its architecture and main protocols with new experimental networks.

The implementation of context-aware networks can be helpful in order to improve user´s satisfaction when accessing network resources and to enrich traffic management since it considers users, network and end-user devices requirements, providing a generic and cutting-edge approach for traffic optimization.

In this context, another important paradigm is the Software Defined Networks (SDN) which provide the required mechanisms for the implementation of a dynamic control architecture and management of network resources in order to deliver heterogeneous traffic due to the decoupling of the control plan and routing plan [START_REF] Kim | Improving network management with software defined networking[END_REF][START_REF] Kim | Improving network management with software defined networking[END_REF]. Nevertheless, flowtable configuration within SDNs controllers is still carried out statically, which does not allow the description of the dynamic nature of contextbased networks.

In order to provide the dynamic configuration of SDN networks, in this work we propose the application of a user-centric (context-based) optimization solution to SDNs called Context-Aware Adaptive Routing Framework -applied to SDN networks (also called CAARF-SDN) [START_REF] Spinola | Context Management applied to Adaptive Forwarding within Convergent Solutions[END_REF]. Hybrid networks such as CAARF-SDN rely on the integration of the concepts of Quality of Service (QoS), Quality of Experience (QoE) and Quality of Device (QoD) in order to provide a more proactive and dynamic approach for time-sensitive traffic delivery (such as VoIP and video), while aiming at the improvement of user perception over a conventional and experimental IP network.

By the combination of Context-based and Software Defined Networks (SDNs) in a hybrid model it is possible to sum the benefits [START_REF] Yoon | Flow Wars: Systemizing the Attack Surface and Defenses in Software-Defined Networks[END_REF] of both paradigms, such as scalability, dynamism, flexibility, easy management and function control, programming, etc [START_REF] Shin | A Robust, Secure, and High-Performance Network Operating System[END_REF].

Nevertheless, despite the several advantages of these hybrid approaches, the CAARF-SDN paradigm also introduces new vulnerabilities and threats. According to [START_REF] Porras | A security enforcement kernel for OpenFlow networks[END_REF] SDNs, in particular, present new challenges for security in computer networks affecting authenticity, integrity and availability. Different contributions in the literature aim at unveiling security aspects within SDN networks [START_REF] Secci | [END_REF]. However, none of these works addresses security aspects within the CAARF-SDN hybrid approaches. Therefore, this paper aims at studying and discussing the impact of Man-in-the-Middle attacks within CAARF-SDN, proposing some possible solutions for these limitations, in order to improve confidentiality and integrity within these networks.

This paper is organized as follows: Section II introduces context-sensitive systems and the CAARF-SDN architecture; Section III discusses some security issues related to hybrid networks; Section IV presents some solutions to overcome vulnerabilities within CAAR-SDN; Section V discusses some lessons learned and section VI presents the conclusions of this paper and some perspectives for future work.

2 Context-Aware Adaptative Routing Framework (CAARF-SDN)

The Context-Aware Adaptive Routing Framework applied to SDN Networks (also called CAARF-SDN) [START_REF] Oliveira | Context-based Notification Mechanism for Adaptive Forwarding[END_REF] is a conceptual context-based solution proposed for traffic optimization within SDN networks. The conceptual architecture of CAARF-SDN is illustrated in Figure 1 and it is composed of the following modules: Context Reader, Optimization and Flowtable Configuration [START_REF] Silva | Implementation of an Architecture for the Context-Aware Adaptative Routing Framework (CAARF)[END_REF].

The Context Reader module aims at collecting the Quality of Service (QoS), Quality of Device (QoD) and Quality of Experience (QoE) notifications from their respective sources (network devices, end-user devices and users) and process them in order to verify the global context of the system (Quality of Context -QoC) [START_REF] Muakad | Context-based Dynamic and Adaptive Forwarding Management[END_REF]. These data are used by the other modules of CAARF-SDN to support traffic optimization decisions. If a relevant context modification is verified a notification for the Optimization Module is issued.

The Optimization Module aims at automatically selecting the existent optimal paths based on contextual information generated by the Context Reader Module. The path selection relies on a set of pre-defined policies, built upon data analysis and performance indexes also generated by the Context Reader Module. At last, the Optimization Module sends to the Flowtable Configuration module the configuration directives that have to be applied on the SDN controller´s flowtable [START_REF] Spinola | Context Management applied to Adaptive Forwarding within Convergent Solutions[END_REF]. The main goal of the Flowtable Configuration module is to set the SDN controller´s flowtable dynamically based on the configuration directives issued by the optimization module. This configuration is carried out through the SDN controller API functions, using the controller´s Northbound interface. Once the controller´s flowtable is reconfigured, it updates the SDN switches flowtable using its Southbound interface.

Man in the Middle Attacks within Context-based SDNs

When a Man-In-The-Middle (MITM) attack occurs within SDN networks, damage can significantly increase the risks of network components, since a malicious user can be connected between the data layer and the capture control layer all traffic from northbound and southbound interfaces. Thus, a malicious user in addition to capturing information is also able to modify such information being from the system or context. Figure 2 illustrates a Man-In-The-Middle attack within a hybrid network described by CAARF-SDN, targeting the SDN controller and its southbound interface. The Man-inthe-Middle attack affects integrity within CAARF-SDN in different ways, the main ones being: (i) modifying context notifications and (ii) falsifying OpenFlow flow rules (Benton et al., 2013;ONF, 2016;Hayward, 2015b). Figure 2 illustrates these attacks and, in a first attempt, the attacker is able to intercept and modify the context notifications sent to CAARF-SDN. Therefore, with forged context messages the CAARF-SDN mechanisms will not be able to correctly optimize the traffic delivery.

Furthermore, the attacker would also be able to explore the interface between the Application Layer and Control Layer, capturing the configuration directives sent from CAARF-SND to the SDN Controller through a vulnerable communication channel of the Controller´s Northbound interface. Through this attack the controller´s configuration directives can be inserted, the existing ones modified or excluded, affecting the correct behavior of the SDN devices (Young et al. 2017;[START_REF] Migault | Identifying and addressing the vulnerabilities and security issues of SDN[END_REF][START_REF] Onf | SDN Security Considerations in the Data Center[END_REF]. Furthermore, the behavior of the SDN devices can also be affected if the attacker is able to access and reconfigure the controller´s flowtable, forging false and incorrect switching rules.

At last, another vulnerability is also present in the communication channel between the Control Layer and the Data Layer determined by the controller´s Southbound interface. This attack would also affect the integrity of the flowtable content leading to the incorrect configuration of the SDN devices.

Some strategies and measures are proposed in the literature in order to increase the security level against this type of attack [START_REF] Corrêa | Uma estratégia seletiva para mitigar ataques DDoS na camada de aplica ao em redes definidas por software[END_REF]. For instance, the implementation of cryptography mechanisms within SDN networks is broadly discussed in the literature since due the lack (and complexity) of implementation of TLS/SSH on communication channels (Northbound and Southbound) between the Application and Control layers data remain vulnerable [START_REF] Shu | Security in Software-Defined Networking: Threats and Countermeasures[END_REF][START_REF] Yoon | Flow Wars: Systemizing the Attack Surface and Defenses in Software-Defined Networks[END_REF].

Mitigating MITM Attacks within Hybrid Networks

The experiment carried out in this work focus on a common existing vulnerability within known SDN Network Operating Systems. The absence of cryptography solutions related to the local or remote access to the SDN Controller´s GUI (Graphical User Interface) which is highly vulnerable to MITM attacks. This vulnerability is associated with the HTTP communication which exposes the requested text, including authentication information with the Controller itself [START_REF] Shin | A Robust, Secure, and High-Performance Network Operating System[END_REF]. In this scenario, any malicious user could easily hijack the SDN Controller, consequently, gaining all the network control, compromising all the services including CAARF-SDN.

The Network Operating System (NOS) chosen for this experiment was ONOS (Open Network Operating System), one of the most used and documented NOS currently. ONOS is a JAVA-based system that provides a consistent control plan for Software-defined Networks, allowing the management of components, such as links and switches, executing network applications and services available to all the hosts and close networks [START_REF] Adenuga-Taiwo | Security Analysis of ONOS Software-Defined Network Platform[END_REF][START_REF] Adenuga-Taiwo | Security Analysis of ONOS Software-Defined Network Platform[END_REF]. A general perspective of the proposed topology is depicted in Figure 3. Once the scenario is configured and operational, a network scanning tool (NMAP) is executed within the malicious host, aiming at mapping all the IPs addresses of the network and identify the SDN Controller IP. For this, an in-depth scan is performed in the IP range identified previously through the command "nmap p 192.168.10.0/24", in search of the default port access to the ONOS controller GUI, which is port 8181. Figure 5 presents the scanning result with detailed information about the IP of the SDN controller. For instance, it is possible to observe that IP 192.168.10.50 is the address executing an HTTP request at ONOS through port 8181. After having identified the IP of the controller, Wireshark is executed at the attacker machine as a sniffer to scan and "listen" to all the traffic addressed to the SDN controller. At this moment, the goal is to intercept the login and password information to the ONOS system. After that, the controller can be accessed directly at the controller host, or remotely from a machine inside or outside the network.

Since all the communication with the ONOS controller Web interface is being carried out through the HTTP protocol using the port 8181, it is rather simple to a malicious user or to a hacker to eavesdrop traffic and to obtain controller´s authentication information.

Figure 6(a) presents the result obtained after intercepting all the network traffic addressed to the IP 192.168.10.50 using Wireshark. In turn, Figure 6 It is possible to observe that the lack of secure access to the SDN controller facilitates the authentication information to easily eavesdrop. Since the main component of an SDN network can be easily accessed all the services and resources relying on the controller turn out to be compromised. It is important to note that this vulnerability is not related only to the ONOS controller, but instead to most of the controllers commercially available since their authentication relies mostly on HTTP based insecure access [START_REF] Corrêa | Uma estratégia seletiva para mitigar ataques DDoS na camada de aplica ao em redes definidas por software[END_REF].

Discussion and Proposed Solution

The process of eavesdropping and capturing authentication information of network packets through MITM techniques, as previously illustrated, is rather effective and of great risk to hybrid networks, in particular to those logically centralized such as SDN. Nevertheless, it is possible to mitigate this type of attack through the implementation of cryptography and authentication mechanisms [START_REF] Corrêa | Uma estratégia seletiva para mitigar ataques DDoS na camada de aplica ao em redes definidas por software[END_REF].

In the case of the scenario previously presented in this paper, in order to overcome the vulnerabilities related to the ONO SDN controller´s web GUI, some configuration procedures were carried out to enable web secure access through HTTPs. Nevertheless, this configuration process presented some complexity and, therefore, required some technical skills since the creation and signature of private and public keys within the controller were necessary. Thus, after the creation of both keys, it was possible to configure the secure access to the ONOS controller´s web GUI using HTTPs on the port 8442 instead of using port 8181. Figures 7(a As we can observe in Figure 7, through the configuration of secure access to the controller, it was possible to ensure integrity, confidentiality and authenticity effectively. Therefore, eavesdropping traffic in order to capture authentication information to the ONOS controller turned out to be a hard task to malicious users since this information will no longer be available to non-authorized users. The solutions presented in this paper are, in a first glance, rather obvious as security mechanisms in order to ensure integrity, confidentiality and authenticity. However, considering that in hybrid networks, based on the such on the SDN paradigm and context-sensitive networks, control is logically centralized, and the lack of mechanisms to mitigate vulnerabilities in these networks allows the emergence of several security issues.

Conclusions and Future Works

One cannot deny the advances and advantages the new technological paradigms propose to the information society, as in the case of hybrid networks, allowing the development of Research and Innovation in the era of Industrial Revolution 4.0. Nevertheless, the same technologies and paradigms also introduce new security concerns, increasing the number of vulnerabilities.

This paper is the result of further studies that allowed to unveil some vulnerabilities related to SND networks, in particular, due to its centralized logic facilitating the exploitation of some attacks such as Man-In-The-Middle (MITM). Therefore, it was important to propose solutions to mitigate these attacks through an appropriate configuration allowing secure access to SDN controllers using the protocol HTTPs. The proposed solution was relevant in order to guarantee security aspects such as authenticity and integrity. As for future works, further vulnerabilities and solutions should also be investigated and implemented in order to propose more secured hybrid networks.
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