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Covert Capacity of Non-Coherent Rayleigh-Fading
Channels

Mehrdad Tahmasbi, Anne Savard, and Matthieu R. Bloch

Abstract

The covert capacity is characterized for a non-coherent fast Rayleigh-fading wireless channel, in which a legitimate user
wishes to communicate reliably with a legitimate receiver while escaping detection from a warden. It is shown that the covert
capacity is achieved with an amplitude-constrained input distribution that consists of a finite number of mass points including
one at zero and numerically tractable bounds are provided. It is also conjectured that distributions with two mass points in fixed
locations are optimal.

I. INTRODUCTION

In cognitive radio networks or adversarial communication settings, situations arise in which legitimate users may attempt to
communicate covertly, in the sense of achieving a low probability of detection. Motivated by such applications, [1] proposed
an information-theoretic model to study the throughput at which two users could reliably and covertly communicate over an
Additive White Gaussian Noise (AWGN) channel in the presence of an adversary who observes the transmission through
another noisy channel. The optimal covert communication throughput has been shown to satisfy a square root law, by which
the maximum number of bits is on the order of y/n bits over n uses of the channel. The square root law was subsequently
established for some quantum channels [2] and proved to hold without requiring secret keys for binary symmetric channels
under some channel conditions [3]]. The exact pre-constant associated to the square root law, which plays the role of a covert
capacity, has since been nearly completely characterized for point-to-point discrete and AWGN classical channels [4], [5], [6],
as well as some classical-quantum channels [7]], [8]]. With the notable exception of [6], the covert capacity is typically derived
when using the relative entropy as a proxy metric for covertness. Recent results [9] offer a more nuanced perspective and
show that the optimal signaling scheme for covert communication over AWGN channels at finite length is metric-dependent;
nevertheless, the present work still uses relative entropy to characterize covert capacity because of its convenient mathematical
properties.

For Discrete Memoryless Channels (DMCs), the covert-capacity achieving input distribution takes the form of sparse
signalling corresponding to those symbols that might arouse suspicion if transmitted, are used a fraction 1/y/n of the time if n
is the block length. Perhaps surprisingly, sparse signalling does not achieve the covert-capacity of AWGN channels [[L0], as the
optimal coding scheme exploits instead Gaussian or Binary Phase-Shift Keying (BPSK) [4] signaling with an average power
vanishing as O (1/n). In other words, encoding information in the phase of modulation symbols together with a diffuse power
is crucial for optimality. Gaussian signaling has therefore been used to further study covertness over Gaussian and wireless
channels, as in [[L1], [12]] to show the benefits of uninformed jammers, in [13] to analyze the role of randomized timing,
in [14] to study the effect of randomized power allocation, and in [15] to analyze covert relaying strategies. We note that all
aforementioned works exploit random Gaussian codebooks, which simplifies the covertness analysis by reducing the optimal
attack to a radiometer. In contrast, we analyze covertness with non-random codebooks using the conceptual approach laid out
in [5].

While Gaussian codebooks provides valuable insight into the properties of coding schemes for covert communications over
AWGN channels, operating in the vanishing-power regime as suggested by the results might prove challenging. In particular,
not only may phase-lock loops fail to properly track the phase of the transmitted signals but symbols with low amplitude may
also be severely affected by phase noise, resulting in a significant degradation of the transmission reliability. These effects
are also likely to be amplified by the presence of fading in wireless links. The objective of the present paper is to develop
insight into this problem by characterizing the covert capacity of non-coherent fast Rayleigh-fading channels (Theorem [III.
in Section , in which the phase is uniformly distributed over [0; 27[; although no channel state information is available to
the transmitter and receivers, some symbol-level synchronization is assumed.

Our analysis of the covert capacity for non-coherent channels builds upon the ideas initially developed in [16], [17] for
amplitude constrained channels and extended to [[18] for memoryless non-coherent Rayleigh fading channels under an average
power constraint. In particular we show that an optimal covert capacity achieving input distribution is discrete, with one mass
point located at zero and subject to an amplitude constraint. While the discrete nature of the distribution may not be a surprise,
the fact that the location of the mass points is bounded results from the specific nature of the covertness constraint. We also
conjecture that two mass points in fixed locations is actually optimal, which is supported by numerical results although we do
not have a formal proof. Overall, our results suggest that, in the presence of phase uncertainty, sparse signaling might be an
efficient modulation scheme for covert communication.



Our proof technique follows for the most part the high-level approach outlined in [16], [17], [18]; however, the covert
communication constraint makes the analysis more intricate as the optimal capacity-achieving input distribution turns out depend
on the block length. In particular, the converse arguments for single-letterization lead to a parameter-dependent constrained
optimization problem, in which the parameter should be taken to zero as the blocklength goes to infinity (see the statement
of Theorem and (82) in Section [[V-B)). This requires us to analyze the fine dependence of the objective function and the
Lagrange multipliers as a function of a parameter using ideas from sensitivity analysis [19].

The rest of the paper is organized as follows. In Section we introduce the precise model for covert communication over
non-coherent Rayleigh-fading channels and discuss our characterization of the covert capacity. In Section we develop the
proof of our main result, with the achievability proof in Section and the converse proof in Section |[V-B]

II. NOTATION AND CONVENTIONS

Let (S, F) be a measurable space. When S is a subset of R, we always consider the o-algebra induced by Borel sets, which
converts S to a measurable space. Let f : S — R be measurable and ;1 be a measure over S C R. We call f integrable if
Js 1fldp < oo. We then denote the Lebesgue s integral by [g f(z)dp. If S =]a,b[ and p is the Lebesgue’s measure over S,

we denote [ f s f(@)dp = f f(z)dx = f f-Ifpwisa probablhty measure, X : & — R is a random variable, and A is an
event, we use ]P’ (A) and E (X ) to denote (A) and [4 X (s)dpu, respectively. When the probability measure 1 is discrete,
it can be characterized with a Probability Mass Function (PMF) P : S — [0,1] satisfying pu(A) = > .4 P(s). When the
probability measure /r is continuous, it can be characterized with a Probability Density Function (PDF) f : & — [0, 0]
satisfying p(A) = [, f 4 f(s)ds. We do not distinguish between a probability measure and its PMF or PDF (if they exist). The
product of two measures . and p’ is defined in the standard way and is denoted by i1 ® 1. We define the relative entropy

between two probability measures p and g’ as D(ul|p') £ E, (log j::,) where £

o -Nikodym derivative. We also

2
define the Yo divergence as xo(u| ' £ E, d—“, — 1. We define I(X;Y 2D uxy||px ® pwy) where puxy, px and
12 dp

wy denote the probability measures associated to (X,Y), X, and Y, respectively.

Let X and ) be two subsets of R. A channel wy|x from & to ) is a mapping x > p, where p, is a probability measure
on Y. If p, is always continuous, we write wy|x (y|z) to denote the PDF of j,. If y is a probability measure on X’ and
wy|x : 2 — ), is a channel from X to ), we define a joint probability measure wy|x X  on X' x ) as

(1 % wy x)(€) & / o (Ea)dp, 0

where £, 2 {(Z,9) € £ : T = z}. We also define the marginal probability measure induced on ) by wy|x op. If X and YV
denote the joint random variables associated to the measure u X wyy| x, we allow ourselves to denote their mutual information
by I(s1, wyyx) 2 I(X;Y),

We shall use the standard asymptotic notations such as O(-), o(-), ©(-), w(-) and O(-).

III. SYSTEM MODEL AND NOTATIONS

We consider the fast Rayleigh-fading wireless channel illustrated in Fig. |1} in which at every time instant, the input-output
relationships are given by

Y = HpoX + Ny, and Z = HyX + Ny, @

where X is the channel input, Y is the received signal at the legitimate receiver, and Z is the received signal at the warden
attempting to detect the transmission. The fading coefficients H,, and H,, are independent complex circular Gaussian random
variables with zero-mean and variances 62, and 03), respectively. The noises N,, and N,, are also independent zero-mean
complex circular random variables with variance o2, and o2, respectively. Furthermore, we assume that the channels are
stationary and memoryless. The fading coefficients are unknown to all parties, who only have access to their statistical
distributions. Since the phase of the fading parameters is uniform, information can only be encoded into the magnitude
of X additionally, |Y|* and | Z|* become sufficient statistics for detection. Hence, as shown in [I8], upon re-labeling |X|* by
X and the outputs \Y|2 and |Z |2 by Y and Z, the non-coherent channel is effectively a new memoryless channel with input

and output symbols in [0, co[ and transition probabilities

1 y 1 z
ol =g oo (gt ) vt = e ()

TYL

By properly normalizing Y and Z, we can assume that o,, = 0, = 1, and by normalizing X, we can further assume that
f., = 1. Thus, we can parameterize the channel by a single parameterf_-] 0, for which the transition probabilities are

1 y 2 -— .
] ep( 92na:+1) and qx(Z)—wzx(ZW—HleXp( z+1)' @

'HL

Pz(y) = wY|X(y|x)

INote that 6, in @) is different from 6., in @).



Although the input and output sets of the channels are all equal to [0, 0o, we distinguish them with the labels X', ), and Z
for the input set, the output of main channel, and the output of the warden’s channel, respectively.
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Fig. 1. Covert Wireless Channel

We next formally describe the covert communication problem in the wireless setting; as depicted in Fig. [T the transmitter

aims to communicate a message W € [1, M,,] by encoding it into a sequence X = (X1, --,X,) of n symbols using a
publicly known coding scheme. Upon observing the corresponding noisy sequence Y = (Y1,---,Y,), the receiver forms an

estimate W of W. The encoding and decoding may also use a pre-shared secret key .S with an arbitrary distribution over
a measurable spaceE] The objective of the warden is to detect the presence of a transmission based on its noisy observation
Z=(Zy, -+ ,Zy). The requirements for reliable and covert communication may be formalized as follows. We let gz denote
the output distribution induced by the coding scheme and ¢5™ the product output distribution expected in the absence of
communication when the channel input is set to = 0. The performance of an (M, n) | code transmitting one of M, message
over n channel uses is then measured in terms of the average probability of error P(W # W) and in terms of the relative
entropy D(a\zﬂqg’”)ﬁﬂ Let 6 > 0. We say that a covert throughput R is §-achievable if there exist (M,,,n) codes of increasing
block length n such that

_ log M,
log M, = w(logn), lim P(W #W) =0, limsupD(Gzll¢E™) <0, liminf ——2"" _ > R, )
n—o0

e " /nD(dzlles™)

The covert capacity, Cho.csi(0), is defined as the supremum of all J-achievable covert throughputs. Note that we do not specify §
in our terminology of achievable throughput, since it turns out that the normalization of log M, in (5) removes the dependence
on 0.

Theorem IIL1. Let Q>0 be the set of discrete probability measures over |0, 1] with a finite number of mass points. Cyo—cs1(9)
is independently of § equal to

2 v 2
wp yaEa(FRX ~log (1+05.X))

550
IL€“> EM@M(]_XIXZ)
In addil‘ion, [he IOZlOwlng Sin’lple b()unds hOld.'

max 771/2(1 - 72) (02,7 — log(1 + 02,7)) < Cuocsi(9) < V262,. 7)

z€]0,1]

(6)

Theorem provides useful insight into the problem of covert communication over non-coherent channels in several regards.

First, a straightforward calculation shows that D(p,|po) = 02,2 — log(1 + 62,x) and x2(wz x o plq) = Eu@u(%).

The expression in (6) is therefore a counterpart of [3, Corollary 3] and [4] Eq. (28)]. Second, Theorem m shows that we
may restrict the signaling schemes for covert communications to finite and amplitude bounded constellations; while the finite
nature of the constellation was somewhat expected from the non-coherent nature of the channel, the bound on the amplitude
of the points is perhaps more surprising as it was not imposed a priori. We numerically evaluate and plot in Fig. 2] () when

2We show in our achievability proof that a key uniformly distributed over a discrete set with size O(M,,) is sufficient to achieve the covert capacity.

3The constraint ID)(ijHq((?") < J ensures that, regardless of the test performed by the adversary, the sum of the probability of missed detection and false
alarm is lower-bounded by 1 — /3. Please refer to [5 Appendix A] for a detailed discussion of the operational meaning of an upper-bound on the relative
entropy.

4 The choice of this specific relative entropy to measure covertness is driven in part by the ease of analysis using channel resolvability techniques. One
could of course consider alternative metrics, such as variational distance or a relative entropy with a reversed order of arguments, as discussed in [5], [6].
While the operational meaning of these other metrics remains the same, the analysis and the exact dependence on the constraint § is metric-specific.



the number of mass points in | is fixed using a brute-force search. Based on our numerical results, we conjecture that two
mass points and On-Off Keying (OOK) signaling is optimal for covert communication.
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Fig. 2. Numerical evaluation of bounds on covert capacity.

IV. PROOF OF THEOREM [[II 1]
A. Achievability proof
We prove the achievability result in two steps.

1) Let {tn }n>1 be a sequence of probability measures over X" such that for all n, (i) for some Z > 0, sup(support (¢,)) < Z;
and, (i) limsup,,_, oo nD(wz|x © finllgo) = 8. (i) nI(pn, wy|x) = w(logn). We then show for all ¢ > 0 that the cover

throughput
Iy, w
(1 - ¢)lim in (i 0y 1) ®)
e \/]D(wZ|X o finlq0)
is d-achievable.
2) Let p € Q~Y. We construct for an arbitrary § > 0, a sequence {{i,, },>1 satisfying
I(pp,w E,(62,X —log (1 +62,X
liminf (:U' Y\X) _ ﬁ H( m g( m )), (9)
n—oo
D(wyz)x © finlld0) Eyon(28%; )

in addition to the conditions of step 1.

1) Step one: a random coding argument: Although we pursue the same approach as in [S]], [20] in this step, the result
requires a proof of its own because of the continuous nature of the channels. Let {1, },>1 be a sequence of probability measures
as described earlier, i.c., for all n, (i) for some Z > 0, sup(support (11,)) < Z; and, (ii) limsup,,_, o nD(wz|x © pnllgo) = 6.

(iii) I(ptn,wy|x)n = w(logn) For any ¢ > 0, we shall prove the existence of a sequence of codes {Cy},>1 achieving the

covert throughput (1—¢) liminf,,_, o H with the relative entropy constraint §. We use a random coding argument
Wz|xOHnll90

and in particular, fix some n, and consider a random encoder F : [1, K, ] x [1, M,,] — X™ whose codewords are independent

and identically distributed (i.i.d.) according to x."*. The transmitter uses the message W and the shared key S together with the

encoder F' to obtain the codeword F'(S, W) that is transmitted through the channel. By [21]], for any v > 0, we upper-bound
the expected value with respect to random coding of the probability of error of an optimal decoder by

wily (Y/X)
Wiy o 1) (Y)

Ep (IP’ (W ”] W)) < Pugn g (log ( > v) + Mype™. (10)



Applying a Chernoff bound to the first term of the right hand side of the above inequality, for all s > 0, we obtain

wi (Y]X) () SN\ 7
Y|X 12%
Pen on | 1 - > < | Ey D — — . 11
Yix XHy <0g (w?ﬁx o p=m)(Y) 7) ( Y|X Xfn <((leX 5 Mn)(Y)> )) exp (—s7) 1D
For any probability measure © on X, upon defining
Y) 8

et(5,11) 2 — log By __px(¥) 12
d) ](S,ILL) Og( YXX#((('[UYIXO[U,)(Y) 9 ( )

we can re-write the right-hand side of (TI) as

exp (~nra (5, 1) — 57) (13)

To upper-bound the above expression, we need the following technical lemma describing the behavior of ¢ (s, ) for small
S.

Lemma IV.1. For all & > 0, there exist constants B > 0, s > 0, and A> 0, such thqg for all probability measures (i and
v > 0 with sup(support (1)) < T and D(wz x o pllqo) < v, all s €]0,35), and all A € [A,00), we have

brals. ) > —s(u,wyix) = B (20 +9)e2A72442 4 42e74) 52 4 7). (14)
Proof. See Appendix [D] O
Applying Lemma to (13), we upper-bound (T1)) by

exp <—n <—sI(,un,wYX) - B (((2 é + 5) e2ATH24 2 4 A2€A> s?+ 53>> — s'y> . (15)
n o n

For n large enough, we then set A = logn/(2(4z + 1)) to ensure

B ((2 %Jr i) Q2ATH2A4 42 A2€A> 0 (Az <n7%e2Ai+2AefA>) (16)
=0 (logn (n~ 450850 4yt ) (17
=0 (n_2<Tl+1> log2 n) , (18)
where the constant hidden in O (-) depends on Z, 0, and the channel. Therefore, we have for s = n=5,
B (((2 % n Z) Q2ATH2A 42 | A2€_A> s2 4 83> @ 5 (n—m log® ns? + s3> (19)
=0 (7= log?n 0% (20)
-0 (n, min(36,26+1/(2(47+1))) | o2 n) ’ Q1)

where (a) follows from (T8)). The expression in (ZI)) will be o(sI (pin, wy|x)) when I (jin, wy|x) = Q (n‘é) and max(1/4,1/2—
1/(2(4Z + 1))) < B. Moreover, if we choose 8 < 1/2, which is feasible with the previous constraint, we guarantee
that snl(p,,wy|x)> n® for some ¢ > 0 and n large enough. Finally, for v = (1 — (/2)I(n, wy|x)n and log M,, =
(1= Q)T (jtn. wy|x 1, we have by (I0)

Er (]P’ (W + /W)) < exp (—(1 + o(l))és[(un,wnx)n) + exp <—gl(ﬂn7wy|x)”) (22)

< 2exp (—(¢n). (23)

This completes the reliability part of the proof.
We now proceed to the resolvability part. Recall that we denote the induced distribution at the output of the warden’s channel
by pz 2 ﬁ Eﬁil 31:1 w%’llX(z\F(s,w)), where M,, and K,, are the message size and the key size, respectively. By a

modification of [22, Equation (194)], we know that for all s € [0, 1],

~ en 1
Er (D (Fall (wzx 0 1) ") ) < 5 exp (= 10g(M o) — nrs(s: ) 24)



where

Gres(5.1) 2 —log (szw ((sz(i))(z)))) . (25)

Since the above function is the same as ¢ except that wy|x is replaced by wz x, wz x is a special case of wy |x for
0., = 1, and we choose s in the reliability part so that log% = O(logn), we can follow the same approach to obtain for some
¢>0,

Er (D (Pl (wzx o n) ™)) < 2exp (=), 6)
if log M,, +log K, > (1 4+ )1 (pn, Wy x )n. Therefore, the expected value of the covertness of the random code is
e . pz(z
£ 00uli™) = Br ([ pate)tos P2 ia) @
n 0
. pz(z) / . (wz|x ° pn)*" () )
=E / z)lo - dz + z)lo - dz (28)
F( an( ) g (wZ|X ° /»‘L'IL)QQ’,L(Z) an( ) g qgn(z)
=Er (D(ﬁzH (wz\x o Mn)m)) +Er / pz(z)log (wzix © in)™" (2) dz (29)
" %" (z)
. N (wz)x © pun)*"(z)
<2 —nf E 1
exp( n ) + F</ﬂpz(z) og ) dz (30)
(a) = N (wz|x © pn)*"(2)
= — 1
2exp( n ) + /n Er(pz(z))log ) dz 31
: (wz|x © pin)*" (2)
_ _ 2 C @n
- 26Xp ( n ) + ‘/]Rn (wZ|X © Mn) (Z) IOg qg)n(z) dZ (32)

— 2exp (1) + iD(wx o). &

where (a) follows from Fubini’s theorem and Ep ( Jgn Dz(2) |log (wz‘);;niw dz) < 0o by Lemma Applying Markov’s
0
inequality, for large n, we obtain
= n n+1 c 7% c
Pr (D(pzllqe‘i ) < = (2exp (—n%) + nD(wzpx 0 inllg0) ) B(W # W) < 4nexp (—n )) (34)

>1-Pp (D(ﬁz”qgn) > nT—H (2 exp (*ng) +nD(wg|x © Mn||fZ0))> —Pr (]P’ (W # W) > dnexp (*”C)) (35)

o Er (D(Pz/lgi™) Ee(B(W £ 1)) G6)
2L (2exp (—n®) + nD(wz|x © finllq0)) 4n exp (—ne)

o 2o (nf) +nD(wyx o pnllgo)  2exp(-nc) (37)

- ”TH (Qexp (—nf) —|—n]D)(wZ‘X oun”qo)) 4n exp (—ne)

n 1
=1- ——>0. 38
n+1l 2n o (38)
This implies that there exists a sequence of codes {C,, },>1 such that C,, satisfies

IOg Mn = (1 - C)I(Mna wY\X)n = W(log n)7 (39)
log M, +10gKn:(]- +C)I(Nn7wZ|X)na (40)
P, < 4dnexp (—n°), (41)

-~ n n+1 c
D(pzllg5™) < “—— (2exp (=) + nD(wzx © rnllac) ) (“2)

The covert throughput would be then
1 M, 1- 1 >y
liminf# = lim inf (-9 (li leX)n (43)
noee \/nD(pzllgg") e nD(pzlq5™)
> lim inf (1 = O (pimy wypx ) (44)
" o (522 (2exp (—n) 0D (wspx © pallo))
1-01I

— Jiming L O 0vix) (45)

e \/D(wzp( o finlq0)



Since limsup,,_, o, nD(wz|x © tnllgo) < & by our assumption, we have

1 z
lim sup D(pz/¢") < lim sup (“ (2exp (—n%) +nD(wzx o un||qo))) <. (46)
n—oo n—oo n
2) Step two: obtaining the bound in Theorem ' Letu € Q>0 and 1o be the probability measure with a single mass point at
zero. We define o, 2 /m and g, = v pi+(1—ay, ) 0. We have max(support (i,,)) = max(support (1)) = a < 1

by definition of >0, Hence, it is enough to check that

nd (pn, wy|x) = w(logn), 47)
lim sup D (wy|x © jin|go) < 6, (48)
n—oo
I(pn, E, (62X —log(1+6%2X
lim inf (tn leX) > V2 u( m Og( + 0 )) (49)
n—oo X1 X
D(wzx © tallgo) E.opu (ﬁ)
We next state a lemma providing a general upper-bound for the relative entropy in terms of the o divergence.
Lemma IV.2. Let 11 € Q>0 with max(support (11)) < a < 1. Let M > 0 and ¢ > 0. We have
! 3 s (M 21472 e
D(wz|x o pllgo) < 2X2 (wz)x © pllgo) + (B (X)) + (Eu(X)) e T+a)dz + e~ T zdz
0 M
E.(X) [ -
+ u(X) / e Tezdz (50)
€ M
Proof. See Appendix O

Applying Lemma to u, with some M,, and ¢, we obtain

1
D(wz|x © pnllqo) < ZX2 (wz)x © pnllgo) + (B, (X))?

A{n 4a & z 1 & z
+(E,, (X))4/ e(F1+5) 4 —l—/ e Tezdz+ -E,, (X)/ e  Trazdz, (51)
0 M, € M,
where a = max(support (11)). We will prove for appropriately chosen M, and e that
M, 9] 0
™ a 2 1 =

(B, (O + (B, () [ 8o s [ etadat 1B, (0) [ ez oad) 62

0 M, € M,

Note that E,,, (X) = a,E,(X), and therefore, (E,,, (X))? = O(aj) = o(a;,). We choose M,, = Blog -, where B is a
constant independent of n specified later. We then have

M, 4 M, (—14+ %)
. O (adMye (55)) 0> 1y3
(B, (X)) / (1) gy {7\ e a>1/ (53)
0 O (ol M,,) a<1/3
_pda=1
O<o¢i B loga1> a>1/3
— n (54)
O(aﬁlog%ﬂ) a<1/3
< o(a?), (55)
where (a) requires that B < 25-5% when a > 1/3. We further have
© . w [ M,
“Tzdz = (L4 o) 1 [ 2 11 56
= (1+¢2al" Blog o, +1 (57)
o € an 1+e

= o(a?), (58)



where (a) requires that B > 2(1 + ¢). Finally, we have

%EM (X) /Moj e T zdz = %EM (X)(1 + a)2e™ 1%% <1M+a + 1) (59)
1 Blog ;-

= By, (X)(1 +a)*a ”a (H;‘" + 1) (60)

@ o(a2), (61)

where (a) requires that B > 1 + a. If a < 1/3, we only need to choose B and ¢ such that B > max(2(1 + ¢€),1 + a). For
a > 1/3, we choose 0 < € < 3% —1 so that max(2(1+¢€), 1+a) < 25-E%. We then choose B such that max(2(1+¢), 1+a) <
B < 24E% This complete the proof of (32). Note next that by Lemma

X1 X
x2(wzix © tinllgo) = By, o, (1_1X12X2) (62)
X1 X
=E,, e, (1_}}){1 >0, Xy > o) P, on, (X1 >0, X5 > 0) (63)
1X2
(@) o X1Xo )
= a E —_ (64)
Hen (1 — X1 X,
= apxa(wz)x © plq0) (65)
0
@2, (66)
n
where (a) follows from the definition of y,, and (b) follows from the definition of «,,. We therefore have
lim sup n]D)(wZ|X o ;Ln||q0) <. (67)
n—oo
Following the same reasoning, one can show that ]D)(wy| x 0 Hano) O(ca?). Finally, we have
I(ptn, wY|X) = ]Eun (602, X —log(1+62,X)) — D(wy|x o fin|[po) (68)
Ep., (07X —log(1+ 07, X)) — O(ay) (69)
E,.(602,X —log(1+62,X)) — O(a2) (70)
= Q(n‘%) (71)
o <logn> 7 72)
n
which yields that
(o, E, (62 X —log (1+62 X
lim inf (/‘ leX) > \/§ H( m Og( m )) (73)
n—oo
VDwzx o ela) B 255%5)

To obtain the lower-bound in (7)), we choose p to be a probability measure with a single mass point at Z €]0, 1[. We then
have

2 _ 2
\@E“ (07,X —log (1 + 07, X)) =727'/2(1—17) (02,7 — log(1 + 02,7)) . (74)

X1 X,
Eu®u ( 1—X1X2>

B. Converse proof
Before delving into the detailed proofs, we first provide the sketch of the various steps of the converse proof.

1) We first follow the reasoning of the converse proof of [5]] to show that if R is a J-achievable rate, then there exists a
sequence of probability measures {f,},> over X" such that ]D)(wz\ X 0© Mano) < d/n for n and

I ny
R < liminf e wY‘X)
n—oo
\/D (wzx OMnHQO)

(75)




2) We show that the probability measure p,, can be further restricted to be discrete with a finite number of mass points and
a mass point at zero. This is achieved by investigating the optimization problem

sup I(/”'a wY\X)a (76)
HZD(“)Z\XOILH(IU)<V
and adapting some techniques developed in [[18].
3) We prove that we can still upper-bound a covert throughput even if we constraint the amplitude of 1, as max(support (i,,)) <
1+ ¢ for any ¢ > 0.
4) Let {pn}nn > 1 be a sequence of probability measures such that i, has a finite number of mass and max(support (i) <
1+ ¢. We show that

2 x 2
lim inf YY) sup \/i]Eu(OmX log (1467, X))

n—o0 §>0 X1 X
D(wz|x ©pnllgo) e Eu@#(lf‘)l(l)z(z)

(77)

1) Step one: a general converse for covert communication: We consider a sequence of code {C,},>1 where each code
C,, can transmit log M,, bits with probability of error ¢, and relative entropy at most J,,, and we have lim,,_,, €, = 0 and
limsup,, . 0, < 6. If (X,Y,Z) denotes the input and the output of the channels when C,, is used and pxyz denotes the
joint distribution, a standard application of Fano’s inequality yields
I(X; Y) + Hy (e) I Y) +1

~

log M, <

) (78)

1—e¢, 1—e€,

where H, () £ —xlog(z) — (1 — x)log(1 — x). One can then upper-bound the mutual information 1(X;Y) using standard
techniques [23] to obtain

Y) < ZH(XZ»;Y» < nl(X,; V), (79)

where the random variables X and Y,, are distributed according to px, (2) £ 15 bx.(z)andpg 5 (z,y) £ 5 (2)pa(y).
Note that lim,, n]I(Xn7 Y ) = oo since we assumed that log M,, = w(logn). Following [24], [4]], one can also lower-bound
the relative entropy as

on = D(Pzllgs" ZD pzlla0) = nD(pz ll90), (80)

where Z,, is distributed according to p; (2) 2 2 S°" | B (2). Consequently,

I(X,;Y, 1 XY
Cho-cst < lim inf (X Vi) <1+ X ~>> :limimfM (81)
n

moe (1 =€) y/D(pz, llg0) Xn; Yo n=ee /D(pz, ll90)

where the sequence of distributions {p 3 5 }nxo0 is subject to the constraint D(pz |qo) < % This completes the first step
of the converse proof.
2) Step two: discreteness of the optimal distribution: We define the optimization problem

Alv) 2 sup I(p, wy|x), (82)
#GQ:EJ(WZ\XO#H%)@/

where (2 is the set of all probability measures over X such as p such that ]D)(w Z|x © u||q0) < 00. The next lemma shows that
there exists a unique maximizer to the above problem.

Lemma IV.3. Let v > 0. There exists a unique probability measure ), € §) such that ID)(wZ‘X O,uquo) < v and
I(ps, wyx) = A(v).
Proof. See Appendix [F] O

We next characterize the unconstrained form of the optimization in (82).

Theorem IV.1. Let v > 0. There exists ~y(v) = 0 such that the following holds.
1) We have

A(v) = max,cq (1, wy x) —7(v) (D(wzx o pllg) —v)], (33)

and i}, is the unique maximizer of the above optimization.



2) Define
a [T o P2 (y) — oy OO 2o (wz)x ©p)(2) P
wlean) 2 [ pa)ion L 7()(/0 4a(2) log AX 1)) 4 ) (84)

Wy |x © M1 qO(Z)

For all p € ), we have

Av) = Eu(w(X, i, v))- (85)
3) Given py € §, we have for all p € ),
A(v) > B, (w(X, 1, v)). (86)
if and only if
w(z,p,v) < Alv) Ve e X, (87)
w(z, p1,v) = A(v) Vz € support (puq). (88)

4) We have lim,_,q+ v(v) = oo and lim,_,¢+ v(v)v = 0.
Proof. See Appendix [H O

Lemma IV.4. There exists vy > 0 such that for all 0 < v < vy, support (u}) is discrete with a finite number of points in any
bounded interval.

Proof. Fix some v > 0, and define 7(y) £ (wy|x o)) (y) and f(z) £ (wzx op})(z). We assume that there exists an interval
with an infinite number of points in support (x%) and obtain a contradiction for v small enough in four steps.

Step 1: We first use the argument in [18] to show that the KKT condition in (88) holds for all z > 0. By the Bolzano-
Weierstrass theorem, there exists a convergent sequence {z; };>1 in support (). Moreover, by (88), for any = € support (1),
we have

¢u(@) £ w(w, py,v) — A(v) (89)
_ [T 10 R LS (C) BV Ny —
= [ patitog 2y 1) [ a.(e)1og 2 e = 40) 0w =0, ©00)

We now show that ¢,(z) is analytlc in z over the domain D £ {z : R(z) > 0}. Note that [ p,(y)logp.(y)dy =
—log(1+ 6,,2) — 1 and fo gz (2)1og qo(z)dz = —1 — x, which are analytic over D. We furthermore have

y
-
1462, =

N 91
o)l = g oD
y(02, R(2)+1)
w 1 )
- 1 mT 92
[ +972n55|6 ; 92)
where (a) follows from |e?| = ¢®(%), This implies that
o0 (a) o0 5
| g r@lay € [ )] (02250 +3) dy ©3)
0 0
(b) [
< / ()| (07, (2VV +v) +y) dy (94)
0
() 1462, 1+ 62z)3

Vo R@ 1T ARG + 17
where (a) follows from (203), (b) follows from Lemma and (c) follows by (92). Therefore, [ |p,(y)logr(y)|dy is
uniformly bounded on any compact subset of D, and Theorem i B.1| yields that [ |ps(y)logr(y)|dy is analytic over D.
One can similarly argue that fo gz (2)log f(z)dx is also analytic over D and therefore ¢, is analytic. Since ¢,(z) is an
analytic function over D, and ¢,(x) = 0 over a set with a limit point in D, the identity theorem [25] states that ¢, (x) = 0
for all 2 € D. Thus, ¢,(z) = 0 holds over the entire real line. Using [;° pz(y)log pz(y)dy = —log(1l + Opa) — 1 and
157 az(2)log qo(2)dz = —1 — , we can re-write

0=¢y(x) = —log(th,z+1) =1 = y(r)(1 +2) = AW) +1(v)v

- /OO pz(y) logr(y)dy — v(v) /m 4z(2)log f(2)dz. (96)
0 0



To obtain a contradiction, we cannot use the Laplace transform approach of [18] because there are two integrals in (96), which
is therefore the sum of two Laplace transforms with different arguments. Hence, we continue the proof with another approach.

Step 2: In this step, we shall find the supremum of the support of ;) in terms of (). We first consider any non-zero
point Z € support (1)) and any A €]0;Z[. Since Z € support (u;), there exists 6 > 0 with pu} (]2 — A, T + A[) = §. Thus, for
any y, by definition of r(y) and the law of total probability, we lower-bound 7(y) by

1 __y
— . 1462, X
.
1 2 < . e -
5By (e T X - AT+ Al - A5+ 4] 9
(S 67 1+92m1éi—A) , (99)

> T 9 i~ . AN
1+62(z+A)
and similarly, lower-bound f(z) by

6 -
> I v = £ 1
f(z) T3 e~ TF (100)

Substituting these bounds in (96), we obtain
0< —log(f2z+1)—1—vw)1+z)— Av) +~y(v)v

1) S S 1) y
_ - - 1462 (2—A) _ —1Fac
/0 pz(y) log 1102 (@ 2) dy 7(1/)/0 Gz (2) log1 = e TFE-Adz (101)

m

=—log(02,z+1) —1—~(w)(1+2) — A(v) +v(v)v

) 1+ 62 ) 1+
— log m? 1 — — — 102
S TT G+ A) 1105 - A) 7(V)<Og1+x+A 1+x—A> (102)
T—A 62
=r—log(0Z,x +1) — — n 103
— g+ 1) o (M E g T ) (103
where x is a constant not depending on z. Since (103)) holds for all z, by taking the limit x — oo, we should have
zT—A 62
— — S < 0. 104
L sy N ey Y (104
Moreover, by letting A tend to zero, we obtain
x 62
= — =— <0, 105
7<V)1+.Z‘ 1+ 6%z (105)
which implies that z* £ sup(support (%)) < co. Furthermore, upon finiteness of x*, we have
r(y) <e o (106)
and
f(z) < e T, (107)

Replacing these upper-bounds in (96), we obtain

0> —log(62,2+ 1) — 1 — y(v) (L +2) — A(v) +7(v)v — / paly)loge T dy — (v) / 4. (2) log "7 dz
0 0

(108)
1+62x 1+
p— 2 — J— J—
log(0sz+1)—1 wmu+x)ium+7@)+1+w +ﬂm1+ﬁ (109)
=x'—log(02z+1) —z () A (110)
- &\Vm v 14+x* 1+6022%)’

where «’ is a constant not depending on z. Since (II0) holds for all x, we have
x* 62
— m >0
W) 1+a* 1462z
By definition of the support of a distribution, it should be closed, and therefore, x* € support (u%). Since (I03)) holds for all
points in the support, we can set £ = z* and obtain

(111)

()L om (112)
v — =0.
W e T 1y 62 x*




Step 3: Using the equality for z* in (I12), we derive an upper-bound on A(v) depending on v(v) and v. By definition
of u,, it holds that

A(v) = I(p,, wy|x) (113)
wY\quu (log > (114)
o(Y
wwquy (log ))> (115)
_ px (Y r(Y)
= wY\X X#U (log pO(Y) > Eu}y‘xouv (log pO(Y)) (1 16)
px(Y)
By xxp (log po(Y)> D(r{|po) (117)
px(Y)
S Euwy yxps (log (V) (118)
=E,- (02, X —log(1 + 62,X)) (119)
(2 ( o, XQ) (120)
< SOLE(X) (121)
(? 194 *(2 122

where (a) follows from log(1 + x) > x — 22 /2 for > 0, and (b) follows from Lemma Therefore, we can use (T12)) to
obtain

1 0l (1+x )
f
A ( L= 04)). (124

Step 4: We complete the proof by obtaining a contradiction. Lemma part 4 implies that there exists vg > 0
and C > 0 such that A(v) > C+/v for all 0 < v < 1. By Theorem art 4, we can choose vy small such that
() > & (30 (1 + |1 =64 1])) in addition to A(v) > Cy/v for all 0 < v < 1p. Since by decreasing vg, the statement would
be weaker, we can always assume that vy < 1. Thus,

CVv < A(v) (125)
S 2{(;)'/ ( O (1411 = )) (126)
2/v+v 1, o ) "

< TEo Ty (=) azn)
<OV, (128)

0

Lemma IV.S. There exists vy > 0 such that for any vy > v > 0, the support of (i;, has a finite number of points.

Proof. We proceed by contradiction. Assume that the support of g has infinitely many points {z;}5°, in increasing order
with probabilities {c;}5°,. Since we proved that in any bounded interval, we can only have a ﬁnlte number of points,
lim; o x; = 0co. Note that for any 5 > 1, we have

(wy)x © 1) (y }:amm (129)

> a;pe; (Y), (130)
and

(wz1x o ) (2) 2 ajqu; (2) - (13D)



Therefore, for all j > 1, we can upper-bound ¢, (z) defined in (89) as

o) = [ et o8 oLty <o) [ a0 WA 4o — 4(0) + 200 (132)
< [ peon sty [ (o105 ) 2 ) b W)+ (133)
= log(#2, + 1) — 1~ log - fé)ﬂz 11:;%;2 ) (1 +o—log jjxj 11:;]») AW + () (134)
— ki +log(62x + 1) + (—'y(u) + 174(3]_ + H@g@mj) z, (135)

where  is a constant not depending on z. Furthermore, the KKT condition in (88) implies that (I33) is non-negative for all
x;, and since x; can be large enough, we should have

(v) 0
’Y(V)J’_ 1+J?j 1+972n]}] ( )
Because x; can be large enough, we have —y(v) > 0. This cannot be true for small v since lim, .o+ y(r) = oo by
Theorem [V.11 O

Lemma IV.6. There exists vy > 0 such that for all vy > v > 0, u;, has a mass point at 0.
The proof of Lemma [[V.6] will require the following technical result which is a modification of [18, Lemma 1].

Lemma IV.7. Let f(z) be a PDF with mean m and g(z) be a strictly monotonically increasing function, then [(z —

m)f(z)g(z)dz > 0.

Proof. (z—m)(g(z) — g(m)) is always positive as either the product of two negative terms if z < m or two positive terms if
z > m. Thus, (z —m)g(z) > (z — m)g(m) and [(z —m)g(z)f(z)dz > [(z —m)g(m)f(z)dz = 0. O

Proof of Lemma Let v be as in Lemma so that x;, has finite number of mass points for all 0 < v < 1. For the sake
of a contradiction, assume that ), is a discrete probablhty measure over X with £ mass points 0 < 1 < --- < zj, with corre-

sponding probabilities a1, - - - , ay. In [[18]], it is proved that reducing x; increases the mutual information (,u, wy | x ). Therefore,
.. oD w oul| . w o) (z
to complete the proof, it is enough to show that W > 0. Defining f(z1,2) £ (wzx o p)(2)log %, we
have
OD(wzx o ullq0)
= 137
6371 6%‘1 / f xlv ( )
By Lemma Jz |f(z1,2)|dz < oo, and we have
af aq (wzx o p)(2)
= —E, (2)) (log———————+1], 138
S 12) = s (2) (s~ B, (2) (1o X2 (139
which satisfies that
of =
a—(xl, Z)| <e T (z4a1+1)(22+E (X)) +1). (139)
1

The right hand side of @, is bounded with an integrable function of z independent of zi, if x; is bounded. Hence,
Theorem [A] implies that

OD(wz)x o ullqo) 1 /OO (wz)x o p)(2)
=« z—E, (2))qz (2)[log ———F—= +1 ) d=z. 140
o, 1(1+.’E1)2 0 ( lhl( ))q 1( ) g qo(Z) ( )
Note that
k 1 —z57
i1 Qigge T
log (wZ\X © u)(z) — log Zz_l zi+1 (141)
qo(2) e ?
1 @
-1 i e 142
og ; e (142)
1 (wz)xom)(z) . . . . . . . aD(wZ‘Xo;LHqO)
Since 1 > = +1 > > log w00 +1 is strictly monotonically increasing in z. Using Lemma|IV.7 — o

0, and hence, by decreasing x1, the constraint D(w Z|x © M||(J0) v still holds and I(u, Wy | x) is increased. This contradicts
with the definition of y, and therefore, there exists a mass point at zero. [



3) Step three: an amplitude constraint: For a probability measure 1 on X and a > 0, we define C,[u] as a new probability
measure jt on X such that

ﬁ(} _ OO,J?D _ {:u(] - OO,CCD r <a, (143)

Intuitively, f is obtained by moving all probability of ]a, co[ in x4 to a mass point at a.
Theorem IV.2. Let {vy,}n>1 be o(1). For all a > 1, if n is large enough, we have C, [} | € Q4 (vn) and
Iy, I(Calps, ],
lim inf (15, wy|x) < liminf (Calpy, ], wyix) .
— —
e \/]D)(U}Z\X opy llao) T \/D(WZIX o Calu;,,]llao)

To prove this result, we need the following lemmas.

(144)

Lemma IV.8. If u is a discrete probability measure on X with finite number of mass points 1 < --- < xy and corresponding
probabilities o, - - - , ag, then

D(wzx o Calplllgo) <D(Wz x o pllqo), (145)
I(Calp), wyix) = I(p, wy|x) — 07, max(support (1)) (), 00])- (146)
Proof. Similar to (T40), for all i € [1, k], we have

1

gDl ) = s | 6B @) ()10 (wzpc e ()

q0(2)
Hence, by moving all mass points located in ]a, oo[ to a to obtain C,[u], we decrease the relative entropy. Applying the same
argument to the channel wy |y, we have D(wy|x o Ca[u]|[po) < D(wy |x o pllpo). Additionally, we have

dz > 0. (147)

k
I(p,wy(x) = Y aiD(ps, [po) = D(wy x © p][po) (148)
i=1
k
= ai (02,2 —log(1 + 67,2:)) — D(wy x o pllpo), (149)
i=1
which implies that
I(,uva|X) _I(Ca[u]7wY|X) (150)
= ( > i (05,2 —log(1+ 62,2:)) — p(la, o) (62,0 — log(1 +93na))> +
1:Ti>a
(=D (wyx o pllpo) + D (wy|x © Calulllpo)) (151)
< Z a; (02,2 — log(1 4 02,2;)) — p(la, o0f) (67,a — log(1 + 62,a)) (152)
Ti>a
< Z o (9%11}1' —log(1+ 972711‘1)) (153)
1 >a
< 67, max(support (12))p1(Ja, o0). (154)
O

Lemma IV.9. For all a > 0, there exist vo > 0, T € X, and & > 0 such that for all 0 < v < vy, if max(support (p)) > Z,
then Mr)(]a7 OOD < 2—§max(support(p,f))).

Proof. Fix v > 0 small enough and suppose that ;1 £ ;* has mass points z; < --- < 3, with corresponding probabilities
a1, . Let 7(y) £ (wy|x o ) (2) and f(z) £ (wzx o p)(2). Substituting the lower-bounds
plla, ) -~ pla, o) _
> MDD Tareand f(z) > D vt 155
) 2 Y rge T and f(2) > FEE e (155)

in the KKT condition (88) for the point = z, we obtain

0 < —log(62,z + 1) — 1 — y() (L + a4) — A() +7(v)r—

p(Ja,00) | 1+ 672y p(la,00f) 1+
1 - . (156
BT g T Troze W Tle T T, ) (99




Since lim,,_,o+ y(v)v = 0, for small v, —1 — A(v) + (v)v < 0, and therefore, (I56) implies that

1+ 6%
0 < =y(W)(1+ax) 1 + 7 log(l +ax) + 5% = (1+7()) log(u(Ja, o). (157)
1 +a 14+ 62a
Furthermore, if xj is large enough, we have log(1 + xx) < (i(ﬁi’“a))a , and if v is small enough and zj is large enough, by

Theorem [[V.1| part 4, we have 111953“; <y(W)(1+ xk)ﬁ Hence, there exist g > 0 and Z > 0 such that if v < 1y and
T > T, We have

1
0. < —57()(1+ k) T = (14 () log(a(Ja, <), (158)
+a
which yields that
() a
< ——(1 . 15

p(]a, ool) exp( 21+’y(1/)( +xk)1—|—a> (159)
Since lim, o+ () = oo, there exists 19 > 0 such that inf,¢jg 1+Ey()l/) % Hence, for ¢ £ 4(1’1&) and all 0 < v < vy,
we have p(]a,oo]) < 275k, O

We are now ready to establish the upper bound in (7) of Theorem [[V.2]

Proof of Theorem Let 27, £ max(support (y;, )). By Lemma|IV.5] if n is large enough 4}, is a discrete probability mea-
sure with finite number of mass points, and so is C,[x}, ]. By Lemma[IV.8] we have D(wzx o Ca[p} 1llq0) < D (1}, [lq0) =
Vp, and

I(Ca[ﬂin], wY|X)
\/D (wzx © Calus, ]
Therefore, it is enough to show that

xy iy, (Ja,00[) = o (\/ID)(wZ|X o q0)> =0(\/Vn) - (161)

To do so, we consider v, Z, and ¢ from Lemma W For n large enough such that glog L >3z ifa %log L then

I ovix) — s, (o, o)
%) \/]D)(wzp( o3, [l90)

(160)

. (Ja,00]) < @327, (162)

which is less than 2242 for large enough n. Thus, 2% > 2 log —— implies that x;; 1y, (]Ja,o0[) < ,% For the other case when
x), < g log -1, let 7z be a probability distribution on X W1th two mass points at 0 and a with probabilities 1 — y75 (]a, ool)
and 41, (Ja, oc[), respectively. Then, we have

(@) - (®) y atl
G) = D(wzx o fillao) > K (3, (Ja,00) =, (163)

where (a) follows from the same argument as in the proof of Lemma [IV.8] and (b) follows from Lemma for a constant
K depending on a. Therefore, we have

*
v = Dlwzyx o i,

2 1 n\ a1
whns, (a00]) < Zlog (%) . (164)
Since both - and £ log ;- (%) T are o(y/7y), we have (T6I). O

4) Step four. obtazmgg the bound in Theorem[[I T} We first prove a lemma that relates the constraint on the relative entropy
to 2 divergence. Let 22 be the set of discrete probability measures over [0, 1[ with finite number of mass points.

Lemma IV.10. Let ¢ > 0 be small enough and {v,},> be a sequence of real numbers such thatNIimnHoo v, = 0 and
2\/Upn + vy, < 0.5 for all n. There exists a sequence of probability measures {\, }n>1 such that \,, € 020 and

A(vy, I(\,,
lim sup (vn) < lim sup Oy wyix) + €. (165)
n—00 125 n—00 %XQ(wZ|X ° )\n”qo)
Proof. Let £ >0 and ¢ = lf—%&. Define
Hn £ ﬂ;n (166)
pr 2 Criclon] (en

uii £ Cy, 1), (168)



where a/, £ inf (acoh<vd a and a,, £ min(1—¢,al,). Let {v,, }> be a sequence of real numbers such that lim,, , o, v, =
a:pin (Ja,00) <12

1 1
0 and 2,/v,, + v, < 0.5 for all n. By construction, we have p ([al,, 0o[) > v € and pr(lal, oo]) < v ¢ We next use the
following lemma to upper-bound x2(wz|x © i ||qo)-

Lemma IV.11. Let p € Q>0 such that D(wyx o pl|go) < v and max (support (1)) < a < 1. If 2¢/v +v < 1/2 and for some
M >0, we have (wzx o p)(M)/qo(M) > e, then

1 1 ML s 1 (14 2a
§X2(’U)2|XO/L||QO) <]D)(wz‘xo/j/”qO) +§(EN(X>)3/ ez( 1+1+a)dz—|— i(EP’(X))Q/ e ( 1+1+a)dZ+2(EM<X))3.
0 M
(169)
Proof. See Appendix [E| O
We first establish a lower-bound on (wz|x o pi,(2))/qo(2) to use Lemma [[V.11} Since a, < a;,, we have
1
pin(lan, 0ol) > i ([af,00)) > v ™, (170)
which yields that
Wy x O 1! 1 ceTran?
(wzix © py)(2) S 7%+£€ (171)

qo(2) 1+a,

Choosing M,, = +£= (2 + (3 4¢) log i), we have (wzx o plt)(M,)/qo(My) > e. Therefore, Lemma [IV.11| implies that

1
FX2(wz)x © iy [190) (172)
" 1 3 M z(,1+M) 1 2 > Z(ilJr 2ay ) 3
<D (wzix o pyllgo) + 5 By (X)) € e dz + o (B (X)) € o )dz 4+ 2By (X))” (173)
0 M,
@ 1 g (ML s 1 S [ (i e \
< vy + i(E#% (X)) / 62(_ +itan )dz + i(E“g (X)) / ez(— +T"'n)dz + Q(E#% (X)) (174)
0 M,
(b) 2 1 M, an o0 an 1
< v, (1 L / (T ) 4y 9/ (1) g 4 27u;;'> , (175)
2 0 2,

where (a) follows since by Lemma [[V.§]

D(wzx o #yllgo) <D(wzix © prllao) < Dlwzix © pnlldo) < v, (176)
and (b) follows since by Lemma we have E,»(X) < 2/vy, + v, < 3\/Vn. We now show that

27 1 (M= 9 [ 1
lim —V,%/ () 4z = lim 5/ () 4z = lim 27M01/7% =0. 177)
For the first limit, we consider two cases.
If a, <1/4, then —1 + $%- < —2/5 and
M, oo
g1/7% ez(_1+13+$n)dz < gué e~ 5 dz (178)
2 2
0 0
135 1
= TV,%. (179)
If a,, > 1/4, then
My 3an 3an
/ e (F1H758) 4, < M,, max (1, eM”(_HH%)) (180)
0
1 n ]. 1 an 1 og L )(— an
= Za (2 - (2 - 5) log V) max (1,6111 (2 (5+€) tog 71)( 1+f’+an)) (181)
n n
1 ]. an —
<5 <2 + <2 + 5) log V) max (1, o 2222 (24 (3 +€) log %n)) , (182)

Note that

5 (2 n (1 n g) log 1) -0 (log 1) (183)
2 Un 123



and

_ _2ap—-1(1
max (1,587 (34006 )Y 0 (1 oy @*f)) (184)
For a,, <1— %, we have 242=1 (1 4 £) <1 — £ For the second limit in (T77), note that
o0 o0
/ (P ) 4 < / e T (185)
M, My,

2an

Because [, e~ < o0and M, = o (2 + (3 4¢)log 1}2 goes to infinity as n goes to infinity, lim, o0 [, (M) gy =
0. The third limit in (T77) follows since lim,,_, v, = 0. We thus obtain (T77), which together with (I73) results in

i %Xz(wzpc © M;{HQO)
1m sup

n—roo Vn

<1 (186)

We now consider I(p;,, wy|x) and show that it is close to I(pin, wy|x) = A(vp).
If a,, = 1 — (, then by a modification of Lemma [IV.§]

I(py,wzx) = Ity wz)x) — 2¢p, (11 — ¢, 00) (187)
E, (X

> Iy ) - 2672 (159
> Iy wzpe) - 662 (190

If a,, = a],, by Lemma [[V.8
I(pi, wzx) = I, wz1x) — 2(1 4 Qs (Jal,, 00]) (191)
= I(s, wyx) — 21+ Qi ™. (192)

Therefore,

Iy, wzix) = Iy, wzix) — max <6C1_\/7n§,2(1 + C)Vr%JrC) (193)
(3 I(pn, wz|x) — max (6§1_\/VTL<,2(1 + g)yéﬂ;) _ 0(1,,%), (194)

where (a) follows from the argument of Theorem Taking \, = g/ € Q9 by (194) and (186), we have (I63) for
— 6¢
€ = i_¢* O

Let p € 92 We claim that

I(p, E;z (02X —log (1+ 62X
(wyp) i (0nX —log (1+67.X)) (195)
x2(wzix o pllgo)  zeaso F- N( X1 X )
R\ T-X7 X,
Let us define j as
_ ANJo,1
(A) £ “(7][) (196)
(10, 1)
In other words, f is the probability measure 1 conditioned to the event ]0, 1[. We have
I(p,wyx) <E,(02,X —log (1+62,X)) @ (10, 1)Ez (62, X —log (1 + 62,X)), (197)
where (a) follows since 62,2 — log(1 + 62 ) = 0 for = 0. Moreover,
X1X2 2 X1X2
=FEopn| ——— | = (|0, 1)°Ezo| ———— 198
X2(wz|x © pllao) = Eu u(l _X1X2> (01D e | 15 5, o
Therefore,
I(p, E;(02 X —log (1+6%2 X
(1, wy | x) < V3 (0 og (1+07, )), (199)

N
1
\/§X2(wZ\X © pllg0) Eﬁm(lfg;(z)



Furthermore, with the help of Lemma Eq. (394), we have that

lim sup AW)
v—0t \/Z7

< V2602, (200)
Therefore, we obtain the upper-bound in (7).

V. CONCLUSION

For covert communications over non-coherent wireless channels, we showed that discrete constellations with an amplitude
constraint are optimal. This differs from the results for coherent Gaussian channels in which using the phase is required to
achieve the covert capacity. Supported by numerical results, we also conjectured that the optimal number of points is two and
that their positions are fixed.

APPENDIX A
LEIBNIZ INTEGRAL RULE

For a reader’s convenience, we recall Leibniz integral rule here as it is used extensively throughout the paper.
Theorem A.1. Let O be an open subset of R and Q) be a measure space. Suppose f : O x Q — R satisfies the following
conditions

1) f(z,w) is a Lebesgue-integrable function of w for each x € O
2) For almost all w € ), the derivative % exists for all x € O

3) There is an integrable function 6 : Q@ — R such that ‘%(x, w)’ < O(w) for all x € O and almost every w € §.
Then, for all x € O, we have

d 0
%/f(x,w)dw:/é(x,w)dw (201)

APPENDIX B
AN ANALYTICITY CRITERION

Theorem B.1. Let g : D x R — C be a function such that D is a simple connected subset of C, g(-,y) is analytic for all
y € R, and sup,cc [ 19(2,y)|dy < oo for all compact C C D. The function [ : z — [, g(z,y)dy is analytic over the domain
D.

Proof. The proof is a straightforward application of Fubini’s theorem and Morera’s theorem. Fixing any closed piecewise C'!
curve v in D, we have

/f(Z)dZ = / / 9(z,y)dydz (202)
Y v /R
& / / 9(z,y)dzdy (203)
R Jy
o (204)
where (a) follows from Fubini’s theorem and our assumption on g, and (b) follows since g(-, z) is analytic and from Cauchy’s
integral theorem. Therefore, f satisfies the condition of Morera’s theorem and is analytic. O
APPENDIX C

AUXILIARY RESULTS

We gather here essential technical tools to prove the achievability and converse results. To begin with, we bound the PDF
of the output distributions of the channels wy|x and wz x for an arbitrary input distribution p.

Proposition C.1. For any probability measure j on X with E,,(X) < oo and all y € Y,z € Z, we have

—02E,(X) —y < log((wyx o 1) (y)) < 0, (205)
—E,(X) — 2z <log((wzx o p)(z)) <0, (206)
Euy xou(Y) =1+ 05,E,(X), (207)

Euwy xou(Z) = 1+ E,(X). (208)



Proof: We only prove (203) and (207). from which (206) and (208) follow by setting ,,, = 1. To obtain (205), observe that

for any 2 € X, we have p,(y) £ ﬁeil%i@f <1, and

log ((wyx © u)(y)) - log (Eu(px(y))) (209)

n(log (px (y))) (210)

2 Y

@E 9 X — 212

- 1+ 02 X (212)

> w (05X —y) (213)

= 0 Eu(X) —y, (214)

where (a) follows from Jensen’s inequality, (b) follows from log(1+z) < x for x > —1, and (c) follows from P, (X > 0) = 1.
To obtain (207), note that

Euwy xou(Y) :/0 y(wy|x o ) (y)dy (215)

= /OOO y </X px(y)du) dy (216)
@ /X ( /0 h ypz(y)dy> dp @17)

= / (1462 2)du (218)
X
=1+ 02E,(X), (219)
where (a) follows from Fubini’s theorem and the fact that for all z,y, yp.(y) > 0. O

Lemma C.1. Let ju be a probability measure over X. If D(wz|x o pillqo) exists and is finite, then E,,(X) < co.

Proof. We proceed by contradiction. Consider a positive real number 7; and let 2¢ £ p([y1,00). We have € > 0, because
otherwise E,(X) < 71 < co. By the continuity of a probability, we have

lim pu([y1,7]) = 2e. (220)
y—0o0
Therefore, there exists 2 > -1 such that p([y1,72]) = €. We then have
i 221
(wz)x o p)(2) = 15y (221)
This implies that (wzx o 11)(z) > qo(z) = e~ * for all z > 2y £ % log H% > 0. Since D(wz|x © pllgo) < oo, we have
e w o)z
00 > / (wz)x o p)(z)log Mdz (222)
zZ0 qO(Z)
> [tz om(e) o2 ds (223)
z0
—+ n / Oo(wz‘ x o p)(2)zdz (224)
147 14+m
1 / / o —dpzd (225)
= 10 zaz
& 1+ 1 + Y1 K
/ / T e (226)
=lo —zdz
1+ 1+71 . a
€ Al 20 _ 20
=lo + / 14+2)(1+ e Tt d 227
g1+72 14+m X( )( 1+x> H (227)
€ 71 _
= lo + / 1+ x)e *d (228)
ST Tl Ja ( ) a
et —z
> 1o n E,(X)+1)e ™, 229
B T (B0 + ) 29)
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which implies that E,(X) < oo. O
The next result shows that an upper-bound on ]D(w Z|X © p||q0) leads to an upper-bound on E, (X).
Lemma C.2. For any v > 0 and for any probability measure 1 on X, ]D(wz‘x ) u||q0) < v implies that E,(X) < 2y/v +v.

Proof. For any x € RT, we first consider the relative entropy ]D)(wZ| x© ,u||qw) and show that it exists. By (206) in Proposi-
tionapplied to a distribution with a single mass point at z, | log ¢ (2)| < x+z. We thus have [~ (wz|xop)(2) |log ¢z (2)] dz <
T+ Ey, you(Z) =2 +1+E,(X), which is finite by Lemma Consequently, [~ (wz|x o p1)(2)log ¢ (z)dz is finite, and
therefore by [26, Lemma 8.3.1], the relative entropy ]D(wz‘ X Ol qm) exists and is finite. Accordingly, we have

0> —/0 (wz)x © p)(z)log (wz;i(o;;)(Z)dZ (230)
_ /O (wzyx 0 1) (2) (—1og((wZ|X o 1)(2)) —log(1 +) — - j x) dz. 231)

Furthermore, by our assumption that D(wz| x © M||q0) < v, we have

v / (wzx o p)(z)log Mdz (232)
0 q0(z)
= / (wzx o p)(2) (log((wZ|X ou)(z)) + z) dz. (233)
0
Adding the inequalities in (231)) and (233), we obtain
vz / (wz)x o p)(2) (— log(1+ ) + :cz) dz (234)
0 14z
x
= — log(l + CE) + mez\X°H<Z) (235)
(a) x
2 —log(L )+ 7 (Bu(X) +1), (236)
where (a) follows from (208). Hence, we have
1
E,(X) < (v + log(1 + 2)) % 1 (237)
1
<Swto)—2_1. (238)
x
Choosing = = /v, we obtain the desired upper-bound. O

Lemma C.3. For any probability measure p on X with E,(X) < oo, I(u,wy|x) is well-defined and finite, and
Hnwvix) == [ oy o) log((wyyx o ) ))dy — By (log (14 62.X)) - L (239)
0

Proof. To check that I(u,wy|x) is well-defined and finite, it is enough to show that / ‘1og M{%’ d(wy|x X p) < 00,

which holds since

[ o o 20t i < [ (10w + Host(y 1)) dlavie ) (240)
(wyx o 1)(y)
(a)
< [ (@ +2,00) +20) dlwyix <) Qa1
=202 E,(X) + 2Eu, on(Y) (242)
Y 402 B, (X) +2 < oo, (243)
where (a) follows from (203), and (b) follows from (207). Note next that
Y
I(vaY|X) = Ewyxxu(log m) (244)

= Euwy xxu ( log(1 + 67, X) — log((wy|x o u)(Y))>- (245)

Y
1+62X
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Moreover, E (log(1 4+ 62,X)) < 02E(X) < oo and E(HOLQX) < E(Y) < oo, and therefore, we can use the linearity of
expectation to write

Euwy x xu (— log(1 + 62, X) — H% —log ((wyx © ﬂ)(y))) (246)
= —E(log(1 +62X)) —E (H;X> — E(log ((wyx o p)(Y))) (247)
— _E(log(1+ 02.X)) —E (IE (H;X‘X» —E(log ((wy x 0 #)(¥))) (248)
2
= —E(log(1+62X)) —E (%) — E(log ((wyx o p)(Y))) (249)
= —E(log(1+62,X)) — 1 —E(log ((wyx o pn)(Y))), (250)
which completes the proof of (239). O

Lemma C.d4. Suppose that D(wZ‘X ) ,u1||q0) and ]D(wZ|X ) ,uquo) exist and are finite for two probability measures p1 and
pi2 on X. Then, the cross entropy [;~(wz x o p1)(z)log(wz|x o p2(2))dz exists and is finite.

Proof. We shall show that [ (wzx o pi1)(2)|log((wzx o p2)(z))|dz < co. By Lemma we know that E,, (X) and
E,,(X) are finite. Therefore, we have

/Ooo(wZ|X o 1) (=) log (wyx o pa(2))|dz < /Ooo(wzx 0 11)(2) (B (X) + 2) d2 (251)

= Epy (X) + By o (2) (252)

QB (X) + 14 B, (X) < o0 (253)

where (a) follows from (206), and (b) follows from (208). O

Lemma C.5. Let p be a probability measure over X such that sup(support (1)) < co. We then have
I(p, wy|x) = B (62, X —log(1 +67,X)) — D(wy|x o pllpo)- (254)

Furthermore, if we have sup(support (1)) < 1, then

X1 X
x2(wzx © pllgo) = Epop (1—1)(12)(2) (255)
Proof. We have
I(p, wy|x) = /log px—md(wy\x X 1) (256)
(wy|x o p)(Y)

px(Y) / po(Y)
= [1 d log———————d 257
/ 0g Po(Y) (wY\X X /’(‘) + 0og (leX ON)(Y) (wY\X X /’(‘) ( )
= E,(D(pxlpo)) — D(wy|x o pllpo) (258)
WE,(62,X —log(1 +62,X)) — D(wyx o ullpo), (259)

where (a) follows from the straightforward calculation of the relative entropy between two exponential distribution. Additionally,
we have

x2(wz|x © pllqo) = /000 Wdz -1 (260)
- [ e (armary e U ) 2oh
Lo e (T ) 1 (262
B, (1 . )1(1)(2) 1 (263)

R U T
1 )ez(l T+X1 1“‘2) > 0 almost surely. O

where (a) follows from Fubini theorem and (ES e sEsen



22

Lemma C.6. If a > 1 and B > 0 is small enough, then
D(Bga + (1 = B)aollq0) =
. ! r-Hre+l
BT (14+a) 70 <1 + 1> ( (=2) E * ) +a’T <1 - 1> r <1 + 1)) +0(B?%), (265)
a a

“ (1+2)°
where T'(z) £ [ y* e vdy.
Ifa<l1 and B > 0 is small enough, then
2
a
D(Bqa + (1 — =—p 2. 266
Proof. We only consider the case where a > 1 and the other case follows from similar approach. By definition, we have
> Ba(z) + (1 — B)qo(z
D0 + (1= Aaollan) = [ (B0u(2) + (1 = Ban(e) tog (Pl C D g, 67
0
(5 - e ) 10g (1 b o) 4 268
= — — 1+a
/0 B+ (1= ) | og (1- 5+ e ) ds (268)

~ 67ﬁ -z ﬁ Tra
:10g(176)+/0 (5 Tra +(1-Pe > log <1+(1—,6’)(1+a)6 ) dz. (269)

By substitution u £ e+a in the above integral, we obtain

[e’e] eina . ﬂ ﬁ .
/0 (B1+OL+(1B)6 >log<1+(1—5)(1+a)e >dz

(1+i> /100 ((1—5) 1f —é)log (1+(15)‘Mu) du  (270)

Note next that for all real numbers A1, Ao, a primitive function of uM log (1 4 Aau) is

MELGE (1, + 130 + 25— A1+ 1) log(A 1)—-1
/uAl log (14 Aqu) du = u R+ 1A +2 ZU)j( 1+ Dlog(Asu + 1) ) -+ constant, (271)
(A1 +1)
where 2 (a, b; ¢; x) is the hypergeometric function. Additionally, for A; < —1, the limit of this primitive function at u = co
is

A M2 4 AT (=)

(A +1)2 272)
Therefore, if we define A £ Wﬁ(lW’ by linearity of integral, we have
> . —2-1 5“75 B
/1 <(1 Blu + I a) log (1 + ) a)u) du (273)
ALFLD B, -1-L4 L) — (14 HlogA+1) -1
:(1—ﬁ)< ( )1 2( )_2 1( — ) 1(2 z) Log( ) >+ 274)
(1+37) (1+32)
B (AT(1-HTra+d) 2R (L -31-L -~ (Hlogr+1) -1
a 5 a/ a a 5 a (275)
1+a (2 (%)
(@) )\1+%F(fl)r(2+l) <1+ (1': )> —(1+é))\*1+0(52)
= (1-5) L - 3 + (276)
(1+3) 1+3)
5 (Mra-—yra+t) (+2E)-Gr+oE) -1 -
1+a (l)z n (1)2 ( )
A(1+2) 1 9
Alar (=24 L =1 = (1+ )X+ 0(8)
:(1_5) ( a) 2( +a) _ a 5 + (278)
(1+72) (1+32)
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Az 1 2
AT (1= T (141 71— (HA+0(5)
)\(175) ( a) ( a) _ a (1)2 , (279)
where (a) follows since for o going to zero o Fi(a,b;c;x) = 1+ abx/c + O(x?) and log(1 + x) = = + O(z?) by Taylor’s
expansion. By rearranging the terms in above expression and disregarding the higher order terms, we obtain

i o (DEDTER+E) TO-9)T(+7) lta, 2
ATa(l /3)( (41 + ) +A1+%(1 B) +0(6%) (280)
il 1 e P(-a)r@+y) , rA-)r+y) B 2
=Bt ((1_@(”&)) (1—5)( (H%)g + (%2 +1+%+O(ﬂ ). (281)
Combining 269), (270), and @281)), we have
D(Bga + (1 = B)goll90) (282)
_ a1l 1 *a L (T(-)r(@2+y) TA-H)r+g)
- (i) om0 b (P wr )T ew
O
APPENDIX D

ERROR EXPONENTS ANALYSIS

Lemma D.1. For a probability measure on X, 1, for which we have max(support (11)) £ Zmax < 0o and D(wz|x o pillqo) < v
and for any A > 0, it holds that

EwaXu(logz (mﬁ(fﬁ)m))

< 2(3 + Tanax) (2VV + V) (1 + 02, o) * (€275 A + 93,1)2 A 420 (14 02 max) + A) e, (284)

Proof. We first define f(z) £ [~ pa(y) log? (%) dy for which we have

(wy|xop
f = | el log? (s s [ ion? (o2 Y (285)
0 (wyx o p)(y) A (wyx o w)(y) ’
for any A > 0. To upper-bound the first term, we note that
E ( 1 7%
" _e 463X )
’ (wy|x o) (y) 1‘ _ 1462, X 1 (286)
pz(y) pz(y)
2 y(z—X)
— EM Me(uefni)(uefnz) -1 (287)
1+62X
2 y(z—X)
EM vae(uefnf)(ﬁefnz) -1 (288)
1+62X
2 y(z—X) 2
<E, Lgmf <6(1+62”)?><1+92,Lz> _ 1) +E, L@m{ —1l . (289)
1+62,X 1+62,X

Considering each term separately in the above expression, we have

1+ 62 y(z—X) y(@-X)
EM< 74_ "L‘E e (1+02,X)(1+62,2) _ ] e (1+02, X)(1+62,2) _ | (290)

) (291)

< (1+ 62w’y (v + By (X)) (292)

1+62X

m

) < <1+93,Lxmax>Eu(

y(z — X)
(1462,X)(1+4 62,2)

m

(a)
< (1+ Hfrbxmax)eyxm"Eu <




24

where (a) follows from the mean value theorem and an upper-bound on derivative. For the next term in (289), we have

) o
E, (|15 ) —e2g, (|-2=X (293)
1+602,X 1+602,X
<02 ]E#(\x — 5(|) (294)
<62 (x +E, ()?)) . (295)
Combining these two inequalities, we obtain
(wY|X © ,U)(y) oy 2 2
- - = S < YZTmax .
e 1| < (z +E, (X)) (1 + 02, Zana) ¥y + 62, (296)
Hence, using the inequalities log®(x) < (1 — z)2(1 4+ 2~ 2) for > —1 and (w:;(% < (14 62,2max )€Y, we have
2 pz(y) v 2 @ 2 2 2
< YTmax Yy .
log <(leX - u)(y)) < ((m +E, (X)) ((1 + 0%, Tmax)e Y+ Om)) (1 + ((1 + 07, Trmax )€ ) ) (297)
This yields that
A
p:v(y)
pa(y) log® () dy (298)
s (G
- 2
< 2 YTmax 2 2 y)2
< s ((z+Eu(X)) ((1+ 82 mader =y +62) ) (14 (1 + 02, 2ma)e’)”) (299)
N\ 2
= (2 4B (X)) (1 + O amae ™A+ 62)" (14 ((1+ 62, 2max)e?)”) (300)
N\ 2
2 (a: +E, (X)) (14 02, Zmax)? (€277 A + 02,)° €24, (301)
For the second term in @) if < Zmax. then we have
| pewog? ( ) (302)
A wY|X o /i
<4 [ puly) (log(1 + 82,000 +3)" dy (303)
=4 (— (log®(1 + 02, 2max) + 210g(1 + 02, Zmax) (v + 1+ 02,2) + (y> +2(1 + 02,2)y + 2(1 + 02,2)%)) e oz, 1)
A
(304)
A
=4 (log®(1 + 02, Zmax) + 21og(1 + 02, Tmax) (A+ 1+ 02,2) + (A2 +2(1 + 02,2)A +2(1 + 02,2))) e % (305)
20 ((1+ 02,2 max) + A)" e (306)
Therefore, for all x € X, it holds that
N\ 2
@) <2 (2 +Bu(X)) (14 02,aman)* (A7 A+ 62,)° €24 420 (14 62,as) + 4)7 e, (307)
which implies that
Y)
Eoy s ( log (’)X(» (308)
Y < ® \lwyx oY)
=E,(f(X)) (309)
N\ 2
< 9E, ((X +E,(X)) )(1 + 02 D) (A7 A+ 02)% €24 420 (14 02 2ma) + A) € (310)

N\ 2
Finally, by Lemma IEN<<X +E, (X)) > - EM(XQ) + 3(EM(X))2 < (3 + ZTmax) (v + 24/v) which completes the
proof. O

Proof of Lemma We fix ;o with sup(support (1)) £ < oo and use Theorem along with induction to show that for
a small neighborhood around zero and all 7 > 0, we have

e =B (o6 (2 05) () ) o
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where

ale. ) = E((mf%)) (12

The statement is true for i = 0 by definition. For i > 0, we take O = [0,5], = (X x YV, wy|x x ), and f(s,2,y) =

log'™* ( Po (1) ) ( Pz (y) ) and check the three conditions in Theorem
(wy | xop)(y) (wy | xop)(y)

1) For x < 7, we have

L — px(y)
f(s,@,y)| = |log’ 1( >< ) ’ (313)
o) o) (s s o4
Y (62, (Bu(X) + 2) +2y) ( > (314)
< m €z Y
. wY|X o u)(
202 7 +2y)" <()> (315)
‘( ) (wY\X © M)( )
< (2027 +29)[ 7 (14 F)%etiE (316)
where (a) follows from Proposition Because the above upper-bound does not depend on =, we can write
~ i—1 g SEY
By x(1£(5 X, V) < B o (| (202, +2Y) [ (14 )75 ). (317)

Moreover, note that the moment generating function of a random variable with exponential distribution and mean A exists
in [0, A), which implies that the moment generating function of distribution wy|x o p exists in [0,1/(1 4 Z)). Hence,
there exists s depending on Z such that

STY

JEHJWOM(|(293;QE+2)/)|i‘1 (1+§)Sel+5) < . (318)

2) Since for all (z,y) € X x Y, it holds that 0 < (uwﬁ% < 00, % exists, and we have

—(s,z,y) =1 . 319
55"V =8 (0w ) (o ) G
3) Similar to the first part, we can upper-bound the partial derivative as
a_ \2 =l 320
arten| = o (000 ) (e (20

-~

< | (2027 +2y)|" (1 + 7)*e T

The above bound is increasing in s. Thus, by choosing § small enough such that the expectation is finite for s =5, we
can choose

(321)

i

9(z,y)é|(293n%+2y)| (1+7)%et+s. (322)

<:

Then, Eyy | xu(0(X,Y)) < 0o and for all s <'s, we have ‘%(sw,y)‘ < 0(z,y).

We can now use Theorem [A ] and obtain

A (e (e o) | (e OQ)(Y))) (329
= Dy (5, X,Y)) (a24)
:Ewwxx“<§sf(s,)(, Y)> (325)
= Burizo (l"gi (<wyp§ ii)m) (<wyp§ SQ)(Y)) ) (320

Therefore, the induction hypothesis implies (3T1)). By the chain rule, ¢re(s, i) is also a smooth function on an interval [0, 5]
for all y with sup(support (1)) < Z. Hence, we can use Taylor’s theorem to obtain

a¢rel 82¢rel 52 33 ¢rel S3

s (O,IU,)S+ g2 (03M)5+ g3 (Uaﬂ)ga

@(s, 1) = dra (0, ) + (327)
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for some 7 € [0, 3]. The derivatives of ¢ would be

Gre1 (0, 1) = —log(g(0, 1)) =0 (328)
Opre 52(0, p) ( px(Y) )
) =—< = —Euwy xxp|log —————— | = —1(p, 329
85 "M = g0, o\ (w0 (V) (1) 429
Pou 901580 — (B0m) (o8 20 Y Lt o
) = - = Thwy x x + ’ :
o5 " 90,1 e\ o (v))
Moreover, Lemma [D.1] yields that
2
6af§e‘ (0, 1) > =2(3 + D)2V + 1) (1 +62,3)* (e*7A + 931)2 A 420 (1+6%7) + A) e (331)
> B ((2ﬁ tp)eRATH2A 2 | A2e—A) , (332)

for some B; depending on 2, and Z. With similar arguments as we had to check the third condition of Theorem [A.1} we can
prove that there exists By depending on Z, such that for all 7 € [0, 5], we have

83(/l)rel
< Bs. 333
883 (777/1’) 2 ( )
Choosing B = max(B/2, B2/6) completes the proof. O
APPENDIX E

PROOF OF LEMMA [[V.IT]AND [V2
We first introduce some notation and facts, which will be useful in both proofs. Let f(z ) £ (wyx o p)(z) and ¢(z) =
f(2)/qo(z) — 1. Defining Px as the associated PMF of x, we can write ¢(2) = > Px(x )SHI — 1, which is increasing and
1
2 =Eu| ——~
6> 000 = B <
Furthermore, there exists a unique M such that ¢(z) < 0 if and only if z < M.

Proof of Lemma Using the bound log(1 + z) <  — 22/2 + 23/3 for x > —1, we obtain

> —1>-E,(X)>-2yv—v>—05. (334)

D(wzx onln) = [ a1+ 6)log(1+9) (335)
0
</‘%@+§/ %&—5/ %&+§/ %&+/ flog(f/40)- (336)
0 0 0 0 M
We consider each term separately.
1) We have
/ qQod = / / qo (337)
0 _M
f=> Px(x)e T4= (338)
<0. (339)
2) We have
1 M 1 [
o[t <s [ we (340)
0 0
1
= §X2(7~UZ|X o ullq0)- (341)
3) We have
1 M 1 M[]
—6/ %&<—6/ 406® (342)
0 0
1
< 5 Mo(E,(X))? (343)
(@1
< S (Eu(X)), (344)



where (a) follows since M, < 2 by the argument in the proof of Lemma [[V.11

4) We have
M M, M
/ QO¢4:/ fJo¢4+/ Q00"
0 0 Mo
M az \4
< Mo(]EM(X))4 +/ e ”? (EM(X)elJra) dz
My
M 4a
= (Eu(X))* <2+/ ez(_1+1+a)dz>
0
5) We have

" Flog(f/a0) < L/m F(2)2dz
M

1+a M
a

< | e o [T e
STT . Me - zdz E,(X)+¢ Me Z ).
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(345)

(346)

(347)

(348)

(349)

O

Lemma We use the notations introduced in the beginning of Appendix @ Since we have log(1 + ) > = — 2%/2 +

1{x < 0} 223/3 for z > —0.5, we have for all z € Z,

F(2)log(é(2) +1) = f(2) (8(2) — *(2)/21{¢(2) < 0} 26(2)*/3) .

We therefore obtain

D(flg0) = /O " Flog(o + 1)

M My )
— $? 3 0 )
>/0 Fo—o /2)+/0 2f¢ /3+/M flog (f/40)

We consider each term separately in the following.
1) We have

/0 f(¢—¢2/2)=/0 Qw(6+1) (6 — 6%/2)

=/OMCIO¢2/2+/OMCIO¢—/OMCIO¢3/2

/Oooqo¢2/2+/OMqO¢/OMQO¢3/2/MOOQO¢2/2~

We again separately lower-bound each term in the above expression.
a) We have by definition,

| wdrz= Sl
0

/OMqo(b: /OM(f—qo)

b) We have

(350)

(351)

(352)

(353)

(354)

(355)

(356)

(357)

(358)
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¢) To lower-bound — fOM qo9> /2, we first upper-bound ¢ as follows.

eite
= P —1 359
#:) =2 P (359)
<) Px(az)etre —1 (360)
(a) ez
<Y Px(x) (1+ (e¥a —1)z) -1 (361)
= (e — 1) E,(X) (362)
= eTH B, (X), (363)
where (a) follows since eT¥a < 1+ (el% — 1) z for z € [0, a]. Since go > 0 and x + 2® is increasing, we have

M M - 5

/ god® < / e ? (e 1+@EM(X)) dz (364)
0 0

M 3a

= (Eu(X))?’/ e (T1H7¥a) gz, (365)
0
d) Since ¢(z) = 0 for 2 > M > M, and x +— 22 is increasing for x > 0, we have
/ 0d? < / e (e E, (X)) dz (366)
M M

M .

- (EM(X))Q/ e (F1H25) 4. (367)
0

As a conclusion, we obtain that

M Mz—l% 1 Mz—lﬂiaa oo
A F(6—d2/2) > umw—f@cmﬁﬂ (-1 >wffmﬁmfﬁ (-1 >wf/ 7. (368)

2 M
2) Using |f(z)| < 1forall z € Z and 0 > ¢(z) > —E,(X) for all 0 < z < My, we have

Mo

fo? = —Mo (B, (X))*. (369)
0

We now show that My < 2, for which it is enough to show that f(2) > go(2). Note that

log f(2 Z Px () 1og q.(2) (370)
1

>E,(X)—-2+2E X (372)

= Ly I 1+ X
>E, (X)—2+4+2E X (373)

o "\1+4a
> —2=1logq(2). (374)

3) By our assumption that f(M)/qo(M) > e, we have
| flowsja [ 1 (375)
M M
Combining the bounds in the above three parts, we obtain the desired result. O
APPENDIX F

OPTIMIZATION PROBLEM IN (82)
A. Prokhorov’s Theorem

Theorem F.1. Let {1, } be a sequence of tight probability measures on R, i.e., for all € > 0, there exists a compact set K C R
such that for all n > 1, p,(R\ K) < €. Then, there exists a sub-sequence {ii,, }r>1 and another probability measure i on
R such that {jin, }k>1 converges weakly to .
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B. Convex Optimization for General Vector Spaces

Theorem F.2. (/27| Theorem 1, Page 217]). Let V be a vector space, 2 CV a convex set, U be a normed vector space, and
P C U be a positive cone, i.e., for all uy,us € U and all o, > 0, we have auy + Pus € P. Suppose the interior of P is
non-empty, and ¢ : Q@ — R and G : Q — U are convex functions such that there exists wy € S for which G(w1) <p 0 and
A £ inf ,c0.6(w)<po $(w) > —o0. Then, there exists uf =p- 0 in U* such that A = inf,cq ¢(w) + (G(w), ug). Moreover; if
wo is a solution to the first optimization problem, the infimum of the second optimization problem is also achieved by wy and
(G(wo),uy) = 0.

We next recall a result from [16] to find an expression for the KKT conditions of an abstract convex optimization. To this
end, we introduce the notation of weak differentiablity for a function f :  — R where €2 is convex. We say that f, : Q — R
is the weak derivative of f at wy, if

by i 0w+ (1= O)wo)
Jog (W) = 01_1}1& 7 . (376)
Theorem F.3 ([10]). Let V be a linear space, 2 CV be convex, and f : 0 — R be convex and have weak derivative for all

w € Q. f(w*) =infy,eq f(w) if and only if for all w € Q, we have f|.(w) > 0.

C. Technical Results
Lemma F.1. A(v) defined in satisfies the following properties.

1) It is concave and non-decreasing on [0, 00).
2) It is continuous on [0, 00).
3) The one-sided derivatives,

A h)—A Alv)— Alv —h
A'(vt) £ lim Aw+h) = A) and A'(v™) £ lim AW) = Al =h) ),
h—0+t h—0t h
exist for all v > 0, and for all 0 < vy < va, we have A'(vy) > A'(VF) = A'(vy ) = A'(vy).
4) There exist constants vy > 0 and C > 0 such that for all 0 < v < vy, we have A(v) > C\/v.
5) We have lim,_,o+ A'(v") = lim,_,o+ A'(v™) = oo

(377)

Proof. 1) By definition of A(v), it follows that A(v) is non-decreasing. To check concavity, we take any vy,ve > 0,
p1, 2 € Q with D(wyz x o p1llgo) < v1 and D(wyzx © p2lgo) < v, and A € [0, 1]. By convexity of the relative entropy,

we have
]D(wZ‘X o (Ap1 + (1= Nu2) ||q0) <Avp 4+ (1= Nvs. (378)
Therefore, by concavity of the mutual information,
AL+ (1= Nwa) = T0ig, + (1= Nl wyix) (379)
> M(p1, wyx) + (1= A1 (p2, wy|x)- (380)
Hence, by definition of supremum, we have
A + (1= XNwe) = sup M (p1, wy x) + (1= M1 (p2, wy|x) (381)
p1,12 €QD(wz x o g0 ) <v1,D(wz| x opzllgo ) <ve
=A sup I(p1, wyx) + (1= N) sup I(p2, wy|x) (382)
1 €0D(wz) xop1llgo) v 2 €QD(wz xop2lqo ) <va
= M(v1) + (1 = N A(v2). (383)

2) Since A(v) is concave on [0, 00), it is continuous on (0, c0) [28] Page 153, Problem 4]. To check the continuity at 0, we
consider v > 0 and p € Q with D(wzx o pllgo) < v. Using (239), we have

I(p,wy|x) = — /Ooo(wmx o p)(y) log(wy|x o p)(y)dy — K, (log(1 + 67, X)) — 1. (384)

Furthermore, since By, o0 (Y) = 1+ 62 E,(X) by and the support of wy|x o u is included in [0,00), the
differential entropy of wy | x oy is upper-bounded by the differential entropy of an exponential distribution with the same
mean [29]. Therefore, we have

+log(1+02E, (X)) —E,(log(1+62,X)) —1 (385)

I(,ua wY\X) <1
<OZE,(X). (386)
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Furthermore, we have

v = D(wzx o ullgo) (387)
= /Ooo(me o u)(z)log Wdz (388)
@ [tz o (@ sl W)z + Eu on(2) (389)
> 1 —108(Euy xou(Z)) + Euyyxon(2) (390)
© log(1 4+ E, (X)) +Eu(X) (391)
<§ %EH(X)Q - %EH(X)?’ (392)
Q %EM(X)Q (1 — % (2vv + y)> (393)

where (a) follows since loggo(2) = —2 and E,, y0u(Z) < co by Lemma and (208), (b) follows from (208), (c)
follows from log(1 + z) < x — 2%/2 + 23 /3 for x > —1, and (d) follows from Lemma We obtain for v < 1/4 that

E, (X) < ey S T2 and hence,

62 /3w
I(M7wY|X) < m (394)

Additionally, since A(v) is non-decreasing and non-negative, we have

(395)

which implies that A(v) is continuous at zero.

Follows from [28, Page 153, Problem 4] and concavity of A(v).

For v > 0 small enough, it is enough to find a probability measure . satisfying ]D)(wZ‘X o ,quo) <vand I(p,wy|x) =
C/v. Let u be a discrete probability measure on X with two mass points at 0 and T with probabilities 1 — o and a,
respectively, such that Z < min(1,1/62). Then, by Lemma

o2z

2(1—32)

2

D(wzx o pllgo) = + o(a?). (396)

Similarly, we can obtain D (wy|x o pl[po) < 262,2%/(2(1 — 62,2%)) 4 o(a?). Therefore, we can lower-bound the mutual
information by

I(p, wy|x) = aD(pz|[po) — D(wy|x o pllpo) (397)
> ab(psllpe) — =20mT__ _ o(a2) (398)
- _ a?0? 32

Hence, by choosing o = %‘1\/2(1 —22)D(wzx o pllg) = T71/2(1 — 22)v(1 — o(1)), we have D(wz|x o pl|qo) < v
and

Tpoyix) > VoL o) (3 VA= 5 (B3 —ogl1+ B2 Vg g ). o0
Choosing vy > 0 such that
/201 — 72) (072%% —log(1 + 93,@)) = 2\/7011__0;;, (401)
the claim of the lemma holds for
o=l 2(1 —22) (62,7 — log(1 + 62,2)) . (402)

2

Since A’(vt) < A’(v™), we only need to compute lim,_,q+ A’(v™). Since A(v) is concave A’(v*) is decreasing, and

therefore, it is enough to show that ~f0r any L > 0 there exists some v > 0 with A’ (1/*) > L. To this end, we fix some
v > 0 and define B(v) & A(v)— A@),, B(v) is continuous on [0, 7] and therefore it achieves its maximum and minimum

v
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on [0,7]. Hence, either we have B(v) = 0 for all v € [0,7] or there exists a v € (0,7) such that B(v) achieves its
maximum or minimum at v. Then, we should have B'(v—) = A'(v")—A(V)/v > 0 or B'(v") = A'(v") - A(v)/v > 0.
In both cases, we have A’ (1) > #. However, by Lemma Aty =/ V7, if ¥ < 1. Since ¥ is arbitrary, we
can choose it such that C'/v/7 > L.

O

Proof of Lemma We only prove the existence of a solution and the uniqueness follows from strict concavity of the mutual
information [18]. Consider a sequence {fi, },>1 in €2 such that D(wz|x o MnHQO) < v and limy, o0 I(pin, wy|x) = A(v). To
use [F1] we first check that this sequence is tight. For any ¢ > 0, we have

P, (X ¢ 0,2V +v)/d) < m

<€ (404)

(403)

where (a) follows from applying Markov’s inequality to the almost surely non-negative random variable X, and (b) follows
from Lemma Since [0, (24/v + v)/€] is compact, the sequence {f,}n>1 is tight. Therefore, we are permitted to use
Theorem that shows the existence of a subsequence {i,, }x>1 and probability measure ;1 on R such that {,, }x>1
converges weakly to p. We claim that p is indeed p and prove it in three steps.

Step 1: Theorem [F.T] only guarantees the existence of a probability measure on R which can possibly have positive measure
on negative numbers. In this step, we show that this is not the case. By the Portmanteau theorem, the weak convergence of
{tny, }e>1 to p implies that im infy_, oo pin, (U) = p(U) for any open set U C R. Taking U =] — oo, 0, we obtain that

0= likminf piny, (] — 00,0[) = p(] — 00,0[) =0, (405)

which means that (] — 0o, 0[) = 0.

Step 2: In this step we prove that y satisfies the optimization constraint, i.e., D(wz x o ptllgo) < v. Let us define fi(z) £
(Wz|x © pny )(2) and f(z) £ (wg)x o p)(z). Since for any 2 € Z, ¢,(z) = e~*/(1*%) /(1 + z) is a continuous and bounded
function in z, by weak convergence definition, we have

fu(2) = By, (ax(2)) = Eulgx (2)) = f(2)- (406)
In the next lemma, we show that | f(z)log fx(z)| is uniformly upper-bounded by an integrable function.

Lemma F.2. There exists some Z such that for all k,

e ! z€0,z],

|fr(2)log fi(2)| < g(2) £ { N A (407)

. z € [Z, 0],

e(zgfzf)
and [ |g(z)|dz < oc.

Proof. Note first that for all z € [0,1], we have |zlogz| < e~ !, and for all z € [0,e71], we have |zlogz| < |z|. Thus, it is
enough to show that there exist z such that for all £k > 1 and z > z,

2 1
EY | —hevE (408)

e(z2 — 22)

fre(z) <

By law of total probability, for all A > 0, we have

f1(2) = By, (gx(2)) (409)
= By ()X > Ny, (X 3 0) 4B, (ax ()X < VB, (X <) @10)
(a) E, (X)
LB, (ax(IX 2 N2 LR, (ax()1X <) @i
(b) 2
LB, (ax(IX > N R, (ax()IX <), @)

where (a) follows from Markov’s inequality, and (b) follows from Lemma We also have for all z > 1, ¢, (2) < (ze)7 1,

and forall 0 <z < A< z2—1, q.(2) < eilﬁ/(l + ). Substituting these upper-bounds in @12) for \ = 27 — 1, which is
less than z — 1 for z > 1, we obtain

ze 72 — 1 22
v+ _

= o TR VA (414)
e(z? —272)

fe(2) < (413)
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O
We are now eligible to use dominated convergence theorem and exchange limit and integral to obtain
lim / fe(2)log fr(z)dz = / lim fi(z)log fr(2)dz (415)
k—oo Jo 0 k—oo
:/ f(z)log f(2)dz. (416)
0
Since fi(z)z > 0 for all z € Z and k > 1, Fatou’s lemma yields that
/ f(2)zdz :/ liminf fi(2)zdz 417)
0 0 k—o0
< liminf / Fu(2)2dz. 418)
k—oo o
Combing (@16) and (418), we have
D(wzx opl) = [ £(:) (= +log () d= 419)
0
< lim inf/ fi(2) (z +1og fi(2)) dz = liminf D(wz|x © pn, [lq0) < v. (420)
k—oo  Jg k—o0

Step 3: It remains to show that I(u, wy|x) > A(v). We again define hy(z) £ (wy|x © fin,)(2) and h(z) = (wy|x o p)(2).
With the same argument of the previous step, we can prove that

oo o0
lim hi(z)log hy(2)dz = / h(z)logh(z)dz. (421)
k—oo Jq 0
Furthermore, by [30, Page 86], we have
liminf Ky, (1+log(1+62,X)) > E,(1+log(1+62X)). (422)
Hence, (239) implies that I(p, wy|x) > A(v). O

Proof of Theorem [[V.I] We prove all four statements in order. The proof heavily relies on results from convex optimization
for general vector spaces and properties of the optimization problem in (83), which we have gathered in Appendix [F for the
reader’s convenience.
1) In Theorem taking €2 as the set of all probability measures 4 on X with ]D)(wZ|X o M||q0) <oo,U =R, P=RT,
¢(n) = —I(p, wy|x), G(p) = D(wz)x o pllgo) — v, we note that

—00 < —A(v)=— sup —¢(n) (423)
REQG(1)<0
= inf  o(p). (424)

neQG(1)<0

By convexity of the relative entropy and concavity of mutual information in the input distribution, ¢ and G are convex

functions, with p; the deterministic probability measure with all mass point at zero, we also have G(u;) = —v < 0.
Therefore, we can apply Theorem to show the existence of v(v) > 0 such that
inf = inf G 425
peaidl | @) = Inf [6(n) + ()G (p)] (425)
= —sup [I(p, wy|x) = v(v) (B(wz)x © llao) ~ )] (426)
ne

which results in the unconstrained reformulation of A(v) as sup,,cq [1(1, wy|x) —7(v) (D(wz x © pllgo) — v)]. Theo-

rem [F.2|also implies that /., is a solution to this new optimization problem, and since I (u, wy|x)—7(v) (]D (w Z|x © ,u||q0) — u)

is strictly concave [18| Appendix 1.B], the solution is unique.
2) With the help of Lemma [F3] in Appendix C to show the existence of weak derivatives (defined in (376)), we use

Theoremwith f(p) = I(p, wy|x) =) (D(wzx © pllgo) — v) to obtain that uy = 4, if and only if for any p € Q,
0> f, (1) (427)

px (Y
= E“’Y\XX/L <10g( X( ) > *[(vawY\X)

wy|x o p1)(Y)
— () (sz.xw (log W) — D(wgx o u1||qo)> (428)
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= By <log (W’f%m> — () (szxou <log W) - v) — fm) (429)

=E,u(w(X, p1,v)) — f(pa)- (430)

This implies that ;1 = ;) if and only if for all 1 € Q, we have f(u1) = E,(w(X, p1,v)). Since A(v) = sup,,eq f(1) =
f(pa), if gy = ), then for all p € Q, we have A(v) > f(u1) =2 E,(w(X, p1,v)).

3) Assume (§7) is true, we take the expectation and obtain (83). We now show the opposite direction and prove that if (83)
holds, we have (87) and (88). Applying (85) with p a deterministic probability measure with all mass point at x, we
obtain

A(l/)EEM(’U)(X,/.”,V)):w(aj,’ulju). (431)

Furthermore, for any x € support (11), we prove that w(x, j11,v) = A(v) by contradiction. If A(v)—w(z, 1, v) = § > 0,
by continuity of A(v) — w(w, p1,v) in z, there exists a neighborhood N of x such that for all 2’ € N, we have
A(v) —w(2', p1,v) = §/2. Also, since = € support (1), we know that P, (X € N') = ¢ > 0. Therefore, we obtain

Alv) =Ep, (w(X, p1,v)) = By (0(X, g1, v)H{X € N}) + By, (w(X, pr, ) I{X ¢ N}) (432)
<(1—-eAv)+e (A(V) - g) (433)
= Aw) - X < Aw) (434)

which is a contradiction.
4) To prove that lim,_,g+ v(v) = oo, we prove that y(v) > A’(v™), and the result will follow from lim, o+ A’'(v1) = 0o
as shown in Lemma m Consider any v, v5 > 0, and similar to the sensitivity analysis in [19, Section 5.6], note that

An) =11, wy|x) — (1) (D(wz x o, lgo) — 1) (435)
(a)
> I(uy,, wy x) = 7(11)(D(wz)x o 1, ll90) — 1) (436)
= I(py,, wy|x) — Y1) D(wzx o w5, llq0) — v2) + (1) (11 — 1) (437)
(b)
> I(py,, wy|x) +v(v1)(v1 — 1), (438)

where (a) follows since i, is the maximizer of sup,, I(u, wy|x) — Y1) (D(wgz x o pllgo) — 1), and (b) follows since
~(v1) = 0. Thus, for any v > 0 and v > h > 0, we have

Alv)—Alv—h Alv+h) — A(v

% > 7(v) and % <) (439)

Taking the limit & — 0, we obtain A'(v") < v(v) < A'(v7).
To prove that lim,_,o+ v(v)v = 0, note that for all v > 0,

Yy < A'(v7)v (440)
v V”) v=Av), (441)

where (a) follows from concavity of A. In the proof of Lemma [F.1, we show that lim, _,o+ A(v) = 0, which yields the
result.

O
Lemma F3. (1) £ I(p, wy|x) — v(v) (D(wzx o pllqo) — v) is weakly differentiable, and

;o og X))
fm(ﬂ) = By xoxu (1 & (wy|x 0#1)(Y))

(g, wYIX) —7(v) (szxou <log M

) —D(wzx © M1||QO)) . (442)

20(Z)
Proof. In [18, Equation (63)], the weak derivative of I(u,wy|x) at p; is proved to be
rx(Y)
E, log ————————— | — I(u1, . 443
”X“<Og (leXOMI)(Y)> (i, w0v1x) R
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Thus, we only check the weak differentiability of G(n) £ D(wz x o pllgo) — v. Let puq, pu € €, and define

po = (1= 0)py + Op (444)
f1(2) £ (wz)x o p1)(2) (445)
f(z) & (wz)x o p)(2) (446)
fo(2) £ (wz)x o po)(2). (447)
Then, we have
G(pe) — G(m) (448)
=D(follq0) — (f1||QO) (449)
fa J1(2)
/ fofe)1og 2 d - / () 1o 213 s (450)
= z Z) 10 (Z) y4 - Z) 10 fl(Z) Z — - zZ) 10 fl(Z) z
@ e I f"(“gqo<z>d ©f, wes g | Ao G
= - Z) 10 fa(Z) y4 - Z ) 10, fl(Z) Z — = 2 ) 10 fl(Z) z
= [ o ttSa +/0 fole)os 3z~ [ fi2) 108 21 5 452)
@ - Z) 10 fG(Z) yA - Z) 10 fl(Z) Z — - zZ) 10 fl(Z) z
O " penog 2z o ([ o 30 - [T pionon 54 453)

where (a) holds since by Lemma fo fo(z)log Zlgz) dz < oo, and (b) follows from fy = (1 — 6)f; + 0f. The second

term in (@33) is differentiable with respect to 6, and the derivative is

/ f(2) log fl (2) dz —/ f1(z) log fl(z; dz. (454)

To take derivative from the first term in (453), we use Theorem Note that by Lemma H 17 folz
and also, for all z and 6,

LA R (10 SR o 162)
5 (108 23 ) = (166) = 1 (1410 205 ). (s5)
Additionally, for all 6 € [0,1], if we apply (206), we obtain
o) tog PN I1(6) + £ (o ()| + 1oB(1 + By () +2) (456
< f1(2) + f(2)[ (Jlog f1(2)] +log(1 + Ey, (X) + Eu (X)) + 2), (457)

which is a integrable function with respect to Lebesgue measure on Z by Lemma [C.4] and does not depend on 6. Hence, all
condition in Theorem [A 1] hold, and we have

o ([~ foz) .\ _ [T O fo(2)
20 (/0 fo(2) log ) dz) —/0 50 <f9(z)log f1(2)> dz (458)
_ / ~(fi(2) — £(2)) (1 +log 27 <Z)> dz (459)
0 fl(z)
= [ =th) - s 2 (460)
0 fi(2)
which vanishes at # = 0. Therefore, G is weakly differentiable at u; and
NES /000 f(2)log Z;Ez; dz — /000 f1(2)log QEZ dz. (461)

Since the mutual information and the divergence are weakly differentiable, so is I(, wy|x)—7(v) (D(wz x o pllgo) — v). O
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