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The application of experimental networks through the proposal of hybrid networks such as the combination of Context-based and Software Defined Networks (SDNs) is a promising approach due the combination of their main benefits such as scalability, dynamism, flexibility, easy management and function control, programming, etc. Nevertheless, depite the advantages of these hybrid approaches, the study of the literature unveals some existing security challenges and drawbacks in these approaches. This paper aims at identifying and discussing the existing vulnerabilities and security issues in hybrid models such as CAARF-SDN, presenting through some illustrative scenarios how these attacks can take place and proposing some possible solutions in order to prevent these attacks.

Security Issues In Hybrid Approaches: Context-Based And Software-Defined Networks

Introduction

The demand for an optimized management of the available resources of the network infrastructure is growing exponentially in order to cope with the co-existence of the also growing heterogeneous traffic in the Internet. Therefore, since Internet was not designed to meet this demand, issues such as vulnerability, instability, scalability and incompatibilities are more evident as well. The success and growth of Internet is undeniable, however some of its limitations are being unveiled, thus it is important to reconsider its architecture and main protocols with new experimental networks.

In order to improve userô s experience and embody the concept of a user-centered network the notion of context can be applied. Context awareness is understood as an ubiquous and pervasive computing paradigm where the computational environment reacts according to the changes in its current state (Shaikh & Fiedler, 2010). The implementation of context aware networks can be helpful in order to improve userô s satisfaction when accessing network resources and to enrich traffic management since it considers users, network and end-user devices requirements, providing a generic and cutting-edge approach for traffic optimization.

In this context, another important paradigm are the Software Defined Networks (SDN) which provide the required mechanisms for the implementation of a dynamic control architecture and management of network resources in order to deliver heterogeneous traffic due to the decoupling of control plan and routing plan (Kim & Feamster, 2013). Nevertheless, flowtable configuration within SDNs controllers is still carried out statically, which does not allow the description of the dynamic nature of context-based networks.

In order to provide the dynamic configuration of SDN networks, in this work we propose the application of a user-centric (context-based) optimization solution to SDNs called Context-Aware Adaptive Routing Framework -applied to SDN networks (also called CAARF-SDN) (Muakad, 2015) (Oliveira, 2015) (Silva, 2015) (Spinola, 2015). Hybrid networks such as CAARF-SDN rely on the integration of the concepts of Quality of Service (QoS), Quality of Experience (QoE) and Quality of Device (QoD) in order to provide a more proactive and dynamic approach for time-sensitive traffic delivery (such as VoIP and video), while aiming at the improvement of user perception over a conventional and experimental IP networks.

By the combination of Context-based and Software Defined Networks (SDNs) in a hybrid model it is possible to sum the benefits of both paradigms, such as scalability, dynamism, flexibility, easy management and function control, programming, etc. (Young et al., 2017) (Porras et al., 2012) (Shin et al., 2014). Meanwhile, some challenges and drawbacks can also be minimized with this hybrid approach, in particular, the static management of SDN configuration tables. The automatic configuration of SDN switches has already been addressed in the literature (Spinola, 2015) ( Bentaleb et al., 2017) (Dobrijevic et al., 2014) (Owens & Durresi, 2014) in MPLS based hybridization in SDN, however none of the approaches provide dynamic configuration of flow tables.

Nevertheless, despite the several advantages of these hybrid approaches, the CAARF-SDN paradigm also introduces new vulnerabilities and threats. According to (Porras et al., 2014) SDNs, in particular, present new challenges for security in computer networks affecting authenticity, integrity and availability. Therefore, this paper aims at identifying and discussing the existing vulnerabilities and security issues in hybrid models such as CAARF-SDN and finally propose some possible solutions for these limitations.

This paper is organized as follows: Section II presents and discusses some network optimization related works identified in the literature; Section III introduces context-sensitive systems and presents the adopted context model; Section IV presents the CAARF-SDN architecture; Section V discusses a case study and section VI presents the conclusions of this paper and some perspectives for future work.

Context-Aware Adaptative Routing Framework (CAARF-SDN)

The Context-Aware Adaptive Routing Framework applied to SDN Networks (also called CAARF-SDN) (Muakad, 2015) (Oliveira, 2015) (Silva, 2015) (Spinola, 2015) is a conceptual context-based solution proposed for traffic optimization within SDN networks. The conceptual architecture of CAARF-SDN is illustrated in Figure 1 and it is composed of the following modules: Context Reader, Optimization and Flowtable Configuration.

The Context Reader module aims at collecting the QoS, QoD and QoE notifications from their respective sources (network devices, end-user devices and users) and process them in order to verify the global context of the system (QoC). These data are used by the other modules of CAARF-SDN in order to support traffic optimization decisions. If a relevant context modification is verified a notification for the optimization module is issued.

The Optimization Module aims at automatically selecting the existent optimal paths based on contextual information generated by the Context Reader Module. The path selection relies on a set of pre-defined policies, built upon data analysis and performance indexes also generated by the Context Reader Module. Therefore, when a context variation notification is generated by the Context Reader Module, the Optimization Module analyzes the network topology dynamically, determining the optimal forwarding paths. This analysis relies on a ranking approach applied to the existing paths using their respective QoC metrics. At last, the optimization module sends to the Flowtable Configuration module the configuration directives that have to be applied on the SDN controllerô s flowtable. The main goal of the Flowtable Configuration module is to set the SDN controllerô s flowtable dinamically based on the configuration directives issued by the optimization module. This configuration is carried out through the SDN controller API functions, using the controllerô s Northbound interface. Once the controllerô s flowtable is reconfigured, it updates the SDN switchesô flowtable using its Southbound interface.

Cases Scenarios: Exploring Vulnerabilities Within CAARF-SDN

In order to implement the CAARF-SDN architecture it is important to take into account the security issues and mitigate the potential vulnerabilities in this solution. Since CAARF-SDN is a context-based approach which relies on a Software-Defined Network, most of its vulnerabilities and threats within this new model are inherited from the SDN architecture. Therefore, in the previous section some of the SDNô s main vulnerabilities and threats are discussed and, further on, we also discuss some of the proposed solutions.

a. MAN IN THE MIDDLE Attack

This scenario illustrates the Man-in-the-Middle attack which affects integrity within CAARF-SDN in different ways: (i) the context notification messages collected by the CAARF-SNDô s Context Reader Module can be modified; (ii) the configuration directives sent by the Flowtable Configuration Module can also be intercepted and modified before configuring the controllerô s flow table; (iii) the flow rules configured within SDN controllerô s flow table can be modified, and; (iv) the OpenFlow messages can be forged when accessed by the switches (Kevin Benton et al.; Sandra Scott et al.; ONF). These attacks within the CAARF-SDN architecture are illustrated in Figure 2. et al., 2016). Nevertheless, since the main goal of CAARF-SDN is the network traffic optimization, performance issues should not be neglected. Therefore, considering that the implementation of cryptography would bring an extra latency to CAARF-SDN processing, this solution is not applicable in this scenario.

In contrast, as for the deployment of traffic control mechanisms, they are useful to implement rules for monitoring, inspection and permission control of traffic within the network. For this purpose, the utilization of tools such as FortNox (Porras et al., 2017), VeriFlow (Zhou et al., 2012) and Flowchecker (Young et al. 2017) are commonly referred in the literature (Hayward, 2012) (Shu et al., 2016). Therefore, the traffic control can be a potential solution to man in the middle attack within CAARF-SDN without affecting performance.

b. DDoS Attack

This scenario is related to an attack that affects the availability of resources called (Distributed) Denial of Services (DDoS). In this case, this attack would affect directly either (or both) the CAARF-SDN architecture and the SND controller (Shu et al., 2016) (Porras et al., 2015) (Cheung et al., 2015). This scenario is depicted in Figure 3.

In this scenario illustrates how an attacker can make several Application Layer devices (also called Zombie PCs) to proceed with a number of requirements (of the Packet In type) to the controller through packet flooding, overloading the controller and consequently leading to its unavailability. It is important to note that the same attack can be carried out towards the CAARF-SDN service as well.

These type of attacks can take place either locally or remotely taking advantage of some vulnerabilities such as the lack of traffic control in the communication channels As it is well known, DDoS attacks are hard to detect when one service is under attack. However, preventive measures can be adopted in order to mitigate (or at least reduce) this type of attack. In order to prevent these DDoS attacks, two main solutions are proposed in the literature: the implementation of traffic control and redundancy. With the implementation of traffic control it is possible to identify and filter traffic according to its origin, destination, service, etc., and also according to the OpenFlow rules defined to a particular traffic. In this case, the good practices introduced in the literature are to limit the transmission rate within OpenFlow communication channels among Application, Control and Data layers aiming at preventing flooding traffic with requirements (In Packet) to the OpenFlow Controller, and avoidind it to become unavailable. The tools applied in general for the implementation of traffic control are FortNox, VeriFlow, FlowChecker, among others.

Another security strategy applied to prevent DDoS attacks is the implementation of redundancy of the main services in the platform, such as the SDN Controller and the CAARF-SDN platform. For instance, a possible solution introduced in (Shu et al., 2016) presents the deployment of three collaborative SDN Controllers physically distributed but logically centralized, exchanging information about the general perspective of the network through two new interfaces (Eastbound and Westbound). In this approach, it is important the compatibility of the SDN Controller with mirroring and collaborative features. Currently, the SDN Controllers such as FloodLight Cheung et al., 2015), OpenDayLight and Nox (Rothenberg & Nascimento, 2011) are compatible with these features (Yoon et al., 2017). It is interesting to (Zimmermann, 2007) note that this approach can be similarly applied to the Application Layer by the implementation of redundancy of the CAARF-SDN services. In this case, physical decentralization of these services would foster scalability, availability and effectiveness of CAARF-SDNô s services. Within this scenario, another important target would be the SDN controller itself, which can be infected granting the attacker with the control of the SND network (Shu et al., 2016) (ONF, 2013) (Porras et al., 2015). These kinds of attacks affect the confidentiality and integrity within the network since all the context information can be accessed and forged by the attacker. The lack of authentication and cryptography mechanisms allow attackers to explore these vulnerabilities (Migault,2016) (Röpke & Holz, 2015) (Shu et al., 2016) (Porras et al., 2015).

The utilization of tools such as SEFloodlight, FRESCO and PermOF (Yoon et al., 2017) (Porras et al., 2012) (Shin et al., 2014) (Shu et al., 2016) ( Benton et al., 2013) is also proposed in the literature as mechanisms to prevent from malware attacks against SDN networks (Yoon et al., 2017) (Hayward, 2016). This is possible through the authentication of applications which can be identified as reliable or not and through the evaluation of their access control in order to allow them to modify or not the SDN! s Flow Table within the SDN Switch and limit the utilization of the Controller! s resources. This approach prevents that malwares are applied to modify SND rules specified by the network manager (and optimized by CAAR-SDN), as well as imposing a restriction level at the Application layer, ensuring security aspects such as integrity, authenticity, confidentiality and network availability.

Conclusions And Future Works

The analysis of several contributions found in the literature concerning the security aspects within SND networks allowed the identification of common vulnerabilities and potential attacks in these networks, and further clusterization of the main solutions proposed to these attacks. This study allowed us to propose a comparative perspective to hybrid networks such as context-based SDN networks with the application of CAARF-SDN.

Based on the study carried out it was possible to present some illustrative scenarios with these vulnerabilities and attacks, coming up with some potential solutions to these attacks. As for future works, these scenarios and their respective security solutions should be implemented, and a security framework should be proposed to CAARF-SDN.
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 2 Figure2illustrates these attacks and, in a first attempt, the attacker is able to intercept and modify the context notifications sent to CAARF-SDN. Therefore, with forged context messages the CAARF-SDN mechanisms will not be able to correctly optimize the traffic delivery.Furthermore, the attacker would also be able to explore the interface between Application Layer and Control Layer, capturing the configuration directives sent from CAARF-SND to the SDN Controller through a vulnerable communication channel of the Controllerô s Northbound interface. Through this attack the controllerô s configuration directives can be inserted, the existing ones modified or excluded, affecting the correct behavior of the SDN devices (Young et al. 2017) (Migault, 2016) (ONF, 2013). Furthermore, the behavior of the SDN devices can also be affected if the attacker is able to access and reconfigure the controllerô s flowtable, forging false and incorrect switching rules.At last, another vulnerability is also present in the communication channel between the Control Layer and the Data Layer determined by the controllerô s Southbound interface. This attack would also affect the integrity of the flowtable content leading to the incorrect configuration of the SDN devices. The lack of solutions related to cryptography and traffic control mechanisms are related to these vulnerabilities within Context-based SDN networks (Migault, 2016)(Porras et al., 2015).Some strategies and measures are proposed in the literature in order to increase the security level against this type of attack(Shun et al., 2016) (Nigan et al., 2016) . For instance, the implementation of cryptography mechanisms within SDN networks is broadly discussed in the literature since due the lack (and complexity) of implementation of TLS/SSH on communication channels (Northbound and Southbound) between the Application and Control layers data remain vulnerable (Young et al. 2017)(Shu et al., 2016). Nevertheless, since the main goal of CAARF-SDN is the network traffic optimization, performance issues should not be neglected. Therefore, considering that the implementation of cryptography would bring an extra latency to CAARF-SDN processing, this solution is not applicable in this scenario.In contrast, as for the deployment of traffic control mechanisms, they are useful to implement rules for monitoring, inspection and permission control of traffic within the network. For this purpose, the utilization of tools such as FortNox(Porras et al., 2017), VeriFlow (Zhou et al., 2012) and Flowchecker (Young et al. 2017) are commonly referred in the literature (Hayward, 2012) (Shu et al.,

  (northbound and southbound), weak authentication mechanisms and inappropriate configuration of network devices (Yoon et al., 2017) (Shu et al., 2016) (ONF, 2013) (Nigam et al., 2016).

Figure 3 :

 3 Figure 3: Scenario with a DDoS attack.

  This scenario illustrates the attack carried out by malicious software (Malware). Malicious software can attack the integrity of CAARF-SDN context information, leading to incorrect context definition and consequently the generation of incorrect optimization configuration(Shu et al., 2016) (ONF, 2013) (Cheung et al., 2015). Figure4illustrates this attack.
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 4 Figure 4: Attack using malware within CAARF-SDN.