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Abstract

Concerns on the impacts of disruptive events of various nature on business operations have increased
significantly during the past decades. In this respect, business continuity management (BCM) has been proposed as
a comprehensive and proactive framework to prevent the disruptive events from impacting the business operations
and reduce their potential damages. Most existing business continuity assessment (BCA) models that numerically
quantify the business continuity are time-static, in the sense that the analysis done before operation is not updated to
consider the aging and degradation of components and systems which influence their vulnerability and resistance to
disruptive events. On the other hand, condition monitoring is more and more adopted in industry to maintain under
control the state of components and systems. On this basis, in this work, a dynamic and quantitative method is
proposed to integrate in BCA the information on the conditions of components and systems. Specifically, a particle
filtering-based method is developed to integrate condition monitoring data on the safety barriers installed for system
protection, to predict their reliability as their condition changes due to aging. An installment model and a stochastic
price model are also employed to quantify the time-dependent revenues and tolerable losses from operating the
system. A simulation model is developed to evaluate dynamic business continuity metrics originally introduced. A
case study regarding a nuclear power plant (NPP) risk scenario is worked out to demonstrate the applicability of the

proposed approach.

Keywords
Business continuity management (BCM), Dynamic business continuity assessment (DBCA), Condition

monitoring, Prognostic and health management (PHM), Particle filtering (PF), Event tree (ET)
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Acronyms

BCA business continuity assessment

BCM  business continuity management

BCV business continuity value

DBC dynamic business continuity

DBCA dynamic business continuity assessment
DRA dynamic risk assessment

ET event tree

MBCO minimum business continuity objective
MTPD maximum tolerable period of disruption
NPP nuclear power plant

PDF probability density function

PF particle filtering

PRA probabilistic risk assessment

RCS reactor coolant system

RTO recovery time objective

RUL remaining useful life

SGTR  steam generator tube rupture

Notation

a Crack size

BCV ([t,t+T])

EDBCV
f()

Operation cost
Repayment cost
First consequence
Second consequence
Down payment

Expected value of dynamic business continuity at time t

State function

Business continuity value at t with reference to a time horizon T
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fer () Event tree model

h(-) Observation function
IN, Total investment

L, Direct loss

Lin Indirect loss

L, Tolerable loss

N, Sample size of PF
N, Repayment period

Pse ([t,t +T]) Probability of business failure in [t,t+T]

P, ([t,t + T]) Probability of business interruption in [t,t+T]

Po Indirect loss per unit of time

q Time length of condition monitoring
Q, Initial funding

[ Recovery time

T Time length of BC estimation

a),Ei) Weight of particle i

7 Indicator function

P Interest rate

oy Observation noise at t=t,

Ag Intensity of rupture event (for static business continuity)
AK Stress intensity factor

Ao Stress range
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1. Introduction

Business organizations are faced with threats from various disruptive events, such as natural disasters[1, 2],
intentional attacks [3] and hardware failures [4], etc. As reported in [5, 6], 43% of the companies that have suffered
from severe disruptive events have been permanently closed. Among these companies, around 30% failed within two
years. Being prepared for disruptive events, including prevention in pre-event phase and response in post-event phase,
is, then, important for modern businesses [7]. This is the reason why business continuity management (BCM) has
received increasing attention in recent years as a holistic risk management method to cope with disruptive events [8-
12]. BCM is formally defined in [13] as “holistic management process that identifies the potential threats to an
organization and the potential impacts they may cause to business operations those threats, if realized, might cause,
and which provides a framework for building organizational resilience with the capability of an effective response
that safeguards the interest of its key stakeholders reputation, brand and value-creating activities”. Compared to
conventional risk analysis method, BCM not only focuses on the potential hazards and their impacts, but also
considers how to mitigate the consequence and quickly recover from the disruption. Therefore, it provides a
framework for building organizational resilience that safeguards the interests of the business stakeholders.

Most existing works mainly discuss BCM from a management perspective [14]. For instance, the necessity and
benefit of implementing BCM in a supply chain has been discussed in qualitative terms in [11]. In [15], a framework
for the design, implementation and monitoring of BCM programs has been proposed. In [16], the evolution of BCM
related to crisis management has been reviewed, in terms of practices and drivers of BCM. In [17], BCM has been
compared with conventional risk management methods, showing that BCM considers not only the protection of the
system against the disruptive event, but also the recovery process during and after the accident. The importance of
reliability and simulation in BCM has been discussed in [18]. In [19], a framework for information system continuity
management has been introduced. Standards concerning BCM of the Brazilian gas supply chain have been discussed
in [20]. A practice on BCM in Thailand has been reviewed and a few suggestions on BCM approaches have been
presented in [21]. In [22], the conceptual foundation of BCM has been presented in the context of societal safety.

From an engineering point of view, it is needed to define numerical indexes that support quantitative business
continuity assessment (BCA). A few numerical indexes have been defined in [13], e.g., maximum tolerable period of
disruption (MTPD), minimum business continuity objective (MBCO) and recovery time objective (RTO). However,
these numerical indexes are usually directly estimated based on expert judgements. Only a few attempts exist

concerning developing quantitative models to evaluate these numerical indexes. For example, a statistical model

4
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integrating Cox’s model and Bayesian networks has been proposed to model the business continuity process [23]. In
[24], a simulation model has been developed to analyze the business continuity of a company considering an outbreak
of pandemic disease, where the business continuity is characterized by the operation rate and the plant-utilization
rate. In [5], an integrated business continuity and disaster recovery planning framework has been presented and a
multi-objective mixed integer linear programing has been used to find efficient resource allocation patterns. In [9],
BCM outsourcing and insuring strategies have been compared based on the organization characteristics and the
relevant data through a two-step, fuzzy cost-benefit analysis. Moreover, in [10], an enhanced risk assessment
framework equipped with analytical techniques for BCM systems has been proposed. Two probabilistic programming
models have been developed to determine appropriate business continuity plans, given epistemic uncertainty of input
data in [25]. In [26], a new model for integrated business continuity and disaster recovery planning has been presented,
considering multiple disruptive incidents that might occur simultaneously. An integrated framework has been
developed in [12] for quantitative business continuity analysis, where four numerical metrics have been proposed to
quantify the business continuity level based on the potential losses caused by the disruptive events.

Most quantitative BCA models mentioned above are time-static in the sense that the analysis is performed before
the system of interest comes into operation, with no further consideration of the changes that occur due to aging and
degradation. In particular, in practice, business continuity is influenced by the degradation of safety barriers. On the
other hand, the advancing of sensor technologies and computing resources has made it possible to retrieve information
on the state of components and systems, by collecting and elaborating condition monitoring data [27, 28]. For
example, a condition-based fault tree has been used for dynamic risk assessment (DRA) [29], where the condition
monitoring data are used to update the failure rates of specific components and predict their reliability. In [30], a
Bayesian reliability updating method has been developed for dependent components by using condition monitoring
data. In [4], a holistic framework that integrates the condition monitoring data and statistical data has been proposed
for DRA. A sequential Bayesian approach has been developed in [31], for dynamic reliability assessment and
remaining useful life prediction for dependent competing failure processes. Usually, information fusion can add
values for decision support [32]. A quantitative model for information risks in supply chain has been developed where
the proposed model can be updated when new data are available [33].

In this paper, we propose a framework for DBCA that integrates condition monitoring data and allows updating
the business continuity analysis using information collected during system operation. It should be noted that in this

paper, we focus on “business continuity assessment” rather than “business continuity management”. That is, we are

5
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concerning developing quantitative models to evaluate the numerical business continuity metrics, which are further
used in BCM process as quantitative requirements. The developed model contributes to the existing research on BCA
in three aspects:

1) An integrated DBCA model is proposed, which can provide for BCA updating in time.

2) New dynamic business continuity metrics are introduced.

3) A simulation-based algorithm is developed to calculate the dynamic business continuity metrics.

The remainder of this paper is organized as follows. In Section 2, numerical metrics for DBCA are proposed.
An integrated framework of DBCA is developed in Section 3. Section 4 describes the application of the proposed
framework on a nuclear power plant (NPP) accident. Section 5 discusses applicability of the proposed DBCA method.

Eventually, Section 6 concludes this work.

2. Numerical metrics for dynamic business continuity assessment

Business process is the process of producing products or supporting services by an organization. The business
process of an organization can be characterized by a performance indicator, whose value reflects the degree to which
the objective of the business is satisfied. For instance, for a NPP, this indicator can be monthly electricity production.
As reviewed in Section 1, there are a few numerical indexes for quantifying the continuity of a business process
(MTPD, MBCO, RTO, etc.) [13]. These numerical indexes, however, focus only on one specific phase of the whole
process. For example, RTO focuses only on the post-disruption recovery phase., MBCO focuses only on the post-
disruption contingency activities. In this paper, we use the numerical business continuity indexes developed in [12],
which are defined in a more integrated sense that they are able to cover the whole process, from pre-disruption
preventions to post-disruption contingency and recovery.

In the quantitative framework developed in [12], the business continuity is quantified based on the potential
losses caused by the disruptive events. The business process is divided into four sequential stages: preventive stage,
mitigation stage, emergency stage and recovery stage. Various safety measures are designed in different stages to

guarantee the continuity of the business process. Business continuity value (BCV) was formally defined as [12]:

sev ([0,7]) =1- =10.TD )

ol

where L denotes the loss in [0,T] from the disruptive event; T is the evaluation horizon for the assessment

(e.g., the lifetime of the system); L, isthe maximum loss that can be tolerated by an organization, which manifests
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system tolerance ability against disruptive event [34]. Negative value of BCV means that L is higher than L,
which is unacceptable for the targeted system. When BCV =0, it implies that the loss is exactly what the system
can maximally tolerate. Regarding BCV =1, it means no loss has been generated. Equation (1) measures the
relative distance to a financially dangerous state by taking into account the possible losses generated by the business
disruption. It should be noted that only one business process is considered in this paper, while in practice, an
organization might be involved in multiple business processes at the same time. For multiple-business system, the
developed framework can be naturally extended based on the potential losses and profit generated by the different
business processes together.

The business continuity metrics discussed above are time-static in nature. In practice, however, various factors
influencing the business continuity are time-dependent. These dynamic influencing factors can be grouped into
internal factors and external factors. Internal factors are related to the safety barriers within the system of interest,
such as the dynamic failure behavior of the safety barriers (e.g., corrosion [35], fatigue crack [36], and wear [37]).
External factors refer to the influence from external environment. For example, variations in the price of products
will affect the accumulated revenue of the organization, and, then, the tolerable loss in Equation (1). To consider
these factors, the business continuity metrics are extended to the dynamic cases:

L([t, T +t])

DBCV([t,t+T])=1-———-~
T 0

, 2

where t is the time instant when the dynamic business continuity assessment is carried out; DBCV ([t,t +T])
represents the business continuity value evaluated at time t, for a given evaluation horizon of T; L([t,t+T])

represents the potential losses in [t,t+T]; L, (t) denotes the maximal amount of losses that the company can

tol
tolerate at t: beyond that level of losses, it will have difficulties in recovering. It is assumed that once an
organization suffer a loss beyond L, it is unable to recover from the disruption due to the financial critical
situations. The physical meaning of DBCV is the relative distance to a financial dangerous state at time t, by
considering the possible losses in [t,t+T] due to business disruption; it measures the dynamic behavior of
business continuity in a time interval of interest [t,t+T]. By calculating the DBCV at different t, the dynamic

behavior of business continuity can be investigated.

In [12], two kinds of losses need to be considered when calculating L([t,t+T]): direct loss and indirect loss

Direct loss, denoted by L, ([t,t +T]), represents the losses that are caused directly by the disruptive event, including
7
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structural damage of the system. For example, in a NPP leakage event, L,[t,t+T] includes all equipment damage
directly caused by the event. Indirect loss, denoted by L, ([t,t+T]), is the revenue loss suffered during the
shutdown of the plant [38]. Hence, the total loss is calculated by:

LAt T+T) =L, ([t.t+TD)+ L, ([t,t+T1). 3)

In terms of other types of accident, for instance, workplace accidents, damages to the surroundings, etc. they
may also affect the business continuity. Due to page limits, we did not include them in the developed model in this
paper. However, the developed method can be naturally generalized by including more initiating events in the analysis.

The DBCV defined in (2) is a random variable. Three numerical metrics are, then, proposed for its

quantification:
EDBCV = E[DBCV ] (4)

P, ([t,t+T]) = Pr(BCV <1t) (5)

P, ([t,t+T]) =Pr(BCV <0,t) (6)

EDBCV is the expected value of the dynamic business continuity value. A higher EDBCV indicates higher
business continuity. Py, ([t,t +T]) represents the probability that at least one disruptive event causes business
interruption in time interval [t,t+T]; Ps-([t,t+T]) is the probability that business failure occurs in [t,t+T],
i.e., of the event that the losses caused by the disruptive event are beyond L,,. It is assumed that once an
organization suffers a loss beyond L, it is unable to recover from the disruption due to the financial critical

situations. In this work, both of current time t and the estimation horizon T have influences on BCV. We manage

to propose a real-time BCA by considering the time-dependent variables.

3. An integrated framework for dynamic business continuity assessment
In this section, we first present an integrated modeling framework for the dynamic business continuity metrics

defined in Section 2. Then, particle filtering (PF) is used to estimate the potential loss L, in real time using
condition monitoring data (Section 3.2). The quantification of tolerable losses L, is, then, discussed in Section 3.3.

3.1 The integrated modeling framework
To model the dynamic business continuity, we make the following assumptions:
1) The evolution of the disruptive event is modeled by an event tree (ET). Depending on the states of safety

barriers, different consequences can be generated from an initialing event. These consequences can be

8
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2)

3)

4)

grouped into different categories based on their severities. Each consequence generates a certain amount
of loss. However, it should be noted that different consequences might have the same degree of losses.

According to their severities, possible consequences of a disruptive event are classified as C,,i=1,2---,n,

where n is the number of severity level. The severity and duration of the business interruption
corresponds to different losses.
Some safety barriers in the ET are subject to degradation failure processes. Condition monitoring data are

available for these safety barriers at predefined time instants t,,k =1,2,---,q.

The other safety barriers have constant failure probabilities.

Recovery means repairing the failed component and restarting the business. The time for the recovery from

consequence C; isarandom variable t.. ;, witha probability density function (PDF) f ;.

An integrated framework for DBCA is presented in Figure 1. The DBCA starts from collecting condition

monitoring data, denoted as ¢,, which is collected from sensors and can be used to characterize the degradation

states of the component. The degradation of the safety barriers is estimated based on the condition monitoring data

and used to update the estimated losses. Then, the potential profits are predicted and used to calculate the tolerable

losses. Finally, the dynamic business continuity metrics can be calculated.

‘ S\ RUL PDF predicted at £ = ¢
Failure | a— 1 predicted a "

threshold ! /| >\~ RULPDF predicted at t = t,

Condition
indicator

I =
o ,./:dr“c"/. *

e e Condition monitoring data
DL N

Ly b Time

,,,,,,,,,,,,,,,,,,,, . e U
! )
i :
I | sB, S8, ; ; ‘ IE SB, B,
; i :
—— G ! — G|
) ! 1 H
1 i Recovery | DBCV 1 E Recovery | DBCV
1 — ' T,
! Estimated IE o i atty 1 Estimated TE c H at ty,
i occurring time 2} | occurring time 2 !
it + RUL, ; | L + RULy, :
o 1
Cs; G

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 1. Integrated modeling framework for DBCA.

3.2 Loss modeling

To capture the dynamic failure behavior of a safety barrier as it ages in time, PF is employed in this work to

estimate its degradation and predict its remaining useful life (RUL) based on condition monitoring data [39-41]. PF

9
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is applied because of its capability of dealing with the complex non-linear dynamics and non-Gaussian noises that
are often encountered in practice [42, 43].
Suppose the degradation process of a safety barrier can be described by Equation (7), in which the current state

X, atthe k —th discrete time step depends on the previous state X, ;. Here, f isa non-linear function and o,
represents process noise that follows a known distribution. In practice, Equation (7) is often determined based on
physics-of-failure models [39]:
X = F (X4 v) (7
A sequence of condition monitoring data z, is assumed to be collected at predefined time points t,. The
sequence of measurement values is assumed to be described by an observation function:
z, =h(x,,0,) ()
where h is the observation function (possibly nonlinear), o, is the observation noise vector sequence of known
distribution. The measurement data z, are assumed to be conditionally independent given the state process X, .

Equation (8) quantifies the observation noise from the sensors.

The PF follows two steps [44]:

1) Filtering step, where the available condition monitoring data Z, are used to estimate the current

degradation state of the system.
2) Prediction step, in which the RUL is predicted based on the estimated degradation state and the condition

monitoring data.

In the filtering step, the posterior PDF of variable X, is approximated by the sum of weighted particles
(X0, 0}
N, ‘
P(X |2, 250, 2) = D S (x, —Xx{) )
i=1

where p(Xk |Zl, Zy, ey Zk) is the estimated posterior PDF of X,, & is the Dirac Delta function, a)lfi) is the

weight assigned to particle X(ki) and is generated by sequential importance sampling [32]. When the new

measurement Z, is available, the required posterior distribution of the current state X, can be obtained by updating

the prior distribution:

10



p(z, |Xk) P(X, |Zk—1)
j p(z, |Xk) P(X, |Zk—1)dxk

263 p(X |2() = (10)

264  where D(Zk |Xk) is the likelihood function that can be derived from the observation function (8). Generally, if the

265  samples X(ki) are drawn from the sampling distribution p(xk |Zk), then, the particle weight can be updated with

266  anew observation Z,, as follows [32]:

() _ p(z, ‘Xﬁl))p(x(kl)‘xﬁlzl

267 ( b -
(X, ‘Xo:k—l’ z,)

(11)

N,
268 Note that the weights are normalized as a)é') =1.
-1

269 Algorithm 1 summarizes the major steps of PF [45].

Algorithm 1: Procedures of PF.
Inputs: {X(kizl, a)&, Z, }

. 3y N s
Outputs: {X(k') : a)lf')}

i=1

For i=1 to N, do
Xf(i) ~ p(X, ‘cfé?l) using (7),
a)lfi) 1 p(z, ‘XE),HK(D) using (11),

End for
For i=1 to N, do

N )
a)lsl) (_a)lgl) /za)lgl)
i=1
End for

N, _ -1
Vo | ety
i-1
If Ny <N, then

@ N ORPRORRS
{Xk oy }i:1<—resample ({Xk No) }i_l)
End if

. . Ns
Return {Xﬁ'),a)lf')}izl

270 Then, in the prediction step, the RUL associated to the i—th particle at t=t, can be estimated through state

271  function (7) by simulating the evolution trajectory of the particles until they reach the failure threshold Z; :

272 RULS) :{ tl’(li) -1- k)‘xmn,l < ZtthT‘ﬁn 2 Zth}a (12)

11
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where Tﬂ(]i) is the first time the particle reaches the threshold Z. Thus, the PDF of the RUL can be generated by:

Ng ) .
p(RUL[z,,2,,)~ > o 5(RUL—RULY). (13)
=1

The predicted RULS) J=212,---N_ can, then, be used in a simulation process to generate samples of the total

S

loss L, according to Equation (3). The procedures are summarized in Algorithm 2, where P, is the indirect loss

per unit of time.

Algorithm 2: Generating samples for the losses

: M N
mput: {RULY, 0"} ", T
Output: L
Initial value L® =0,t=0,t, =0,T =t_+T,t, =0;

N .

RUL g0 <~ randomly select one element from {RULE(')}k_pl, where RULY is selected with probability
o
Calculate T" =t _+RUL

pseudo,k

—» While t<T

t=tit, =t +TTRY;

—»if t>T
-1
else

Using the event tree determine the consequence;
Using the f.,; generate the t
tZ = t1 + trecv;
If t,>T
O =L+ L+ (T -t,) Py
else t=t,
(O RO
I‘kI _Lkl +Ld +trecv'PID
end if
L» end if

recv’

L» end while

3.3 Tolerable losses modeling
Budget limitations are the primary driver of resilience-enhancing investments [46], which influence protection,

prevention, and recovery capabilities of system. Tolerable losses L, depend on the cash flow of the company and
also the risk appetite of the decision maker [13]. In this paper, we assume that at t,, the organization can tolerate

upto «a (inpercentage) of its cash flow Q(t,) at t :

Lo () =Qt) « (14)
12
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For example, o =0.1 means 10% of the current cash flow can be used to withstand potential losses caused by a
disruptive event. In practice, the value of « should be determined by the decision maker and reflects his/her risk
appetite.

We make the following assumptions to model the dynamic behavior of cash flows:

(1) At t=0, there is an initial capital of Q,.
(2) Installment is used for the company to purchase the asset, where an equal repayment of C is payed each

month for N, months.

It is noteworthy that the cash flow Q(t) depends on the profit earned by the normal operation of the asset:
Kk
Qt) = Qo+ 1(t) —Cy(t) = 2 (¥ -C, (1)), (15)
i=1

where Q, is the initial capital, 1(t,) is the accumulated revenues of the organizations up to t, by selling the
product of the asset. For example, in a NPP, I(t,) is determined by the electricity price ; in oil exploitation, 1(t,)
depends on the petroleum price [47]. C_(t,) is the operational costin [0,t,], which is assumed to be not changing
overtime. C (t) isthe amount of repayment of the installment in [t; ;,t;], which can be modeled by (see [48] for

details):

sz(INtO"\I—_Dp)(l_i_p)Np, (16)

p

where IN,, denotes the total investment and equals the whole value of the system, D, represents the down

tol

payment, p isthe interestrate, ¥ 1is an indicator function:

(1if =N, .
Y10, otherwise’

where N, is the repayment period.

4. Application

In this section, we consider the development of DBCA in a case study regarding a disruptive initialing event for
a NPP [49]. The business continuity of the NPP is evaluated at different ages t=1,2,---,40 (year) and different
evaluation horizons T =1,2,---,60 (year). The evaluation is made with reference to a specific risk scenario, with

the initialing event being the steam generator tube rupture (SGTR).

13
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The targeted system is briefly introduced in Section 4.1. Subsequently, in Section 4.2, the RUL prediction for a

SGTR and the modeling of the potential losses are conducted. The time-dependent L, is calculated in Section 4.3.

The results of the DBCA are presented and discussed in Section 4.4.
4.1 System description

For illustrative purposes, it is assumed that the NPP has one reactor with a capacity of 550 MW. It is also
assumed that the NPP is subject to the threat of only one disruptive event, the SGTR. The whole value of the NPP is
10°€ and the operator purchases the NPP using an installment, where the down payment is 5-10°€ and the
repayment period is 10 years with an interest rate of 2%.

SGTR is a potential accident that is induced by the degradation of the tubes in the steam generator, which can
lead to tube cracking and rupture [50]. Steam generator tubes transfer the heat from the reactor core to the cooling
water that is transformed into steam to drive turbines and produce electricity [49]. The steam generator tube is often
manufactured with alloy material to attain high structural integrity and prevent leakage of radioactive materials. An
ET has been developed for the probabilistic risk assessment (PRA) of the SGTR for a NPP in South Korea, as shown

in Figure 2. In Figure 2, eight safety barriers ( SB, U SBy) are designed to control the accident and mitigate its impact
(Table 1). Depending on the states of the safety barriers, 28 sequences are generated (S, [J S,; ). Based on the degree
of their severities, the consequence of the sequences can be categorized into two groups. The first group,

Cy, = {SEi, SE,,SE,, SE,, SE,, SE,, SE,,, SE12,8E14,SE16,SE20,SE24} (18)
represents the event sequences in which a SGTR occurs but the consequence is contained by the safety barriers

without causing severe damages. The remaining event sequences form the second group C, and represent severe

consequences of core damage. Regarding C.,, albeit no severe losses are caused, normal production of the NPP is

s1»

disturbed because the ruptured tube has to be repaired. For C,, it is assumed that the NPP has to be shut down

S21

permanently and the losses incurred are denoted by C..
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331 Figure 2. ET for SGTR accident initialing event [49].
332 Table 1. Safety barriers in the target system [51, 52].
Safety barrier Failure probability Description
Reactor trip (RT) P, =1.8x 10 When there is off-normal condition, the protection system

automatically inserts control rods into the reactor core to
shut down the nuclear reaction.

High pressure safety injection (HPI) P, =4.6x10™" Inject cool water (at a pressure of about 13.79 MPa) into the
reactor coolant system (RCS) to cool the reactor core and
provide RCS inventory make-up.

Main steam isolation valve (SGISOL) P, =1.0x10™ A valve used to isolate the affected steam generator (SG).
Maintain the affected SG pressure P, =1.5x 10 Maintain the affected SG pressure through the pressurizer.
(MSGP)
Secondary heat removal (SHR) Pyr =3.4x 10°° Heat removal by unaffected SG.
Reactor coolant system pressure control Prcsy =1.0x1072 Open the turbine bypass valve to control the secondary side
(RCSPCON) pressure.
Low pressure safety injection (LPI) P, =4.6x 107 Inject cool water (at a pressure of about 1.03MPa) to cool
down the RCS and provide RCS inventory make-up.
Refill RWT (RWT) Powr = 2.4x 1078 Refill water storage tank.
333 The crack growth process that leads to SGTR can be monitored through non-destructive inspection (e.g.,

334 ultrasonic testing [53], eddy current testing [54]). In practice, this is done during planned shutdowns of the NPP, often
335  during the refueling stage. The condition monitoring data collected from these inspections are, then, used for the
336  dynamic business continuity assessment.
337 4.2 Particle filtering and loss modeling
338 The first step is to update the occurrence probability of the initiating event, based on the condition monitoring

339  data. It is noteworthy that, due to the lack of real data, the condition monitoring data employed in the case study is
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generated from a known physical model. For illustrative purposes, the evolution of the tube crack growth process is
assumed to follow the Paris-Erdogan model, which has been applied to model SGTR in [52, 55],

%:C(AK)”‘,AK — Ac/7a, (19)

where @ is the crack length, C and M are constant parameters related to the component material properties,
AK is the stress intensity factor, Ao is the stress range. The model can be rewritten in the form of a state transition

function [56]:
a, =C (Ao \[ra,)™dt+a, (20)
The crack size a, at t=t  is obtained from non-destructive inspection, such as ultrasonic testing; the
corresponding observation Zz, is:
Z, =, +0,, 1)
where 5, is the observation noise with &, [1 N(0,57).

Due to environment and measurement noise, the measured crack lengths are different from the true values. In
this paper, we generate the true value of cracks in Figure 3 using a theoretical model with known parameters and
generate the observation data by adding a random noise. The purpose of using PF is to estimate the true crack length

from the noised observation data and predict the RUL. The number of particles simulated is N, =5000. It should

be noted that for the tube degradation process, the state vector X includes the crack size @ and the model

parameter variables C, M. The initial values for these variables are drawn uniformly from the intervals of values

listed in Table 2:
{ck =C,+N(0.5.%) )
m =m_, +N(0,0,%)
Table 2. Initial intervals for the parameters.
Parameters Initial interval

C [0.1,0.2]
m [1.11.3]
o, [0.9x107%,0.2x107%]
o, [0.9x107%,0.2x107]
O, [0.65,0.85]
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360
361 The results of PF are shown in Figure 4, where we find that the RUL prediction results become more accurate

362  when more condition monitoring data are available.

250 T T 50 T T T
ANIYA -
Observation INTEY, O —8— Estimated RUL
True value 451 ! \ —O— True RUL 7
200 - ...~ Failure threshold ya \ — — —95% confidence interval
Filtered by PF
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0 150 b
E
= 4
E’ 100 . 2
x
[5}
g
O 50 4
0 1
50 ‘ ‘ ‘ . . ‘ ‘ ‘ ‘
0 10 20 30 40 50 60 70 80 90 100
t (years) t
Figure 3. Crack growth process. Figure 4. RUL prediction results.
363 Afterwards, the loss L([t,t+T]) in Equation (2) can be calculated. The losses caused by a SGTR event,

364  include the direct losses and indirect losses. In this case study, the direct losses, denoted by L, equal to the value
365  of the damaged equipment. For the consequence Cg,, L, is identical to the value of the ruptured tube. For the
366  consequence C,,, L equals the value of the NPP production since the NPP has to be shutdown. In this paper, we
367  assume thatif C,, occurs, we have L=5-10°€ [57].

368 The indirect losses L, are calculated considering the revenue losses during the recovery process, which

369  depends on the recovery time and electricity price. Due to the common use of lognormal distribution for modeling
370  the repair process [58-60], we also assume that the recovery time follows a lognormal distribution with the parameters

371  summarized in Table 3, where ¢ and [ are parameters of the lognormal distribution, whose PDF is

(N(treey)-2)?

1 - 22
—— ¢ ’trecv >0
372 f(tew) =1 /zﬂﬂtrecv (23)
0, treew <0.

373 Then, the value of L, is calculated by Monte Carlo simulation.

374 Table 3. Values of the recovery model parameters.

Parameter Description Value
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£ The mean value of the lognormal 1 year
distribution.

b The variance value of the lognormal 0.1 year?
distribution.

4.3 Tolerable loss modeling

We assume that the decision-maker of the NPP determines that the organization can tolerate losses up to 10%
of the cash flow. Therefore, we have « =0.1. For the NPP, I(t,) depends on the electricity price, which often
exhibits large variabilities. In this paper, we use the following model, as much as possible incorporating the features
of electricity price (such as seasonal volatility, time-varying mean reversion and seasonally occurring price spikes)

to simulate the stochastic behavior of the electricity price [61]:
dx, =0z (t)(x, — % )dt + o\ (t)dW, +dZ, (24)
where X, is the electricity price at t,6 >0 and g, is the mean value of the price, W, is a standard Brownian

motion and Z, is a compound Poisson process with levy measure v(dx) = Ag(x)dx, 4 is the jump intensity
and { is the density of the jump size distribution, z(t) is a positive stochastic process which satisfies:

7(t) = s(t) +o(t) (25)
where s(t) is a deterministic, time-dependent and positive seasonal component, which is often modeled by a

trigonometric function:

a, +2ut

751 )+, (26)

sl(t)=a1sin(az+Tz’“)+a3(

The value of the seasonal component parameters are shown in Table 4.

Table 4. Values of the seasonal component parameters of the spot prices.

Parameter Value
a, 0.41
a, 1.90
a, 0.40
a, 43.11
ag 0.29
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v(t) is a stochastic process, representing the stochastic part of the time change. The Cox-Ingersoll-Ross process
[62] is used to model o(t),
do(t) = x(n - o(t))dt + \Jo(t) o, dW, (t). (27)

By using It6's lemma [61], Equation (24) can be solved and we can derive the following form:
t t t
X(©) = X(0) + [ O(u— x()dt +] o[z ()dB(t) + [ dZ 1) (28)
0 0 0

The parameters of the stochastic electricity model are tabulated in Table 5, which is estimated from the German
EEX! (a market platform for energy and commodity products), from 12.03.2009 until 31.12.2013. The interested
readers may refer to details and derivations in [61].

Table 5. Parameters in the stochastic electricity model [61].

Parameter Value
X 40
o 0.22
n 50
o 5.98
dt 1
A 0.12
W 1.02
o1 1.35

Eventually, the generated stochastic electricity price trajectory is shown in Figure 5.

L https://www.eex.com
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Figure 5. Simulated time-varying electricity price trajectory for 1500 months.

The operation cost C,(t,) in Equation (15) is set as constant 20€ /MWh, which includes the cost of uranium

fuel and the cost of disposing used fuel and wastes [63]. Finally, the cash flow at different time points is shown in
Figure 6. We can see that the accumulated profit is small at the beginning. This is because this period is still under
the repayment period and a large amount of the revenue is used for repaying the installment. After t=10 years, the

repayment is paid off and, thus, the profit increases significantly.

%10°

Profit (Euro)
w = w (2] ~

N
T

%A
N\

0 10 20 30 40 50 60
t (Year)

Figure 6. Profit trajectory at different estimation points.
4.4 Results

A DBCA is conducted using Algorithm 2. The analyses investigate the dynamic business continuity behavior
for the plant at different ages t=1,2,---,40 (years) and under different evaluation horizons T =1,2,---,60 (years),
as shown in Figures 7~9. To show the difference between DBCA and (time-static) BCA, a comparison is also carried

out. For the BCA, the occurrence of SGTR is assumed to follow a Poisson process, where 4, =7.0x10°° per year
20
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[49]. The estimated time horizon is chosen to be the lifetime of the NPP, T =60 years. The time-static business
index is defined as:

BCV (0,T) _1- L0 (29)

ol

where BCV is the business continuity value; L, is the tolerable losses and is assumed to be a constant value,

tol
which equals Q, (i.e., the initial capital). The recovery time model for the BCA is identical to the one employed in
DBCA.

The results from the time-static and time-dependent BCA are compared in Figure 7~9, where the true value is
generated based on a theoretical model with known parameters. Abscissa axis shows the estimation horizon T, and
the vertical axis stands for the different BCV indexes. Therefore, these results show the business continuity of NPPs

at different age (t), ifit is operated for different lengths of time (T).
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Figure 9. Business continuity metrics at =40 years.

At each t, with the increase of the estimation horizon T, the DBCV decreases. This means that
regardless of the age t of the NPP, the longer the NPP is operated, the worse its business continuity: this
is logical, as it is primarily caused by the tube’s degradation process. No rupture is supposed to occur at the
beginning of system operation. Subsequently, as the crack grows, rupture will occur eventually and lead to
system failure. In addition, the dynamic business continuity (DBC) indexes curves drop (Figure 7 (a),
Figure 8 (a), Figure 9 (a)) or rise (Figure 7 (b, c), Figure 8 (b, c), Figure 9 (b, ¢)) significantly after a certain
value of T. In practice, intervention measures like overhauls need to be taken before this T, in order to
prevent serious losses from occurring failures and ensure the business continuity.

For the same estimation horizon T, with the increase of NPP age t, the EDBCV moves toward left,
which means the financial safety margin is narrowing over time t. This is because the steam generator
tube is getting closer to a dangerous state as the NPP ages.

When T is beyond a certain value, the business continuity metrics becomes invariant. This is mainly
because when T is sufficiently long, the rupture event will surely happen and after that no loss occurs
any more.

There are plateau sections in the curves of EBCV (Figure 7 (a), Figure 8(a), Figure 9 (a)); the height of
these plateaus increases with time {, which makes sense because the system potential profits increase over
time t.

The comparison between DBCA and time-static BCA shows that the time-static BCA grossly

underestimates the damage of SGTR on system business and, thus, underestimates the NPP’s business loss.
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Moreover, the results from the DBCA using condition-monitoring data are closer to the true BCV than
those of the time-static BCA. This is because the DBCA using condition monitoring data incorporates the
time-dependent behavior of SGTR degradation.

6) Confidence interval quantifies the level of confidence that the BCV metrics are captured by the interval.
From Figures 7~9, we can see that with more data available, the width of confidence interval is narrowing.
That is because, the more condition monitoring, the more precise of the component state estimation and

the less uncertainty in the BCA results.

5 Discussion

In this work, although the developed method is only applied on a case study of NPP, it can also be applied in a
wide variety of scenarios. To apply the developed method for DBCA, a system needs to satisfy the following premises:
(1) the business continuity is related to financial losses; (2) the system behavior and/or the profit of the system are
potentially time-dependent; (3) condition monitoring data are available to describe the time-dependent system
behaviors. For instance, in the example of oil storage tanks in [4], the profits of the oil storage tank depend on the
price of the oil and are therefore time-dependent. Lithium batteries are used to drive some critical safety barriers. As
the Lithium battery is subject to degradation, the performance of the safety barriers is also time-dependent. Besides,
condition monitoring data are available from the mounted sensors and can be used for online updating the failure
probability of the safety barriers. Therefore, the developed methods can be applied for DBCA of the oil tanks. For IT
service, the profits also exhibit time-dependent behaviors. The failure behaviors of the hardware in the IT
infrastructure are also time-dependent due to the presence of various degradation failure mechanisms. If condition
monitoring data are available to monitor the state of the hardware, the developed model can also be applied for a
DBCA.

Compared to the original time-static BCA method, the developed model captures the time-dependent features
of both profits and system failure behaviors. Therefore, the proposed method can more precisely quantify the business
continuity that exhibits time-dependent behaviors. However, the price we need to pay is that our model is more
complex in both model development and analysis. In practice, we often need to choose the most appropriate method
based on a tradeoff between the complexity of the modelling and the accuracy of the results. For example, for systems
whose failure behavior is not time-dependent or not significant to safety, the traditional time-static BCA method
might be sufficient. However, for safety critical systems that have significant time-dependency (e.g., NPP), the

developed method is preferred due to its potential to provide a more accurate assessment.
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It should be noted that in this work, we assume that the operation costs (including the inspection and maintenance
cost) do not change over time (as seen in Equation (15)). This assumption is reasonable for NPP, because NPPs are
usually designed with a large margin so that even though they reach their designed life, their performance does not
degrade very severely. However, for other products, these costs might also be time-dependent and increasing with
time. This fact should be considered for a more precise modelling.

Moreover, to illustrate the proposed DBCA model, we use a stochastic electricity model to predict the electricity
price as it considers a large variety of features contributing to electricity price variations (such as seasonal volatility,
time-varying mean reversion and seasonally occurring price spikes). The predicted electricity price is shown in Figure
5. It should be noted that the predicted values here are used to illustrate the developed method only. There are
numerous factors that have the potential influence on the electricity price (such as new energy source and new
consumption patterns), which make the predicted results inevitably subject to various sources of uncertainty
concerning the long-time span for prediction. Therefore, when the developed method is applied in practice, up-to-
date electricity information should be used, instead of this predicted value, in order to reduce the uncertainty and
assessment errors.

It should be noted that in this work, we only look at disruptive events that are caused by safety related hazards.
In practice, however, the problem of business continuity might also be caused by disruptive events other than safety
related hazards, e.g., strike, natural hazards. The developed models can be extended to capture also these disruptive

events.

6. Conclusions

In this paper, a DBCA method that integrates condition monitoring data is proposed. Two factors that influence
the dynamic behavior of business continuity are considered explicitly. The first one is the dynamics of the
degradation-to-failure process affecting the safety barriers. Condition monitoring data are used to update and predict
the time-dependent failure behavior by PF. The second factor is the time-dependent profit and tolerable losses. This
is quantified by applying a stochastic price model and an installment model. A simulation-based framework is
developed to calculate the time-dependent business continuity metrics originally introduced. A case study regarding
the analysis of an accident initiated by SGTR in a NPP shows that the proposed framework allows capturing the
dynamic character of business continuity.

The outcomes of such dynamic analysis can provide insights to stakeholders and decision-makers, that can help

them to identify when best to take actions for preventing serious losses and ensuring business continuity.
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