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marianna.belotti @ caissedesdepots.fr

Abstract—In this paper we address the distributed cross-chain
swap problem in the blockchain context where multiple agents
exchange assets across multiple blockchain systems (e.g. trading
Bitcoins for Litecoins or Ethers). We present a mathematical
framework allowing to characterize blockchain swap protocols
as the combination of a publishing and a commitment phase,
where contracts are respectively published and then committed.
We characterize the equilibria of existing cross-chain swap
protocols (i.e., blockchain swap protocols exchanging assets
among different blockchains). More precisely, we prove that
following a swap protocol characterized by concurrent publishing
of exchange contracts and snap (immediate) assets transfers is
a Nash equilibrium. Furthermore, we prove that for protocols
with a sequential publishing and commitment of the assets
transfers, following the prescribed protocol is a sub-game perfect
equilibrium.

I. INTRODUCTION

The modern economy is moving to a new era where
economical transactions use cryptocurrencies instead of fiat
money. Crypto-currencies (i.e., Bitcoin, Ethereum, etc.) are
based on the use of blockchains, which are basically
transactional systems governed by decentralized protocols.
Blockchains pave the way for a new approach to organize
and sustainably maintain long-term transactions as well as
high-level services. It is interesting to note that the number
of blockchains that currently hold the head of newspapers has
gone from one in 2008 (the famous Bitcoin blockchain [1])
to a few tens in 2018 such as Hyperledger [2], Ethereum
[3], Zcash [4], Corda [5], Ripple [6], Tendermint [7] etc.
Each of these systems has its own modus operandi, its own
governance and even its own way of agreeing on a common
history. Each system has its own advantages that make it
attractive for various applications and geopolitical contexts.
We are witnessing the creation of several ecosystems, each
with its own currency and governance.

Similar to modern international economical exchanges
which are based on different government-issued currencies,
inter-blockchain exchanges must be based on common rules
resilient to attacks, failures or malicious behaviors affecting the
network. There are currently several operational systems for
achieving interoperability between different blockchains such
as Kybernetwork [8], Aion [9], Cosmos [10] or Polkadot [11].
These systems can be classified into two categories according
to their decentralization level: systems that use a trusted third-
party to validate transactions or systems that realize it directly
between blockchains without the need of a trusted third-
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party. In order to execute an exchange or a swap (i.e., a
set of transactions between parties), transacting agents (i.e.,
blockchain users) are provided with a protocol to stick to.
A protocol in this case consists of a specific sequence of
instructions agents should perform to preserve the ACID prop-
erties [12] of the individual transactions or exchanges; that is,
Atomicity: the all-or-nothing occurs and each participant must
know which state he or she is in; Consistency: each successful
transaction by definition commits only valid results; Isolation:
transactions run independently; Durability: transactions cannot
be abrogated after commitment.

Atomic cross-chain swaps fall into the class of the so called
TAST (i.e., Token Atomic Swap Technology) [13] research
ideas aiming at making blockchains interoperable. Differently
from decentralized exchanges — initiatives recently emerged
to remove the need of trust on traditional exchange services
(e.g., the format proposed by the Ethereum DEX protocols [14;
15] atomically swapping ERC-20 tokens on the Ethereum
blockchain) — atomic swaps have not limits in operating cross-
chain. The very first atomic swap solution has been proposed
for Bitcoin by Nolan [16] making use of hash-time locked
contracts enabling conditional assets transfers. Nowadays few
platforms actually support cross-chain exchanges that at this
stage are still slow and inefficient. Decred [17] implements
Nolan’s logic on UTXO-based premissionless blockchains
such as Bitcoin Cash [18; 19; 20], Litecoin [21], Qtum [22],
etc. BartherDEX [23], part of the Komodo project [24], repre-
sents a cross-chain solution that matches orders and defines the
swap protocol. Blockchain.io [25] implements atomic cross-
chain swaps by combining centralized components (order
matching) with decentralized ones (trade settlement and exe-
cution). Therefore, research now focuses on hybrid swap pro-
tocols, replacing decentralized commitment/locking schemes
(hash-locks) with centralized ones, resulting more attractive
and efficient. AC3TW and AC3WN [26] protocols propose
atomic cross-chain swaps respectively with centralized and
“decentralized” trusted authorities (i.e., an external agent and
an external blockchain) acting as witnesses. According to
Arwen protocol [27] crypto-assets are swapped through cen-
tralized exchange services that in no way acquire the assets
custody. XClaim [28] overcomes blockchain data-structures
incompatibility by swapping cryptocurrency-backed assets.

It should be noted that different swap protocols differ
essentially in the involved parties. The set of swap participants
can be composed only of the asset owners (e.g., as in [29])



or by owners accompanied by a trusted third party (e.g., as in
the AC3TW protocol [26]).

To the best of our knowledge, there is (i) no formal analysis
on the structure and the properties blockchain swap protocols
satisfy and, (ii) no game theoretical modeling of participants
strategic interactions (i.e., to follow or not to follow the
prescribed protocol). More precisely, Nolan [16] presents the
Bitcoin swap protocol in a functional manner. In [29] the
author provides a partial game theoretical analysis (specific
to the protocol) presenting no structural characterization of
the possible equilibria of the system (see Section III-A).
Authors in [26] analyze the atomicity violations characterizing
the protocol in [16]. However, no game theoretical result is
provided.

According to recent studies [30; 31] proposed swap pro-
tocols are not properly analyzed neither from the structural
point of view, responsible for their atomicity, nor from the
strategical point of view making them satisfying liveness and
safety properties (i.e., the protocol terminates in a valid state).
More precisely, it is important to analyze the behavior of the
swap participants that are rational agents actively participating
in the exchange by following or not the prescribed protocol
according to their own objective function.

A. Our contribution

We propose a generic game theoretical framework that
formalizes the swap problem and characterizes blockchain
swap protocols by clearly separating the contracts publishing
phase and their commitment phase. Furthermore, we prove
that (i) following a swap protocol characterized by an effective
decision function (when players have the power to accept or
decline the desired assets) is a subgame perfect equilibrium
in dominant strategies and, that (ii) following a swap protocol
characterized by concurrent publishing and snap (immediate)
commitment is a Nash equilibrium. Our generic framework
allows us to characterize equilibria of two representative
recent protocols presented in [16] and [26] respectively. In
the case of the protocol proposed in [16] and generalised
in [29], following the protocol is the unique subgame perfect
equilibrium (in dominant strategies), while in the case of the
protocol proposed in [26], following the protocol is a Nash
equilibrium.

II. SwAP GAMES

In this section we propose a formal definition of the swap
problem and a formalization of the corresponding blockchain
swap protocol that can be atomic or not. The latter consists
of two different phases (i.e., publishing and commitment of
transfers) and represents a particular strategy of a swap game
that players can choose to adopt or not.

A. Swap problem and swap protocol

In a general swap problem, swapping parties aim at ex-
changing assets among themselves. A swap protocol defines
the set of asset transfers and the order in which they should be
executed. Given a set of assets and the corresponding owners,

a swap consists of an asset ownership exchange within the set
of owners.

Definition 1 (swap problem). A swap problem is defined as
a tuple (A, O, by, by, (u;)ico) where:

o A={1,...,m} is the set of assets to be swapped;

o O ={1,...,n} is the set of owners or agents partici-
pating in the exchange. We consider in the following that
n < m since each owner owns at least one asset;

o bg, by A — O are the original and the desired
ownership maps — both surjective — such that Ya €
A, bo(a) # b(a) and;

e u; is the payoff function for owner i € O over bundles
of assets in 24 such that u;(by ' (1)) < w;(b7(3)) (i,
each owner 1 strictly prefers the desired bundle of assets
to her original bundle) and VS, T € 24 . § C T
u;(T) > u;(S) (i.e., a larger bundle is strictly preferred
to a smaller one), for each i € O.

The representation with two different surjective functions
by, b, describes swaps as ownership exchanges problems.
Agents participate in a swap with the asset(s) they aim to
exchange for others, preferring the desired new asset(s) to
finding themselves as in the initial configuration. Moreover,
we assume owners’ payoff function increases monotonically
with the size of the asset bundle.

The transition from an initial configuration to a post-swap
configuration is defined by the corresponding swap protocol
consisting in a sequence of operations to be executed in a
certain order. In centralized swap protocols a central role in
the swap is played by a trusted third party. That is, asset
ownership is transferred first to the trusted third party that in
turn transfers assets back to the new owners. On the other
hand, decentralized swap protocols contemplate ownership
transfers within asset owners only; the latter agrees on a
particular swap configuration (i.e., the assets to exchange)
without trusting each other.

In order to formally define a swap protocol we need
to introduce first, the structure of a decentralized exchange
protocol, consisting of a sequence of asset(s) transfers to be
committed.

Definition 2 (decentralized exchange protocol). Let ¢ =
{(AF,OF, X*) : |AF| > |O*}k, k € {1,...,t},t € N :
t < m be a sequence of exchanges where,
o AF C A specifies the subset of assets involved in the
exchange at step k;

o OF C O specifies the subset of owners involved in the
exchange at step k;

o XF*: AR — OF (surjective) specifies the owner X*(a) €
OF of any asset a € AX at step k;

A sequence o defines a decentralized exchange protocol that
engenders a sequence of maps b{,b3,...,b7 : A — O such
that for all k € {1,2,... t}:

o VI(2) =07 ,(2), Vz € A\ AF;

o b7(2) = X*(2), Vz € AF,
where we set b = by.



So, the triple (A%, O*  X*) specifies that the asset set A¥ C
A is transferred at step k to owners OF C O according to X*.
Note that, b7 and b7_, differ only for the ownership of assets
AF belonging to b7_, (A*) at step k — 1 and to O* at step k.

Example 1. Let us consider the swap problem (A, O, by, b.,
(u;)ico) such that the set of assets is A = {a,b,c,d, e}, the
set of owners is O = {1,2,3}, the original ownership map
is bg = (1,1,2,3,3) (meaning that the asset ownership is: 1
for assets a and b, 2 for c and 3 for d and e) and the desired
ownership map is b, = (2,3,1,2,1).

One may consider a sequence of exchanges involving first
owners 1 and 2, then 1 and 3 and finally 2 and 3. Precisely,

0= ({a,c}, {1’2}’ {Xl(a) = 2,X1(C> = 1})7
({bae}v {173}7 {Xz(b) - 3aX2(€) - 1})7

({d}. {2}, {X°(d) = 2}).

Sequence o engenders a sequence of ownership maps such
that by = (1,1,2,3,3), by = (2,1,1,3,3), bo = (2,3,1,3,1),
bs =(2,3,1,2,1) = b,.

The sequence o defines, for each protocol step k, (i) the
assets A* whose property is to be transferred, (ii) the new
assets” owners OF and, (iii) the function X* assigning the
precise owner to each asset. The protocol is decentralized as
ownership transfers take place among the owners themselves.
At each step k£ an asset can change owner, the final configu-
ration at time ¢ provides the final asset owner.

In the simple case where agents agree on exchanging assets
through a single ownership transfer at each step k, the corre-
sponding single-swap protocol is represented by the sequence
o={(a" o) : oF €0, d" ¢ Abieqt,..p,t €Nt <m.

Protocol o describes a general asset exchange agreement,
and not necessarily a swap where the transfer of an asset
ownership exists only if associated with the transfer of another
one. More precisely, swap participants are interested in the
final (at time t) and not temporary (intermediate at step k # t)
acquisition of one or more assets owned by other agents. In a
swap protocol, each asset changes owner only once.

Definition 3 (decentralized swap protocol). A decentralized
swap protocol is defined as a decentralized exchange protocol
where the set {A* : k=1,... t,t € N:t < m} is a partition
of the asset set A.

Example 1 provides a decentralized swap protocol o since
{{a,c},{b,e},{d}} is a partition of A.

From the formalization introduced in Definition 2 it is
possible to derive a graphic representation, by means of a
digraph D = (V, E), as the one proposed by Herlihy in [29].
More precisely, vertexes are asset owners V' = O and edges
E > e = (e5¢e0) : (ei,60) € V2 Ne; # e, can be derived
by the original ownership map by (providing e;) and the
desired one b, (providing e,). Fig. 1 presents the digraph of
Example 1.

42N
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Fig. 1. Digraph swap protocol representation of the sequence o =
({a,c},{l,Z},{Xl(a) = 27X1(C) = 1})7({b76}»{173}7{x2(b) =
3,X%(e) = 1}), ({d}, {2}, {X?(d) = 2}).

B. Atomic swap protocol

Whenever swapping parties do not trust each other it is in
their interest to ensure that no participant can take advantage
from the swap agreed on. The protocol must be constructed
in such a way that the swap is performed in its entirety or no
asset transfer is committed (i.e., all-or-nothing). In the case of
failures during the protocol execution, every swap participant
must be able to regain possession of the original owned assets.

Definition 4 (efficient decentralized swap protocol). A decen-
tralized swap protocol o is said to be efficient if the engendered
sequence b7 b7, ... b7 is such that b = b,.

Definition 5 (atomic decentralized swap protocol). A decen-
tralized swap protocol o is atomic whenever it is efficient (in
the sense of Definition 4) or b7 = by.

In order to prevent participants to externally exchange the
assets involved in the swap, the protocol requires assets to be
locked in specific transactions (i.e., they cannot be the object
of other transfers). Once locked, the transfer commitment
allows every participant to redeem the new swapped asset(s).
Moreover, due to the atomicity requirement:

(i) any commitment should be conditioned on the correct
asset locking i.e., transfers are committed only when all
assets of the swap are correctly locked;

consequently to failures in the assets locking, the initial
situation must be restored;

once an asset transfer is committed all the other transfers
have to be committed, too.

(i1)
(iii)

When considering blockchains — decentralized trustless en-
vironments — swap protocols need to be atomic according
to Definition 5. Conditional transfers in blockchain systems
are implemented with distributed contracts i.e., scripts ex-
ecuted on blockchain nodes that can enforce and regulate
relationships among network actors. A widely adopted com-
mitment scheme is the crypto-primitive hash-lock [32] i.e.,
asset ownership is locked with a hash value A that is the
outcome of a one-way function H with a secret s as input
(i.e., h = H(s)) and can be unlocked only when s is revealed.
Transfers are conditioned on the hash constraint guarantee-
ing that assets to be swapped have been properly locked.
Whenever transfers are not committed, due to atomicity, the
initial ownership configuration needs to be restored; this can



be implemented with time-locks [33] i.e., a contract primitive
restricting the asset transfer until a specified future time. Hash-
locks and time-locks properly combined enable conditional
asset transfers necessary to satisfy requirements (i) and (ii) of
a swap protocol. Hence, when considering a blockchain swap,
an asset transfer consists of an atomic distributed contract
that, according to certain protocols [16; 29], coincides with
a distributed hash-locked contract (HTLC).

The latter needs to be correctly implemented, published
and validated on the network (i.e., part of the valid transac-
tion history) before being committed. Concerning requirement
(iii), a mechanism that forces committing all transfers is
needed in order to avoid possible atomicity violations (see
Section III-A3). However, having a forcing scheme comes at
a price, i.e., loss of decentralization (see Section III-B).

C. Atomic blockchain swap protocol

In this work we consider blockchain swap protocols charac-
terized by two distinct phases: a first phase in which transfers
(i.e., hash-locked contracts) are published and a second one
where they are committed. To achieve atomicity, the order in
which operations in the two phases are executed matters (see
Section III). The commitment phase has to be conditioned by
the execution of the publishing phase; all the asset transfers
have to be published before being committed. Therefore, a
blockchain swap protocol is characterized by a publishing
protocol op followed by a commitment protocol or. While
the first protocol (op) is a simple sequence of transfers, the
second one (o) is a decentralized swap protocol according
to Definition 3.

In order to analyze the participants’ strategic behaviors
the protocol needs to specify the schedules in which agents
perform operations. Therefore, given a sequence of operation
o, a set of asset owners O and a centralized trusted authority
7, we define a decision function F : {1,...,t} — OU {7}
as a map that specifies the agent(s) F'(k) responsible for the
publication (or commitment) of the transfer (A*, OF). Note
that the agent(s) called to decide on the transfer can be either
asset owners (i.e., F'(k) € O) or an external trusted actor (i.e.,
F(k) =7).

Definition 6 (decentralized blockchain swap protocol). A
decentralized blockchain swap protocol or simply a blockchain
swap protocol is defined by the pair (op,or) where

e Op = {(Ai,Oj)}je{17,__¢P}, tp € N:tp < m, Al C
A and O C O is a sequence such that ¥j €
{1,...,tp}, OF ={o€ O :0€ b, (AT)Vo e by(A)}
and,

« O = {(Ak,Ok,Xk)}ke{lw’tT} is a swap protocol
engendering the sequence of maps b7", ..., b7" : A — O
according to Definition 3.

We associate to each sequence op,or the corresponding
decision function Fp, Fr defined above.

Let us note that the publishing sequence op is constructed
in such a way that transfers that can be published are of type
(A7,b,(A7)) or (A7, by(A7)). That is, blockchain transactions

can transfer the asset ownership to desired owners and original
owners only.

Definition 7 (atomic blockchain swap protocol). An atomic
blockchain swap protocol consists of a pair (op,or) where
the engendered ownership map at time t of the commitment
protocol coincides with the desired one; b?TT = b, or with
initial one; b{" = by.

1) Phases separation: We have defined a blockchain swap
protocol as a publishing sequence followed by a commitment
emphasizing the precedence of the first phase over the second.
However, it is necessary to condition the execution of the com-
mitment protocol to the publication of all the contracts in order
to have an atomic blockchain swap protocol. The following
definition formalizes such a commitment requirement.

Definition 8 (commitment requirement). Given a blockchain
swap protocol (o p, or) whenever there exists an asset transfer
(using the swap structure previously given) that is not correctly
published, then no asset transfer is committed. Formally, if, in
op, 35 € {1,. .. ,tp} ;07N bo(A7) #* (O then, in o, bZT =
bo Vk € {1,...,tr}.

Every blockchain swap protocol has to meet the com-
mitment requirement defined above in order to be atomic.
Hence, Definition 8 is a necessary condition (but not sufficient,
see Section III-A3) for atomicity. Indeed, whenever an asset
transfer is not correctly published the time-lock acts by not
modifying the original asset ownership, i.e., transferring the
asset back to the original owner (see [34; 35] for more details).

Focusing separately on the commitment protocol, it is
possible to derive initial properties on blockchain swaps.

2) Commitment protocol: As stated in the following propo-
sition, whenever an asset transfer is not committed, the swap
participant supposed to acquire the asset(s) ends up with
less assets than expected while the original asset owner finds
himself with an extra asset. Next proposition does not depend
on the exact specification maps X*, so we omit them in the
sequence o for the sake of simplicity.

Proposition 1. Given a commitment sequence op =
{(A’ﬂOk,Xk)}ke{L_”’tT},tT € N : tr < m then, replacing
O* by b]",(A¥) in or ie., considering a new sequence
Jéc“ = (Alv Ol)v SRR (Ak717 Ok71)7 (Akv bzil(Ak))a (AkJrlv
OFL) ..., (A7, 0'7), for some k € {1,...,tr}, implies
that:

. ok —1 oy —1

(1) (bt{) (OF) C (b)) (O%) and,

.. oiN—1, 0 or\—1l/,0

i) (byy) (72, (A%) 2 (b77) (07, (A%)).
Proof. The claims follow from the fact that A* is not given
to O in o% but it is given back to the original owners. [

At time t, assets A do not necessarily belokng to OF thus,
OF could find themselves with no asseti.e., (b; ") ok =0
Moreover, the original asset owners find themselves with both
the original assets and the swapped ones.



Let us denote by of, with K C {1,...,tr} the sequence of
pairs obtained by replacing (A*, O%) in o7 by (A*, 077, (AF))
for any k € K (i.e. by the owner(s) of A* at step k — 1).

3) Sequential phases and beyond: The formalization pro-
vided by Definition 6, enables capturing:

1- Single-asset and multi-assets swaps depending on the
cardinality of the asset set A* at step k in the commitment
protocol.

2- Swap protocols with sequential publishing and commit-
ment, both single-asset and multiple-assets, where owner-
ship transfers are published and committed according to a
precise temporal order. Every crypto-asset transfer has to
be executed before or after another one. In Section III-A
we show that the sequentiality of the publishing phase
combined with the leader role of a swap participant
guarantees that the commitment ownership is verified.

3- Swap protocols with concurrent publishing where trans-
fers are no longer published according to a given time
order, but may be concurrently created and propagated to
the blockchain network. In fact, it is not essential that the
various transfers are published one at a time but only that
there is a clear distinction between the publication and the
commitment phase. Therefore, the transfers publication
can take place in a concurrential way and this is captured
by the sequence op where at step j : j € {1,...,tp}
multiple assets transfers (A7, O7) are published.

4- Swap protocols with snap commitment, where assets
transfers are all committed in the same time.

Proposition 2. A blockchain swap protocol with a snap
commitment scheme satisfying the commitment requirement as
in Definition 8 is atomic.

Proof. By contradiction, if b7 # by A bi* # b, then, since
no problem in the publishing occurs, there should be a situa-
tion where some assets transfers are triggered and some others
are not. However, this contradicts the snap commitment. [

4) Decision function: Let us focus on the decision function
F' previously defined. A blockchain swap can be completely
driven by the asset owners only, in that case the function
outcomes are all elements of O. On the other hand, we
can have the intervention of an external actor 7 entrusted
for committing assets transfers. More precisely, the external
trusted actor cannot publish blockchain contracts in behalf
of asset owners since blockchain swap protocols contemplate
ownership transfers among owners only (as in Definiton 6).
Considering the publishing phase we can notice that every
asset owner is in charge of publishing the signed contract trans-
ferring the asset ownership. In case of multi-assets transfers a
multisig scheme [36] can be adopted.

Definition 9 (ownership requirement). In a blockchain swap
protocol, the decision function Fp corresponding to the pub-
lishing sequence op is such that Fp(j) = bo(A?) C O for
any j € {1,...,tp},tp EN:tp < m.

Focusing on the commitment phase we can derive the
following definition.

Definition 10. A decision function Fr is effective on or if
and only if Fr(k) = OF for any k € {1,...,tr},t7 € N :
tT § m.

Whenever the decision function is effective, agents in Ok
have the power to accept or decline (i.e., redeem or not) the
acquisition of the asset(s) in A*.

Now, we are ready to analyze the strategic behaviors of
the swap participants in a blockchain swap protocol. In this
paragraph we associate a specific blockchain swap protocol
(op,or) (e.g., sequential, concurrent publishing and snap
commitment) with the corresponding game (in strategic or
extensive form).

D. Swap problem as a game

In the economic sphere, the strategies adopted by the agents
mostly concern the maximization (or minimization) of their
outcomes (e.g., prices or costs). Differently, in decentralized
distributed systems (e.g., blockchains) strategies are related
more on following or deviating from a prescribed protocol.
In the blockchain environment several network and consensus
algorithm attacks have been analyzed through game theoretical
models [37; 38; 39] in order to qualify systems’ strategic
robustness. Considering decentralized swap protocols, the
participants, intervening in both commitment and publishing
phase, are more or less incentivized to stick or not to the
protocol regulating the swap. The outcomes of a single agent,
varying according to personal strategies, result depending
from other agents strategic behaviors, too. What is common
knowledge among the swap participants is the swap protocol
structure that is represented by the pair (op, o).

1) Preliminary notions on games: A strategic form game
is a tuple (N, (S;)ien, (u;)ien) where N = {1,...,n} is the
set of players, .S; is a finite set of pure strategies or actions for
player ¢ and u; : Hj en Si — Ris a payoff function specifying
for each strategy profile or state s = (s;)ien € [[;en Si
player i’ s payoff u;(s) € R, for each i € N.

Given a strategy profile s = (s;)ien € HjeN S;, in the
following, s_; will denote s from which the strategy of player
i is removed, i.e. s_; = (81,...,8i—1,Si+1, Sn) and (z, s_;)
will denote the strategy profile s from which s; is replaced
by x € S;, ie. (x,8-;) = (S1,.-.,8i1—1,%, Si+1,Sn). We
say that x is a best response to s_; when wu;(x,s_;) =
maxyes, Ui(y,5—i). A state s = (8;)ien € HjEN S; is a
(pure) Nash equilibrium of the strategic game (N, (S;)ien,
(u;)ien), if for every player ¢ € N, it holds that s; is a best
response to s_; for each ¢ € N.

An extensive form game (with perfect information) on
N is defined as a tuple (N, T, P, (Ap)nev, (u;)icn) where
T = (V,E) is a tree with root vy and the set of end nodes
denoted by Z; P : V\ Z — N is a function assigning to
each non-end node (also called decision node) a player in N;
Ap, = {(zp,x;) € E} for each node h € V'\ Z is the set of



edges going from node h to some other node and represents
the set of actions at node h; u; : Z — R is a payoff function
for player ¢« € N. A pure strategy s; for player ¢ € N is
a map assigning an action (edge) a € Ay to every node in
P~1(i) and we denote by S; the set of all pure strategy. Any
strategy profile (s1,...,8y,) results in an end node in Z. So,
to any extensive form game (N, T, P, (An)nev, (U;)ien) We
can associate a strategic form game (N, (S;)ien, (Ui)ien)-
A Nash equilibrium of an extensive form game is a Nash
equilibrium of the associated strategic form game. A subgame
of an extensive form game (with perfect information) on node
v € V' \ Z is another extensive form game (with perfect
information) obtained as a part of the directed tree starting
at the decision node v. A subgame perfect equilibrium is
a strategy profile that induces a Nash equilibrium on any
subgame. For more details see, for instance, the book [40].

2) Blockchain swaps as a game: As discussed in Sec-
tion II-C, blockchain swap protocols in both single and multi-
assets case, can be characterized by sequential publishing and
commitment, concurrent publishing and snap commitment.
For those protocols characterized by concurrent moves (i.e.,
concurrent publishing) we can adopt a representation with
general strategic games.

Definition 11. Let (A, O,bg, b, (u;)ico) be a swap prob-
lem, let (op,or) be a blockchain swap protocol and let
Fp : {].,...,tp} — O and Fr : {].,...7tT} — OuU {7‘}
be decision functions. We associate the strategic game form
<N, (Si)i€N7 (ui)ieN> such that:

o N = O is the set of players;

o (Si)ien = {action 1,action 0} is the set of pure
strategies for player i consisting in the pair (follow the
protocol, not follow the protocol) labelled respectively as
action 1 and action 0;

o (Ui)ien : u;: HjeN S; — R is the payoff function for
asset owners N = O evaluating the outcomes of type
b7 that is, for every player i we have u;((b77)~1(3)) .

We model protocols with sequential phases with extensive
form games in order to represent the sequencing of swap
participants’ moves and the fact that at each decision point
asset owners know the moves history so far. Let us recall that
blockchains involved in a swap are of public nature with open
read access.

Definition 12. Let (A, O,bg, b, (u;)ico) be a swap prob-
lem, let (op,or) be a blockchain swap protocol and a let
Fp : {1,...,tp} — O, Fr : {l,...,tr} — O U{r}
be decision functions. We associate the extensive game form
I = (N, T,P,(Ap)nev, (ui)ien) such that:

o N = O is the set of players;

o T is a (binary) directed tree such that each directed path
from the root vy € V to an end node v € Z is formed
by precisely t + 1 nodes and t arcs (V is the set of the
nodes of the tree T and Z C V is the set of leaf nodes);

e P(v) = Fpr(l(v)), for each v € V \ Z, is the

publisher/activator of the asset transfer(s) at step 1(v)
in the protocol (op,or), where 1(v) is the number of
arcs between vy and v on the unique path from vy to v
(we assume that 1(vg) = 0);

o Ay for all h € V is formed by two outgoing arcs in h;
one arc in Ay, is labeled with action 1 (i.e., follow the
protocol) and the other one, action 0 (i.e., not follow the
protocol) for any h € V\ Z. So, a unique path from vg to
an end node z € Z identifies a binary vector p* € {0,1}!
such that p3, is the label of the arc starting from node v
with [(v) = k on the path from vy to z.

e Anyendnode z € Z is associc}z(ted with a unique outcome
corresponding to the map b, where K C {1,...,tr}
is such that p; =0 for any k € K, and pj, =1 for}gny
{1,...,tr} \ K. So, for any i € O, the outcome bT s
evaluated by i with the payoff function w;((b;™ )~'(i)).

Proposition 3. Let I = (N, T,P,(An)nev, (u;)ien) be
the extensive form game associated with the swap problem
(A, O, by, by, (u;)ico) and the blockchain swap protocol with
sequential phases (op,or) and let Fr : {1,...,tr} —
O U {7} be a decision function. If Fr is effective on or,
then the strategy profile (51,...,8y,) that specifies action 1
(follow the protocol) at any node is the unique subgame perfect
equilibrium (in dominant strategies).

Proof. For each node v, by the fact that Fr is effective, we
have that P(v) = Fr(l(v)) = O'"). So, at each decision
node v € V'\ Z, if player P(v) specifies action 0 (not follow
the protocol) at node v, then by the first claim of Proposition
1, player P(v) ends up with a set of assets that is contained
in the one that player P(v) would obtain if she/he specifies
action 1 at node v. So, the utility of player P(v) is larger if
it chooses, at each decision node, action 1 than action 0. It
follows that at each node v action 1 strictly dominates action
0 for player P(v). O

Notice that if (op, o) is efficient, than in Proposition 3 the
unique subgame perfect equilibrium (in dominant strategies)
corresponds to the desired outcome b,. Proposition 3 shows
that, whenever players in the game have to decide whether to
accept or decline an asset acquisition, they are incentivized to
follow the protocol by accepting the desired asset. However,
a stronger result can be proved.

Proposition 4. Ler T = (N, T,P,(Ap)nev, (ui)ien) be
the extensive form game associated with the swap problem
(A, O, by, by, (u;)ico) and the blockchain swap protocol with
sequential phases (op,or) and let Fr : {1,...,tr} —
O U {7} be a decision function. The decision function Fr
is effective on the blockchain swap protocol (cp,or), if and
only if the strategy profile (51,...,8,) that specifies action
1 (follow the protocol) at any node is the unique subgame
perfect equilibrium (in dominant strategies).

Proof. We have to prove the “if” since the “only if” directly
follows from Proposition 3. By contradiction, if Fr is not
effective we have the following cases: (i) P(v) = Fr(l(v)) =



bg™ (AUY), the original owner of the assets decides whether
or not to follow the protocol or, (ii) P(v) = Fr(l(v)) = OF #
b7 (A'™)) such that k € {1,...,tr} : k # I(v), the activators
are any player in the game but the original asset owners and
the asset receivers.

(i) Whenever the owners of the assets in the initial con-
figuration have to decide between action 0 (not follow
the protocol) and action 1 (follow the protocol), by the
second claim of Proposition 1 they have no incentive to
follow the protocol o. That is, not following the protocol
the asset set obtained at time ¢ is greater then the one
obtained by following the protocol.

Whenever the activators of transfers (A*, O) are neither
OF nor bJ™ (AF), the situation is more complex. Assum-
ing that players activate only exchanges of other players,
it always exist an activator o'(v) : I(v) € {1,...,t}
that has to decide whether to follow the protocol o or
to deviate by originating the sequence o% (defined in
Section II-C). However, the activator would be indifferent
to the two strategies since u,iw ((b77)71(o!™))) =

K
Ui (b7 ) 71(0'"))) due to the fact that the cardinality
of the asset set remains unchanged.

(i)

Therefore, the strategy profile specifying action 1 (follow the
protocol) at each stage cannot be a perfect equilibrium in
dominant strategies if F7r is not effective. O

This result seems to rule out any swap protocol with a
non-effective decision function Fr : {1,...,tr} — O.
However, we can imagine protocols with transaction triggering
mechanism not involving receiving agents (see Section III-B).

It is possible to have a subgame perfect equilibrium by
adopting a penalty mechanism for protocol deviations. Proto-
cols allowing the owner of the asset in the initial configuration
to trigger the exchange have to contemplate a high penalty
overcoming the value of the extra-asset gained in case of
deviation. On the other hand, protocols with players activating
exchanges not involving them may work with small penalties
assigned in case of deviation. More precisely, by adopting
a proper penalty mechanism, “following the protocol” still
represents a subgame perfect equilibrium.

Corollary 1. If the decision function F : {1,...,t7} — O
is not effective on a blockhain swap protocol (op,or), then
the strategy profile (81,...,8,) that specifies action 1 at any
node is the unique subgame perfect equilibrium (in dominant
strategies) only when combined with a penalty function p :
Ap — Ry such that:

o p(0;k) =€ € Ry for k #b3(A"Y) and,

o p(0:B57 (AN)) = 5 + unn (67 )~1(OH)
—ugi) ((b77)"HOM™)) where & € Ry.

In the first case the activators are no more indifferent to the
two strategies o and o5 while in the second case the penalty
matches, for a small J, the advantage in deviating with respect
to following the protocol or.

III. ATOMIC CROSS-CHAIN SWAP PROTOCOLS

This section is devoted to the analysis of existing cross-
blockchains swap protocols aiming to move forward the cus-
todial trading performed by centralized exchanged services.

A. Sequential publishing and commitment

Here we present the swap solution proposed by Nolan [16]
for permissionless UTXO-based blockchains. Nolan’s protocol
make use of contracts [41], hash-locks as commitment/locking
scheme and time-locks to restore the initial situation conse-
quently to failures in the publishing phase.

Given two asset owners (e.g., Alice and Bob) aiming at
cross-swapping two crypto-assets (e.g.,  Bitcoins and y Lite-
coins), the protocol (represented in Fig. 2) works as follows:

1) The agent Alice creates a secret s such that h = H(s),
and publishes a contract transferring the ownership of
her = Bitcoins to Bob on the Bitcoin blockchain. The
contract is locked with the hashlock h and a timelock
Apep ensuring that: “Bob can claim the asset property
providing s before time Apg,”.

2) When Bob confirms that Alice’s contract has been cor-
rectly published on the Bitcoin blockchain, he publishes
a contract on the Litecoin blockchain with the same
hashlock h but with timelock A 4;;c. stipulating that:
“before time A 4., Alice can claim the asset property
with secret s”. Note that A gj5ce < ABob

3) When Alice confirms that Bob’s contract has been cor-
rectly published on the Litecoin blockchain, she sends
s to Bob’s contract (before time A gj;c.), acquiring the
y Litecoins and revealing s to Bob.

4) Bob then sends s (in the time interval [A jice, ABob)) to
Alice’s contract, acquiring the = Bitcoins and completing
the swap.

According to our formalization the two party cross-chain swap
is represented as follows:

op ={(z,B),(y,A)}, Fp(j)={A,B},

oT = {(:%A)’ (xaB)} FT(k) = {A’B}’

J= {17 2};

k= {1,2}.

The protocol assumes that swap participants (i) actively
monitor the involved blockchain in order to confirm contracts
publication and, (ii) adopt a common hashing method. Her-
lihy [29] extends the protocol for multi-assets and multi-agents
swaps (with the secret creators forming a feedback vertex set L
i.e., a subset of V' whose deletion leaves D = (V, E) acyclic)
and analyzes under which conditions it is ‘atomic’. Atomicity,
in this case, is defined in a game theoretical fashion: in [29]
a swap protocol is defined as atomic if:

- “following the protocol” is a nash equilibrium strategy
and,

- no conforming party is affected (in terms of payoff) by
a protocol deviation.
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Fig. 2. Two party ‘atomic’ cross-chain swap protocol proposed in [16; 29] characterized by sequential publishing and commitment: op = {(z, B), (y, A)}

and o = {(y, A), (z, B)}.

Moreover, multi-asset swaps that are atomic according to [29]
have a strongly connected corresponding digraph D (i.e., for
every pair of distinct owners there is always a path from one
to the other and viceversa).

1) The separating agent: In multi-players protocol imple-
mentations, the role of the secret creator or leader, denoted
as [, becomes crucial. Let us consider only single leader swap
protocols. The latter initiates the publishing and most impor-
tantly the commitment phase of the protocol by disseminating
the secret s. A swap leader reveals the secret whenever all
the contracts transferring her the ownership of the desired
crypto-assets are correctly published. The sequentiality of the
publishing together with the leader role ensures the required
separation between the two phases of the blockchain swap.
Let us formalize this concept in the following proposition:

Proposition 5. A blockchain swap protocol verifying the
atomicity definition proposed in [29] and characterized by:

(i) a leader participant initiating the publication phase
Fp(1) = {l} together with the commitment one Fr(1) =
{l} when all the contracts where she is directly involved
are published,

(i) a sequential publishing phase where asset owners are
called to publish as soon as all the contracts transferring
them the desired assets’ property are published,

satisfies the commitment requirement of Definition 8.

Proof. We can state that the last contract(s) to be published are
the ones involving the leader acting as a receiver; O'F = {i}.
If a contract is not correctly published (35 € {1,...,tp} :
O7 Nby(A7) # D), either the receiver is the leader, hence the
commitment cannot start for (i), or the receiver is a different
participant which for (ii) cannot publish her contracts. Indeed,
since the graph is strongly connected, there is a sequence of
participants from the receiver to the leader that will not activate
their contracts. O

2) Protocol strategic behaviour: The blockchain swap pro-
tocol presented above works with a sequential commitment
phase where swap participants trigger contracts transferring
them the ownership of the desired assets. Therefore, the
decision function characterizing the protocol is effective. It
should be noted that thanks to Proposition 4 we can derive

a stronger result than the one proposed by the original paper
concerning the players strategic behaviour.

Corollary 2. In the blockchain swap protocol (op,or) pre-
sented in [16] (and generalised in [29]), the strategy profile
(81,...,8n) specifying action 1 (follow the protocol) at any
node is the unique subgame perfect equilibrium (in dominant
strategies).

Let us provide (Fig. 3) the graphical representation of
the extensive form game associated to the blockchain swap
protocol (op,or) presented in [16]. We do consider two
owners O = {A, B} swapping two assets A = {z,y} where
tp = tp = 2. Alice, as leader of the swap protocol, is the first
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Fig. 3. Extensive form game associated to the blockchains swap protocol, pre-
sented in [16]. Publishing and commitment phases are sequentially executed
one after the other. Outcomes represent the payoffs (assets) owned by Alice
and Bob respectively. The figure represents the backward induction process
for each decision step.

player to decide between action 0 and action 1. Whenever
one of the two parties opts for action 0 during the publishing
phase, due to the commitment requirement (i.e., Definition 8),
the games terminates with the original ownership configuration
as the outcome: b7 = by = (A4, B) for A = {z,y}. If



Alice does not start the commitment phase the outcome b7
coincides with by = (A, B). When Bob is called to decide,
Alice’s previous moves are known; if Bob decide to follow the
protocol the swap takes place, b5” = b, = (B, A), otherwise
Alice acquires both the desired asset and the originally owned
one leaving Bob empty-handed, 37 = (A, A). Outcomes in
Fig. 3 represent the payoffs of Alice and Bob respectively.
Subgame perfect equilibria are computed by applying the
backward induction process. By reasoning from the end to
the beginning of the game, at each decision step the strategy
providing a better payoff (i.e., the one providing greater utility)
is selected. Then, considering the game associated to the swap
protocol presented in [16], the sequence of optimal actions is
the one specifying action 1 at each decision step (Fig. 3).

3) Atomicity violations: In [26] the authors observe that the
protocol presented by Nolan [16] is not immune to violation of
the all-or-nothing atomicity as in Definition 7. More precisely,
a time-lock expiration before commitment can lead an honest
swap participant to deviate from the protocol. As in Fig. 3 if
Bob does not commit the transfer at the last decision step (i.e.,
if the time-lock expires before) the outcome is b5 = (A, A)
which differs from both by and b,. Crash failures together
with network delays are some of the possible causes of time-
lock expiration before commitment making the deviating party
ending up with an asset loss. A snap commitment may be a
solution to atomicity violations in asynchronous environments.

B. Concurrent publishing and snap commitment protocols

In [26] authors propose an atomic swap protocol charac-
terized by a concurrent publishing phase and a snap commit-
ment. The protocol AC3TW works with a centralized trusted
authority 7 called Trent, acting as a separating agent that
(1) verifies the correctness of the publishing phase and, (ii)
witness the redemption contracts. Thanks to the trusted witness
Trent the protocol benefits from all-or-nothing atomicity and
faster publishing phase with respect to the sequential one (i.e.,
increasing overhead proportional to the number of contracts
involved in the swap).

The protocol constructs for every possible swap configura-
tion a directed graph D = (V, E) similar to the one of [29] (see
Section II-A for more details). D is multisigned by all swap
participants in the set V' generating a graph multisignature
ms (D). The signatures order is irrelevant, the multisignature
represents the participants’ agreement on D.

Given two asset owners (e.g., Alice and Bob) aiming at
swapping x Bitcoins for y Ethereum here below the steps
characterizing the two party AC3TW protocol (represented in
Fig. 4):

(1) Alice and Bob create the digraph D and multisign it
generating m (D).

(2) The multisignature is registered and stored by the central-
ized trusted authority, Trent, only if not registered before
and it is set to a null value ].

(3) Alice publishes the contract C; on the Bitcoin blockchain
stating that:

- if Bob provides Trent’s signature to the redemption
instance, i.e., if he provides T'(ms(D); RD) then, x
Bitcoins’ ownership is transferred from Alice to Bob.

- if Alice provides T'(m4(D); RF') then, the = Bitcoins
are transferred back to Alice.

(4) Concurrently, Bob publishes a contract C3 on the
Ethereum network stating the following:

- if Alice provides T'(ms(D); RD) then, y Ethereums’
ownership is transferred from Bob to Alice.

- if Bob provides T(ms(D); RF) then,
Ethereums are transferred back to Bob.

(5) After the publication of C; : ¢ = 1,2 either Alice or
Bob requests Trent to trigger a redemption commitment
scheme to redeem the assets. Trent issues T'(ms(D); RD)
only if both C and Cy are correctly published in their
corresponding blockchains and the value of m (D) stored
by Trent is ].

(6) Whenever a contract is not correctly published any par-
ticipant can request Trent to trigger a refund commitment
scheme. T'(ms(D); RF) is issued only if m4(D) has
value 7.

(7) Depending on the case, Trent sets the value of m (D) to
T(m4(D); RD) or T(ms(D); RF) accordingly.

According to our formalization the two party cross-chain

AC3TW protocol is represented as follows:

the y

UP:{({xay}’{AvB})}v FP(j):{AvB}v j:{1}§

oT = {({x,y}, {AvB}v {Xl(x) = Baxl(y) = A})}
Fr(k) =k = {1}.

All-or-nothing atomicity is achieved by the fact that the
redemption T'(ms(D); RD) and the refund T'(ms(D); RF)
events are mutually exclusive. The protocol meets the commit-
ment requirement due to Trent’s witnessing activity. The latter
reduces as well the interactivity (i.e., the active participation of
the swap participants) of the swap protocol [28] with respect
to Nolan’s swap implementation where asset owners have to
be constantly on-line monitoring the involved blockchains.
The two contracts of the AC3TW protocol are respectively
a Bitcoin contract C'; and an Ethereum smart contract Co
(see [41; 42; 43] for more details) therefore, the protocol works
in both UTXO-based and account-based blockchains [44].
Moreover, concerning the protocol strategic behaviour we have
that “following the protocol” is a Nash equilibrium.

Proposition 6. Let (N,(S;)ien, (ui)icn) be the
strategic form game associated with the swap problem
(A, O, by, by, (u;)ico) and the blockchain swap protocol
(op,or) characterized by a concurrent publishing and a
snap commitment where the decision function Frp is such
that Fp(k) = 7 Vk € {1,...,tr}. Then, the strategy profile
(81,...,8y) that specifies action 1 (follow the protocol) for
every player i is a Nash equilibrium.
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Proof. Given a strategy profile s = (s;)ien € HJEN Si
whenever Ji € N such that s; is action O then, due to Trent
witnessing, the protocol ends up in the original configuration
bg. The outcome corresponding to the desired configuration
b, is reached whenever action 1 is chosen by all the players.
Hence, since u;(by (7)) < w;(b;1(i)) Vi € N , action 1 is
the dominant best response strategy to all s_; Vi € N. O
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Fig. 5. Strategic form game associated to the blockchains swap protocol,
presented in [26]. Alice and Bob decide whether to publish or not the contract
on the corresponding blockchain. Outcomes represent the payoffs of Alice
and Bob respectively. By eliminating dominated strategies the emphasized
outcomes are the equilibria of the game. The dominant strategy, the one
providing strictly greater payoffs, is a Nash equilibrium.

Let us analyze the strategic form game associated to the
blockchain swap protocol presented in [26] in the case of two
owners O = {A, B} swapping two assets A = {x,y} where
tp = tp = 2. Strategic form games represent situations where
players make decision simultaneously. In this cases, a matrix
representation (Fig. 5) allows to quickly analyze each possible
outcome. In this case, Alice and Bob have to decide between
action 0 and action 1 during the publishing phase. Once the
transfers are correctly published (i.e., action 1 is chosen by
both players) Trent commit the swap, b77 = b, = (B, A)
for A = {z,y}. On the other hand, if one of the two parties
chooses action 0 the outcome is b]” = by = (A, B).

In order to identify the game’s equilibria, dominated strate-
gies (i.e., strategies providing a lower utility than others) have
to be eliminated. Two different equilibria are computed: “fol-
lowing the protocol” is a dominant strategy always providing a

greater utility for all the other players strategies, “do nothing”
(i.e., choosing action 0) is a weakly dominant strategy that
provides the same payoffs for all the other players strategies.
Since dominant strategies are always Nash equilibria [40], the
startegy profile specifying action 1 for every player of the
game is a Nash equilibrium.

IV. CONCLUSIONS

This paper formalizes the distributed cross-chain swap prob-
lem in the blockchain context where parties exchange assets
across multiple blockchains. To the best of our knowledge this
work is the first to propose a complete framework allowing to
analyze existing cross-chain swap protocols as strategic games.
We prove that (i) following a swap protocol characterized by
an effective decision function (e.g. the protocol proposed in
[16] and generalised in [29]) is a subgame perfect equilibrium
in dominant strategies while (ii) following a swap protocol
characterized by concurrent publishing and snap commitment
(e.g. the protocol proposed in [26]) is a Nash equilibrium.
The presented framework can be further improved by consid-
ering a formal adversary model and concurrent commitment
schemes (e.g., AC3WN [26]). Our work opens several research
directions. We are currently considering cooperative scenario
where agents may collaborate to form coalitions. Analyzing
the resilience of the cross-chain swap protocols to deviating
coalitions is a challenging research direction. Another inter-
esting open question is generalizing our framework in order
to characterize protocols such as Lightning Networks.
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