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! LIPN and University Paris 13, France
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Abstract. The number of malware is growing fast recently. Traditional
malware detectors based on signature matching and code emulation are
easy to bypass. To overcome this problem, model-checking appears as an
efficient approach that has been extensively applied for malware detec-
tion in recent years. Pushdown systems were proposed as a natural model
for programs, as they allow to take into account the program’s stack into
the model. CARET and BCARET were proposed as formalisms for mali-
cious behavior specification since they can specify properties that require
matchings of calls and returns which is crucial for malware detection. In
this paper, we propose to use BCARET for malicious behavior specifi-
cation. Since BCARET formulas for malicious behaviors are huge, we
propose to extend BCARET with variables, quantifiers and predicates
over the stack. Our new logic is called SBPCARET. We reduce the mal-
ware detection problem to the model checking problem of PDSs against
SBPCARET formulas, and we propose an efficient algorithm to model
check SBPCARET formulas for PDSs.

1 Introduction

The number of malware is growing fast in recent years. Traditional approaches
including signature matching and code emulation are not efficient enough to
detect malwares. While attackers can use obfuscation techniques to hide their
malware from the signature based malware detectors easily, the code emulation
approaches can only track programs in certain execution paths due to the limited
execution time. To overcome these limitations, model-checking appears as an
efficient approach for malware detection, since model-checking allows to check
the behaviors of a program in all its execution traces without executing it.

A lof of works have been investigated to apply model-checking for malware
detection [2,4,3,12,11,10,7]. [4] proposed to use finite state graphs to model the
program and use the temporal logic CTPL to specify malicious behaviours. How-
ever, finite graphs are not exact enough to model programs, as they don’t allow
to take into account the program’s stack into the model. Indeed, the program’s
stack is usually used by malware writers for code obfuscation as explained in
[5]. In addition, in binary codes and assembly programs, parameters are passed
to functions by pushing them on the stack before the call is made. The values
of these parameters are used to determine whether the program is malicious or
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not [6]. Therefore, being able to record the program’s stack is critical for mal-
ware detection. To this aim, [12,11,10,13] proposed to use pushdown systems
to model programs, and defined extensions of LTL and CTL (called SLTPL
and SCTPL) to precisely and compactly describe malicious behaviors. However,
these logics cannot specify properties that require matchings of calls and re-
turns, which is crucial to describe malicious behaviours [8]. Let us consider the
typical behaviour of a spyware to illustrate this. The typical behaviour of a
spyware is seeking personal information (emails, bank account information,...)
on local drives by searching files that match specific conditions. To do that, it
has to search directories of the host to look for interesting files whose names
match a certain condition. If a file is found, the spyware will invoke a payload
to steal the information, then continue looking for the remaining matching files.
If a folder is found, it will pass into the folder path and continue investigating
the folder recursively. To obtain this behavior, the spyware first calls the API
FindFirstFileA to search for the first matching file in a given folder path. After
that, it has to check whether the call to the API function FindFirstFileA is
successful or not. When the function call fails, the spyware will call the API
GetLastError. Otherwise, when the function call succeeds, a search handle h
will be returned by FindFirstFileA. There are two possibilities in this case.
If the returned result is a folder, it will call the API function FindFirstFileA
again to search for matching results in the found folder. If the returned result
is a file, it will call the function FindNextFileA using h as first parameter to
look for the remaining matching files. This behavior cannot be described by LTL
or CTL since it requires to express that the return value of the API function
FindFirstFileA should be used as input to the function FindNextEFileA.

CARET was introduced to express linear-temporal properties that involve
matchings of calls and returns [1] and CARET model-checking for PDSs was
considered [7,6]. However, the above behaviour cannot be described by CARET
since it is a branching-time property. To specify that behaviour naturally and
intuitively, BCARET was introduced to express these branching-time proper-
ties that involve matchings of calls and returns [8]. Using BCARET, the above
behavior can be expressed by the following formula:

Osb = \/ EF? (call(FindFirstFileA) ANEX®(eaxr = d) N AF*®
deD

(call(GetLastError) V call(FindFirstFileA)
v (call(FindNeactFileA) A dF*) ) )

where the \/ is taken over all possible memory addresses d that contain the
values of search handles h in the program, FX* is a BCARET operator saying
that “next in some run, in the same procedural context”; EFFY9 is the standard
CTL EF operator (eventually in some run), while AF® is a BCARET operator
stating that “eventually in all runs, in the same procedural context”.

In binary codes and assembly programs, the return value of an API function
is placed in the register eax. Therefore, the return value of FindFirstFileA
is the value of the register eax at the corresponding return-point of the call.
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Then, the subformula (call(FindFirstFileA) A EX%(eax = d)) expresses that
there is a call to the API function FindFirstFileA whose return value is d
(the abstract successor of a call is its corresponding return-point). A call to
FindNextFileA requires a search handle h as parameter and h must be put
on top of the program’s stack (as parameters are passed through the stack in
assembly programs). To express that d is on top of the program stack, we use
the regular expression dI'*. Thus, the subformula [call(FindNextFileA) A dI™]
states that the API FindNextFileA is invoked with d as parameter (d stores the
information of the search handle h). Therefore, ¢y, states that there is a call
to the function FindFirstFileA whose return value is d (the search handle),
then, in all runs starting from that call, there will be either a call to the API
GetLastError or a call to the API function FindFirstFileA or a call to the
function FindNextFileA in which d is used as a parameter.

However, it can be seen that this formula is huge, since it considers the
disjunction (of different BCARET formulas) over all possible memory addresses d
which contain the information of search handles h in the program. To represent it
in a more compact fashion, we follow the idea of [4,12,10,6] and extend BCARET
with variables, quantifiers, and predicates over the stack. We call our new logic
SBPCARET. The above formula can be concisely described by a SBPCARET
formula as follows:

Py = JTEF?Y (call(FindFirstFileA) ANEX“(eax = z) N AF*
(call(GetLastError) V call(FindFirstFileA)

v (call(FindNextFileA) A xf*) >>

Thus, we propose in this work to use pushdown systems (PDSs) to model
programs, and SBPCARET formulas to specify malicious behaviors. We reduce
the malware detection problem to the model checking problem of PDSs against
SBPCARET formulas, and we propose an efficient algorithm to check whether a
PDS satisfies a SBPCARET formula. Our algorithm is based on a reduction to
the emptiness problem of Symbolic Alternating Biichi Pushdown Systems. This
latter problem is already solved in [10].

The rest of paper is organized as follows. In Section 2, we recall the defini-
tions of Pushdown Systems. Section 3 introduces our logic SBPCARET. Model
checking SBPCARET for PDSs is presented in Section 4. Finally, we conclude
in Section 5.

2 Pushdown Systems: A model for sequential programs

Pushdown systems is a natural model that was extensively used to model sequen-
tial programs. Translations from sequential programs to PDSs can be found e.g.
in [9]. As will be discussed in the next section, to precisely describe malicious
behaviors as well as context-related properties, we need to keep track of the call
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and return actions in each path. Thus, as done in [8], we adapt the PDS model
in order to record whether a rule of a PDS corresponds to a call, a return, or
another instruction. We call this model a Labelled Pushdown System. We also
extend the notion of run in order to take into account matching returns of calls.

Definition 1. A Labelled Pushdown System (PDS) P is a tuple (P, I, A,t),
where P is a finite set of control locations, I is a finite set of stack alphabet,
£ ¢ I' is a bottom stack symbol and A is a finite subset of ((P x I') x (P x
I'*) x {call, ret,int}). If ((p,7), (q,w),t) € A (t € {call,ret,int}), we also write

p,7) 4 (q,w) € A. Rules of A are of the following form, where p € P,q €
Py,v,2 €, andw € I'*:
call
- (Tl): <p57> —t> <q>'71’72>
= (r2): (p,7) == (g,€)

int

= (r3): {p,7) — (¢, w)

call

Intuitively, a rule of the form (p,v) — (g, y172) corresponds to a call state-

all .
ment. Such a rule usually models a statement of the form ~ Lo pros, 2. In this

rule, v is the control point of the program where the function call is made, v,
is the entry point of the called procedure, and -5 is the return point of the call.
A rule ro models a return, whereas a rule r3 corresponds to a simple statement
(neither a call nor a return). A configuration of P is a pair (p,w), where p is a
control location and w € I'* is the stack content. For technical reasons, we sup-
pose w.l.o.g. that the bottom stack symbol # is never popped from the stack, i.e.,

there is no rule in the form (p,#) = (q,w) € A (¢t € {call, ret,int}). P defines

a transition relation =p (¢ € {call, ret,int}) as follows: If (p,~) - (g,w), then
for every w' € I'*, (p, ') =p (¢,ww’). In other words, (¢, ww’) is an immediate
successor of (p,yw’). Let =p be the reflexive and transitive closure of =p.

A run of P from (pg, wp) is a sequence (pg, wo){p1,w1){p2,ws)... where (p;, w;) €
PxI*s.t. forevery i > 0, (p;,w;) =p (pit1,wi+1). Given a configuration (p, w),
let Traces({p,w)) be the set of all possible runs starting from (p,w).

2.1 Global and abstract successors

Let @ = {po,wp)(p1,w1)... be a run starting from (pg, wp). Over 7, two kinds of
successors are defined for every position (p;,w;):
— global-successor: The global-successor of (p;, w;) is (p;1+1,w;+1) where (p;11,wit1)
is an immediate successor of (p;,w;).
— abstract-successor: The abstract-successor of (p;, w;) is determined as follows:
o If (p;,w;) =p (pit1,wit1) corresponds to a call statement, there are two
cases: (1) if (p;,w;) has (pr,wr) as a corresponding return-point in 7,
then, the abstract successor of (p;,w;) is (pg,wk); (2) if (p;,w;) does not
have any corresponding return-point in 7t, then, the abstract successor
of (p;,w;) is L.
o If (p;,w;) =p (pit1,wit1) corresponds to a simple statement, the ab-
stract successor of (p;,w;) 18 (Pit1,wit1).
o If (p;,w;) =p (Pit1,wir1) corresponds to a return statement, the ab-
stract successor of (p;,w;) is defined as L.
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int (P, wa) ooovoosesss eI <p]“ W)
(po,wo) (P1,w1)

call

(P10, w10)

—— global-successor call ret

---------- » abstract-successor
(ps, we) (ps, ws)

Fig. 1: Two kinds of successors on a run

For example, in Figure 1:
— The global-successors of (p1,w;) and (pa,ws) are (pa,wa) and (p3,ws) respec-
tively.
— The abstract-successors of (p2,ws) and (ps,ws) are (pg,wk) and (pg,wg) re-
spectively.

Let (p,w) be a configuration of a PDS P. A configuration (p’,w’) is defined as
a global-successor of (p,w) iff (p’,w’) is a global-successor of (p,w) over a run
mt € Traces({p,w)). Similarly, a configuration (p’,w’) is defined as an abstract-
successor of (p,w) iff (p/,w’) is an abstract-successor of (p,w) over a run 7 €
Traces({(p,w))

A global-path of P from (pg,wp) is a sequence (pg,wq){p1,w1){p2,ws)... where
(pi,w;y € PxT* s.t. for every i > 0, (pi+1,wi+1) is a global-successor of (p;,w;).
Similarly, an abstract-path of P from (pg,wp) is a sequence (po, wo) (p1, w1 ) (P2, w2)...
where (p;,w;) € PxI™* s.t. for every i > 0, (p;41,w;+1) is an abstract-successor of
(pi,w;). For instance, in Figure 1, (po, wo) (p1, w1) (P2, we2) (p3, w3 ) (P4, wa)(ps, ws)-..
is a global-path, while (pg, wo)(p1,w1) (P2, ws)(Pk,wk)... is an abstract-path.

3 Malicious Behaviour Specification

In this section, we define the Stack Branching temporal Predicate logic of CAlls
and RETurns (SBPCARET) as an extension of BCARET [8] with variables and
regular predicates over the stack contents. The predicates contain variables that
can be quantified existentially or universally. Regular predicates are expressed
by regular variable expressions and are used to describe the stack content of
PDSs.

3.1 Environments, Predicates and Regular Variable Expressions

Let X = {x1,...,2,} be a finite set of variables over a finite domain D. Let
B:X U D — D be an environment that associates each variable x € X with
a value d € D s.t B(d) = d for every d € D. Let B[z «+ d] be an environment
obtained from B such that B[z « d|(z) = d and B[z + d|(y) = B(y) for every
y # x. Let Abs,(B) ={B' € B|Yy € X,y # z,B(y) = B'(y)} be the function
that abstracts away the value of z. Let B be the set of all environments.

Let AP = {a,b,c,...} be a finite set of atomic propositions. Let APp be a
finite set of atomic predicates of the form b(ay, ..., oy, ) such that b € AP and
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a; € D for every 1 < i < m. Let APy be a finite set of atomic predicates
b(ay, ..., ) such that b € AP and a; € X UD for every 1 <i <mn.

Let P = (P, I, A) be a Labelled PDS. A Regular Variable Expression (RVE)
eover X UI is defined by e i=¢|a € X UI' | e+e|e.e]e*. The language
L(e) of a RVE e is a subset of P x I'* x B and is defined as follows:

L(e) = {((p,), B) | p € P, B € B}

—forz e X, L(z) ={((p,7),B) |[pe P,yeI,B € Bst Bx)="}

— fory eI, L(y) ={((p,7), B) [p € P, B € B}

L(er.e2) = {({p,w'w”), B) | ({p,w'), B) € L(e1); ({p,w"), B) € L(ez)}
L(e*) ={({p,w), B) [w e {v e I'" [ ({(p,v), B) € L(e)}"}

3.2 The Stack Branching temporal Predicate logic of CAlls and
RETurns - SBPCARET

A SBPCARET formula is a BCARET formula where predicates and RVEs are
used as atomic propositions and where quantifiers are applied to variables. For
technical reasons, we assume w.l.o.g. that formulas are written in positive normal
form, where negations are applied only to atomic predicates, and we use the
release operator R as the dual of the until operator U. From now on, we fix a
finite set of variables X, a finite set of atomic propositions AP, a finite domain
D, and a finite set of RVEs V. A SBPCARET formula is defined as follows,
where v € {g,a}, v € X, e €V, b(an,...,a,) € APx:

@ :=true | false | b(ai,...,an) | “b(a1,...;an) | e| e | oV |pAp| Ve |
Jzp | EX o | AX 0 | ElpU ] | AlpU¢] | E[pR¢] | AlpR"¢]

Let A : P —» 24PP be a labelling function which associates each control
location to a set of atomic predicates. Let ¢ be a SBPCARET formula over
AP. Let (p,w) be a configuration of P. Then we say that P satisfies ¢ at (p,w)
(denoted by (p,w) E=x @) iff there exists an environment B € B such that (p,w)
satisfies p under B (denoted by (p,w) E¥ ¢). The satisfiability relation of a
SBPCARET formula ¢ at a configuration (pg,wp) under the environment B
w.r.t. the labelling function A, denoted by (pg,wo) F¥ ¢, is defined inductively
as follows:

po,wo) EX true for every (pg,wo)
— (po,wo) EX false for every (py,wo)
— \Po,wo (o)

E

¥

EZ b(aq, ..., o), iff b(B(a1), ..., ( n)) €A

P =b(aq, ..., ), iff b(B(a), ..., B(aw)) & AMpo)
=X e iff ((po,wo), B) € L(e)

EY —e iff ((po,wo), B) ¢ L(e)

EY 01V g iff ((po,wo) FX @1 or (po,wo) FX ¢2)
EX o1 A pa iff ((po,wo) FX @1 and (po,wo) FY ¢2)
-

B Yy iff for every d € D, (py,wo) ':f[zed] o

— {pg, wo ):f Jxg iff there exists d € D, (po,wo) hf[zed] ©
— (po,wo) F¥ EX9¢ iff there exists a global successor (p’,w’) of (pg,wp) such
that (p',w ) F2 o

— (po,wo) F¥ AX9¢ iff (p/,w') EB ¢ for every global-successor (p’,w’) of

{Po,wo)
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— (po,wo) FY E[p1U9ps] iff there exists a global-path 7t = (pg, wo ) (p1, w1) (P2, wa)...
of P starting from (pg,wp) s.t. Ji > 0, (p;,w;) FY o2 and for every 0 < j < i,
(pjwj) EY @1

— (po,wo) EX Alp1U9s] iff for every global-path 7t = (pg, wo ) (p1, w1 ) (p2, wa)...of
P starting from (pg,wo), Ji > 0, (p;,w;) FY ¢ and for every 0 < j < i,
(pj,w;) 'Zf $1

— (po,wo) EX E[p1RIps] iff there exists a global-path 7t = (pg, wo ) (p1, w1) (P2, w2)...
of P starting from (po,wo) s.t. for every i > 0, if (p;,w;) EL o2 then there
exists 0 < j < i s.t. (pj,w;) FY o1

— (po,wo) EY Alp1 R9ps] iff for every global-path 7t = (po, wo) (p1,wi) (2, wa)-..
of P starting from (pg,wo), for every i > 0, if (p;, w;) EL ¢o then there exists
0<j<1is.t. <pj,wj> 'Zf ©1

— (po,wo) F® EX%p iff there exists an abstract-successor (p’,w’) of (pg,wo)
such that (p/,w’) EB ¢

— (po,wo) F¥ AXp iff (p/,w') EL ¢ for every abstract-successor (p/,w’) of
(Po,wo)

— (po,wo) EZ E[p1U%p,] iff there exists an abstract-path 7t = (pg,wo)(p1, w1) (P2, wa)...
of P starting from (pg,wo) s.t. Ji > 0, (p;,w;) EY ¢ and for every 0 < j < i,
(pj,wj) FX @1

= (po,wo) FY Alp1U%po] iff for every abstract-path 7 = (po,wo) (p1,w1) (P2, wa)...
of P, 3i >0, (p;,w;) EX o and for every 0 < j < i, (p;,w;) EY o1

— (po,wo) FY E[p1R%po] iff there exists an abstract-path 7t = (pg, wo) (p1, w1 ) (P2, wa)...
of P starting from (pg,wp) s.t. for every i > 0, if (p;,w;) E¥ @o then there
exists 0 < j < i s.t. (pj,w;) FZ o1

— (po,wo) FY Alp1 R%ps] iff for every abstract-path 7t = (pg, wo) (p1, w1 ) (P2, wa)...
of P starting from (pg,wo), for every i > 0, if (p;,w;) EL ¢o then there exists
0<j<ist (pj,w))EY ¢

Other SBPCARET operators can be expressed by the above operators: EF9¢ =
Eltrue Ud¢|, EF*¢ = E[true U%p|, AF9¢ = Altrue U%¢|, AF*p = AltrueU%p,...

Closure. Given a SBPCARET formula ¢, the closure Cl(y) is the set of all sub-
formulae of ¢, including ¢. Let APT(p) = {b(a1, ..., an) € APx | b(aq, ..., ) €
Clp)l; AP (¢) = {b(011, s ) € APy | =blar, o) € Clg)}, Reg* () =
{eeV]eeCllp)}, Reg™(p) = {e €V |[-eeCllp)}

4 SBPCARET Model-Checking for Pushdown Systems

In this section, we show how to do SBPCARET model-checking for PDSs. Let
then P be a PDS, ¢ be a SBPCARET formula, and V be the set of RVEs occuring
in . We follow the idea of [10] and use Variable Automata to represent RVEs.

4.1 Variable Automata

Given a PDS P = (P, I, A) s.t. I' C D, a Variable Automaton (VA) [10] is a
tuple (@, I, s, F), where @ is a finite set of states, I' is the input alphabet,
s € @ is an initial state; F' C @ is a finite set of accepting states; and § is a finite
set of transition rules of the form p = {q1, .-, qn} where a can be z, -z, or v,
for any x € X and y € I'.
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Let B € B. A run of VA on a word 71, ..., v, under B is a tree of height m
whose root is labelled by the initial state s, and each node at depth k labelled
by a state g has h children labelled by py, ..., py respectively, such that:

— cither ¢ 5 {py,...,pp} € 6 and v, € I’;
—or ¢S {p1,....,pn} €6, x € X and B(z) = y;
—orq -5 {p1,....,pn} €6, x € X and B(x) # Y.

A branch of the tree is accepting iff the leaf of the branch is an accepting
state. A run is accepting iff all its branches are accepting. A word w € I'™* is
accepted by a VA under an environment B € B iff the VA has an accepting run
on the word w under the environment B.

The language of a VA M, denoted by L(M), is a subset of (P x I'*) x B.
({p,w), B) € L(M) iff M accepts the word w under the environment B.

Theorem 1. [10] For every reqular expression e € V, we can compute in poly-
nomial time a Variable Automaton M s.t. L(M) = L(e).

Theorem 2. [10] VAs are closed under boolean operations.

4.2 Symbolic Alternating Biichi Pushdown Systems (SABPDSs).

Definition 2. A Symbolic Alternating Biichi Pushdown System (SABPDS) is
a tuple BP = (P, I, A, F), where P is a set of control locations, I' C D is stack
alphabet, F C P x 2B is a set of accepting control locations and A is a finite set

R

of transitions of the form (p,y) — {{p1,w1), ..., (Pn,wn)} wherep € P, v € I,
for every 1 < i < n:p; € P, w; € I'*; and R : (B)™ — 2B is a function that
maps a tuple of environments (B, ..., By) to a set of environments.

A configuration of a SABPDS BP is a tuple ([p, B],w), where p € P is
the current control location, B € B is an environment and w € I'* is the cur-

rent stack content. Let (p,~) & {{p1,w1), -, {Pn,wn)} be a rule of A, then,
for every w € I'*, B, By,...,B, € B, if B € R(By,...,B,), then the config-
uration ([p, B],yw)(resp. {([p1, B1],w1w), ..., {[Pn, Bn],wnw)}) is an immedi-
ate predecessor (resp. successor) of {{[p1, B1],w1w), ..., {[Pn, Bn],wnw)} (resp.
(Ip, B], vw)).

A run p of a SABPDS BP starting form an initial configuration ([po, Bo], wo)
is a tree whose root is labelled by ([po, Bo],wo), and whose other nodes are la-
belled by elements in P x B x I'*. If a node of p is labelled by a configuration
{[p, B],w) and has n children labelled by ([p1, B1],w1), ..., ([Pn, Bn],wn) respec-
tively, then, ([p, B], w) must be a predecessor of {{[p1, B1],w1), -, {[Pn, Bn],wn)}
in BP. A path of a run p is an infinite sequence of configurations cocics... s.t.
o is the root of p and ¢; 1 is one of the children of ¢; for every ¢ > 0. A path
is accepting iff it visits infinitely often configurations with control locations in
F. A run p is accepting iff every path of p is accepting. The language of BP,
L(BP), is the set of configurations ¢ s.t. BP has an accepting run starting from
c.

BP defines the reachability relation = pp: 2PXBIXI" _y 9(PXB)XI™ a5 fo]-
lows: (1) ¢ =gp {c} for every c € Px B xI'*, (2) c =gp C if C is an immediate
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successor of ¢; (3) if ¢ =gp {c1,¢2,...,cn} and ¢; =pp C; for every 1 < i < n,
then ¢ =p Ui, C;. Given ¢y =pgp C’, then, BP has an accepting run from cq
iff BP has an accepting run from ¢’ for every ¢’ € C".

Theorem 3. [10] The membership problem of SABPDS can be solved effectively.

Functions of R. In what follows, we define several functions of R which will be
used in the next sections. These functions were first defined in [10].

1. id(B) = {B}. This is the identity function.
2.

equal(By, ..., Bp) =
{{31} if B; = Bj for every 1 <i,j <mn;

0 otherwise

This function checks whether all the environments are equal and returns
{B1} (which is also equal to B; for every ¢). Otherwise, it returns the emp-
tyset.

meet{., . 1(Bi,....Bn) =
Abs,(By1) if Bi(z) =¢; for 1 <i<n,
and B;(y) = Bj(y) fory # x,1 <4,j <m;

1] otherwise

This function checks whether (1) B;(z) = ¢; for every 1 < i < n (2) for every
y # x; every 1 < 4,5 < n B;(y) = B;(y). If the conditions are satisfied, it
returns Abs,(B1)!, otherwise it returns the emptyset.

4.
By ifBi(z)=cfor1<i<n
joinZ(Bi,...,Bn) = and B; = B for 1 <1i,j <m;
() otherwise
This function checks whether B;(z) = ¢ for every . If this condition is

satisfied, equal(By, ..., B,,) is returned, otherwise, the emptyset is returned.

By ifBi(z)#cforl<i<n
and B; = B for 1 <1i,5 <mn;

0  otherwise

join*(By,...,B,) =

This function checks whether B;(z) # c¢ for every i. If this condition is
satisfied, equal(By, ..., By,) is returned, otherwise, the emptyset is returned.

1 Absz(B1) is as defined in Section 3.1
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4.3 From SBPCARET model checking of PDSs to the membership
problem in SABPDSs

Let P = (P, I, A) be a PDS. We suppose w.l.o.g. that P has a bottom stack
symbol f that is never popped from the stack. Let AP be a set of atomic propo-
sitions. Let ¢ be a SBPCARET formula over AP, A\ : P — 24P be a la-
belling function. Given a configuration (pg,wp), we propose in this section an
algorithm to check whether (pg,wo) Fx ¢, i.e., whether there exists an envi-
ronment B s.t. (po,wo) F¥ . Intuitively, we compute an SABPDS BP,, s.t.
(p,w) ER o iff ([(p,¢),B],w) € L(BP,) for every p € P, w € I'*, B € B.
Then, to check if (pg,wo) Ex ¢, we will check whether there exists a B € B s.t.
(Lpo, #), Bl wo) € LIBP,).

Let Reg™(¢) = {e1,....,ex} and Reg™ (¢) = {€ks1, -, €m }. Using Theorems
1 and 2; for every 1 < i < k, we can compute a VA M., = (Qe,, I, d¢;, Se;s Fe;)
s.t. L(M,,) = L(e;). In addition, for every k + 1 < j < m, we can compute a
VA M-, = (Q-c;, I',0-c;,5-¢;, Fe;) st. L(M-¢;) = (P x I'") x B\ L(e;). Let
M be the union of all these automata, S and F be respectively the union of all
states and final states of these automata.

Let BP, = (P', I, A’, F) be the SABPDS defined as follows:

— PP=PUPxCllp)USU{p.}
—I"=Tu(xCl(e))U{yL}
— F=F UF,UF3U F4 where

o It = {[(p,blar,...,an)), B8] | blag,...,a,) € APT(p), and 8 = {B €
B|b(B(a), ..., Blan)) € Alp)}

o b = {[(p, bz, ....;an)), 8] | b(a,...,an,) € AP (), and 8 = {B €
B|b(B(a), ., Blan)) ¢ Ap)}

o F5 = P x Clr(p) x B where Clgr(y) is the set of formulas of Cli(y) in
the form E[p1 RV 2] or Alp1RYp9] (v € {g,a})

e Fy=Fx B

The transition relation A’ is the smallest set of transition rules defined as
follows: For every p € P, ¢ € Cl(p), v € I" and t € {call, ret,int}:

(K1) 1 6 = blar, ., ), then, {(p, 9),7) = {(p, 9),7) € A’
(h2) Tf ¢ = ~b(ar, .., ), then, {(p, @), 7) < ((p, @), 7) € A

equal

(h3) It ¢ = (rbl A ¢27 thenv <(]p7 ¢D7PY> — [<(]pa ¢1D77>3 <(]p7 ¢2D7’Y>} SpaY

(h4) If (b = ¢1 V ¢27 then7 <qp7¢[)a/y> £> <qp7¢1D7’7> € A/ and <qp7¢D77> (l_d>
<(]p7 ¢2[)7’7> € A/
meet‘{mc}

(h5) If ¢ = Jx¢y, then, {(p, d),v) — {(p, ¢1),7) € A’ for every c € D
meetT
(h6) If ¢ = Vagy, then, ((p,¢),v) —— [([p; $1),7); -, (0, $1),7)] € A" where
{(p, #1]), ) is repeated m times in the right-hand side, where m is the number
of elements in D

(RT) If ¢ = EX9¢,, then

(9, #),7) — (g, 1), w) € A’ for every (p, )
LN (q,w) € A
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(h8) If ¢ = AX9¢y, then,
equal

(p, 8), ) —— g1, d1),w1)s s {(@ns $1), wn)] € A, where for every 1 <
i<mn, (p,7) 4 (gi,w;) € A and these transitions are all the transitions of A

that are in the form (p,y) - (g,w) that have (p,~) on the left hand side.
(h9) Tf ¢ = EX“(j)l, then,

() ((p¢)7) = <q Y, d1)) € A’ for every (p,7) < (g,7/7") € A
(b) {(p, &), ) — - <(] L 1), w) € A’ for every (p,7) 5 (g,w) € A
() {lp, ). 7) = (p1,71) € A for every (p,7) =5 (¢,€) € A

(R10) If ¢ = AX %6y, then,

€

<(]p7 ¢D77> (ﬂ) [<p1571 q’ﬁ/’ ¢1D>’ ) <pma7;n(]7xm ¢1D>7 <(]CI1, ¢1D7w1>7 ey <(]an ¢1D7wn

(P1,Y1), - (1, v1)] € A7, where (py1,7.1) is repeated k times in the right-
hand side s.t.:
11

(a) for every 1 <i < m, (p,7) == (pl, viviy € A and these transitions are

all the transitions of A that are in the form (p,y) —— (q, ~'4") that
have (p,~) on the left hand side.

(b) for every 1 < i < n, (p,¥) Int, (gi,w;) € A and these transitions are

all the transitions of A that are in the form (p, ) int, (q,w) that have
{p,~) on the left hand side.

(c) for every 1 < i <k, (p,y) — ret,
the transitions of A that are in the form (p, ) ety (¢, €) that have (p,~)
on the left hand side.

(h11) If ¢ = E[¢p1U%)], then,
id
(a’) <(]pa ¢D7’Y> — <(]p7 ¢2D7’y> € A/

equal

(b) gp, 8),7) s [ d1), ), (g, ¢, w)] € A for every (p,7) = (g,w) €

(¢}, €) € A and these transitions are all

(h12) If ¢ = E[¢1U“q§2] then,
(a) (P 9).7) < (lp. b2 ) € A"

(5) 1 80,1) <2 [ bubahs 0 G ) € A7 for every (p,a) <
<qm’7”> €A l
mmp>ﬂﬂwmmww0M4mMmM><%>
(d) <(]p, 9, > (pJ_,w_) € A’ for every (p,7) ret, (¢',e) € A
(h13) If ¢ = A[¢1U9¢2] then,
(a') <(]pa ¢D > <(]p7 ¢2l) > € AI
(0) (P @) 7) < [, 31D, 7): (a1, @) 1), - (G, @), )] € A where for

t

every 1 < i < nyp,v) = (g, w;) € A and these transitions are all the

transitions of A that are in the form (p, 'y> (q,w) that have (p,~y) on
the left hand side.

(h14) If ¢ = Alp1U%s], then,
(@) (P, @), 7) <> ((p, @), ) € &

),
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equal

(b) <(]p7 ¢D7’7> (—> [<(]p7 ¢1D”7>; <p1771(]71/7 ¢D>7 B8] <pm77;n(]/y;;m ¢D>v <(](]1, ¢D,UJ1>,

((gn> @), wn), PLsYL)s ooy (DL, v1)] € A, where (py,7v1) is repeated k
times in the right-hand side s.t.:

colly (i, vy € A and these transitions

<Al gy

— for every 1 < i < m,(p,7) —

are all the transitions of A that are in the form (p,v) —
that have (p,+) on the left hand side.

nt

— for every 1 <i <n, (p,7) — (gi,w;) € A and these transitions are
all the transitions of A that are in the form (p,~) int, (q,w) that
have (p,~) on the left hand side.

— for every 1 <i <k, (p,7) — ety (q},€) € A and these transitions are
all the transitions of A that are in the form (p,7) =% (¢/,¢) that
have (p,v) on the left hand side.

(h15) If ¢ = E[¢1 RI¢p2], then, we add to A’ the rule:

equal

(a) {(p, o),y —— [p, D2), 7)., ((p, 1), )] € A
)

(B) {(p, 8, 7) =% [(lp, d), ), (g, &), w)] € A for every (p,7) % (g,w) €

A
(h16) If ¢ = A[p1 RIpo], then, we add to A’ the rule:

(@) (0 8D 7) <2 (s b2, ), (0, $1D, )] € A"

equal

(b) <(]pa ¢D”7> D— [<(]p7 ¢2Da 7>7 <(]q17 ¢D7 w1>7 ) <(]qn7 ¢Da wn>] € A’ where for
every 1 < i <mn, (p,7) 4 (¢i,w;) € A and these transitions are all the

transitions of A that are in the form (p,~) 5N (g, w) that have (p,v) on
the left hand side.

(R17) If ¢ = E[¢1 R%s), then,

<wmwmﬁﬁWW@mmmmwmw

(b) (0, 8),7) s [((p, d2) 1), (0,7 1", B))] € A for every (p,7) <%
(g,7"7") € A l '

<>§D>iﬂwmwmmmwm64memwﬂme

(d) ((p, 8D, 7) <> (p1,71) € A’ for every (p,7) = (¢',e) € A

(h18) If ¢ = Alp1R*¢5], then,
@me>mlwmpummmmw
() (s d)s7) < (s S2Ds ) : (P1s Vs (VY D) oo (Do Vo 12 DY {1 0D,

s ooy (@ns D)y wn)s (DL Y1)y o (DL, yL)] € A, where (p), 1) is repeated
k tlmes in the right-hand side S. t

10

— for every 1 <i < m, (p,y) —= <p“'y/yl ) € A and these transitions

are all the transitions of A that are in the form (p, ) ~ <q ¥4
that have (p,~) on the left hand side.

— for every 1 <i <mn, (p,7) Int, (gi,w;) € A and these transitions are
all the transitions of A that are in the form (p,~) int, (g, w) that
have (p,7) on the left hand side.

(JJ1>

b
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— for every 1 < i <k, (p,7) =% (¢},€) € A and these transitions are
ret

all the transitions of A that are in the form (p,v) — (¢’,¢€) that
have (p,7) on the left hand side.

(h19) for every (p,v) rety (q,€) € A:
— (a0, 0, 1)) < (g, d1),7") € A’ for every 7" € T, ¢y € Cl()
id

(h20) (pr,vi) — (prL,yi) €4

(h21) for every (p,v) EN (q,w) € A: (p,7) A (q,w) € A

(h22) If ¢ = e, e is a regular expression, then, ((p, @),7) A (Se,7) € A
(h23) If ¢ = —e, e is a regular expression, then, ((p, @),7) Y ($—e,y) € A

(h24) for every transition ¢ = {q1, .., qn} in M: (g,7) & [{q1,€), ..., (gn,€)] € A7,
where:

(a) R=equal iff =+
(b) R=joins iffa =2 € X
() R=join ® iff a = ~r and z € X

(h25) for every g € F, (q, 1) & (g,1) € A

Roughly speaking, the SABPDS BP,, is a kind of product between P and the
SBPCARET formula ¢ which ensures that BP, has an accepting run from
{[p, ), B],w) iff the configuration (p,w) satisfies ¢ under the environment B.
The form of the control locations of BP,, is [(p, ¢)), B] where ¢ € Cl(yp), B € B.
Let us explain the intuition behind our construction:

— If ¢ = b(ay, ..., ), then, for every w € I'*, (p,w) EZ ¢ iff b(B(a1), ..., B(an)) €
A(p). Thus, for such a B, BP,, should have an accepting run from
(Ip, b(a1y ..y ), B],w) iff b(B(aq), ..., B(ay)) € A(p). This is ensured by
the transition rules in (A1) which add a loop at ([(p, b(«1, ..., o)), B],w) and
the fact that [(p, b(c, ..., an)), B] € F (because it is in F7). The function id
in (h1) ensures that the environments before and after are the same.

— If ¢ = —b(ay, ..., ap), then, for every w € I'*, (p,w) EY ¢ iff b(B(1), ..., B(an)) ¢

A(p). Thus, for such a B, BP, should have an accepting run from
(lp, =b(a1, ..., an)), B],w) iff b(B(ay), ..., B(ay)) ¢ A(p). This is ensured by
the transition rules in (£2) which add a loop at ([(p, —b(c1, ..., a)), B],w)
and the fact that [(p, ~b(aq, ..., )), B] € F (because it is in F). The func-
tion id in (h2) ensures that the environments before and after are the same.
— If ¢ = ¢1 A ¢, then, for every w € I'*, (p,w) FY ¢ iff ((p,w) FY ¢; and
(p,w) EB ¢s). This is ensured by the transition rules in (A3) stating that
BP,, has an accepting run from ([(p, $1 A¢2), B],w) iff BP,, has an accepting
run from both ([(p, #1), B],w) and ([(p, ¢2), B],w). (h4) is similar to (h3).
— If ¢ = Jx¢y, then, for every w € I'*, (p,w) FY ¢ iff there exists ¢ € D s.t.
(p,w) hf[z%c] ¢1. This is ensured by the transition rules in (h5) stating
that BP, has an accepting run from ([(p, 3x¢:), B],w) iff there exists ¢ €
D s.t. BP, has an accepting run from ([(p, 1), Blz « c]],w) since B €
meet , (Blz « c])

13
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— If ¢ = Vag¢i, then, for every w € I'*, (p,w) EB ¢ iff for every ¢ € D,
(p,w) Ff[ﬂ_c] ¢1. This is ensured by the transition rules in (£6) stating that
BP, has an accepting run from ([(p, Vz¢1), B],w) iff for every c € D, BP,,
has an accepting run from ([(p, #1), Blx < c]],w) since if D = {cy, ..., cm },
then, B € meet}(Blx < ci1], ..., Bz < cn))

— If ¢ = EXY9¢;, then, for every w € I'*, (p,w) EY ¢ iff there exists an
immediate successor (p/,w’) of (p,w) s.t. (p/,w’) EY ¢1. This is ensured by
the transition rules in (A7) stating that BP, has an accepting run from
([lp, EX9¢1)), B],w) iff there exists an immediate successor (p’,w’) of (p,w)
s.t. BP, has an accepting run from ([(p’, ¢1), B],w’). (R8) is similar to (AT).

— If ¢ = E[¢p1U%s)], then, for every w € I'*, (p,w) EL ¢ iff (p,w) EL ¢o
or ({p,w) F¥ ¢; and there exists an immediate successor (p’,w’) of (p,w)
s.t. (p,w') EY ). This is ensured by the transition rules in (A11) stating
that BP, has an accepting run from ([(p, E[¢p1U9¢2]), B],w) iff BP, has
an accepting run from ([(p, ¢2), B],w) (by the rules in (h11)(a)) or (BP,
has an accepting run from both {[(p, #1), B],w) and {[(p’, ¢), B],w’) where
(p',w’) is an immediate successor of (p,w)) (by the rules in (h11)(b)). (k13)
is similar to (A11).

— If ¢ = E[¢p1RI¢s], then, for every w € I'*, (p,w) FB ¢ iff ((p,w) FL ¢o
and (p,w) E¥ ¢1) or ((p,w) EX ¢2 and there exists an immediate successor
(p',w') of (p,w) s.t. (p,w') EX ¢). This is ensured by the transition rules in
(R15) stating that BP, has an accepting run from ([(p, E[¢1R?¢2]), B],w)
iff BP, has an accepting run from both ([(p, ¢2), B],w) and ([(p, ¢1)), B], w)
(by the rules in (R15)(a)); or BP,, has an accepting run from both ([(p, ¢2), B], w)
and [(p', @), B],w’) where (p’,w’) is an immediate successor of (p,w) (by the
rules in (A15)(b)). In addition, for RY formulas, the stop condition is not
required, i.e, for a formula ¢ RY¢- that is applied to a specific run, we don’t
require that ¢ must eventually hold. To ensure that the runs on which ¢ al-
ways holds are accepted, we add [(p, ¢)), B] to the Biichi accepting condition
F' (via the subset F5 of F'). (R16) is similar to (h15).

------ »

return-point

(p',w') (Pr—1,wr—1)

Fig. 2: (p,w) =p (p/,w’) corresponds to a call statement

— If ¢ = EX %, then, for every w € I'*, (p,w) F¥ ¢ iff there exists an abstract-
successor (p,wi) of (p,w) s.t. (pr,wi) FY ¢1 (A1) . Let 7 € Traces((p,w))
be a run starting from (p,w) on which (px,wy) is the abstract-successor of
(p,w). Over m, let (p/,w’) be the immediate successor of (p,w). In what
follows, we explain how we can ensure this.



BCARET Model Checking for Malware Detection 15

1. Firstly, we show that for every abstract-successor (py,wr) # L of (p,w),
([lp, EX 1), B],w) =5p, ([(Pk, $1), B], wr) where B € B. There are two
possibilities:

o If (p,w) =p (p/,w') corresponds to a call statement. Let us consider
Figure 2 to explain this case. ([(p, ¢), B],w) =pp, ([(pk, #1), B],wk)
is ensured by the rules in (h9)(a), the rules in (A21) and the rules
in (h19) as follows: rules in (h9)(a) allow to record ¢; in the return
point of the call, rules in (A21) allow to mimic the run of the PDS P
and rules in (A19) allow to extract and put back ¢; when the return-
point is reached. In what follows, we show in more details how this

works: Let (p, ) call, (p',v'y") be the rule associated with the transi-
tion (p,w) =p (p’,w’), then we have w = yw” and W' = v'v"w"”. Let
(Pk—1,wk—1) =P (pk,wk) be the transition that corresponds to the ret

statement of this call on 7. Let then (pr_1,[5) ret, (pr,€) € A be the
corresponding return rule. Then, we have necessarily wy_1 = 87"w”,
since as explained in Section 2, 7 is the return address of the call. After
applying this rule, wy = 7"w”. In other words, v” will be the topmost
stack symbol at the corresponding return point of the call. So, in order
to ensure that ([(p, ¢), B],w) =sp, ([(pk, 1), B],wr), we proceed as

follows: At the call (p,v) — call, »',v'v"), we encode the formula ¢; into

~" by the rule in (h9)(a) stating that ((p, EX*$1),7) 4 W,y o)
€ A’. This allows to record ¢; in the corresponding return point of
the stack. After that, the rules in (h21) allow BP, to mimic the run
7t of P from (p/,w’) till the corresponding return-point of this call,
where (7", ¢1) is the topmost stack symbol. More specifically, the follow-

I 00, ", 0

ing sequence of P: (p/,7'"w”) Sp (pr—1,7"w") Sp (pp,7"w") will
be mimicked by the following sequence of BP,: ([p’ ,B]],fy ", d1)w™)
(o1, Bl 81", 1)) =p, [k, B, 10", d1)") using the

rules of (h21). At the return-point, we extract ¢; from the stack and
encode it into py, by adding the transition rules in (A19) (pk, (v, 1)) A
<(]pk7 ¢1D7 7//>' Thereforea we obtain that <[[(]pa ¢D7 B]]ﬂ W> $B'P<p <[[(]pk7 ¢1D7 BH,Wk>.
The property holds for this case.

o If (p,w) =p (p/,w’) corresponds to a simple statement. Then, the ab-
stract successor of (p,w) is its immediate successor (p’,w’). Thus, we get
that (pg,wr) = (p’,w’). From the transition rules (A9)(b), we get that
(Lp, EX*6), Bl w) =sp, {[/, é1), B], ). Therefore, ([lp, EX61), B], w)
=5p, ([(px,#1), B],wr). The property holds for this case.

2. Now, let us consider the case where (py,ws), the abstract successor of
(p,w), is L. This case occurs when (p,w) =p (p’,w’) corresponds to a re-
turn statement. Then, one abstract successor of (p,w) is L. Note that L
does not satisfy any formula, i.e., 1 does not satisfy ¢;. Therefore, from
([(p, EX*¢1)), B],w), we need to ensure that the path of BP, reflecting the
possibility in (A1) that (py,wy) FY ¢1 is not accepted. To do this, we exploit
additional trap configurations. We use p; and y, as trap control location and
trap stack symbol to obtain these trap configurations. To be more specific, let
(p,7) et (p', €) be the rule associated with the transition (p,w) =p (p’,w’),
then we have w = yw” and w’ = w”’. We add the transition rule in (h9)(c)
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to allow ([(p, EX“¢1), B],w) =5p, ([pL, B],vLw"). Since a run of BP,, in-
cludes only infinite paths, we equip these trap configurations with self-loops
by the transition rules in (h20), i.e., ([p., B],v1w") =5p, ([pL, B],vLw").
As aresult, we obtain a corresponding path in BP,: ([(p, EX“¢1), B],w) =5p,
([pL, B],v1w") =pp, ([pL, B],vLw"). Note that this path is not accepted
by BP, because [p,,B] ¢ F'.

In summary, for every abstract-successor (pg,wy) of (p,w), if (pg,wr) # L,
then? <[[(]p7 EXa¢1Da B]]7 w> :B'ng <Mpk, ¢1D1 B]]a wk>; otherwise

(llp, EX¢1), B],w) =5p, (IpL, B],71w") =5sp, ([pL, B],71w") which is
not accepted by BP,. Therefore, (Al) is ensured by the transition rules
in (h9) stating that BP, has an accepting run from ([(p, EX*¢1)), B],w) iff
there exists an abstract successor (py, w) of (p,w) s.t. BP,, has an accepting
run from ([(px, ¢1), B], wk)-

If ¢ = AX*¢;: this case is ensured by the transition rules in (A10) together
with (A19) and (A#21). The intuition of (#10) is similar to that of (h9).

If ¢ = E[p1U%»], then, for every w € I'*, (p,w) EX ¢ iff (p,w) EY ¢ or
({(p,w) EZ ¢1 and there exists an abstract successor (py,wy) of (p,w) s.t.
(p,wr) FR® ¢) (A2) . Let € Traces({p,w)) be a run starting from (p,w)
on which (pg,wy) is the abstract-successor of (p,w). Over 7, let (p’,w’) be
the immediate successor of (p,w).

1. Firstly, we show that for every abstract-successor (pg,wy) # L of (p,w),

(l(p, @), Bl,w) =5p, {{llp ¢1), B],w), ([(pk, ¢, B], wx)} where B € B. There
are two possibilities:

o If (p,w) =p (p/,w’) corresponds to a call statement. From the rules in
(R12)(b), we get that ([(p,¢), Bl,w) =spr, {{[(p,¢1), Bl,w), (p,w)}
where (p/,w’) is the immediate successor of (p,w). Thus, to ensure that
([, &), BLw) =5p, {{Ilp,61), Bl w), ([(pr, &), Bl,wi)}, we only need
to ensure that (p',w’) =psp, ([(pr, ¢, B],wr). As for the case ¢ =
EX%¢1, (p', ") =P, ([(pr, d), B],wk) is ensured by the rules in (h21)
and the rules in (A19): rules in (A21) allow to mimic the run of the PDS
P before the return and rules in (A19) allow to extract and put back ¢;
when the return-point is reached.

o If (p,w) =p (p',w') corresponds to a simple statement. Then, the ab-
stract successor of (p,w) is its immediate successor (p’,w’). Thus, we
get that (pr,wr) = (p/,w’). From the transition rules (h12)(c), we get
that <MP’ E[¢1Ua¢2][)7 B]]7 w> =BP, {<[[(]pa ¢1Da B]]’ w>’ <[[(]p/a ¢D7 B]]’ w/>}'
Therefore, <[[qpa E[¢1UQ¢2]Da B]]’ OJ> =BP, {<[[qp’ d)lD’ BH? w>7 <[Npk, ¢D7 B]]7wk>}'
In other words, BP, has an accepting run from both ([(p, ¢1), B],w)

and ([(pk, @), B],wr) where (pg,wy) is an abstract successor of (p,w).
The property holds for this case.

2. Now, let us consider the case where (p,wy) = L. As explained previously,
this case occurs when (p,w) =p (p’,w’) corresponds to a return statement.
Then, the abstract successor of (p,w) is L. Note that L does not satisfy any
formula, i.e., L does not satisfy ¢. Therefore, from ([(p, E[¢p1U%¢2]), B],w),
we need to ensure that the path reflecting the possibility in (A2) that
((p,w) ER ¢1 and (pg,wr) FY ¢) is not accepted by BP,,. This is ensured as
for the case ¢ = EX®¢; by the transition rules in (A12)(d).
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In summary, for every abstract-successor (pg,wy) of (p,w), if (pg,wr) # L,

thena <[[(]p7 E[¢1Ua¢2][)a B]]v w> jBPQP {<|I(]p7 (Z)lD? Bﬂ7w>7 <|I(]pka E[¢1Ua¢2“)7 B]]a (.dk>},
otherwise ([(p, E[¢p1U%¢2]), B],w) =5p, ([pL, Bl,v1w") =8P, ([pL, B],vL1w")
which is not accepted by BP,. Therefore, (A2) is ensured by the transition

rules in (h12) stating that BP, has an accepting run from ([(p, E[¢p1U%¢3]), B], w)
iff BP,, has an accepting run from ([(p, ¢2)), B],w); or BP,, has an accepting

run from both ([(p, ¢1), B],w) and ([(pk, E[¢p1U%¢2]), B], wk) where (pj, wy)

is an abstract successor of (p,w).

— The intuition behind the rules corresponding to the cases ¢ = A[p1U%po],
¢ = A[p1R*¢s] are similar to the previous case.

—Ifop=eleeV). Given p € P, e € V, w € I'*, we get that the SABPDS
BP, should accept ([(p, €], B],w) iff ((p,w), B) € L(M,). To check whether
((p,w), B) € L(M,), we let BP,, go to state s., the initial state corresponding
to p in M, by adding rules in (A22); and then, from this state, we will check
whether w is accepted by M. under B. This is ensured by the transition
rules in (h24) and (h25). (h24) lets BP, mimic a run of M. on w under
B, which includes three possibilities:

o if BP, is in a state [¢, B] with v on the top of the stack where v € I,

and if ¢ 5 {q1,...,qn} is a transition rule in M,, then, BP, will move
to states [q1, B], ..., [¢n, B] and pop v from its stack. Note that popping
~ allows us to check the rest of the word. This is ensured by the rules
corresponding to (h24)(a). Then function equal ensures that all these
environments are the same.

e if BP, is in a state [g, B] with v on the top of the stack, and if ¢ =
{q1, ..., qn} is a transition rule in M, where € X, then, BP,, can mimic
a run of M, under B iff B(x) = ~. If this condition is guaranteed, BP,
will move to states [q1, B], ..., [gn, B] and pop v from its stack. Again,
popping ~ allows us to check the rest of the word. This is ensured by
the rules corresponding to (h24)(b). Then function joinZ ensures that
all these environments are the same B and B(x) = .

e Similar to (h24)(b), (h24)(c) deals with the cases where ¢ — {q1, ..., ¢n }
is a transition rule in M, where x € X.

In each VA M., a configuration is accepted if the run with the word w reaches
a final state in F¢; i.e., if BP, reaches a state ¢ € F, with an empty stack,
i.e., with a stack containing the bottom stack symbol §. Thus, we should add
F,. x B as a set of accepting control locations in BP,,. This is why F} is a set
of accepting control locations. In addition, since BP, only recognizes infinite
paths, (h25) adds a loop on every configuration ([g, B], ) where q € F.

— If ¢ = —e(e € V). This case is ensured by the transition rules in (h23),
(h24) and (h25). The intuition behind this case is similar to the case ¢ = e.

We can show that:

Theorem 4. Given a PDS P = (P, I, A), a set of atomic propositions AP, a
labelling function \ : APp — 2F and a SBPCARET formula o, we can compute
an SABPDS BP, such that for every configuration (p,w), for every B € B,
(p,w) EZ @ iff BP, has an accepting run from the configuration ([(p, ¢), B],w).
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Huu-Vu Nguyen', Tayssir Touili?

Conclusion

In this paper, we present a new logic SBPCARET and show how it can pre-
cisely and succinctly specify malicious behaviors. We then propose an efficient
algorithm for SBPCARET model-checking for PDSs. Our algorithm is based
on reducing the model checking problem to the emptiness problem of Symbolic
Alternating Biichi Pushdown Systems.
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