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we have only studied its impact through theoretical analysis
and Matlab based simulations. In this paper, we demonstrate
the practical feasibility and the impact of the MaR attack using
a hardware platform modeled after a simplified microgrid.

II. ATTACK MODEL AND EXPERIMENTAL SETUP

In our previous work [5], we proposed a distributed and co-
operative control structure for a microgrid system. Specifically,
we use quadratic droop control as the primary control layer and
cooperative control as the secondary control layer. Simulation
results have proved that this design is more realistic and
reliable than traditional control schemes as proposed in [4] and
[6]. In this work, and for experimental reasons, we simplify
the microgrid model presented in [5] and build a hardware
platform to validate attacks on communication network used
by the control layers. As shown in Figure 1, the simplified
microgrid consists of N DG units and a sparse communication
network.
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Fig. 1. A microgrid control platform consisting of primary and secondary
controllers. Neighbouring DG units can exchange data through sparse com-
munication networks, e.g., transmitting reference signals and voltage mea-
surements (denoted by the superscript s).

In this microgrid platform, we characterize the network
topology by a directed graph (digraph) G = (V, E , AG) with
a nonempty finite set of N nodes V = {v1, v2, . . . , vN},
a set of edges E ⊆ V × V , and the associated adjacency
matrix AG. Specifically, DG units and their corresponding
communication links are considered as the nodes and edges
of the communication graph. As shown in Figure 1, only one
leader node (DG Unit1) gets access to the the reference V ∗ and
all other nodes will synchronize their corresponding reference
values with the leader node while communicating with their
neighbouring nodes.

For each DG Uniti, the required reference value V ∗
i (t)

and voltage measurement V s
i (t) are transmitted through the

Abstract—Microgrid platforms are experiencing an increasing 
integration of distributed and cooperative control coupled with 
communication links to guarantee safe and reliable operations 
of their distributed power generators (DG). However, they are 
subject to several threats and attacks because of the widely use 
of communication networks in their control layers. In this demo 
paper, we demonstrate the practical feasibility and the impact of 
a novel attack, named measurement as reference attack (MaR), 
on the distributed control mechanism of a microgrid, where an 
attacker replaces the reference values with measurements during 
its synchronization operations. We build in this work a hardware 
platform modelled after a simplified m icrogrid w ith D G units 
based on Raspberry Pi and Arduino boards, DC motors for 
power generation and light bulbs as electrical loads. We study two 
variations of the MaR attack using man-in-the-middle (MITM) 
and malware techniques to demonstrate and validate its impact 
on the microgrid synchronization and its voltage stability which 
affect end user’s electrical devices.

I. INTRODUCTION

Modern power distribution systems relying on microgrids 
will have an increasingly high integration of distributed power 
generators (DG). A microgrid is a cluster of DG units that co-
ordinates the inter-connected DGs by interfacing them through 
power electronic devices such as the voltage sourced inverter 
(VSI) [1]. To ensure safe and reliable operations of microgrids, 
a hierarchical control structure using supervisory control and 
data acquisition (SCADA) systems is applied [2] to collect 
data from remote facilities and send back control instructions 
to those facilities. In these systems, communication networks 
play an important role to transmit data between their dis-
tributed controllers and generators [3].

However, using communication networks at the different 
control layers of microgrids introduces challenges regarding 
their security where they become targets of cyber attacks. The 
well-known power blackout caused by the malware BlackEn-
ergy in Ukraine during 2015 has proved that cyber attacks 
could cause a major blackout. Thus, it is of great importance 
to study potential vulnerabilities and attacks of these systems 
and design mitigation or detection schemes against the high-
risk threats [4]. In a previous work [5], we have designed a 
novel attack, named Measurement as Reference attack (MaR), 
where an attacker is able to affect the voltage stability of 
the microgrid by replacing the reference voltage values with 
the measurement value while they are exchanged between 
distributed and cooperative controllers. In the previous work,



communications links. As shown in Figure 2, each DG is
composed of of Raspberry Pi and Arduino Mega 2560 board
acting as the primary controller, two motors A and B acting as
a voltage generator, and one light bud acting as an electrical
load. The Raspberry Pi is the main control center of the DG
unit which sends commands to the Arduino board through
USB port to control the voltage generator by using a PI
algorithm. The generated voltage will power the light bulb,
and its fluctuation affects the level of brightness.
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Fig. 2. Each DG unit is composed of one Raspberry Pi, one Arduino board,
two motors and one light bulb to demonstrate the effect of voltage instability
on the level of brightness.

For the system described in Figure 1 and the experimental
setup depicted in Figure 2, we implement our MaR (Measure-
ment as Reference) attack that affects the voltage stability and
reference signal synchronization as we studied it theoretically
in [5]. We assume that the attacker has knowledge about the
distributed and cooperative control structure where it targets
the communication links between DG units or the controller
station to maliciously replaces the reference signal with the
measurement of the previous node. This attack is ”naturally
stealthy” because usually the reference value and the voltage
measurement are close enough and it would be difficult for
traditional threshold based detectors to identify malicious data
replacement without causing false alarms.

Without loss of generality, the MaR attack targets the
communication link between DG units i and i + 1, where
the attacker accesses and manipulates the exchanged data by
replacing the reference signal V ∗

i+1(t) for DG unit i+ 1 with
the voltage measurement V s

i (t) of DG unit i , witten as:
V ∗
i+1(t) = V s

i (t).

III. MAR ATTACK DEMONSTRATION

In this section, we demonstrate two types of attack tech-
niques, man-in-the-middle attack (MITM) and malware, to
implement the MaR attack as described in Section II.

A. MaR with a man-in-the-middle attack

In this scenario, we demonstrate the MaR attack when the
attacker uses a MITM technique to introduce itself between
two communicating DGs neighbours. We assume, in this sce-
nario, that the communications between DGs are not encrypted
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Fig. 3. MaR attack implementations using either MITM or malware tech-
niques.

and using the TCP protocol. As shown in Figure 3, only
neighbouring nodes exchange data through the communication
link between them. The attacker can introduce itself into a
conversation between two DG units and acts as relay/proxy,
impersonates both nodes and gets access to the reference and
measurements values that the two nodes are sending to each
other.

B. MaR with a malware based attack

In the second scenario, we demonstrate the MaR attack
by using a malware technique to infect a DG, as shown in
Figure 3. In this demonstration, we craft a malware that installs
itself on the network hosting the DGs nodes. It scans the
network looking for open SSH or Telnet ports on the DGs
devices. When it founds an open port on one of them, it uses a
dictionary of credentials to brute-force the access to the device.
After success, it installs itself and replaces the control program
with a new version that replaces the reference value with the
measurement. In this scenario, we mainly show the feasibility
of the MaR attack by infecting a DG when the communications
between DGs are encrypted.
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