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Cryptographic operations are performed everywhere, from standard laptop to smart cards. Some devices computational resources can be very limited and it is natural to delegate costly operations to another device capable of carrying out cryptographic algorithms. In this setting, it is obviously important to ensure the limited device that the computation is carried out correctly and that the powerful device does not learn anything about what is actually computing (including the secret inputs and outputs). We briefly review the recent advances on secure outsourcing of group exponentiation (in groups of known prime order as well as in groups of unknown order) and pairing computation.

Introduction

Many widely used public-key cryptographic systems and protocols relies on the (supposed) computational hardness of the discrete-logarithm or the discrete-root problems. The core operation of these cryptosystems is group exponentiation in a finite Abelian group, i.e., computing u a from a group element u and an exponent a. Besides, since their introduction in cryptography [START_REF] Joux | A one round protocol for tripartite diffie-hellman[END_REF][START_REF] Boneh | Identity-based encryption from the Weil pairing[END_REF], pairings proved to be an amazingly flexible and useful tool for the construction of cryptosystems with unique features (e.g. efficient identity based cryptography [START_REF] Boneh | Identity-based encryption from the Weil pairing[END_REF]). In this setting, the core operation is the computation of pairings which is the most expensive operation in pairing-based cryptographic protocols.

We consider the problem of "outsourcing" group exponentiation and pairing computation from a weak computational device to a more powerful one. Indeed, some devices computational resources can be very limited and it is natural, as most of the devices are online or directly connected to a powerful device (like a SIM card in a smart phone) to securely delegate sensitive and costly operations to a device capable of carrying out cryptographic algorithms. Outsourcing cryptographic computations is a classical problem which was formalized in [START_REF] Hohenberger | How to securely outsource cryptographic computations[END_REF] by Hohenberger and Lysyanskaya. In this scenario, the powerful device 1 can, po-tentially, be operated by a malicious adversary and it is obviously important to ensure the limited device that the computation is carried out correctly and that the powerful device does not learn anything about what is actually computing (including the secret inputs and outputs).

Group Exponentiation

In the last 30 years, the question of how a computationally limited device may outsource group exponentiation to another, potentially malicious, but much more computationally powerful device has been a very active research topic (e.g. [START_REF] Matsumoto | Speeding up secret computations with insecure auxiliary devices[END_REF][START_REF] Laih | Two efficient server-aided secret computation protocols based on the addition sequence[END_REF][START_REF] Béguin | Fast server-aided RSA signatures secure against active attacks[END_REF][START_REF] Wang | Securely outsourcing exponentiations with single untrusted program for cloud storage[END_REF][START_REF] Cavallo | Efficient and secure delegation of group exponentiation to a single server[END_REF][START_REF] Chevalier | Privately outsourcing exponentiation to a single server: Cryptanalysis and optimal constructions[END_REF]). Many solutions have been proposed and then cryptanalyzed in follow-up papers (e.g. [START_REF] Phong | On the insecurity of a server-aided RSA protocol[END_REF][START_REF] Merkle | Multi-round passive attacks on server-aided RSA protocols[END_REF][START_REF] Pfitzmann | Attacks on protocols for server-aided RSA computation[END_REF][START_REF] Jakobsson | Secure server-aided signature generation[END_REF][START_REF] Merkle | On the security of server-aided RSA protocols[END_REF][START_REF] Chevalier | Privately outsourcing exponentiation to a single server: Cryptanalysis and optimal constructions[END_REF]). We briefly review the recent advances on secure outsourcing of group exponentiation.

Recently, Chevalier, Laguillaumie and Vergnaud [START_REF] Chevalier | Privately outsourcing exponentiation to a single server: Cryptanalysis and optimal constructions[END_REF] proposed a taxonomy of private exponentiation delegation protocols (to a single untrusted computational resource) in groups of known prime order. Their taxonomy covers all the practical situations: the group element u can be secret or public, variable or fixed, the exponent a can be secret or public, and the result of the exponentiation u a can also be either public or secret. They provided simple constructions in all different settings and proved that these protocols cannot be significantly improved if one wants to use a single untrusted computational resource and to limit the computational cost of the delegating device to a small number of (generic) group operations. Aguilar-Melchor, Deneuville, Gaborit, Lepoint and Ricosset later showed [START_REF] Aguilar Melchor | Delegating elliptic-curve operations with homomorphic encryption[END_REF] that using homomorphic encryption, it is sometimes possible to reduce the computational costs for privately delegating elliptic-curve operations (but at the cost of a very large communication complexity).

Another important use case is the setting of RSA exponentiation: a device wants to delegate the computation of a signature given a public key (N, e), a public message (or hash value of a message) m and the secret signing exponent d. By outsourcing some exponentiations to a powerful device, the delegation protocol outputs a (public) signature σ = m d mod N . Most proposed protocols are variants of two protocols (named RSA-S1 and RSA-S2) that were proposed by Matsumoto, Kato and Imai in 1988 [START_REF] Matsumoto | Speeding up secret computations with insecure auxiliary devices[END_REF]. Both schemes use a random linear decomposition of the RSA private exponent d. Several attacks were proposed on the protocols RSA-S1 and its variants (e.g. [START_REF] Phong | On the insecurity of a server-aided RSA protocol[END_REF]). Recently, Mefenza and Vergnaud [START_REF] Mefenza | Cryptanalysis of server-aided RSA protocols with private-key splitting[END_REF] proposed an improved lattice-based attack on RSA-S1 and a simple variant of this protocol that provides better efficiency for the same security level. They also presented the first attacks on the protocol RSA-S2.

A cryptographic delegation protocol that does not ensure verifiability may cause severe security problems (in particular if the computation occurs in the verification algorithm of some authentication protocol). Di Crescenzo, Khodjaeva, Kahrobaei and Shpilrain [START_REF] Di Crescenzo | Practical and secure outsourcing of discrete log group exponentiation to a single malicious server[END_REF] proposed recently private and verifiable protocols in a large class of cyclic groups. In the presented protocols, the probability that a cheating server convinces the client of an incorrect computation result can be proved to be exponentially small (whereas previous best results could only achieve a constant probability). Their protocols need some pre-computation depending on the base u and cannot be used easily in practice if this group element is variable. The different proposals for verifiable group exponentiation where precomputation does not depend on the base u are very inefficient and it is actually better in practice to directly perform the computation on the restricted device rather than using these solutions. A challenging problem is to study secure and verifiable outsourcing protocols for group exponentiation that covers all the practical situations as in [START_REF] Chevalier | Privately outsourcing exponentiation to a single server: Cryptanalysis and optimal constructions[END_REF].

Pairings

Pairings (or bilinear maps) were introduced in cryptography in 2000 by Joux [START_REF] Joux | A one round protocol for tripartite diffie-hellman[END_REF] and Boneh-Franklin [START_REF] Boneh | Identity-based encryption from the Weil pairing[END_REF]. A pairing is a bilinear, non-degenerate and computable map e : G 1 × G 2 → G T where, in practice, G 1 and G 2 are subgroups (of primeorder r) of the group of points of an elliptic curve defined over a finite field F q and some finite field extension F q k (respectively) and the so-called target group G T is the order r subgroup of F q k . The pairing computation is more resource consuming compared to a scalar multiplication on the elliptic curve E(F q ). In 2005, Girault and Lefranc [START_REF] Girault | Server-aided verification: Theory and practice[END_REF] introduced the first secure pairing delegation protocol via the notion of Server-Aided Verification, which consists in speeding up the verification step of an authentication/signature scheme. Chevallier-Mames, Coron, McCullagh, Naccache and Scott [START_REF] Chevallier-Mames | Secure delegation of elliptic-curve pairing[END_REF][START_REF] Chevallier-Mames | Secure delegation of elliptic-curve pairing[END_REF] introduced the security notions of verifiable pairing delegation protocol and proposed the first verifiable pairing delegation protocol. Later in 2014, Canard, Devigne and Sanders [START_REF] Canard | Delegating a pairing can be both secure and efficient[END_REF] improved their construction and proposed a much more efficient verifiable delegation protocol. Canard, Devigne and Sanders showed that their construction is more efficient for the client than computing a pairing himself on the so-called KSS-18 curve [START_REF] Ezekiel | Constructing Brezing-Weng pairing-friendly elliptic curves using elements in the cyclotomic field[END_REF]. Later, Guillevic and Vergnaud [START_REF] Guillevic | Algorithms for outsourcing pairing computation[END_REF] showed that Canard, Devigne and Sanders protocol is actually less efficient than computing a pairing for the state-of-the-art optimal Ate pairing on a Barreto-Naehrig curve [START_REF] Paulo | Pairing-friendly elliptic curves of prime order[END_REF] and it remains open to propose an efficient verifiable delegation protocol for pairing computation on these curves.

Due to the inefficiency of the known protocols for delegation of a unique pairing, another approach is to propose efficient protocols when the client wants to compute several pairings at the same time. In 2007, Tsang, Chow and Smith [START_REF] Patrick | Batch pairing delegation[END_REF] introduced the security notion of batch pairing delegation protocols and propose the first verifiable batch pairing delegation protocols when the client wants to compute several pairings e(P i , Q i ) where P i ∈ G 1 and Q i ∈ G 2 for i ∈ {1, . . . , n} and n ≥ 2. In [START_REF] Mefenza | Verifiable outsourcing of pairing computations[END_REF], Mefenza and Vergnaud recently proposed four new efficient batch pairing delegation protocols in different settings but it remains open to construct a generic verifiable batch pairing delegation protocol when both inputs of the pairing are variable and secret. Another interesting open problem is to provide lower bounds on the efficiency of verifiable pairing delegation protocols (as it was done in [START_REF] Chevalier | Privately outsourcing exponentiation to a single server: Cryptanalysis and optimal constructions[END_REF] for private delegation of group exponentiation).

Hohenberger and Lysyanskaya also considered delegation protocols to two devices that are physically separated (and do not communicate) that achieve security as long as one of them is honest. Since this separation of the two devices is a strong assumption hard to be met in practice, we consider only protocols to outsource cryptographic operations to a single untrusted server.
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