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This paper describes an approach combining Model-Based Engineering (MBE) and Model-Based Testing, and its application to requirements validation for an embedded Instrumentation & Control (I&C) system. Many aspects of the embedded system can thus be validated early in the lifecycle, long before an actual implementation is developed, and, most importantly, requirements can be validated before the system is implemented. A flexible integration environment makes it possible to reuse the test cases throughout the lifecycle. This approach is being implemented in the CONNEXION R&D project, using Esterel Technologies' SCADE Suite and All4tec's MaTeLo, with Corys' ALICES as an integration environment.

Introduction

One of the issues in system and software engineering is to ensure the correctness of system or software requirements. This is particularly the case for very complex systems, such as nuclear Instrumentation and Controls (I&C) systems [5].

In April 2012, a number of French companies involved in the field of nuclear I&C started a new R&D project named CONNEXION. This project aims at implementing, among others, early validation of such embedded systems, and specifically of their requirements.

Esterel Technologies' tool, SCADE Suite, is already used for the design of I&C software. All4tec's MaTeLo makes it possible to generate test cases for I&C systems, based only on their specifications. In the scope of the CONNEXION project, the challenge is to integrate these tools and combine their features in an optimum way.

This paper describes how this was achieved for the first test case that was selected by CONNEXION.

CONNEXION Project Overview

CONNEXION [4], a French R&D project, aims at defining and implementing new methods and tools for the design and validation of nuclear Instrumentation and Control architectures. The project is scheduled to last four years. The new methods and tools must comply a set of references from IEC establishing acceptable practice ( [START_REF]Nuclear power plants -Instrumentation and control important to safety -General requirements for systems[END_REF] to [START_REF]Nuclear power plants -Instrumentation and control important to safety -Hardware design requirements for computerbased systems[END_REF]) to comply with regulations from various national nuclear safety authorities (e.g. [9]) and must allow the designers to efficiently build a convincing safety case.

CONNEXION partners include power plant operator EDF, I&C suppliers Rolls-Royce, AREVA and Atos Worlgrid, simulation specialists such as CORYS, and technology suppliers, such as All4tec and Esterel Technologies.

CONNEXION has selected a full model-based approach, in which the I&C system is modeled (Figure 1, top), as well as its physical environment (Figure 1, bottom) and the manmachine interface that is normally found in the plant's control room (Figure 1 For each of these Elementary Systems, the I&C development is tightly integrated with the development of other aspects of the system (Figure 3).

Figure 3: Development of an Elementary System

The "I&C Functional Diagrams" box contains an iteration of the lifecycle for each I&C function associated with the Elementary System. This lifecycle is described in the next section.

Lifecycle of an I&C function

Based on the extensive experience of project participants [1] [2] [3], CONNEXION has selected a lifecycle which involves successive iterations of the specify-design-validate (V) cycle.

In each of these iterations, a validation step is performed (Figure 4). Model-Based Engineering is used throughout this lifecycle. For Grade A functions [START_REF]Nuclear power plants -Instrumentation and control important to safety -Classification of instrumentation and control functions[END_REF], early implementations of the system are developed with SCADE Suite [6]. The code generated by SCADE Suite is then used to build an executable version of the model (Box labeled "2", Figure 4). The early SCADE Suite model itself is then discarded when the system is implemented in its final technology, appropriately qualified industrial automata (PLC's) in most cases. The only purpose of the early model is to provide an executable version of the system, and to allow early validation of its requirements.

The Model-Based testing tool that was selected for CONNEXION is MaTeLo [7] (Box labeled "3", Figure 4).

Test cases

In the scope of CONNEXION, each method or tool (or integration of tools) must be implemented at least once against a significant test case (demonstrator). For early validation of requirements, two very different test cases were selected.

Diesel Load Sequencer (DLS)

The DLS is the control system for the Emergency Diesel Generator (part of the Backup Power Supply system), which provides power to the plant in case external power sources are lost.

If Main Power Supply is lost, the DLS starts the Diesel generators, then reconnects the major components of the plant. In doing so, it provides an orderly load sequence to prevent heavy transients on the emergency diesel generator solicitation.

The DLS features a relatively large number (24) of Boolean inputs, with some degree of input redundancy (AND / OR) as defined by Quality of Service requirements allocated to this function. It also features a significant number ( 12) of Boolean outputs.

The DLS was selected as a test case because of another of its features, namely its complex timing constraint: the orderly reload sequence requires 7 or 9 scheduled actions to be performed at precisely timed intervals.

Continuous Control system with cosimulation of the physical process

The second test case is reactive, also derived from a real-life system, and embeds a control loop that maintains a physical parameter (in this case, the water temperature at a certain point in the circuit) within specified bounds. Proper operation of the control loop can only be tested if the physical environment of the real I&C system (i.e. part of a nuclear power plant) is appropriately simulated: an appropriate integration environment for co-simulation was thus developed and implemented. Test cases can then create appropriate variations of the simulated environment and explore how the control loop maintains the required properties. In addition, tests also simulate discrete events such as user inputs and equipment failures.

Full implementation of this second test case is scheduled for a later stage in the CONNEXION project. When time comes, implementation will take place using the tools described in this paper (SCADE Suite, MaTeLo) in the selected integration environment (ALICES).

Application of MBD and MBT to early validation of requirements

Purpose

In order to perform early validation of functional requirements (Figure 4, box "1"), requirements must be mostly validated in the first iteration of the V cycle (1 -2 -3, dashed line on Figure 4). The objects that are being validated are the requirements themselves, not their implementation.

This goal is achieved by a combination of Model Based Design (MBD) and Model Based Testing (MBT). Each of these modeling activities has its own model. These two models and their construction are described in the next sections of this paper.

Independence between development activities (design, implementation) and V&V (verification and validation) activities is a key issue when verifying safety-critical applications and systems. For example, IEC 60880 [START_REF]Nuclear power plants -Instrumentation and control systems important to safety -Software aspects for computer-based systems performing category A functions[END_REF] requires such independence for software validation of Category A functions such as the DLS. To address functional validation (validation of requirements) according to IEC 61513 [START_REF]Nuclear power plants -Instrumentation and control important to safety -General requirements for systems[END_REF], due attention was paid to maintain independence for the implementation of the DLS test case: MBD was performed by Esterel Technologies, while MBT was performed by All4tec.

Requirements

For the DLS test case, requirements were expressed in text form with some additional SysML diagrams (Figure 5). A graphical SCADE Suite model was built to describe the system from its textual requirements. This model is executable, which allows clarification of the early set of requirements and early testing (before any code is written).

The SCADE model contains a detailed description of dynamic behavior and algorithms. It features full traceability to functional requirements.

Using SCADE Suite, all verifications can be statically performed at model level.

Dynamic verifications, such as executing tests scenarios generated by MaTeLo, can be executed under SCADE's Qualified Testing Environment (QTE). In the MBT lifecycle, a test model is built, then used to generate one or more test scripts. These test scripts are later executed in an appropriate environment.

A test model is built by a human from a set of requirements.

A full description of the DLS test model that was built for CONNEXION is beyond the scope of this paper. Only some of its most significant features are shown in this section.

Time

The discrete nature of time is handled by MaTeLo as follows (Figure 7). Time is increased when the test script allows the SCADE model to execute one step (SSM::cycle primitive). Time is suspended when the test script sets test inputs (SSM::set primitive) and checks that outputs have their expected values (SSM::get primitive). The test model also contains advanced features, two of which are described below.

Ignored inputs

The DLS requirements contain statements such as "when the system is in state S, input I causes…; all other inputs are ignored". Testing such "ignored" requirements implies a proper coverage of the "other inputs" clause.

A first approach is to set each of the ignored inputs, one by one, and to verify that they indeed have no effect. Figure 9 illustrates this approach.

Figure 9: Dealing with ignored inputs (deterministic approach)

A second approach is to randomly set a number of the "ignored" inputs, and verify that they have no effect. This is achieved by a test model such as the fragment shown on Figure 10. For the DLS test case, both the deterministic and the stochastic approach were applied to different parts of the test model. This was done in order to illustrate the feasibility of each approach with respect to model size, knowing that both approaches will lead to combinatorial explosion if they are applied to a large test model.

Deterministic testing of a complex timing sequence

The DLS requirements specify a complex reload sequence that is composed of 7 macro-steps and can be interrupted at any time. If the interruption occurs, two specific steps must be performed; the interrupted sequence is then resumed.

Stochastic testing is not appropriate as the corresponding requirements are safety-related and therefore must be tested extensively. The test model must therefore "unroll" the sequence. This is achieved by the model fragment shown on Figure 11, which can in fact easily be created, as it is highly regular. 

Static integration

Static integration mostly involves requirements traceability. Each of the involved tools has its own traceability feature:

 SCADE establishes traceability between requirements, on the one hand, and model features and tests, on the other hand;

 MaTeLo establishes traceability between requirements and individual test steps.

In the generated test scripts, requirements identifiers were inserted, in order to allow SCADE to determine which requirements were covered by a particular test case. This was done at the level of an individual test step. For this demonstrator, requirements were included in test scripts as comments, as shown in the following script fragment

# Requirements: SEQD_CTL_08

Other means of implementing requirements traceability are possible, and could be implemented in the future.

Dynamic integration

As shown above, integrating SCADE with MaTeLo requires that test scripts call appropriate QTE primitives at the appropriate instants. Integration is easy, as only three primitives are needed:

SSM::set Model/Input SSM::get Model/Output SSM::cycle or SSM::cycle $n

Integration environment

Test stimuli can be sent directly to the I&C system (e.g., operator actions) or to the physical environment model that simulates the physical world that the I&C system controls (e.g., temperature, pressure and flows in various pipes). Equipment failures must also be simulated (normally through test inputs to the physical model) in order to test how the I&C system recovers from such failures.

In addition, execution of the models (I&C model on the one hand and physical environment model on the other hand) must be synchronized with the test scenario.

Corys' ALICES environment provides the framework in which test cases are executed throughout the system lifecycle. It provides the required features, namely model synchronization and distributed computing if needed. The use of a common integration environment also makes it possible to seamlessly replace models implemented in a particular technology by other models implemented in different technologies, thus preserving investments such as the definition of test cases when technologies evolve.

In the specific case of the DLS system, usage of ALICES was not required for early validation of requirements. It will however be required for the second test case.

ALICES will also be used when the same test cases are reused, later in the I&C lifecycle: CONNEXION intends the test cases to be reusable throughout the lifecycle, as shown by the red arrows (Figure 12). The current specification of QTE and ALICES makes it possible to reuse the same SCADE model, and the same generated test scripts at all of the above steps (Figure 12). This has not yet been exercised in practice, but we are confident that this will be achieved soon.

Application and results

The method described in this paper was applied to the Diesel Load Sequencer.

The execution chain was tightly integrated, as described above. This is illustrated in Figure 13. Requirements coverage was 100% for both the design model and the test model, except for a small number of requirements that were expressed as "to be completed later".

The test model was deliberately build in order to generate test cases that independently exercised the various conditions that appeared in the requirements, such as "when signals S1 and S2 are true for more than S seconds, then…". Indeed, the generated test cases made it possible to achieve 100% MC/DC coverage of the SCADE Suite model.

Conclusion

Early validation of requirements is a known "best practice". The seamless integration of the described tools, and the availability of executable models early in the lifecycle, have made it possible to detect errors in requirements early in the lifecycle of an I&C function.

The power of this combination of Model-Based Design (MBD) and Model-Based Testing (MBT) has been shown on a practical example, the DLS. The CONNEXION project has planned to evaluate this approach on systems of other technical natures, such as a continuous control system. The objective of CONNEXION is that, after the project ends, this particular combination of MBD and MBT will become mature enough to support standard practice for I&C design. Règle Fondamentale de Sûreté (RFS) II.4.1.a "Logiciels des systèmes électriques classés de sûreté" (2000) 
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 7 Figure 7: Discrete TimeTimed events, which are found in the complex reload sequence (e.g. "item N shall be reloaded 5 seconds after item N-1"), are tested in a similar way (Figure8), using the appropriate parameter of the SSM::cycle primitive.
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 13 Figure 13: Integrated Tool Chain Functional validation was achieved. Errors in the (fake) requirements used for this project were indeed found. More unexpectedly, errors in both models (the design model and the test model) were found as well.
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