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Introduction -Position of the paper

There is an international effort to streamline the process of avionics certification while maintaining the currently successful emphasis on safety. The motivation behind streamlining the certification process is to reduce the time and expense of certification without compromising safety. This is particularly true for equipment used in non-Part 25 aircraft where the cost barrier created by the current certification processes is harder to overcome.

A question often asked is:

Is it better to allow the use of a device approved to a lower level of assurance, or not to have the device available because it costs the operator too much to include?

This makes the evaluation for the use of a device essentially a risk-based proposition. In many cases, it may be better to use a minimally approved device rather than no device at all. However, there must still be some assurance that the device performs as intended but there might be a difference between how approval criteria is established and demonstrated compared to the processes required today.

The FAA convened a working group of industry and certification authorities to look at how current practices for demonstrating the appropriate level of development assurance could be changed.

It is widely recognised that the current standards and practices have achieved an impressive safety record in avionics. However, the approach adopted in DO-178C to address new technologies through specific supplements does not appear sustainable because the time to develop additional supplements may not be timely with the introduction of new technologies. Furthermore, the multiplication of supplements makes the assurance process for techniques involving several new technologies, more complex to create and increasingly more difficult to assess. The adaption of new techniques and technologies is vital for the modernization of avionics systems so finding an approach that is more amenable to new technology trends and capabilities is crucial.

The FAA split the task of streamlining certification into several areas of investigation including changes to guidance and rules, better harmonization between certification authorities, possible acceptance of assurance processes, and the identification of other means of compliance. This paper outlines the proposed approach for supporting a new way of certifying systems (demonstrating compliance), European activities to validate the approach, and its applicability to avionics and other safety related industries.

Existing Avionics Standards

For many years, the avionics industry has followed the guidance defined in ED-12/DO-178 for software; ED-80/DO-254 for electronic hardware, ED-79/ARP-4754 for systems, and ED-135/ARP-4761 for safety. Together these standards have established a framework for robust processes leading to significantly safer airplanes. It has also been claimed that the current processes seem disproportionate when applied to small aircraft. These standards allow alternate means of compliance to be used in establishing the certification basis. However, the benchmark of any proposed alternate means has always been these same avionics standards.

These standards focus on how to accomplish an objective without clarifying the purpose of the objective and the constraints on how it can be met. Although these avionics standards are less prescriptive regarding design techniques than standards such as IEC 61508 or EN 50128, they are prescriptive for aspects such as development tiers or verification means, in particular testing and coverage. They are still based on practices from the 1980's for large aircraft. The current standards may be inappropriate on one hand for simple systems as the standards may not scale down easily and on the other hand for very complex systems developed now and in the future, the current standards may not support different numbers of development tiers, new development models, or more specific objectives and activities.

Overarching Properties

The working group refined the Overarching Properties from a set of meta-objectives that are common across hardware, software, and system development for safety critical systems.

The safety assessment process itself was determined to be outside of the scope of the Overarching Properties. However a defined interface between the Overarching Properties and the safety assessment process must be supported.

One result of the working group has been the definition of three "Overarching Properties" that must be present in any safety critical system independent of domain. These Overarching Properties are:

1. Intent -The defined intended behavior is correct and complete with respect to the desired behaviour.

2. Correctness -The implementation is correct with respect to its defined intended behavior, under foreseeable operating conditions.

3. Acceptability -Any part of the implementation that is not required by the defined intended behavior has no unacceptable safety impact.

Note the vocabulary was chosen specially to avoid ambiguous interpretation. For instance, "Defined Intended Behaviour" (DIB) has been chosen over "requirements" because the term "requirements" is potentially used differently at system, software or hardware levels. Requirements also represent something that is desired as well as a written specification which may create potential ambiguities.

The Overarching Properties can be expressed in simpler terms through the following questions:

1. Intentare we sure that the development team has understood what they were supposed to develop?

2. Correctness -Are we sure that the development team has properly implemented what they understood?

3. Acceptability -Are we sure that implementation choices made during the development process do not invalidate the original safety assessment?

The Overarching Properties are specified at a conceptual level as they are equally applicable at the system, hardware, or software level and may be applied at any level or across multiple levels removing any artificial barriers created by the current different certification standards. For example, in the case of software elements generated automatically from system requirements: it may be simpler and more pertinent to demonstrate proper adherence to the three Overarching Properties when applied across both the system and software elements than to address each element individually against different standards.

The application of the Overarching Properties approach also allows the development process to be based on a set of tiers, which number and nature are suited to the system being developed. For instance, one may step through a small number of tiers for simple systems and use more tiers than in the current standards for complex ones.

The evaluation criteria definition

The working group has further defined a set of criteria to be used to evaluate the processes to be used to ensure the Overarching Properties have been satisfied. The criteria focus on what must be achieved and the type of evidence to be produced by the defined processes to demonstrate that the Overarching Properties have been satisfied. An assurance case approach using Goal Structured Notation (GSN) has been used by the RESSAC team to refine the Overarching Properties into more detailed arguments. This refinement is intended to help define the evaluation criteria for the processes and evidence produced to demonstrate the Overarching Properties are satisfied. The following figures illustrate the way GSN was used. The first layer is a decomposition of one Overarching Property into:

1. arguments on how to comply with the Overarching Property (shown on the left side of the diagram below) and; 2. arguments on how to provide confidence (shown on the right part of the diagram below):

The arguments to provide confidence have been decomposed as described below into arguments for the definition of methods, correct application of those methods, and configuration management and change control of all artefacts produced.

This was an evolutionary process with more detailed arguments being defined as described below for the definition of adapted methods and correct application of those methods.

As an example, this decomposition of arguments provides the following evaluation criteria for the Overarching Property named Intent :

-----------------------------------------------------------------------1. Intent

Planning

Processes are defined to accomplish the following criteria: f) Identification of observable properties, including properties that result from abnormal inputs.

g) Complete association of observable properties with the possible inputs.

h) Ensuring that failure conditions are addressed through the interactions between the development process and the safety assessment process.

The definition of each process:

• Identifies the aim of the process.

• Identifies the type of evidence to be produced.

• Defines the means of performing the process.

• Defines any limitations.

• Identifies the environment to be used for the process.

• Requires the identification of the artifacts used in the process be recorded.

• Requires the identification of any additional artifacts used for supporting the processes be recorded.

• Defines any additional constraints that should be satisfied to perform the process.

Coverage

The processes provide full coverage (or justification) under foreseeable operations for:

• Desired behavior.

• The input conditions applicable to the desired behavior.

• The failure conditions identified through the safety assessment process applicable to the desired behavior.

Evidence

The processes ensure that the evidence produced by the process activities has recorded:

• All data as required by the planned activities.

• The scope of the activities.

• The status of the activities and justification for any remaining issues.

The processes ensure that the evidence to be produced satisfies the coverage criteria both individually and collectively. This evidence includes for each relationship between one artifact and a set of artifacts the evaluation of the correctness of each artifact in the set, and the correctness and completeness of the set.

Process Assurance

The processes ensure that independent assessment of the application of the process addresses the following topics:

• All data existed and was under configuration management.

• Artifacts used at each step were consistent.

• All applicable processes were conducted as defined. The processes ensure that evidence of the assessment is provided.

Configuration Management and Change Control

The processes ensure that all artifacts exist in an environment that ensures:

• A defined and controlled configuration of artifacts throughout the life cycle.

• Known points for change control by control of artifacts and the establishment of baselines.

• Tracking of issues and their resolution.

• Secure archiving, recovery, and control.

• Control of process inputs and outputs ensure consistency and repeatability.

• Evidence of approval by control of outputs of the processes.

• Assessment of the implementation compliance with the DIB.

Interaction with Safety Assessment

The processes ensure that the development process interacts with a safety assessment and that any artifacts of this interaction exist to ensure that:

• Development Assurance Levels are assigned.

• The DIB is consistent with the assumptions made by the safety assessment (e.g. features, emergent behaviors, or constraints such as system limitations or independence or operational limitations).

-

----------------------------------------------------------------------
The criteria provide several possibilities regarding the tiers. For instance evidence of corrrectness of a tier can concern evidence to a tier that is higher than the immediate upper tier. And evidence of correctness can be based on verification (e.g. review) or on implication (e.g. qualification of a tool performing a transformation).

The full definition of criteria for the three Overarching Properties is still under review and subject to refinement.

Consideration on deployment

The use of current standards such as ED-12/DO-178 will be shown to be a means of demonstrating that a software system satisfies the Overarching Properties.

The Overarching Properties and their evaluation criteria are intended to allow new processes and techniques to be proposed and accepted as a way to certify a system. These may then be evaluated independently of the current standards.

The process planning and specific activities necessary to produce and verify a product that complies with the Overarching Properties must be defined and implemented by the organization(s) producing and verifying the product.

A safety assessment must be performed in order to determine the risk inherent in the product. This may include the identification of failure modes and conditions, impact on other systems, and impact on the safety.

Based on this assessment, the organization can tailor their processes and avoid activities that do not contribute to achieving the Overarching Properties.

Note that the safety assessment process itself is out of scope of the Overarching Properties.

The approach to developing a safety critical system or subsystem based on the Overarching Properties is intended to be valid across domains. That is, the processes developed to ensure the acceptability of a product under IEC-61508, ISO 26262, and EN 501286/50128/50129 should generate a significant proportion, or maybe all, of the evidence required to show compliance to the Overarching Properties.

The organization(s) responsible for development and verification also need to consider how the development assurance level for a system or subsystem may modulate the activities to be performed. This modulation is another aspect of the certification process.

The Use Case

In conjunction with the FAA working group, the European working group RESSAC was tasked with applying the Overarching Properties to a small prototype project that embodied hardware, software, and system considerations. This is an ongoing project that has helped to refine the criteria for the Overarching Properties, developed representative processes and activities compliant with the criteria, and is developing evidence for evaluation against the Overarching Properties and their criteria.

The prototype defines a micro UAV, called µXAV, where "µ" stands for small and "X" because it could be either manually controlled or autonomous. It is composed of 4 main sub-systems: the physical body, an electrical propulsion system (EPS), a Hydraulic Braking System (HBS) and a Mission Management System (MMS). This allows deploying different Development Assurance Processes: hardware developments with the HBS and EPS, while not considering usage of hardware COTS, software development on the MMS, and system integration of all subsystems, while being simple enough to be handled by a development team not dedicated full time to the task.

The following figure shows a simplified representation of the µXAV's sub-systems architecture.

The MMS defines two channels, which offer the opportunity to develop dissimilar software using different methods (SPARK Ada and SCADE). A process definition has been developed and will be evaluated in regards of the defined planning criteria of the Overarching Properties.

Synthesis

The end products of the FAA and RESSAC working groups for the Overarching Properties will be a framework for the evaluation of new development and verification processes for safety critical systems. This framework will be evaluated for compatibility with existing standards from multiple domains including avionics, nuclear, industrial control, rail, and automotive.

Evidence to support this framework will include:

1. Analysis of the application of the Overarching Properties to avionics standards (ED-12/DO-178, ED-80/DO-254, ED-79/ARP-4754).

Analysis of the application of the Overarching

Properties to other standards such as IEC-61508 or ISO 26262.

3. Documentation of the rationale and application of the Overarching Properties and criteria.

4. Fully functional prototype system developed under the RESSAC project with supporting certification evidence following the Overarching Properties.

A goal of the Overarching Properties project under the streamlining certification activity is to better support the proposal and adoption of new ways to certify systems. The evaluation of any new processes will be against the Overarching Properties rather than against existing standards. This change in emphasis opens the door to the adoption of new processes, techniques, and technologies that may be difficult to consider using current standards. 

Glossary

  a) Description of the system knowledge possessed by the stakeholders. b) Providing a means for review and assessment of the DIB by the stakeholders. c) Description of how any assumptions concerning the desired behavior are shown to be relevant, complete, and accounted for in the DIB. d) Identification of operating and environmental conditions for the system. e) Identification of possible inputs (both normal and abnormal).

  This use case is developed in open source, the specification and the associated development and verification artefacts are managed in configuration in an open GitHub base hosted by AdaCore: https://github.com/AdaCore/RESSAC_Use_Case.

level objectives for Development Assurance Processes, providing more flexibility for manufacturers to use new technologies and processes. In Europe, the avionics industry decided to support this FAA initiative on Development Assurance Processes by setting up a research project named RESSAC (Re-Engineering and Streamlining the Standards for Avionics Certification) under the supervision of the AeroSpace and Defence Industries Association of Europe (ASD).