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Introduction:

The ubiquity of microprocessor-based and embedded systems inspired research about their monitoring and reliability, notably in safety-critical systems. This work is a part of a project to develop touchscreens for futuristic cockpits, in which, we focus on the supervision and monitoring of the Systems-on-Chips (SoCs). We create a monitoring framework to detect drifts and faults in the behavior of the heterogeneous SoC (CPU and GPU). Firstly, we built an incremental interconnected model to estimate a set of characterizing variables for the chip. Then this model is associated with a fault detection algorithm. Estimations from the model constitute inputs to the diagnosis module. The latter generates alarms in the presence of faults or drifts in the characteristics and features of SoC. The obtained results validate the proposed monitoring algorithm and demonstrate the effectiveness of the fault detection algorithm. 
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  Fig 1. Monitoring and analysis of an embedded system
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  Comparison of the estimation to measurements ➔ Raw residuals 𝑟 𝑥 = (𝑥 𝑒𝑠𝑡𝑚 -𝑥 𝑚𝑒𝑎𝑠 )/𝑥 𝑒𝑠𝑡𝑚 • Residuals are processed to avoid false alarms due estimation errors (𝑃 and 𝑇): Threshold are computed statistically, that if surpassed an alarm is generated 𝑡ℎ 𝑟 𝑥 = 𝜇 ± 3 × 𝜎 Results and conclusion : • Both the model and the monitoring frameworks are validated [Fig 2] • The monitoring framework detects an array of driver, environment, and system faults • Program deployed to and validated on multiple different devices • Future works will focus on the diagnosis and remaining useful life of the system
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