
HAL Id: hal-02132612
https://hal.science/hal-02132612

Submitted on 13 Jan 2020

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Detection of Natural Randomness by Chipless RFID
Approach and Its Application to Authentication

Zeshan Ali, Etienne Perret, Nicolas Barbot, Romain Siragusa, David Hely,
Maxime Bernier, Frédéric Garet

To cite this version:
Zeshan Ali, Etienne Perret, Nicolas Barbot, Romain Siragusa, David Hely, et al.. Detection of Natural
Randomness by Chipless RFID Approach and Its Application to Authentication. IEEE Transactions
on Microwave Theory and Techniques, 2019, pp.1-15. �10.1109/TMTT.2019.2914102�. �hal-02132612�

https://hal.science/hal-02132612
https://hal.archives-ouvertes.fr


 

 

1 


 

Abstract—In this paper, a chipless solution dedicated to the 

authentication of manufactured products is proposed. The 

proposed technique is an extension of chipless radio frequency 

identification (RFID) with a prevention of tags’ cloning due to the 

use of natural randomness in the fabrication process. For the 

first time, we proposed a methodology to characterize the 

chipless RFID tags for the purpose of authentication. The 

proposed method has a high-level of security due to the 

employment of a database of authenticity. With a non-intrusive 

and non-destructive operation, the proposed method has 

promising possibilities for authentication applications, for 

example, the chipless tags can be inserted (or hidden) in the 

product packaging. The chipless tags are realized two times 

intermittently, where each realization is constituted of forty-five 

tags. These two different realizations share the same company, 

same technology, but different film mask to ensure the natural 

dimensional randomness. The similarity analysis is conducted 

inside each realization and also between two different 

realizations. With the help of this technique, it is possible to 

authenticate two chipless RFID tags exhibiting natural 

dimensional variations in their designs with a low probability of 

error.  

 
Index Terms—Anti-counterfeiting, authentication, C-folded 

scatterer, chipless RFID, fabrication tolerance, randomness. 

 

I. INTRODUCTION 

RODUCT authentication offers vast opportunities to combat 

fakes in the global supply chain. For this purpose, 

numerous anti-counterfeit technologies have been reported in 

the literature which can be generally classified into three 

categories [1], [2]: overt or visible features (security level 1), 

covert or hidden markers (security level 2), and forensic 

techniques (security level 3). For security levels 1 and 2, a 
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database of authenticity might not be needed and 

authentication can be performed by the observation of specific 

features of authentication elements. To elevate the security 

level of an authentication technique, a database of authenticity 

might be employed that necessitate a comparison between the 

measurements at the instant of authentication with the 

measurements stored in the database. For this reason, a 

database in security level 3 is very important for the highly 

secure application. 

In the literature, conventional passive radio frequency (RF) 

identification (RFID) technology [3] is also utilized for 

authentication solutions. Strictly speaking, a conventional 

RFID tag cannot be directly employed for authentication 

because it is susceptible to be copied easily. Authentication 

differs from identification because authentication identifies as 

well as determines the genuineness of its subject. One way to 

employ conventional RFID for the authentication applications 

is to use the analog features (physical attributes) of back-

scattered signals from the RFID tags [4]–[12]. In the context 

of RF fingerprinting, several approaches to extract the 

fingerprints have been reported [4]–[7]. In these approaches 

the fingerprints are based on, for example, the minimum 

power responses of RFID tags [4], the wavelet fingerprinting 

[5], the nanostructured composite materials [6], and the phase 

information of back-scattered signals [7]. On the other hand, 

some studies on near-field physical-layer identification have 

also been reported in the literature [8]–[12]. Here, the 

fingerprints are based on, for example, the magnitude and the 

phase information [8], the modulation shape and the spectral 

features [9], the principal components analysis [10], the 

frequency of resonance and the quality factor [11], and the 

normalized power spectral density of envelop of back-

scattered signals [12]. 

Chipless RFID has also been used in authentication. Here, 

the authentication has been done through the medium of 

dipoles [13], a plurality of conductive wires [14] and a 

barcode that exhibits an electromagnetic (EM) signature [15]. 

On the other hand, near-field RFID systems [16], [17] have 

also been presented for secure proximate field data transfer (or 

authentication). Some other approaches such as RF absorbing 

markers [18] and tag-less RFID approach [19] have also been 

discussed. 

Natural randomness during the fabrication process is 
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inevitable up to a certain degree. Such randomness can be 

exploited to generate unique EM signature for each 

realization. These unique signatures can then be utilized for 

authentication applications. In this context, the simulation 

results of a chipless RFID system have been discussed in [20] 

to present an unclonable RFID tag. Other examples of the 

authentication systems based on the natural randomness are 

the RF certificates of authenticity (RF CoA) [21]–[23], and a 

plurality of randomly arranged resonators [24]. To exploit the 

natural texture of products’ surface (e.g., the arrangement of 

paper fibers), an optical technique is presented in [25]. 

In previous recent works [26]–[28], we have also 

demonstrated that apart from the identification applications, 

the chipless RFID technology can be extended to the unitary 

product authentication applications. Our previous work is 

summarized as follows: first, a tiny population of the chipless 

tags (i.e., three tags) has been designed by purposely applying 

the dimensional variations to the less effective geometrical 

dimension parameters (the width of the arms and the spacing 

between two arms) of classical C-folded scatterers. It is 

important to note that the design of employed classical 

chipless tags is without any optimization on the shape for the 

purpose of authentication. Then, the idea of chipless tag 

discrimination has been presented using the cavity resonator 

measurements [26] and the free space measurements [27]. 

Subsequently, a moderate population of the chipless tags (i.e., 

five tags for three groups = fifteen tags) is designed, where the 

dimensional variations are purposely applied to the most 

effective geometrical dimension parameters (the length of 

arms) of optimized C-folded scatterer [28]. The prime focus in 

this work is the modeling and detection of such purposely 

applied variations by a second-order bandpass filter model. 

The techniques of the security levels 1 and 2 (overt and 

covert features) might easily be mimicked. In the security 

level 3, the forensic techniques might be invasive or 

destructive in operation. Also, the necessity to use lab 

equipment is a drawback. These are very expensive solutions 

that might not be possible to implement to the low-cost items 

for the authentication application. The authentication 

techniques based on the chip-based RFID [4]–[12] might be 

bulky or costly due to the employment of chip. In the category 

of natural randomness based chipless approaches, the 

techniques based on RF CoA [21]–[23] might require 3D 

structures. The technique presented in [24] might require a 

particular printing procedure. The optical technique [25] might 

have a limitation of close imaging procedure, that can also be 

imitated.  

In this paper, chipless authentication based on solely 

naturally occurring randomness (i.e., without any purposely 

applied variations) in the printed circuit board (PCB) is 

presented. The natural randomness along geometrical 

dimensions of a microstrip circuit vitally depends on the 

technology selected for circuit realization. For the chemical 

etching based PCB realization technology, non-systematic 

under- and over-etching are among the fabrication process 

anomalies [29], [30] which give rise to the natural process 

variations up to a slight extent (which is in the order of the 

metal thickness). For the first time in comparison with state of 

the art, we proposed that the PCB realizations of simple 

scatterers can be used as unique footprints. The naturally 

occurring randomness can be explained by the arrangement of 

paper fibers. Fig. 1(a) shows the scanning electron microscope 

(SEM) photograph of ordinary paper. The unique arrangement 

of paper fibers happens during the realization process 

naturally. To copy such naturally occurring pattern in an exact 

manner is virtually impossible. Similar kind of natural 

randomness exists in the realization process of PCB chipless 

tags as shown in Fig. 1(b). Therefore, the cloning of chipless 

tags in the proposed method is very difficult, as the natural 

dimensional variations in the chipless tags’ realizations give 

rise to the unique variations in RF field that is compatible with 

the high-level security.  

 

(a)

(b)

Natural randomnessNatural randomness

Natural randomness

Ideal geometry

 
Fig. 1.  Natural randomness in the realization process. (a) The unique random 
arrangement of paper fibers. (b) Illustration of natural process variations of 

geometrical dimensional of chipless RFID tags during the PCB realization. 

 
However, the proposed concept of authentication using the 

natural randomness within PCB realizations is much broader 

than the related example of paper fibers, because numerous 

factors can play their role for the natural variations of RF 

signatures back-scattered by PCB realizations: the film mask, 

the chemical etching process, and the substrate. To implement 

the proposed concept, a population of chipless tags can be 

realized on one sample of substrate using one film mask or on 

different samples of substrates using different film masks. The 

comparison among the measurements of two chipless tags 

from a population of chipless tags which are realized on one 

sample of substrate using one film mask is referred to as the 

inter-tag. The comparison among the measurements of two 

chipless tags from a population of chipless tags which are 

realized on different samples of substrates using different film 

masks is referred to as the inter-realization. The inter-
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realization comparison tends to produce a larger magnitude of 

discrimination than the inter-tag comparison because of the 

contribution of randomness from the film mask as well as the 

substrate samples. The comparison among the repetitive 

measurements of a single chipless tag is referred to as the 

intra-tag. This intra-tag comparison for each tag should reflect 

a high magnitude of similarity which shows the insignificance 

of measurement error. These conventions of signals’ 

comparisons (i.e., the intra-tag, the inter-tag, and the inter-

realization) are explained graphically later in this paper (see 

Section II-B). 

The proposed approach is very simple because we do not 

add any additional particle into the labels as done in [15]. It is 

important to note that our previous works [26]–[28] are based 

on the purposely applied variations but not the natural 

dimensional variations. For these reasons, our work can be 

differentiated from the existing works in the literature [15], 

[26]–[28].  

First, we have proposed a methodology to characterize the 

chipless RFID tags for the purpose of authentication. Then, we 

have proved the concept with sufficient large population of 

chipless tags (i.e., forty-five tags). It has been discussed in 

[31] that the early part of time domain (TD) back-scattered 

response from a chipless RFID tag is a function of the 

polarization, the direction, and the distance between the tag 

and antenna. For this reason, this early part of TD back-

scattered response is referred to as the aspect-dependent 

information. On the other hand, the complex natural resonance 

(which analogously represents the frequency of resonance fr 

and the quality factor Q) is aspect-independent that is 

dependent only on the geometrical dimensions of scatterer. In 

this work, for similarity comparison between PCB 

realizations, the aspect-dependent part of measurements has 

been discarded and merely the signal part containing the 

aspect independent parameters (i.e., the frequency of 

resonance fr and the quality factor Q) is used. An in-depth 

statistical study has been presented to provide an accurate idea 

of the performance that can be reached. The natural 

dimensional variations in the realizations of chipless tags are 

characterized using microscopic analysis. Then, a relationship 

between the natural dimensional variations and the similarity 

variations (that are due to the aspect independent parameters) 

is established. Finally, the generalization of the proposed 

approach is presented. This paper is organized as follows. 

Section II describes the methodology of the proposed 

approach. Section III presents the design and the optimization 

of the chipless RFID tags to be employed for authentication. 

Section IV describes the detection of natural randomness, the 

authentication results and the generalization of the proposed 

method. Finally, Section VI draws the conclusions. 

II. METHODOLOGY 

The proposed chipless authentication is a highly secure 

application, due to the comparison of a given measurement 

with the database of pre-stored measurements at the time of 

authentication. This Section discusses the procedure for the 

authentication and the statistical analysis. 

A. Authentication Procedure 

The principle of authentication procedure is explained in 

Fig. 2. The employment of chipless tags for authentication can 

be divided into two stages: the formation of database (pre-

stage) and the comparison of a given unknown tag with the 

database (post-stage). Fig. 2(a) shows the method of formation 

of database, where each chipless tag is measured individually 

in a controlled anechoic environment (e.g., box-like geometry) 

using a chipless RFID reader. Then, the measurements are 

saved in a database. 

Next, the comparison procedure to check a unique match of 

a given unknown chipless RFID tag from the database is 

depicted in Fig. 2(b). Prior to the comparison, the signals are 

post-processed (i.e., background normalization and time 

windowing). The details of post-processing can be seen in 

[27], [28]. Then, the post-processed signal from an unknown 

test tag is compared with all post-processed signals from the 

database to find a possible unique match. The proposed 

comparison can be performed in the frequency domain (FD) 

using cosine similarity (CS) or in the TD using maximum 

value of correlation coefficient (CCmax) as presented in [27]. 

The mathematical expression of CS is: 
  

CS = |
∑(ui ⋅ vi

*)

√∑(ui)
2  √∑(vi)

2
| (1) 

  

where u = [u1, u2, …, un] and v = [v1, v2, …, vn], are two EM 

signals to be compared, exhibiting complex and discrete 

spectrums. The operator * represents the complex conjugate. 

The mathematical expression of CCmax is:  
  

CCmax = max [
∑ (ni - µn)(mi - µm)i

√∑ (ni - µn)
2

i √∑ (mi - µm)2
i

] (2) 

  

where n = [n1, n2, …, nn] and m = [m1, m2, …, mn] are two 

time-series EM signals to be compared. The µn and µm denote 

the arithmetic means of two time-series EM signals, 

respectively. 

After the comparison of the signal from an unknown tag 

with the database, the maximum value of resultant vector can 

be compared with an optimum similarity threshold value xopt 

to check the authenticity of tag. This optimum similarity 

threshold value xopt should be selected at the minimum 

probability of error (PE) of the system, as it is a critical 

parameter that defines the performance of our approach. The 

calculation of this parameter xopt is discussed later in this 

Section. 

To deploy the proposed method, a controlled anechoic 

environment is required for the measurements. This controlled 

environment can be realized within a small box with free 

volume of 30 × 30 × 30 cm
3
 after placing the absorbents. This 

free volume of 30 × 30 × 30 cm
3
 is suggested because the 

typical read range of chipless RFID tags is around 15 cm. To 

avoid direct reflections from the walls, the most significant 

aspect is to select the absorbents compatible with the 

frequency range of impulse signal. In this way, the height of 

absorbents is dependent on the frequency range of impulse 
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signal. As a consequence, the overall size of box is dependent 

on the height of employed absorbents. With such a fixed 

measurement environment, the measurement parameters (e.g., 

the distance between antennas if the setup is in bistatic 

configuration, and the distance between the tag and the 

antenna) always remain consistent. This implies that the time 

windowing parameters (i.e., the part of post-processing) will 

also be consistent. 
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Fig. 2.  Principle of the authentication procedure. (a) Pre-stage: the formation 

of database. (b) Post-stage: the comparison of a given unknown tag with the 

database. 

 
From the literature, numerous biological and digital 

authentication techniques might be considered at security 

level 3 since these are machine readable techniques exhibiting 

specific features and/or equipment for authentication. From 

our viewpoint, a database of authenticity is a primary 

requirement for an authentication technique to be a highly 

secure application. Therefore, an authentication approach 

without such a database based comparison might not be 

considered as an application of level 3 of security. The 

application of the proposed approached can be considered as a 

highly secure security seal (but not only limited to this), where 

the tag can be inserted (or hidden) in the corrugated layers or 

the pulp of product packing. At the time of authentication, the 

tag can be taken out by the authorized person to check its 

authenticity with the procedure as explained in Fig. 2. This 

authorized extraction of the tag does not make the proposed 

authentication a destructive method, as the tag is not destroyed 

and still reusable. 

B. Statistical Analysis 

In-depth statistical analysis is used to analyze the 

performance of the proposed method. Fig. 3 presents the 

concept of statistical analysis of the proposed approach. The 

intra-tag, the inter-tag, and the inter-realization comparisons 

are graphically explained in Fig. 3(a). For all comparisons 

with all possible combinations among the signals of chipless 

tags, the histogram distributions are constructed. These 

histogram distributions can be of any form or shape, as the 

comparison data is based on a random source. We estimated 

the probability density function (PDF) from the histogram 

distribution by using a normalization, where the frequency 

counts are divided by the area under the histogram. Ideally, 

the central tendency (e.g., the mean value) of the intra-tag 

PDF fintra-tag should be towards a value of 1, as this PDF is 

based on the comparison among repetitive signals of each 

individual tag from the population. Therefore, an intra-tag 

PDF centered around a value 1 shows the repeatability of the 

system (i.e., measurement error is less than natural random 

variations). On the other hand, the ideal central tendency (e.g., 

the mean value) of the inter-tag PDF finter-tag or the inter-

realization PDF finter-realization should be towards a value of 0. 

However, the individual tags realized on a single PCB share 

some properties (e.g., the substrate). Hence the back-scattered 

signals from them might not be totally independent. For this 

reason, finter-tag is placed far from zero in Fig. 3(a). While finter-

realization is placed close to zero as compared to finter-tag in 

Fig. 3(a), as the tags realized on different PCBs are less 

correlated. For the sake of simplicity, the intra-tag and the 

inter-tag PDFs are depicted only for realization 1 in Fig. 3(a). 

However, of course, these PDFs can also be constructed for 

realization 2.  
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Fig. 3.  Concept of statistical analysis of the proposed approach. (a) Procedure 

for the construction of similarity PDFs. Also, the description of signals’ 

comparison conventions. (b) Procedure for the calculation of the error rates 

and the optimum similarity threshold value xopt. 

 
Fig. 3(b) presents the procedure for the calculation of the 

error rates and the optimum similarity threshold value xopt 
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(used in the authentication procedure above). For the sake of 

simplicity, an example for one chosen realization is 

demonstrated, where we have chosen the intra- and inter-tag 

PDFs from Fig. 3(a) to Fig. 3(b). 

The probability of false negative (PFN) is calculated from 

the intra-tag PDF fintra-tag using the following expression: 
  

PFN = ∫ 𝑓intra−tag(𝑥)𝑑𝑥
𝑥

−∞

 (3) 

  

where x corresponds to the threshold.  

The probability of false positive (PFP) is calculated from 

the inter-tag PDF finter-tag using the following expression: 
  

PFP = ∫ 𝑓inter−tag (𝑥)𝑑𝑥
+∞

𝑥

 (4) 

  

where x corresponds to the threshold. We have presented 

examples of the calculation of PFN and PFP from the intra-tag 

and the inter-tag PDFs with threshold value x at an assumed 

position in Fig. 3(b) [see the blue dotted line from the intra-tag 

PDF fintra-tag to PFN curve (solid magenta line) and see the 

green dotted line from the inter-tag PDF finter-tag to PFP curve 

(dashed orange line)]. In practice, the threshold value x is 

taken from 0 to 1 with 10000 points to calculate whole PFN 

and PFP curves.  

The comparison between two PCB realizations is not shown 

in Fig. 3(b). In such inter-realization case, the intra-tag PDFs 

from both realizations are merged into a single PDF finter-tag and 

then PFN is calculated using (3). On the other hand, PFP is 

calculated by using finter-realization instead of finter-tag in (4). 

Finally, the PE and the optimum similarity threshold value 

xopt are computed from the intersection point of PFN and PFP 

[see cross symbol and black dashed line in Fig. 3(b)]. 

III. DESIGN AND OPTIMIZATION OF CHIPLESS RFID TAGS TO 

BE EMPLOYED FOR AUTHENTICATION 

In this section, we have explained that a classical chipless 

RFID tag is not sensitive enough to be employed for the 

authentication. Therefore, an optimization to enhance the 

sensitivity of chipless tag should be done. This fact is 

explained by the simulations and the measurements of chipless 

tags exhibiting the purposely applied dimensional variations. 

Finally, a second-order bandpass filter model is utilized to 

create 2D similarity maps. With the help of 2D similarity 

maps, the performance of classical chipless RFID tags is 

compared with the performance of optimized chipless RFID 

tags. 

In this work, we have chosen a widespread conventional 

chemical etching based PCB realization technique (that is 

known and proven) to give an accurate reference of what can 

be achieved by employing a chipless approach in 

authentication. Other realization technology such as inkjet 

printing might exhibit higher randomness due to an error in 

the placement of ink droplets. The sensitivity towards the 

naturally occurring randomness during the fabrication process 

and the simplicity in the design of a chipless tag to be 

employed for authentication application are the key and 

necessary characteristics. The C-folded dipole is simple in 

design that can be realized with a lot of different techniques 

(some of them can be low cost). This planar scatterer has been 

used extensively in the field of chipless RFID technology [32]. 

The frequency of resonance fr of such a resonator can be 

calculated using the following expression: 
  

 fr =
c

4L'√eff

 (5) 

  

where L′ is the total length which is the sum of L (physical 

length of each arm) and L (complementary length added due 

to the fringing fields), and eff is the effective permittivity of 

the substrate. For a coplanar stripline [33], eff depends on 

various parameters including the spacing between two arms g, 

the trace width w, the metal thickness t, the substrate thickness 

h, and the permittivity of substrate r. However, if the 

substrate parameters such as t, h, and r are fixed, the response 

of a C-folded dipole is determined by two key dimensional 

parameters [see Fig. 4(a)]: the length L′ and the spacing 

between two arms g. For the rest of this paper, we used L′ and 

L interchangeably for the ease in discussion. 

A. C-Folded Uni-Scatterer Tags (Classical Design) 

Fig. 4(a) shows the layout of a simulated chipless tag based 

on C-folded uni-scatterer. For simulations, a commercial full-

wave simulator (CST Microwave Studio) is used, where the 

chipless tags are illuminated by a plane wave. The nominal 

geometrical dimensions of this simulated scatterer are 

L = 3.16 mm, g = 2.5 mm, and w = 0.22 mm, while the 

overall size of tag is 8 × 6 mm
2
. Concerning the value of g, it 

has been discussed in [34] that the radar cross section (RCS) 

level is increasing almost linearly with g. Therefore, to 

increase the RCS level, a higher value of g = 2.5 mm is taken. 

For nominal dimensional parameters, simulated CST back-

scattered TD and FD responses are shown in Fig. 4(b) and (c), 

respectively. It is known that a back-scattered field from a 

scatterer constitutes two modes: the early part of the signal 

called the structural mode and the late part of the signal called 

the antenna mode. Between these two modes, the structural 

mode is unessential in our work due to its association with the 

direct optical reflections from the tag and tag’s support, while 

the antenna mode is essential as it is related to the reflections 

due to the resonance of scatterer. For this reason, the time 

windowing [27], [28] is applied to extract the late part of the 

signal corresponding to the antenna mode [see Fig. 4(b) and 

(c)]. 

It has been discussed in [28] that if the back-scattered TD 

response is comprising merely the antenna mode extracted by 

applying the time windowing to TD response, a second-order 

bandpass filter analytical model can also be employed to 

model such a kind of C-folded scatterer: 
  

 T(ω) = G

[
 
 
 

2mjω
ω0

1 +
2mjω

ω0
+ (

jω
ω0

)
2

]
 
 
 
 (6) 
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where m and ω0 correspond to the damping ratio and the 

angular frequency of resonance, respectively, of a pole of 

second order. G is the gain determining the amplitude level of 

back-scattered signal from the scatterer. To validate this 

analytical model (6), a time window of 3 ns is applied to TD 

signal in time windowing process to extract the antenna mode, 

where 2 ns of early part of signal is neglected to discard the 

structural mode [Fig. 4(b)]. The angular frequency of 

resonance ω0 and the damping ratio m are extracted from the 

peak apex and the quality factor of FD windowed signal, 

respectively. The damping ratio m is related to the quality 

factor Q: m = 1 / (2Q). The quality factor Q is computed by 

using Q = f0 / Δf3 dB, where the frequency of resonance f0 is 

extracted from the peak apex of FD windowed signal and the 

half power bandwidth Δf3dB is extracted from -3 dB level of 

FD windowed signal. Then, a model signal is generated using 

(6) with extracted m and ω0 parameters. Subsequently, a 

fitting comparison among the non-windowed FD signal, the 

windowed FD signal and the model (6) generated signal is 

shown in Fig. 4(c). The response of the analytical model (6) is 

in perfect agreement with the simulated windowed FD signal. 

For the sake of simplicity, the signals are presented in 

normalized amplitude level (i.e., G = 1). It is important to note 

that the extracted m and ω0 parameters are aspect-independent 

parameters. For nominal geometrical dimensions of C-folded 

uni-scatterer tag, the estimated values (extracted from CST 

simulation) of fr, Q, and RCS level are fr
CST

 ≈ 12.22 GHz, 

Q
CST

 ≈  22.5 and RCS
CST

 ≈ -35.7 dBsm, respectively. 

 

Applied variation (µm)
(d)

S
im

il
ar

it
y

Time (ns)
(b)

Frequency (GHz)
10 12 14 16

-60

-40

-20

0  

N
o

rm
al

iz
ed

 

am
p

li
tu

d
e 

(d
B

)

A
m

p
li

tu
d

e

-0.02

0    

0.02 

(c)

0   17.5 35  

8 mm

6
 m

m

L = 3.16 mm

17.5 µm

35 µm

(a)

w = 0.22 mm
g = 2.5 mm 0 1 2 3 4 5

Window =3 ns

2 ns

0.7

0.8

0.9

1  

CST-TD: CCmax
CST-FD: CS
Model-TD: CCmax
Model-FD: CS

Windowed signal

Non-windowed signal

Model

Non-windowed signal

Windowed signal

 
Fig. 4.  (a) Layout of the simulated C-folded uni-scatterer tag. Also, the 

purposely applied variations along the trace are shown in different shades of 
copper color. (b) Simulated CST back-scattered TD responses. (c) Simulated 

CST back-scattered FD responses. Also, a comparison of the windowed FD 

signal with the signal generated by the analytical model (6). (d) Similarity 
level calculated in both FD (1) and TD (2) using the simulated CST back-

scattered responses as well as the model generated signals. 

 
In this work, a high-performance substrate (Rogers 

RO4003) is used with εr = 3.38, and h = 0.81 mm. This 

substrate is in contrary to FR4 where εr can change from one 

sample to another. For this reason, the natural changes to be 

used for authentication are not only linked to the substrate. 

Initially, to show the sensitivity of a C-folded uni-scatterer 

chipless tag towards the naturally occurring randomness with 

the help of simulations, we have purposely applied variations 

along all sides of the metal trace as shown in different shades 

of copper color [see Fig. 4(a)]. These purposely applied 

variations are in the order of maximum probable fabrication 

tolerance, that is t = 35 µm, in the form a decrease of a step of 

17 µm. It is important to note that the application of these 

purposely applied variations along all sides of the metal trace 

would affect w as well as g and L. The sensitivity of this C-

folded uni-scatterer tag is presented in Fig. 4(d). This 

sensitivity is calculated by comparing the signals as the result 

of applied dimensional variations with a reference signal. The 

reference signal is the one that is obtained at nominal 

dimensions. Prior to the signals’ comparison, the time 

windowing is applied to all signals. Next, m and ω0 parameters 

are extracted from all simulated windowed FD signals. Then, 

we generated the model signals by using (6) with the extracted 

m and ω0 parameters. Finally, the model generated signals are 

also compared among them to calculate the sensitivity of 

analytical model (6). The signals’ similarities (CS and CCmax) 

are calculated by using (1) for FD signals and using (2) for TD 

signals as discussed in Section II. As expected, the decrease in 

similarity is happened because of applied dimensional 

variations [see Fig. 4(d)]. At the applied variation of 35 μm, 

the changes in similarity metrics (1) and (2) for both the 

simulated CST back-scattered and the model signals are 

∆CS1
CST

 = 0.06, ∆CCmax1
CST

 = 0.09, ∆CS1
Model

 = 0.06, and 

∆CCmax1
Model

 = 0.06, respectively. It can be observed that the 

similarity change calculated using all data points of the 

simulated CST back-scattered signals (∆CS1
CST

 and 

∆CCmax1
CST

) and the similarity change calculated using the 

model (6) signals (∆CS1
Model

 and ∆CCmax1
Model

 that are 

generated by using merely two aspect-independent m and ω0 

parameters) are almost equal. It is clear that the significant 

information in the back-scattered signals is related to m and ω0 

parameters due to their aspect-independent nature. 

As discussed above, the quality factor Q is related to the 

damping ratio m: Q = 1 / (2m). The quality factor Q of such a 

C-folded theoretical scatterer, with a very small value of g, 

can also be calculated using the following expression [35]: 
  

1

Q
≃ ( 

g

λ
 )

2

 (7) 

  

To practically validate the sensitivity of such C-folded uni-

scatterer tags by experimental results, we have realized two 

groups of prototypes, where each group is constituted of five 

tags. For the PCB realization of group N, the nominal 

dimensional parameters of simulated tag [see Fig. 4(a)] are 

used for the formation of its film mask. To apply a variation 

on the subsequent group, we shortened L by 100 µm in the 

design of film mask for group M. The purpose behind this 

large applied variation (as compared to 35 μm) is to clearly 

discriminate the chipless tags without any ambiguity (i.e., 

observational noise or the systematic noise). Here, it is 

important to note that the natural process variations during the 

PCB realization are considered as a part of purposely applied 

variations. A photograph of first tag from each group along 

with their dimensions is shown in Fig. 5. The overall size of 

these fabricated tags is also same as the simulated ones’: 
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8 × 6 mm
2
.  

The measurement setup for C-folded uni-scatterer tags is 

shown in Fig. 6, where the measurements are done in a bistatic 

co-polarization configuration using a vector network analyzer 

(VNA; Agilent 5222A) with a source power of -5 dBm in an 

anechoic environment. The distance between the antennas and 

the tag is r = 16.5 cm, while the distance between both 

antennas is e = 2.7 cm.  

 

N
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w = 0.22 mm L = 3.16 mm - 100 µm 
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6
 m

m

 
Fig. 5.  Top view of the fabricated C-folded uni-scatterer tags along with their 
dimensions. 
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Fig. 6.  Measurement setup for C-folded uni-scatterer tags in an anechoic 

environment with a bistatic co-polarization configuration. 

 
The measured quantity is the transmission coefficient S21 as 

shown in Fig. 7. For each tag, five repetitive measurements are 

taken. For each measurement trial, the tag is removed and 

repositioned at its position to ensure the validity of 

repeatability in the presence of an observational error. 

Furthermore, background normalization is applied (i.e., 

subtraction of an instantaneous measurement taken in the 

absence of tag from the measurement taken in the presence of 

tag). It can be observed that the measured non-windowed 

signal [see Fig. 7(b)] does not exhibit structural mode as 

compared to the simulated CST back-scattered signal [see 

Fig. 4(b)]. The reason behind this is measurements are done 

using bistatic co-polarization configuration, while in 

simulations an E-field probe is used (that is similar to 

monostatic co-polarization configuration). In such a case 

(bistatic measurement configuration) a significant part of 

structural mode is already removed due to the nature of 

configuration. So, the time windowing procedure (explained in 

[27]) is not needed to discard the structural mode. To explain 

this fact, a time window of 10 ns is employed to extract the 

antenna mode, where 1.6 ns of early part of signal is discarded 

to neglect the minor structural mode [Fig. 7(b)]. In Fig. 7(a), it 

can be observed that both FD non-windowed and FD 

windowed signals do not differ a lot from each other, in 

contrary to simulated CST back-scattered FD signals in 

Fig. 4(c). 
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Fig. 7.  Time windowing of the transmission coefficient S21 of C-folded uni-
scatterer tag N1. (a) Frequency domain responses. (b) Time domain responses. 

 
A CS map for uni-scatterer tags is presented in Fig. 8. To 

construct this map, we extracted fr and Q parameters of all 

twenty-five measurements related to each group. The mean 

values of the extracted fr and Q parameters of group N, 

fr
m
 = 12.05 GHz and Q

m
 = 27 are taken as a reference. First, a 

reference signal x
r
 is generated by using the analytical model 

(6) with the reference fr
m
 and Q

m
 parameters. Then a varying 

signal x
v
 is generated by using the analytical model (6) by 

varying fr
m
 and Q

m
 parameters such that fr

v
 = fr

m
 – 0.2 GHz to 

fr
v
 = fr

m
 + 1 GHz and Q

v
 = Q

m
 – 10 to Q

v
 = Q

m
 + 100. 

Subsequently, the reference signal x
r
 and the varying signal x

v
 

are compared in the form of complex FD signals using CS (1). 

Finally, CS score is plotted versus ∆fr and ∆Q such that 

∆fr = fr
v
 – fr

m
 and ∆Q = Q

v
 – Q

m
. Furthermore, the extracted fr 

and Q parameters related to all twenty-five measurements of 

each group are superimposed on the similarity map for an 

intuitive comparison. The centroid to centroid difference of 

CS between groups N and M is ∆CS1 = 0.13. This 

∆CS1 = 0.13 is large as compared to the simulated 

∆CS1
CST

 = 0.06 [see Fig. 4(d)]. The reason of this difference 

between ∆CS1 and ∆CS1
CST

 is that in simulations a uniform 

dimensional variation of 35 μm is applied along all sides of 

metal trace, while in measurements a dimensional variation of 

100 μm is applied merely along L. It is important to mention 

that the natural dimensional variations happened during the 

realization of uni-scatterer tags are considered as a part of 

applied dimensional variations. Fig. 8 is a useful 

representation that can provide direct information of the 

potential performance (e.g., the slope of CS) of chipless RFID 

technology for authentication. 

B. C-Folded Quad-Scatterers Tags (Optimized Design) 

From a practical viewpoint, the C-folded uni-scatterer with 

a low Q factor and a low RCS level of metallic resonator 

requires a bistatic measurement apparatus with two antennas. 

Therefore, we have coupled four scatterers to realize one tag 

with a higher Q to make it appropriate in practical application. 

The influence of a high Q chipless tag in authentication is 

discussed next. Fig. 9(a) shows the layout of a simulated 

chipless tag based on C-folded quad-scatterers. In this quad-

scatterers design, the nominal geometrical dimensions of each 

C-folded scatterer is exactly same as the geometrical 

dimensions of C-folded scatterer of uni-scatterer tag (see 
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Fig. 5), while the spacing among scatterers is s = 0.15 mm and 

the overall size of tag is 8 × 15 mm
2
. For the nominal 

dimensional parameters, the simulated CST back-scattered TD 

and FD responses are shown in Fig. 9(b) and (c), respectively. 

Time windowing is employed by using a time window of 

10 ns to extract the antenna mode while 2 ns of early part of 

signal is neglected to discard the structural mode. From the 

windowed signals [Fig. 9(b) and (c)], ω0 and m are extracted 

to generate a model signal from the analytical model (6). 

Subsequently, a fitting comparison between the windowed FD 

signal and the model (6) generated signal is shown in 

Fig. 9(c). It can be observed that the response of analytical 

model is in perfect agreement with the simulated windowed 

FD signal.  
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Fig. 8.  Cosine similarity map obtained by comparing a reference complex FD 
signal xr with a varying complex FD signal xv using CS (1) for uni-scatterer 

tags. The superimposed markers  and  correspond to extracted parameters 

of twenty-five measurements of five tags of N, and M groups, respectively. 
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Fig. 9.  (a) Layout of simulated C-folded quad-scatterers tags. Also, the 

purposely applied variations on the trace are shown in different shades of 
copper color. (b) Simulated CST back-scattered TD responses. (c) Simulated 

CST back-scattered FD responses. Also, a comparison of the windowed FD 

signal with a signal generated by the analytical model (6). (d) Similarity level 
calculated in both FD (1) and TD (2) using the simulated CST back-scattered 

responses as well as the model generated signals. 

 
Like the uni-scatterer tag as discussed above [see Fig. 4(a)], 

we have also applied variations purposely along all sides of 

metal trace shown in different shades of copper color [see 

Fig. 9(a)] to check the sensitivity of such C-folded quad-

scatterers based tag towards the applied geometrical variations 

(i.e., in the order of fabrication tolerance) in simulations. The 

simulated CST back-scattered signals and the model generated 

signals are compared [as discussed above for Fig. 4(d)] in FD 

(1) and TD (2) to calculate the sensitivity of quad-scatterers 

tags as shown in Fig. 9(d). At the applied variation of 35μm, 

the changes in similarity metrics (1) and (2) for both the 

simulated CST back-scattered and the model signals are 

∆CS4
CST

 = 0.22, ∆CCmax4
CST

 = 0.23, ∆CS4
Model

 = 0.23, and 

∆CCmax4
Model

 = 0.23, respectively. It can be observed that the 

similarity change calculated using all data points of CST back-

scattered signals (∆CS4
CST

 and ∆CCmax4
CST

) and the similarity 

change calculated using the model (6) signals (∆CS4
Model

 and 

∆CCmax4
Model

 that are generated by using merely two aspect-

independent m and ω0 parameters) are almost equal. Again, 

this behavior highlights the significance of aspect-independent 

m and ω0 parameters. 

Similar to the C-folded uni-scatterer tags, the sensitivity of 

such C-folded quad-scatterers tags is demonstrated by 

experimental results. For this purpose, we fabricated two 

groups of prototypes for quad-scatterers tags, where each 

group is constituted of five tags. For the PCB realization of 

group N, its film mask is formed using the nominal 

dimensional parameters of simulated tag as depicted in 

Fig. 9(a). Like the uni-scatterer tags case (Fig. 5), we reduced 

L by 100 µm in the design of film mask for group M. Here, 

too, the natural process variations during the PCB realization 

are considered as a part of purposely applied variations. A 

photograph of all tags of both groups along with their 

dimensions is shown in Fig. 10. The overall size of these 

fabricated tags is also same as of the simulated ones’: 

8 × 15 mm
2
.  
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Fig. 10.  Top view of the fabricated C-folded quad-scatterers tags along with 

their dimensions. 

 
The measurement setup for C-folded quad-scatterers tags is 

shown in Fig. 11, where the measurements are done in a mono 

cross-polarization configuration using VNA with a source 

power of -5 dBm in an anechoic environment. In this 

configuration, the test tag is placed at an inclination of 45°. 

The distance between the antenna and the tag is r = 13.5 cm. 



 

 

9 

The measured quantity is the transmission coefficient S21 as 

shown in Fig. 12. Similar to the C-folded uni-scatterer tags, 

five repetitive measurements are taken for each C-folded 

quad-scatterers tag. For each measurement trial, the tag is 

removed and repositioned at its position to ensure the validity 

of repeatability in the presence of an observational error. 

Furthermore, the background normalization is applied. Then, 

the time windowing [27] with a time window of 10 ns is 

employed to extract the antenna mode, where 2.5 ns of early 

part of signal is discarded to neglect the structural mode 

[Fig. 12(b)].  
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Fig. 11.  Measurement setup for C-folded quad-scatterers tags in a cross-
polarization configuration in an anechoic environment. 
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Fig. 12.  Time windowing of the transmission coefficient S21 of C-folded 

quad-scatterers tag N1. (a) Frequency domain responses. (b) Time domain 

responses. 

 
To highlight the potential of C-folded quad-scatterers tags 

for authentication, a CS map is presented in Fig. 13. The 

procedure to calculate the CS map for quad-scatterers tags is 

same as discussed above for the CS map for uni-scatterer tags 

in Fig. 8. In this case, the calculated reference parameters are 

fr
m
 = 12.68 GHz and Q

m
 = 98.8 (i.e., the mean values of 

extracted fr and Q parameters of group N). The centroid to 

centroid difference of CS between groups N and M is 

∆CS4 = 0.6. This ∆CS4 = 0.6 is very large than ∆CS1 = 0.13 

(see Fig. 8). Also, for this quad-scatterers case (Fig. 13), the 

slope of CS is quite sharp along ∆fr as compared to the uni-

scatterer case (Fig. 8). This sharpness is due to the increase in 

Q of tags from the uni-scatterer tag (Q
m
 = 27) to quad-

scatterers tag (Q
m
 = 98.8). Such a large similarity change is the 

reason for the choice of these quad-scatterers tags to be 

employed for authentication. 
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Fig. 13.  Cosine similarity map obtained by comparing a reference complex 

FD signal xr with a varying complex FD signal xv using CS (1) for quad-

scatterers tags. The superimposed markers  and  correspond to extracted 
parameters of twenty-five measurements of five tags of N, and M groups, 

respectively. 

 

IV. DETECTION OF NATURAL RANDOMNESS AND 

AUTHENTICATION RESULTS 

To demonstrate the authentication based on solely naturally 

occurring randomness in the fabrication process, we have 

realized the chipless tags based on C-folded quad-scatterers. 

These tags are realized two times intermittently, where each 

realization is constituted of forty-five tags. These two 

intermittent realizations share same company, same 

technology, but different film mask to ensure the natural 

dimensional randomness. The film masks are formed using the 

geometrical dimensions of group N depicted in Fig. 10 (i.e., 

without any purposely applied variations). 

Fig. 14 shows the top view of forty-five tags of first 

realization exhibiting natural randomness. The frequency of 

resonance fr of all these tags is around an average value of 

12.68 GHz as shown in Fig. 12. For the rest of this paper, the 

measurement setup and the post-processing (i.e., background 

normalization and time windowing) of measured signals (i.e., 

S21) are also exactly same as depicted in Figs. 11 and 12. 

Additionally, the time windowing process is one step further 

improved by applying the frequency windowing on FD 

windowed signals. This frequency windowing is done by 

keeping the 200 points around the peak apex while discarding 

all other points. This procedure is adopted to consider only the 

aspect-independent parameters (fr and Q) that principally 

reside in the top part of skirts of peak apex. Hence, FD 

windowed signal (i.e., also subjected to the frequency 

windowing) is constituted of 200 points. For TD windowed 

signal, if we ignore the zero padded points, the signal is 

constituted of 101 points. The zero padded points can be 

ignored because they do not contribute to the similarity 

change. Instead, the zero padding in TD signal is done only to 

improve the resolution of FD windowed signal while 

computing the inverse Fourier transform in the time 

windowing process. For the rest of this paper, we take into 

account the windowed signals (i.e., also subjected to the 

frequency windowing) for the similarity analysis. 
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Fig. 14.  Top view of first realization of C-folded quad-scatterers tags exhibiting natural randomness. 

 

 

Fig. 15.  Similarity analyses for first realization. (a) Intra- and inter-tag cosine similarity PDFs for FD analysis. (b) Intra- and inter-tag maximum valued 

correlation coefficient PDFs for TD analysis. (c) Probabilities of false positive and false negative for both FD and TD analyses. 

 
 The two realizations are compared within each realization 

and also between them (see signals’ comparison conventions 

in Fig. 3). 

A. Authentication Within Each Realization 

First, the authentication outcomes based on solely naturally 

occurring randomness within each realization for both 

intermittent realizations are calculated. For this purpose, all 

forty-five tags from each realization are measured five times 

successively. So, the possible number of inter-tag 

combinations among all different tags within a realization is 

C2
45×5- 45C2

5 = 24750 and the possible number of intra-tag 

combinations to compare all repetitive measurements for all 

tags from one realization, is 45C2
5 = 450. The signal similarity 

is calculated by using CS (1) and CCmax (2) for FD and TD 

signals, respectively, as discussed in Section II. 

Fig. 15 shows the intra- and inter-tag CS and CCmax 

similarity PDFs for FD and TD similarity analyses, 

respectively, along with their PFP and PFN for first 

realization. The central tendencies of intra-tag similarity PDFs 

[Fig. 15(a) and (b)] in FD and TD analyses are close to unity 

with minimum values of 0.989 and 0.986, respectively. This 

behavior validates the repeatability of individual tags, i.e. 

when the same tag is measured multiple times the result is 

close to a value of 1. The spreads of inter-tag similarity PDFs 

[Fig. 15(a) and (b)] are quite wide in comparison to intra-tag 

similarity PDFs ranging from 0.142 to 0.993 and from 0.587 

to 0.996 for FD and TD similarity analyses, respectively. It 

can be observed that intra- and inter-tag similarity PDFs 

[Fig. 15(a) and (b)] exhibit overlaps between them, producing 

PE of 5.29% and 5.02% in FD and TD analyses, respectively.  

For the authentication results within second realization, 

Fig. 16 shows intra- and inter-tag CS and CCmax similarity 

PDFs for FD and TD similarity analyses, respectively, along 

with their error rates (i.e., PFP and PFN). Intra-tag similarity 

PDFs [Fig. 16(a) and (b)] in FD and TD analyses are centered 

close to unity with minimum values of 0.99 and 0.988, 

respectively. On the other hand, inter-tag similarity PDFs 

[Fig. 16(a) and (b)] exhibit wide spread ranging from 0.47 to 

0.995 and from 0.618 to 0.996 for FD and TD similarity 

analyses, respectively. In this case too, intra- and inter-tag 

similarity PDFs [Fig. 16(a) and (b)] exhibit overlaps between 

them, producing PE of 5.16% and 5.93% in FD and TD 

analyses, respectively.  

B. Authentication Across Different Realizations  

All forty-five tags related to each fabrication (see Fig. 14) 

are realized at the same time on one sample of substrate. From 
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Fig. 16.  Similarity analyses for second realization. (a) Intra- and inter-tag cosine similarity PDFs for FD analysis. (b) Intra- and inter-tag maximum valued 

correlation coefficient PDFs for TD analysis. (c) Probabilities of false positive and false negative for both FD and TD analyses. 

 

 

Fig. 17.  Similarity analyses for first realization vs second realization. (a) Intra-tag and inter- realization cosine similarity PDFs for FD analysis. (b) Intra-tag and 
inter- realization maximum valued correlation coefficient PDFs for TD analysis. (c) Probabilities of false positive and false negative for both FD and TD 

analyses. 

 
 this fact, the fabrication tolerance would have an almost equal 

effect on all forty-five structures. So, it is worth to calculate 

the similarity results across different realizations. For a 

comparison between two independent realizations, the 

possible number of inter-realization combinations among all 

different tags is (45×5)
2
 = 50625. While the number of intra-

tag combinations for each realization is the same as calculated 

above, that is, 45C2
5 = 450. For the comparison between first 

realization and second realization, Fig. 17 shows intra-tag and 

inter-realization CS and CCmax similarity PDFs for FD and TD 

similarity analyses, respectively, along with their error rates 

(i.e., PFP and PFN). In this comparison, the spreads of inter-

realization similarity PDFs [Fig. 17(a) and (b)] are also quite 

wide in comparison to intra-tag similarity PDFs ranging from 

0.23 to 0.993 and from 0.588 to 0.994 for FD and TD 

similarity analyses, respectively. The overlaps among intra- 

and inter-realization similarity PDFs [Fig. 17(a) and (b)] 

produce PE of 4.06% and 2.92% in FD and TD analyses, 

respectively. Such values of PE are quite low and comparable 

to the average PE for fingerprint verification system ranging 

from 2.07% to 4.03% found in [36] and the best average PE of 

0.05% among different fingerprint evaluation campaigns 

found in [37].  

C. Characterization of the Natural Randomness 

The existence of natural dimensional variations in the 

realized prototypes of two intermittent realizations is analyzed 

by microscopic analysis. The measurement setup of a digital 

microscope is shown in Fig. 18. A Mighty Scope 5M digital 

microscope by Aven tools is used and the calibration of 

system is done by the USAF 1951 resolution test chart. The 

resolution of system is around 3 µm per pixel. First, the digital 

images of chipless tags are captured and then Hough transform 

is applied to calculate geometrical dimensions in the 

microscope images. 

It is clear from (5) and (7) that L′ (or alternatively L) and g 

are associated with fr and Q, respectively. For this reason, 

eight Lm and four gm parameters for all forty-five tags of both 

intermittent realizations are measured (see inset of Fig. 18). In 

theory [see (5) and (7)], only one value for each L′ (or 
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alternatively L) and g parameters is expected. However, in 

practice, because of quad coupled scatterers, the parameters’ 

values can change from one element to another (see inset of 

Fig. 18) that can contribute to the randomness of response. 

Fig. 19(a) shows a comparison of the measured arms’ lengths 

Lm for both intermittent realizations along with the value of 

theoretical arms’ length L and Fig. 19(b) shows a comparison 

of the measured spacings between arms gm for both 

intermittent realizations along with the theoretical value of the 

spacing between arms g. It can be observed that the mean 

values of the distributions of both measured parameters (Lm 

and gm) for two realizations are clearly separated. The mean 

values of the Lm for realizations 1 and 2 are Lm(R1) = 3.13 mm 

and Lm(R2) = 3.16 mm, respectively. The mean values of the gm 

for realizations 1 and 2 are gm(R1) = 2.50 mm and gm(R2) = 

2.49 mm, respectively. 
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Fig. 18.  Measurement setup of a digital microscope. Also, the USAF 1951 

resolution test chart is shown. In the inset, an example of a tag under test 
along with its dimensional parameters is shown.  
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Fig. 19.  Microscopic dimensional characterization for both intermittent 

realizations. (a) Measured arms’ lengths Lm in comparison to the theoretical 
value of arms’ length L. (b) Measured spacings between the arms gm in 

comparison to the theoretical value of spacing between the arms g. 

 
Next, we established a relation between the detected natural 

dimensional variations of Lm and gm (see Fig. 19) to the 

aspect-independent parameters fr and Q. The purpose of this 

relation is to prove that the natural dimensional variations in 

PCB realizations are sufficient to provide adequate aspect-

independent based similarity variations that do not contain any 

measurement or systematic noise. 

The combinations of two tags from two distributions (see 

Fig. 19) presenting the extreme variations are detected. These 

extreme variations are in terms of minimum and maximum 

average dimensional variations (ΔLm
minand ΔLm

max) and (Δg
m

min 

and Δg
m

max) along Lm and gm, respectively. A pair of tags, 

(N3R1, N3R2), is detected for ΔLm
min that consists of N3 tags 

from both realizations 1 and 2. For Δg
m

min, the detected pair of 

tags, (N2R1, N15R2), comprises of N2 tag from realization 1 

and N15 tag from realization 2. In contrast, a single pair of 

tags, (N14R1, N28R2), is detected for both ΔLm
max and Δg

m

max, 

which includes N14 tag from realization 1 and N28 tag from 

realization 2. For the aforementioned extreme variations, 

firstly the parameters fr and Q of both tags within each 

detected pair are extracted from their signals as an average of 

five repetitive measurements. Secondly, we calculate the 

minimum and maximum variations (Δf
r

  min
 and Δf

r

  max
) and 

(ΔQmin and ΔQmax) of fr and Q, respectively.  

Table I outlines the detected pairs of tags from two 

realizations for ΔLm
min, ΔLm

max, Δg
m

min and Δg
m

max along with their 

extracted Δf
r

  min
, Δf

r

  max
, ΔQmin and ΔQmax. For simplicity, we 

assume that Δfr is merely related to ΔLm [see (5)] and ΔQ is 

merely related to Δgm [see (7)]. For this reason, in the cases of 

ΔLm
min and ΔLm

max, the values of ΔQmin and ΔQmax are neglected 

(highlighted in dark gray) and the values of Δf
r

  min
 and Δf

r

  max
 

are taken (highlighted in light gray). Similarity, in the cases of 

Δg
m

min and Δg
m

max, the values of Δf
r

  min
 and Δf

r

  max
 are neglected 

(highlighted in dark gray) and the values of ΔQmin and ΔQmax 

are taken (highlighted in light gray). However, this analysis 

along with our simplified assumption might only provide the 

first-order approximation of the results.  

 
TABLE I 

DETECTED PAIRS OF TAGS FROM TWO REALIZATIONS BASES ON EXTREME 

DIMENSIONAL VARIATIONS ΔLm
min

 ΔLm
max

, Δg
m

min
 AND Δg

m

max
 ALONG WITH 

THEIR EXTRACTED Δf
r

  min
, Δf

r

  max
, ΔQ

min
 AND ΔQ

max
. 

D
is

tr
ib

u
ti

o
n

s Minimum variations Maximum variation 

Pairs of 

tags†  
ΔLm

min
 

(μm) 

Δf
r

  min
 

(MHz) 
ΔQ

min
 

Pair of 

tags‡ 

ΔLm
max

 
(μm)  

Δf
r

  max
 

(MHz) 
ΔQ

max
 

Lm(R1) 

vs 

Lm(R2) 

N3R1 

and 

N3R2 

≈ 0 13.5 1.24 

N14R1 

and 

N28R2 

57.5 94 12.51 

  Δg
m

min
 

(μm) 
  

Δg
m

max
 

(μm) 
  

gm(R1) 

vs 

gm(R2) 

N2R1 

and 

N15R2 

≈ 0 0.5 2.43 37.4 94 12.51 

† N3R1, N3 tag from realization 1; N3R2, N3 tag from realization 2; N2R1, N2 

tag from realization 1; N15R2, N15 tag from realization 2. 

‡ N14R1, N14 tag from realization 1; N28R2, N28 tag from realization 2. 
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Next, the CS map of quad-scatterers tags presented in 

Fig. 13 is taken as a reference and the chosen values (see the 

highlighted values in light gray in Table I) are superimposed 

(in the form of lines) on CS map to create Fig. 20. Fig. 20 

describes the range of similarity change that can happen due to 

the practical natural randomness in comparison to the 

theoretical model (6) for these quad-scatterers tags. The 

theoretical model (6) accounts only the aspect-independent 

parameters (that do not contain any measurement or 

systematic noise). The superimposed lines form a rectangle 

enclosing an area of similarity variations on the CS map. The 

values of CS on the CS map beneath these four vertices of 

rectangle are CSv1 = 0.99, CSv2 = 0.99, CSv3 = 0.77, and 

CSv4 = 0.78, respectively. It is found that the existing natural 

variations are sufficient to be employed for authentication 

applications by producing similarity change ranging from 

CS = 0.99 to CS = 0.77. It is important to note that these 

variations are purely based on variations of aspect-

independent parameters: Δfr and ΔQ. The maximum change in 

CS due to the natural randomness ΔCSnatural
max  = CSv1 – CSv3 = 

0.22 (Fig. 20) presents same order of magnitude as for the 

simulated results ∆CS4
CST

 = 0.22 and ∆CCmax4
CST

 = 0.23 

(Fig. 9). On the other hand, ΔCSnatural
max  is less than the change 

in CS due to purposely applied variation ΔCS4 = 0.6 (Fig. 13). 

The reason for this decrease is that in natural randomness the 

maximum detected change of ΔLm is ΔLm
max = 57.5 μm (see 

Table I), while the purposely applied variation is 100 μm in 

Fig. 13.  
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Fig. 20.  Range of the similarity change happened due to the natural random 
variations for quad-scatterers C-folded tags. 

 
One can argue that the detected Δfr and ΔQ parameters 

might be due to the variation of εr of the employed substrate 

(i.e., Rogers RO4003) from one sample to another. For this 

reason, we conducted simulations for quad-scatterers tags 

using its nominal dimensional parameters (see Fig. 9) while 

changing εr from 3.38 to 3.38 ± 0.05 that is provided by the 

manufacturer. From simulated results, we found that an 

average Δfr due to changes in εr is Δf
r

  Δ𝜀𝑟 ≈ 62 MHz. This 

value of Δf
r

  Δ𝜀𝑟  is less than the detected natural 

Δf
r

  max
 = 94 MHz (see Table I), which signifies that the 

detected natural randomness is not merely due to the variation 

of εr. As an additional benefit, the variation of εr would 

contribute to the natural randomness to elevate the potential of 

chipless RFID technology for authentication applications. 

D. Generalization of the Proposed Method  

From Section IV-B, the worst inter-realization PE equals to 

4.06% [see Fig. 17(c)] in CS case. Such a value of PE might 

be large for the practical implementation of the proposed 

method. It is important to note that the natural random 

variations along the geometrical dimensions of two tags 

belonging to two different realizations are independent. 

Therefore, this independent nature of the random variations 

can be exploited to decrease PE by increasing the number of 

employed scatterers in the design of chipless RFID tags as 

shown in Fig. 21(a). For this purpose, the arms’ length of the 

further additive quad-scatterers can be decreased by a step 

value dL to shift their fr to larger values. With a value dL = 

100 μm, it can be observed from Fig. 21(a) that the peak apex 

related to each scatterer is well separated. This procedure 

would aid in the reading of all scatterers in the design of 

chipless RFID tags simultaneously. The exponential decay of 

PE with an increase in the employed scatterers can be 

calculated by using the following expression: 
  

PE = (0.04)
n 
, n = 1, 2, … N (8) 

  

where n is the number of scatterers to be employed in the 

design of chipless tags developed for the authentication 

process. Fig. 21(b) shows an exponential decay of PE with the 

increase in the number of scatterers using (8). To achieve a PE 

= 0.05% found in [37] from the proposed chipless RFID 

approach three quad-scatterers are required in the design as 

mentioned in Fig. 21(b). 

On the other hand, even if we consider the worst inter-tag 

PE = 5.93% [see Fig. 16(c)], in such case, too, three quad-

scatterers are required in the design of chipless tags to reach to 

the PE[37] = 0.05%. Therefore, for authentication, the 

employment of chipless tags realized with different samples of 

substrates using different film masks (inter-realization case) 

appears to be equivalent to the employment of chipless tags 

realized with one sample of substrate using one film mask 

(inter-tag case). However, in practice, the availability of a 

large population of substrate samples might be difficult. For 

this reason, the PCB realizations of chipless tags realized on 

one sample of substrate (or fewer samples) but with different 

film masks are the optimum choice.  

E. Final Remarks on the Constraints 

The experimental results presented in this work are 

measured in a room-size anechoic environment. However, the 

box-size anechoic environment depicted in Fig. 2 would 

provide comparable results because the anechoic environment 

in either size fulfills the requirement of isolation from outside 

environment.  

One can argue that the cost for the examination of 

authenticity in the proposed method is high because of the cost 

of VNA. Such a high cost is in the same range of other 
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available highly secure authentication solutions (e.g., 

biological authentication solutions or x-rays based 

authentication solutions), where the cost of equipment to 

examine the authenticity is also high. On the hand, this high-

cost equipment is not intended for the common consumer to 

verify the authenticity of to be purchased items. Even this 

high-cost equipment might not be intended for the goods 

suppliers, the distributors, the food and drug administration, or 

the representatives of pharmaceutical companies. Instead, this 

is for the customs inspectors, the law enforcement 

organizations and the court of justice, as these highly secure 

solutions are specifically for the high-end luxury items. 
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Fig. 21.  Exponential decay of probability of error with the increase in the 

number of employed scatterers in design of chipless tags. (a) Simulated 

responses of chipless tags while increasing the number of employed scatterers 
in design of chipless tags. (b) Exponential decay of probability of error with 

an increase in the number of employed scatterers in design of chipless tags. 

 
The cost of the system can be reduced by employing the 

commercially available chipless RFID readers [38], [39]. The 

impulse radio (IR) ultra-wideband (UWB) reader operates in 

the frequency band ranging from 3.1 GHz to 10.6 GHz as 

discussed in [38]. The cost of this reader is comparable with 

classical RFID reader used in the logistics and the supply 

chain management. To utilize this IR-UWB chipless reader 

[38], the action of scaling the design of chipless tags to a 

lower frequency of operation within UWB poses a slight 

enlargement in the size of chipless tags. As another 

alternative, RFIDTECH large reader [39] can also be utilized. 

The band of operation of this chipless reader is raging from 22 

GHz to 26.5 GHz. In this case, the size of chipless tags will be 

even smaller than presented size in this paper because of the 

action of scaling the design of chipless tags to a larger 

frequency of operation, which is advantageous. 

V. CONCLUSION 

In this paper, natural dimensional variations in the design of 

C-folded tags were analyzed to be utilized for the 

authentication applications. For this purpose, quad-scatterers 

tags were chosen because of their sharp slope of dissimilarity. 

Chipless tags were realized two times intermittently, where 

each realization was constituted of forty-five tags. Two 

intermittent realizations share same company, same PCB 

technology, but different film mask to ensure the natural 

dimensional randomness. The similarity analyses were 

conducted inside each realization and also between two 

intermittent realizations. The achieved probability of error was 

comparable to various fingerprint evaluation campaigns found 

in the literature. The existence of natural dimensional 

variations was also confirmed by the microscopic dimensional 

analysis for two intermittent realizations. Then, the minimum 

and maximum changes between the intermittent realizations 

were also linked to the similarity change to show an intuitive 

range. It was found that the existing natural variations were 

enough to produce similarity change to be employed for 

authentication applications. Finally, the technique was also 

generalized to decrease the probability of error to a significant 

level. 
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