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Abstract? In this paper, a chipless solution dedicated to the
authentication of manufactured products is proposed The
proposed technique is an extension othipless radio frequency
identification (RFID) with a prevention of tag Vdoning due tothe
use of natural randomness in the fabrication processFor the
first time, we proposed a methodology to characterize the
chipless RFID tags for the purpose of authentication. The
proposed method has ahigh-levd of security due to the
employment of a database of authenticity. With a non-intrusive
and nondestructive operation, the proposed method has
promising possibilities for authentication applications, for
example, the chipless tagscan be inserted (or hidden) in the
product packaging. The dipless tags are realized two times
intermittently, where each realization is constituted of forty -five
tags. These two different realizations share the same company,
same technology, but different film mask to esure the natural
dimensional randomness.The similarity analysis is conducted
inside each realization and also between two different
realizations. With the help of this technique, it is possible to
authenticate two dipless RFID tags exhibiting natural
dimensional variations in their designs with a low probability of
error.

Index Terms? Anti-counterfeiting, authentication, C-folded
scatterer, chipless RFID, fabrication tolerance, randomness

. INTRODUCTION

RODUCT authenticatioroffers vastopportunities taccombat

fakes in the global supply chain For this purpose
numerousanti-counterfeit technologiekave beenreportedin
the literaturewhich canbe generally classified into three
categorieq1], [2]: overtor visible featuregsecurity level 1)
covert or hidden markergsecurity level 2) and forensic
techniques(security level 3) For securitylevels 1 and 2a

database of authenticity might not be needesd
authentication cahe performedy the observation obpecific
fedures of authenticationelements.To elevate the security
level of an authentication techniquee database of authenticity
might be employedhat necessitata comparison between the
measurementsat the instant of authenticatiomwith the
measurementsstored in the database For this reasona
database irsecuritylevel 3 isvery importantfor the highly
secureapplication

In the literatureconventionalpassiveradio frequency (RF)
identification (RFID) technology [3] is also utilized for
authentication @utions. Strictly speaking, aonventional
RFID tag cannot be directly employed for authentication
because it is susceptible to be copied easily. Authentication
differs from identification because authentication identiies
well asdetermines the genuineness of its subj@cte way to
employ conventionaRFID for the authentication applications
is to use the analog featurgghysical attributes of back
scatteredsignals fromthe RFID tags[4] £12]. In the context
of RF fingerprinting, severalapproaches to extract the
fingerprints have been reported4] £7]. In these approaches
the fingerprintsare basedon, for example,the minimum
power responsesf RFID tags[4], the wavelet fingerprinting
[5], the nanostructured composite materif8}, and thephase
information of backscatteredsignals[7]. On the other hand,
some studie on neatfield physicatlayer identificationhave
also been reportedin the literature [8] 412]. Here, the
fingerprintsare basedon, for example the magnitude andhe
phase informatiorj8], the modulation shape anithe spectral
features [9], the principal components analysifl0], the
frequency ofresonanceand the quality factor[11], and the
normalized power spectral detysiof envelop of back
scatterecsignals[12].

Chipless RFID has asbeen usedn authentication. Hre
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Natural randomness during the fabrication process is
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inevitable up to a certain degree. Such randomness canmetal thickness For the first time in comparison witate of
exploited to generate uniqueEM signaure for each the art we proposed that the PCB realizations siiple
realization. Theseunique signatures can thém utilizedfor scatterers carbe usedas unige footprints. The naturally
authentication applicatian In this context, the simulation occurring randomnessan beexplained by the arrangement of
results of a chipless RFID systenmvbdeen discussed §20] paper fibersFig. 1(a) shows the scanning electron microscope
to present an unclonable RFID ta@ther exampleof the (SEM) photograph obrdinarypaper. The unique arrangement
authentication systesrbasedon the natural randomness are of paper fibers happens during the realizationprocess
the RF certificates of authenticitfRF CoA) [21] £23], anda naturally. To copy such naturally occurring pattarman exact
plurality of randomly arranged resonat¢?gl]. To exploit the manner is virtually impossible. Similar kind of natural
natural textureR 1 S U R Guxd&cd/ (€.9).the arrangement of randomness exists the realization process of PCB chipless
paperfibers), an optical technique is presented2s]. tags as shown in Fid(b). Therefore, the cloning athipless

In previous recent works[26] £28], we have also tags in the proposed method is very difficult,the natural
demonstrated that apart frothe identification applications GLPHQVLRQDO YDULDWLRQV LQ WKH FKI
the chiplessRFID technology carbe extendedo the unitary rise to the unique variations in RF field that is compatible with
product authentication application®ur previous work is the highlevel security.
summarized as follows: firsg tiny population ofthe chipless
tags (i.e., three tags) has been designed by purposely applying
the dimensional variations to the less effective geometrical
dimension parameters (the width of the arms and the spacing
between two armspf classical C-folded scatterex It is
important to note that the desigrof employed classical
chipless tags is without any optimization on the sHape¢he
purpose ofauthentication.Then, the idea of chiplesdag
discriminationhas been presentaging the cavity resonator
measurement$26] and the free space measuremenf27].
Subsequentlya moderatepopulation of the chipless tags (i.e.,
five tags for three groupsfifteen tags)s designedwhere the
dimensional variationsare purposelyapplied to the most
effective geometrical dimension ngeneters the length of
armg of optimized Cfolded scatterej28]. The prime focus in
this work is the modeling and detection of such purposely
applied variations by secondorderbandpass filter model.

The technique®f the security leved 1 and 2(overt and
covert features) might easilge mimicked In the security
level 3 the forensic techniques might be invasive or
destructive in operationAlso, the necessity touse lab
equipment is alrawback These aresery expensivesolutiors _ o
that mightnot be possible to implemertb the low-costitems Fig. 1. Natural randomness in the realization process. (ajiffigeie random

o L . arrangement opaper fibers. (b) lllustration of natural process variations
for the authentication application The authentication geometrical dimensional of chipless RFID tags during the PCB realizatior
techniqueshased on the chipased RFID[4] £12] might be
bulky or costly due to the employment diiip. In the category
of natural randomness basechipless approachs, the However, the propesl concept of authentication usirfget
techniques based on RF CdR&1] 423] might require 3D natural randomness withiRCB realizations is much broader
structures. The technique presented24] might require a than the related example of paper fibers, because numerous
particularprinting procedure. The optical technigj@s] might  factors can play their role for the natural variations of RF
have a limitation ofcloseimagingprocedure, thatan alscbe signatures backcattered by PCB reahtions: the film mask,
imitated the chemical etching process, and the substrate. To implement

In this paper, chipless authentication based on solelje proposed concept, a populatiofichiplesstags can be
naturally occurring randomness (i.e., without any purposelalized on one sampt# substrateising one film mask or on
applied variatios) in the printed circuit board (PCB)is different samplesf substratesising different film masksThe
presented The natural randomnessalong geometrical comparison among the measuremeotstwo chipless tags
dimensons of a microstrip circuit vitally depends on theffom apopulationof chiplesstags whichare realizecon one
technology selected for circuit realizatioRor the chemical Sampleof substrateusing one film masks referred to as the
etching basedPCB realization technology, norsystematic inter-tag. The comparison among the measureiseof two
under and overetching are among the fabrication proces§hipless tags from @opulation ofchipless tags whictare
anomalies [29], [30which give rise tothe natural process realizedon different sample of substratesising different film
variationsup to a slight extenfwhich is in the order of the masks is referred to as the interealization. The inter

Neturel raricorrrness

77777 Ideal geometry
Natural randomness

(b)



realization comparison tends to produce a larger magnitude/ff Authentication Procedure

discrimination than the intdag comparison because of the The principle of authenticationprocedureis explainedin
contributionof randomnes$om the film mask as well as the Fig. 2. The employment of chipless tags for authentication can
substrate samples. The comparison among the repetitiyg dividedinto two stagesthe formation of databasepre-
measurements of a single chipless tag is referred to as #igge) ancdhe comparison of a given unknown tag with the
intrartag. This intratag comparison for each tag should reflecjatabase (posttage) Fig. 2(a) shows the methaaf formation
a high magnitude of similarity which shows the insignificancgf databasewhere each chipless tag is measured individually
of measurementerror. These corentions of VLJQ DiR ¥ dbontrolled anechoic environment (elmx-like geometry)
comparisons (i.e.the intratag, the intetag, and the inter ysing a chipless RFID rdar. Then, the measurementse
realization) are explained graphically later in this paper (s&Qvedn a database.
Section IIB). Next, the comparison procedure to check a unique match of
The proposed approach is very simple becausedo not 3 given unknown chipless RFID tag from the databiase
add any additional particle into the labels as dorl@3h Itis  depictedin Fig. 2(b). Prior tothe comparison, the signals are
importantto note that our previous work86] £28] are based postprocessed (i.e., bagkound normalization and tien
on the purposely applied variations but not the naturglindowing). The details opostprocessing can be seen in
dimensional variations. For these reasons, our workbean [27], [28]. Then, the posprocessed signal fromn unknown
differentiatedfrom the existing works in the literatuf@5], test tag is comparedith all postprocessed signals frothe
[26] £28]. databaseto find a possible unique matcithe proposed
First, we haveproposed a methodology to characterize th@omparison can be performed in tliequencydomain (FD)
chipless RFID tagfor the purpose dduthenticationThen we  ysing cosine similarity (CS) or in th€D using maximum
have proved the conceptith suficient large population of yajue of correlation coefficient (GG, as presented in [27].

chiplesstags (i.e.,forty-five tags) It hasbeen discusseth  The mathematical expression of CS is:
[31] that the early parbf time domain (TD) backcattered ~
AkX , Y0

response from a chipless RFID tag is a function tué .

polarization,the direction, andthe distancebetween the tag &6 U¥W YA Y. d @)

and antenna For this reason,his early partof TD back o v

scatteredresponseis refered to as the aspedependent whereu=[uy, U, « U] and v=[vy, V,, « V], are two EM
information. On the other hand, the complex natteabnance signals to be compared, exhibiting complex and discrete
(which analogously represents tfrequencyof resonance;  spectrums. Theperator *representshe complexconjugate.

and the quality factorQ) is aspectndependent that is  Themathematicaéxpression of CG.is:
dependent only on éhgeometrical dimensiord scatterer. In .

this work, Dr dsimilarity comparison betweenPCB 88 oL« f §H Al Qady 1P adp;
reallzat|_ons, the aspedtependent_ parof measuren_]e_ntsas ¥A:Qadgt ¥A P adp it
been discardedand merely the signal part containing the

aspect independenparameters (i.e.,the frequency of ~Where n=[n, n, « n and m=[m, My, « my are two
resonance, and the quality factor Q) is used An in-depth time-series EM signals to be compared. Theand py, denote
statistical study has been presentertwvidean accurate idea the arithmetic meansof two time-series EM signals

of the performance that came reached The ratural respectively.

dimensionalvariationsin the realization®f chiplesstags are After the comparison of the signal from an unknoteyg
characterized using microscopic analy3isen, arelationship With the daabase, the maximum value m@fsultant vector can
between thenatural dimensional variations and the similarityoe€ compared withraoptimum similarity threshold valuey
variations(that are due to thaspect independeparameters) to check the authenticity ofag. This optimum similarity

is established Finally, the generalizationof the proposed threshold valueX,, should be selected at the minimum
apprach is presented This paperis organizedas follows. Probability of eror (PE) of the system, as its a critical
Section Il describes the methodology of the proposdeprameter that defines the performance of our apprdadeh.
approach. Sectiorlll presentghe design andhe optimization ~ calculation of this parametem is discusseé later in this

of the chiplessRFID tagsto be employedor authentication. Section

SectionlV describes the etection of natural randomnesbe To deploy the proposed method, a controlled anechoic
authentication resultand the genera”zatiouf the proposé environments requil’edfor the measurements. This controlled

' )

method Fina”y’ Section Vidraws the conclusions environment can be realized within a small box witee
volume of 30 x 30 x 30 chafter placing the absorbents. This
Il. METHODOLOGY free volume of 30 x 30 x 30 c¢nis suggested because the

typical read range of chipless RFID tagsaround 15 cmTo
avoid direct reflections from the wallthe most significant
aspect is to select the absorbents compatiblth the
frequency range oifnpulse signal. In this way, the height of
absorbents is dependent on the frequency range of impulse

The proposedchipless authentications a highly secure
application, due to the comparison of a giveeasurement
with the databasef prestored measuremenat the time of
authentication.This Section discussefe procedurefor the
authenticatiorandthe statisticalanalysis



signal. As a consequence, the overall sizbwfis dependent tags, be histogram distributions are constructed. These
on the height of employed absorbents. With such a fixddstogramdistributions can be of any form or shape, as the
measurement environment, the measurement parameters (egmparison data is based on a random soWkte estimated
the distance between antennas if the setup is in bistatie probability desity function (PDF) from the histogram
configuration, andthe distance between the tag and thdistribution by using a normalization, where the frequency
antennajalways remairconsistentThis implies that the time counts are divided by the area under the histogtdeally,
windowing parameters (i.e., the part of pgsbcessing) will the central tendency (e.ghe meanvalug of the intratag
also be consistent. PDF fiuaiag Should be towards walue of 1, aghis PDFis
based on the comparison among repetitive signals of each
individual tag from the populationTherefore, an intra-tag
PDF centered around a valdeshows the repeability of the
system (i.e., measurement error is less thaturd random
variations).On the other hand, the ideal central tendency (e.g.,
the mean valdeof the intertag PDF fiyeriag OF the inter-
realization PDF finerreaiization Should be towards a value of 0
However,the individual tags realizetn a singlePCB share
some properties (e.g., the substrate). Hehedackscattered
signalsfrom them might not be tally independent. For this
@ . . . .
Unknown tag reason finertag IS Placed far from zero in Fig(a). While fiye-
~Hwn M easurements realization 1S placed closeto zero as compared tdinerag iN
& comparison using (1) or (2) Fig.3(a), as the tags realized on different PCBs are less
Post-processing carrelated.For the sake of simplicity, the intreag and the
inter-tag PDFsare depicted only for realization 1 ig. 3(a).
NN However, of coursethesePDFscan also be constructed for
-I—I realization 2.

o

O *ee b

Xopt B A < B HEOURIEFIES

() Realization 1 - M eaSUrEMENts
Post-processing

Fig. 2. Principleof the authenticatiorprocedure. (aPrestagetheformation & Comparison using (1) or (2)
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WWW
of database. (b) Pestage:the comparison of a given unknown tag with t 12 . | 124
database. 1 ﬂfU\/WWW\W . — | ter jgg
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Inter xealization

From the literature, umerous biological and digital N %
authentication techniquemight be consideredat security T T
level 3 since hese are machineadablgechniques exhibiting Redlization 2 j
specific featuresand/or equipment for authentication. From = PP~

our viewpoint a database of authenticitygs a primary |1

authenticatiora destructivemethod as the tags not destroyed
andstill reusable. Similarity Threshold
- . (b)
B. Statistical Analysis
) y . . Fig. 3. Concept of statistical analysis of the proposed approach. (a)dBrec
In-depth statistical analysis is used tanalyze the for the construction of V LPLODULW\ 3')V $OVR WKH

performance of the proposed methdeig. 3 presents the comparison conventions. (b) Procedure for the calculation of the error
conceptof statisticalanalysis of the proposed approad@ihe —2dthe optimum similarity threshold valug

intratag, the intettag, and the interealizationcomparisons

are graphically explained ifrig. 3a). For all comparisos Fig. 3(b) presents the procedure for the calculation of the
with all possible combinations among the signals of chipleggror ratesand the optimum similarity threshold value,y

requirement for an authentication technique to bkighly N1 : Qf-
o S ]
secure application. Therefore, arauthentication approach
without such a database based comparison mightbeot |N % 0 02 04 06 08 1
consideredas an application of level 3 of securitfhe Similarity
application of the proposed approached lbanonsideredis a
highly secure security seal (but not only limited to this), where Il Yo
the tag can be inserted (or hidden) in the corrugated layers of |—ntraag 5 \
the pulpof productpacking. At the time of authentication, the | [N e g .
tag can be taken out by the authorized person to check =N —= Y|
authenticly with the procedure as explained in Fg.This © ) PP | |y
authorized extraction of the tag does not endfke proposed § , i
i
0 02 04 06x08 1 0 02 o4 06!

08 1



(used in the authentication procedat®ovg. For the sake of
simplicity, an example for one chosen realizations
demonstratedwherewe have chosen the intrand intertag
PDFs from Fig. 3(a) toFig. 3(b).

The probability of false negative (PFN) calculated from
the intratag PDFfiyyatag USING the following expression:

8

* %Irp?_r_e'T;@T
21

L ®)
wherex corresponds to the threshold.
The probability of false positive (PFH} calculatedfrom
the intertag PDFfiyeriag USING the following expression:
>
L+

8

%Irc’pr_e:T;@T (4)
where x corresponds to the thresholtVe have presented
example of the calculation oPFNand PFHrom the intratag
and the intetag PDFs with threshold valuex at an assumed
position inFig. 3(b) [see the blue dotted line from the integy
PDF finratag t0 PFN curve (solid magenta lingnd see the
green dotted line from the intésg PDF fiyeriag to PFP curve
(dashed orange ling)In pradice, the threshold valug is
taken from O to 1 with 10000 points talculatewhole PFN
and PFRcurves

The comparison betwedwo PCBrealizationss not shown
in Fig. 3(b). In suchnter-realizationcase the intratag PDFs
from both realizations are merged i@singlePDF fiyer.agand
then PFN is calculated using (3Pn the other hand?FPis
calculatedoy usingfinerreaizationinstead Offiyieriagin (4).

Finally, the PE andthe optimum similarit threshold value
Xopt arecomputedirom the intersection point of PFN afd-P
[seecrosssymbol and black dashed linekig. 3(b)].

I1l.  DESIGNAND OPTIMIZATION OF CHIPLESSRFID TAGS TO
BE EMPLOYED FOR AUTHENTICATION

necessary characterisgticThe Gfolded dipoleis simple in
designthat @n be realizedwith a lot of different techniques
(someof themcan be low co$t This planar scatterer has been
used extensively in the field of chipless RFID technolf38}.
The frequency of resonande of such a resonator cane
calculated using the following expression

L (5)

I 3
wherelL eis the total length which is the sum bf(physical
length of each arm) antL (complementaryength added due

to the fringing fields), andf is the effective permittivity of
the substrate. For a coplanstripline [33], & depends on
various parameters including tepacingbetween twaarmsg,

the trace widtlw, the metal thicknedsthe substrate thickness
h, and the permittivity ofsubstrate /# However, if the
substrate parameters sucht,ds and Hare fixed the response

of a C-folded dipole is determined by twkey dimensional
parameters [sed-ig.4(a)]: the length L « and the spacing
between twarmsg. For the rest of this paper, we uded D Q G
L interchangeably for the easediscussion

A. C-FoldedUni-ScattererTags(Classical Design)

Fig. 4(a) showghelayout ofa simulatedchipless tag based
on C-folded uni-scatterer For simulations,a commercial full
wave simulator (CST Microwave Studi® used wherethe
chiplesstags are illuminated bya plane wave The nominal
geometrial dimensions of this simulated scatterer
L=3.16mm, g=25 mm and w=0.22 mm while the
overall sizeof tagis 8 x 6 mm. Concerning the value af, it
hasbeen discussenh [34] that theradar cross section (RCS)
level is increasing almost linearly wity. Therefore, to
increase the RCS level higher value of = 2.5 mmis taken
For nominal dimensioml parameters, simulate@ST back
scatteredlD and FD responsese shownn Fig. 4(b) and (c),
respectively It is known that abackscattered field from a

are

RFID tag is not sensitive enough to be employed for thgjied the structural modendthe late part of the signal called
authentication. Therefore, an optimization to enhance thge antenna mode. Between these two modes, the structural
sensitivity of chipless tag shoulbe done This factis mode is unessential in ouork due to its association withe
explainedby the simulabns and the measurements of chiplesss . UHFW RSWLFEFDO UHIOHFWLR QWhilEURP W
tags exhibiting the purposely applied dimensional variationghe antenna mode is essentialit is related tehe reflections
Finally, a secondrder bandpass fier model is utilized to gye to the resonancef scatterer For this reasonthe time
create2D similarity maps. With the help of 2D similarity \windowing[27], [28] is aplied to extrat the late part of the
maps, the performance of classicalipttss RFID tagsis sjgnal correspondingp the antenna mode [s&ég. 4(b) and
comparedwith the performance of optimized chipless RFID(c)).
tags. It hasbeen discusseih [28] that if the backscattered TD

In this work we havechosena widespreadconventional  response is comprising merely the antenna mode extracted by
chemical etchingbased PCBrealization techniqugthat is  gpplyingthe time windowing toTD response, aecondorder
known andproven) togive anaccurate referencef what can  pandpassfilter analytical model can also be employed to

be achieved by employing a chipless approach in  mgdel such a kind of ®lded scatterer:
authentication Other realization technology such as inkjet
P

printing might exhibit higher randomnessie toan error in
the placement ofnk droplets. The ®nsitivity towards the
naturally occurring randomngsluring the fabrication process
and the simplicity in the design of a chipless tag to be
employed for authentication applicatioare the key and

V]
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where m and & correspond tothe damping ratio and the
angular frequency of resonancespectively, of a pole of
second orderG is thegaindetermining themplitude levebf
backscatteredsignal from the scatterer.To validate this
analyticalmodel (6), a time window of s is applied torD
signalin time windowing proces® extractthe antenna mode
where2 ns of early part of signalis negleced to discardthe
structural mode [Fig.4(b)]. The angular frequency of
resonance&, andthe damping ratiom are extracted from the
peak apex and the quality factof FD windowed signal,
respectively.The damping ratiom is related to the quality
factor Q: m= 1/ (2Q). The quality factorQ is computedby
using Q =fy/ (fz34s, Where the frequency of resonaniges
extractedfrom the peak apesf FD windowed signal and the
KDOIl SRZHU H{xGedanaadrkma3 dB level of
FD windowed signalThen, a model signal igeneratedising
(6) with extractedm and & parameters.Subsequently a
fitting comparisonamongthe nonwindowed FD signalthe
windowed FD signal andhe model (6) generated signak
shownin Fig. 4(c). The response of the analytical mo¢@) is
in perfectagreementvith the simulated windowed FD signal
For the sake of simplicity, the signals are presentedn
normalized amplitude levél.e., G = 1). It is important to note
that the extracteth and & parameters are aspentiependent
parametersFor nomiral geometrical dimensions @-folded
uni-scatterer tag, the estimated values (extracted @8
simulation) off,, Q, and RCSlevel aref,“S"T §12.22GHz,
Q%" §22.5 andRCS™" §-35.7 dBsmrespectively

%0'02 — Non-windowed signal

%_
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Time (ns)
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o O 1 —
BT | o >
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5 =-40[----- Windowed signal ‘€ 0.8f * Model-TD: CCprx
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Frequency (GHz) Applied variation (um)
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Fig.4. (a) Layout of thesimulated C-folded uniscatterer tag. Also, the

purposely applied variations along the trace showrin different shades of
copper color. (bimulated CST backcattered TD responses. (c) Simulat
CST backscattered FD responses. Also, a comparison of the windowe«
signal with the signal generated by the analytical model (6). (d) Simile
level calculated in both FD (1) and TD (2) using the simulated CST-b
scattered responses as well as the model generated signals.

In this work, a high-performance substrate (Rogers
RO4003) is usedwith ©0=3.38 and h=0.81 mm. This
substrate is icontrary toFR4 where @ can change from one

sample to another. For this reason, the natural changes to
used for authentication are not only linked to the substra

Initially, to show the sensitivity of a -€lded uniscatterer
chipless tagowards the naturally occurring randomnesth
the help ofsimulations we have purposely applied variation

of copper color $ee Fig.4(a)]. These purposely applied
variations are in the order of maximum probable fabrication
tolerance, that is= 35 um, in the form a decrease of a step of
17 um. It is important to note that the application thiese
purposely applied variatiorslong all sides ofthe metal trace
would affectw aswell asg andL. The sensitivity of thisC-
folded uniscatterer tag is presentedin Fig.4(d). This
sensitivityis calculatedoy comparing the signals #éise result
of applieddimensionalariationswith a reference signarlhe
refererte signal is the one that obtained at nominal
dimensions. Prior to WKH VLJQDOVfth&RReSDULYV |
windowingis appliedto all signalsNext,mand & parameters
are extractedrom all simuated windowed FD signal Then,
we generatethe model signa by using(6) with theextracted
m and & parametersk-inally, the model generated signals are
also compred among them to calculatbe sensitivity of
analyticalmodel (6). The V L J QdindaVitfles (CS andCC,.y)
arecalculated bysing (1)for FD signals andising(2) for TD
signals agliscussed in Section.IAs expectedthe decreasén
similarity is happened because dpplied dimensional
variations[seeFig. 4(d)]. At the applied variation of 35m,
the changesn similarity metrics (1) and (2for both the
simulated CST backcatteredand the model signals are
& ST " &&ST " &' = 0.06, and
" & &axi % = 0.06, respectivelylt canbe observedhat he
similarity change calculatedising all data pointsof the
simulated CST baekcattered signals “&£°" and
" & &ax°") and the similarity change calculated usitig
model (6) signab " &£°% and " & &aa°™ that are
generatedoy using merely two aspeeindependentn and &
parametersiare almostequal It is clear thatthe significant
informationin thebackscattered signals related tanand &,
parameters due to their aspaudependenbature

As discussed above, theiality factorQ is related to the
dampingratiom: Q = 1/ (2m). The quality factoQ of such a
C-folded theoretical scatterer, with very small value of g,
canalso becalculated using the following expressi@]:

J
@ A

- ™

To practicallyvalidatethe sensitivity of such @blded uni
scatterer tagby experimental resultsve have realizedwo
groups of prototypes, where each grasigonstitutedof five
tags. For the PCB realization of group N, the noalin
dimensional parameters aimulated tag [see Fig(a)] are
used for the form#on of its film mask.To applya variation
on the subsequengroup, we shortenedL by 10 pm in the
designof film maskfor group M. The purpose behind this
large applied variation (as compared to 36) is to clearly
discriminate the chipless tags without any ambiguity (i.e.,
oggervational noise or the systematic noiddgre, it is
important to note that the natural process variations during the

CB realizatiorare considereds a part opurposely applied
variations A photograph of first tag from each group along

SWith their dimensionss shownin Fig.5. The overall size of

along all sides of the metal trace as shown in different shad
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8 x 6 mnt.

The measurement setdpr C-folded uni-scatterer tagss
shownin Fig. 6, where he measuremengse donén abistatic
co-polarization configuratiomusinga vector network analyzer
(VNA; Agilent 5222A) with a source power 65 dBmin an

anechoic environment he distance between the antennas andgy
the tag is r=16.5 cm, while the distance between both

antennas ig = 2.7cm.
9
L=3.16 mm l\l/l
T

N
51_1
s|  po—{e=25mm]

[ L=316mm-100 um |

Fig.5. Top view of the fabricated-folded uniscatterer tagalong with their
dimensions.

|4—
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analyzer o “
s.) ) ’ - .
>4 K M Rl N \
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‘\ “ [} ‘e’ ]
. _~- \‘ 'I
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~~§ "'

Anechoic environment

Fig.6. Measurement setup f@-folded uni-scatterer tags in aanechoic
environment with a bistatic egolarization configuration.

The measured quantity is the transmission coefficterdas
shown inFig. 7. For each tag, five repetitive measuremeants
taken For each measuremettial, the tag is removedand
repositiored at its position to ensure thevalidity of
repeatability in the presence dn observational error.
Furthermore, background normalization is applied (i.e.,

subtractbn of an instantaneous measurement taken in t

absence of tag from the measurement taken ipresence of
tag. It can be observedthat the measured nawmindowed
signal [see Fig7(b)] does not exhibit structural mode a
compared to the sintated CST backscattered signal [see
Fig. 4(b)]. The reason behind this is measuremame done
using bistatic cepolarization configuration, while in
simulations a E-field probe is used (that is similar to
monostatic cepolarization configuration). In such a cas
(bistatic measurement configuratiord significant part of
structural mode is already removed due to the nature of
configuration Sq the time windowingorocedure (explained in
[27]) is not neded to discard the structurabde To explain
this fact a time window of 1Msis employed to extract the
antenna modewherel.6ns ofearlypart ofsignal is discarded
to neglect thaminor structural mod¢Fig. 7(b)]. In Fig. 7(a), it
can be observed that both FD nemdowed and FD
windowed signals do not ffier a lot from each other, in
contrary to simulated CST backscattered FD signals in
Fig. 4(c).

—— Non-windowed signal --- Windowed signal|
-40 : : - 1 : =
[}
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-50 z 03
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o
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-60 g
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9 10 11 12 13 14
Freguency (GHz) Time (ns)
@ (b)

Fig. 7. Time windowing of the transmission coefficieht of C-folded uni-
scatterer tagl1. (a) Frequency domain responge3.Time domain responses

A CS map for uni-scatterer tagss presentedn Fig.8. To
construct this magpwe extractedf, and Q parameters of all
twenty-five measuremestrelated to each grgu The mean
values ofthe extractedf, and Q parameters ofgroup N
f™=12.05GHz andQ™ = 27 are takeras a referencesirst, a
reference signat’ is generatedby usingthe analytical model
(6) with the referencef,™ and Q™ parameters. Thea varying
signal X’ is generatedby usingthe analytical mode(6) by
varyingf,™ and Q™ parameters such th&f=f" +0.2 GHz to
f'=f"+1GHz and Q'=Q™ * 10 to Q'=Q™ + 100.
Subsequentlythe reference signat” and the varying signad’
are compared in the form of complex B@nalsusing CS(1).
Finally, CS score LV SORWW H GD @ @®USMcK \that
fo=fY +f™and "Q=Q" +Q™. Furthermorethe extracted,
and Q parameters related tll twenty-five measurements of
each groupare superimposedn the similaritymap for an
intuitive comparison.The centroid to centroiddifference of
CS between JURXSV 1 DQG =00% Thi&6
"&6=0.13 is large as compared tothe simulated
" & 6°5"=0.06 [seeFig. 4(d)]. The reason of thislifference
EHWZHHQ® Q&6 & és thatin simulatiors a uniform

Igémensionalvariation of 35 m is appliedalong all sides of
metal trace, whilén measurementa dimensionalariation of
100 m is applied merely along. It is important to mention

Sthat the naturabdimensionalvariations happeneduring the

realization ofuni-scatterer tags are considered as a part of

applied dimensional variations. Fig.8 is a useful
representation that caprovide direct information of the
potential performancée.g, the slopeof CS) of chipless RFID
etechnologyfor authentication.

B. C-FoldedQuadScattererslags(Optimized Design)

From a practicaviewpoint, the C-folded uni-scatteremith
a low Q factor and a lowRCS level of metallic resonator
requires a bistatic measurement apparatitis two antennas
Therefore, we have couplddur scatterers to realize one tag
with a higherQ to make itappropriate in practical application
The influence of a highQ chipless tagin authenticationis
discussednext Fig.9(a) shows the layout of aimulated
chiplesstag based on {lded quadscatterersin this quad
scatterers designhe nominal geometricadimensions okach
C-folded scatterer isexactly same asthe geometrical
dimensions ofC-folded scattererof uni-scatterertag (see



Fig. 5), while the spacingraongscattererss s= 0.15mm and
the overall size oftag is 8 x 15mn?. For the nominal

dimensioml parametersthe simulatedCST backscattered TD
and FD responsexme showrin Fig. 9(b) and (c), respectively
Time windowingis employedby usinga time window of
10nsto extract the antenna mode whilas of early part of
signal is neglected to discard the structural mddem the
windowed signalsHig. 9(b) and (c)] & andm are extracted
to generate anodel signal from the analytical mod€b).

Subsequentlya fitting comparison betweeahe windowed FD
signal andthe model (6) generated signals shown in

Fig. 9(c). It can be observedhat the response oénalytical
model is in perfect agreement with the simethtvindowed
FD signal
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Fig. 8. Cosine similarity map obtained bgmparinga reference complex FL
signalx’ with a varying complex FD signat’ using CS (1) for unscatterer
tags.The superimposed markefsand ...correspond to extracted paramete
of twentyfive measurements of five tags of N, and M groups, respectively
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Fig.9. (a) Layout of simulated -@lded quadscatterers tags. Also, th

purposelyapplied variations on the trag@e shownin different shades of
copper color. (bimulated CST backcattered TD responses. @mulated
CST backscattered FD responseslso, a comparison othe windowed FD
signal with a signal generated by the analytical mé@el(d) Similarity level
calcdatedin bothFD (1) andTD (2) usingthe simulated CST baekcattered
responsesas well as thenodel generated signals.

Like the uni-scatterer tags discussed aboyseeFig. 4(a)],
we havealso applied variations purpe$y along all sides of

Fig.9(a)] to check the sensitivity obuch C-folded quae
scatterers based tag towattle appliedgeometricalvariations
(i.e., in the order of fabrication tolerande)simulations.The
simulatedCST backscatteredsignalsandthe model generated
signalsare compareglas discussed above fbig. 4(d)] in FD
(1) andTD (2) to calculate the sensitivity of quadatterers
tags as shown in Fi@(d). At the applied variation of 3%n,
the chages insimilarity metrics (1) and (2) foboth the
simulated CST backscatteredand the model signals are
& GST " &&T " 88 = 0.23, and
" & &axa™*® = 0.23 respectivelylt canbe observedhat the
similarity change calcutad using all data points @ST back
scatteredV LJQD Q¥ D& ;,&<&') and the similarity
change calculated usirte model (6) signas ~ & £"°% and
" & &axa™*® that are generatethy using merely two aspeet
independenim and & parameters) are almosfjual Again,
this behaviomighlights the significance aspecindependent
mand & parameters

Similar to the Gfolded uniscatterer tagghe sensitivity of
such Cfolded quadscatterers tags is demonstrated by
experimental radts. For this purpose, we fabricated two
groups of prototypes for quastatterers tags, where each
groupis constitutedof five tags. For the PCB realization of
group N, its film mask is formed usinghe nominal
dimensional parameters of simulated tag depicted in
Fig. 9(a). Like the unicatterer tagsase (Fig. 5), we reduced
L by 100um in the design ofilm mask for group M. Here,
too, the natural process variations during the PCB realization
are considered as a part of purposely applied variatians.
photograph of all tags of both groups along with their
dimensionsis shownin Fig.10. The overall size ofhese
fabricated tags is alsovDPH DV RI
8 x 15mn.
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Fig. 10. Top view of the fabricate@-folded quaescatterersags along with
their dimensions.

The measurement setup forf@ded quadscatteres tagsis
shownin Fig. 11, where the measuremeriie donen amono
crosspolarization configurationusing VNA with a source
power of -5 dBm in an anechoic environmentin this
configuration,the test tags placedat an inclination of 45

metal trace shown in different shades of copper color [s&de distance between the anteramal the tag isr = 13.5 cm

WKH VLPXOLD



The measured quantity is the transmission coeffic®pts
shown inFig. 12. Similar to the CGfolded uniscatterer tags,
five repetitive measurementare takenfor each Gfolded
guadscatteres tag For each measurement tridhe tag is

100 \ \ \ ‘ ‘ N

0.9

80 r 1 o8

L. . L. - 0712
removed and repositioned at its position to ensure the validity 60 | 1 %7 B
of repeatabilityin the presence o&n observationalerror. 0.8 g
Furthermore the background normalization is applied. Then, S 40 ¢ IACS—'FO‘@ 1| 051e
the time windowing [27] with a time window of 1(s is L 0.4 §
employed to extract the antenna mode, wieBns of early 20 | N M W oz
part of signal is discarded to neglect the structural mode R AR ST )
[Fig. 12(b)]. or L) 1| vz
-10 === === Gk
-0.2 0 0.2 04 0.6 0.8 1
JEp—— Afr (GH2)
Vector network r=135cm . . Fig.13. Cosine similarity map obtained bpmparinga reference comple
analyzer — =4 FD signalx” with a varying complex FD signaf’ using CS (1) for quad
%A\;:og Py H T, ' scatterers tagdhe superimposed markeis and ...correspond to extracte:
- S22 : ok : , &g : parameters of twentfive measurements of five tags of N, and M grou
Q o i ‘.“ LA A / respectively.
- R
—\\_—"\.-‘ ----
Anechoic environment
Fig.11. Measurement setup for-fAlded quaescatterers tags in a cres IV. DETECTION OFNATURAL RANDOMNESSAND

polarization configuration in aanechoignvironment.
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Fig. 12. Time windowing of the transmission coefficiéht of C-folded

quadscatterers tabl. (a) Frequency domain responses. (b) Time don
responses.

To highlight the potentiabf C-folded quadscatterers tags
for authentication a CS mapis presated in Fig.13. The
procedure to calculate the CS nfap quadscatterers tags is
same as discussed above for the CS maprifescatterer tags

AUTHENTICATION RESULTS

To demonstrate thauthentication based on solely naturally
occurring randomnes# the fabrication process we have
realizedthe chipless tags based d@ifolded quaescatterers
These tags are realizédo times intermittently, where each
realization is oonstituted of forty-five tags These two
intermittent realizations share same company, same
technology, but different film mask to ensure the natural
dimensional randomnesshe film masks are fored using the
geometricaldimensionsof group N depicted inFig. 10 (i.e.,
without any purposely applied variations)

Fig. 14 shows the top view offorty-five tags of first
realization exhibiting natural randomnes$he frequency of
resonancd, of all these tags is aroureh average value of
1268 GHz as shown ifrig. 12. For the rest of this papethe
measurement setup and thestprocessing(i.e., background
normalization and time windowing)f measured signal(i.e.,
S,;) are alsoexactly same as depicted iRigs. 11 and 12.
Additionally, the time windowing process @ne stepfurther
improved by applying the frequency windowinogn FD
windowed signals.This frequency windowings done by

in Fig. 8. In this case, the calculated reference parameters &geping the 200 points around the peak apex while discarding

f"=12.68 GHz andQ™ =98.8 (i.e., themean values of
extractedf, and Q parameters of group )NThe centroid to
centoid difference of CS betweegroups N and M is
- & 6=

(see Fig8). Also, for this quadcatterers case (Fi§j3), the
slope of CSis quite sharpD O R fQds tompared to theni-
scattereicase (Fig8). This sharpness is due to the increimse
Q of tags from theuni-scatterertag Q™=27) to quad
scatterers tagd" = 98.9. Such dargesimilarity change is the

all other points. This prodarreis adopted t@onsider only the
aspectindependent parameterd, @nd Q) that principally
reside in the top part of skirtef peak apex. Hence, FD

7KLV,="&6 LV YHU\ ODUJZHW.18V Kvbngowesl 6 signal (i.e., alsosubjected tothe frequency

windowing) is constitutedof 200 points.For TD windowed
signal if we ignore the zero padded points, the signal is
constitutedof 101 points. The zero padded points can be
ignored because they do not contribute to Himilarity
change. Insteadhe zero paddingn TD signalis done only to

reasonfor the choie of these quadcatterers tags to beimprove tte resolution of FD windowed signal while

employed for authentication

computirg the inverse Fourier transform in the time

windowing processFor the rest of this paper, we take into

account the windowed signalg.e., also subjected to the
frequency windowingjor the similarity analysis.
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Fig. 14. Top view ofirst realization of CGfolded quaescatterers tags exhibiting natural randomness.
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Fig. 15. Similarity analyses fdirst realization. (a) Intraand intertag cosine similarity PDFs for FBnalysis. (b) Intraand intestag maximum valued
correlation coefficient PDFs for TD analysis. Rrpbabilitiesof falsepositive and false negative for both FD and TD analyses.

The two realizations are comparesithin eachrealization close to a value of IThe spreadf intertag similarityPDFs
and alsobetwees them VHH VLJQDOVY FRPSD [FigViI§ ardR @)}te Quite WiR&iv comparison to intréag
in Fig. 3). similarity PDFs ranging from 0.42 to 0.9 and from 0587
A. AuthenticatiorWithin Each Realization to 0.9% for FD and T.D similarity_ analyseqe;pe_ctively I

) o can be observedthat intra- and inte-tag similarity PDFs

First, the authentication outcomes based on solely naturaIIMzig_ 15(a) and (b)Jexhibit overlaps between them, producing
occurring randomness within each realization fboth  pEqf5 294 and 5.0% in FD and TD analysesespectively
intermittent realizationsare calculated For this purposeall For the authentication results withirsecond realization,
forty-five tags from each realization are measured five timq:qg_ 16 showsintra- and intertag CS and Cfuy similarity
successively So, the possble number of intetag pprsfor FD and TD similarity analyses, respectively, along
conjblnatlonsimongall different tags within a realization is \yitn their error rategi.e., PFP and PFN)ntratag similarity
&'- & and the possible number of i@y PDFs [Fig. 16(a) and (b)]in FD and TD analysearecentered
combinations to compare all repetitive measurements for glbse to unity with minimum values 08.99 and 0.988,
tags from one realization, is & . The signal similarity respectively.On the other hand, ritertag similarity PDFs
is calculatedby using CS(1) and CG (2) for FD and TD [Fig. 16(a) and (b)]exhibit wide spreadranging from0.47 to
signals respectivelyas discussenh Section Il 0.9% and from0.618 to 0.9% for FD and TD similarity

Fig.15 shows he intra- and intertag CS and CG. analyses, respectivelyn this case toojntra- and inteftag
similarity PDFs for FD and TD similarity analyses similarity PDFs [Fig.16(a) and (b)]exhibit overlaps between
respectively, along with their PFP and PFN for first them, producingPE of 5.16% and 5.93% in FD and TD
realization.The central tendenciex intrartag similarityPDFSs  analyses, respectively.

[Fig. 15(a) and(b)] in FD and TD analyses areosle to unity B. AuthenticationAcrossDifferent Realizations

with minimum values of @89 and 0.986respectively.This ) T .
behavior validates theepeatability of individual tags i.e. All forty -five tags related to each fabricati¢seeFig. 14)

when the sametag is measured multiple times the result isre realizedt the same time on osampleof substrateFrom
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Fig. 16. Similarity analyses farecondrealization. (a) Intraand intertag cosine similarity PDFs for FD analysis. (b) Intaad intertag maximum valuec
correlation coefficient PDFs for TD analysis. Rrpbabilitiesof falsepositive and false negative for both FD and TD analyses.

Fig. 17. Similarity analyses fdirst realizationvs secondrealization. (a) Intrdag and interrealization cosine similarity PDFs for FD analysis. (b) k@ and
inter- realization maximum valued correlation coefficient PDFs for TD analysisPrtd)abilities of false positive and false negative for both FD and -
analyses.

this fact, thefabricationtolerance would havanalmostequal from 2.07% to 4.03% found if36] and the best averadrE of
effect on all fortyfive structures. So, it is worth to calculate0.05% among different fingerprint evaluation campaigns
the similarity results across different realizations. For found in[37].

comparison beteen two independent realizations, the
possible number of inteealizationcombinationsamongall ] . i o .
different tags is (45x5)= 50625.While thenumber ofintra- T_he existence of natural dlr_nenS|onaI_ variations in the
tag combinations for each realizatiisrthe sameas calculated €@lized prototypes of two intermittent realizationsnalyzed
above that is & . For the comparisobetween first bY MICTOSCOpIC analy5|s._ The meas-urement setup d]g.m.il
realization and seconm@alization,Fig. 17 shows intratag and MICroscopas shownin Fig. .18' A Mighty Scope_ 5M.d|gltal
inter-realization CS and Cfax Ssimilarity PDFs for FD and TD microscope by Aven toolss usedand the_ calibration of
similarity analyses, respectively, along witeir error rates systerms done by th_e USAF 1951 re;olutlop test Chafh.e
(i.e., PFP and PFNJn this compaison, the spreads of inter _resolutlon 01_‘ system is aroundugn per pixel. First, the digital
realizationsimilarity PDFs [Fig. 17(a) and (b)] arealso quite images ofthipless tags are captured and then Hough transform

wide in comparison to intrag similarity PDFs ranging from S applied .to calculate  geometrical - dimensions in - the
023 to 0.993 and from 0.588& 0.99} for FD and TD MICIOSCOPEIMAgGES. .

similarity analyses, respectivelfthe overlaps amm intra- Itis cleqr ”0”_"(5) and(7) that /-(or_alternatlvelyi__) andg
and interrealization similarity PDFs [Fig.17(a) and (b)] are associateavith f, and Q, respectlvely._For this reason,
produce PE of 4.06% and 2.92% in FD and TD analysesS'dNtLm and fourgy, parameters for all forijive tags of both
respectively Suchvaluesof PE are quitdlow and comparable intermittent realizations are measured (see inset oflBig.In

to the averag®E for fingerprint verification system ranging theory [see(5) and (7)), only one value foreach /-« (or

C. Characterization of th&latural Randomness
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alternativelyL) and g parameterss expected.However,in PCB realizations r@ sufficient to provide adequate aspect
practice, because of quad coupkmhtterers W KH S D U D depeéRtient ifased similarity variations that do not contain any
values can change from one element to another (see insetmgfasurement or systematic noise.

Fig.18) that can contribute to the randomness of response.The combinations of two tags from two distributions (see
Fig. D VKRZV D FRPSDULVRQ RhgiWsK HFigP I9ppvesairtd Gre @xirBrivevariationare detectedThes

L, for both intermittent realizations along with the value oéxtreme variations are in terms of minimum and maximum
WKHRUHW L F D Dari Fig. Yob) Gl @s]a\tEmparison average dimensional variationgi(p ‘dhd 0/5 % and @J2"-°

of the measured spacings between arms for both 5nhq g J Pl along Ly and g., respectively. A pair of tags,

it sator: g i 0 Dol O ) s 1017t o 1
' from both realizations 1 and 2. FérJ- 5 She detected pair of

values of the distributions of both measured parametgss ( ) - Fe

andg,,) for two realizations arelearly separated. The mean 189S, N2r1, N1%), comprises of N2 tag from realization 1

values of thel,, for realizations 1 and 2 algygy) = 3.13mm and N15 tag from realization 2. In contrast, a single pair of

) ; ~/PDJ ~1PDI

andL gz = 3.16mm, respectively. The mean values of the @95, (N14zi, N2&), is detected for botti/p ~'and 0J, %

for realizations 1 and 2 argngry = 2.50mm andgyry = which includes N14 tag from realization 1 and N28 tag from

2.49mm, respectively. realization 2. Forthe aforementionedextreme variations,
firstly the parameterd;, and Q of both tags within each
detected paiare extractedrom their signals as an average of
five repetitive measurements. Secondly, we calculate the
minimum and maximum variationsﬁqup"%nd OIUP D)[ and
(04" 8nd 047 Blof f, andQ, respectively.

Table | outlines the detected pairs of tags from two
reaizations for 0/5 %0/ 5 a8 8nd 05 P hlong with their
extracted 01; 59017 % 04" 8nd 04" PLFor simplicity, we

DVVXPHfWKDRMHUOHO\ UHOBMH G V@RDD G (
PHUHO\ UHg Bad @) Farf Bhisireason, in the cases of
0/58nd 0/ p Plthe values ofi4P " 8nd 64" Phre neglected
(highlighted in dark gray) and the values &f; “8nd a1; °!
aretaken (highlighted in light gray). Similarity, in the cases of
aJ5-8nd 035 Plthe values oftl; “8nd a1 ®bre neglected

C ; saPL A APD
Fig. 18. Measurement setup afdigital microscope. Also, the USAF 195 (highlighted in dark gray) and the values o# 8nd 04P P!
resolution test chais shown In the inset,an example of tag undetest — are taken (highlighted in light gray). However, this analysis

along with itsdimensiorl parameterss shown along with oursimplified assumption might only provide the
first-order approximation of the results.

TABLE |
DETECTEDPAIRS OF TAGS FROM TWO REALIZATIONS BASES ONEXTREME
DIMENSIONAL VARIATIONS 0/5-@/EP ad "Anp a8 P ALone WiTH

THEIR EXTRACTED 017 591 %! 64”7 anp 047 P!

ol Minimum variations Maximumvariation

il

>

2 |Pairso a/pt¢ alfte aaPLqPairof a/pet ar) ot 44° 0!
.‘Dﬁ tags, ( m) (MHz) tagsA (m) (MHz)

Lm(Rl) N3Rr1
\%

s and 8 13.5 57.5 94
. . o - L Lu(rz) | N3r2
Fig. 19. Microscopic dimensional characterization for batiermittent —5 T N14ry —= BT
UHDOL]DWLRQV D 0 DMXddHgAridiJtB th§ ti@etaick aJ, and 9%

value of DUPV Y @.HK) MWeadsured spacisgbetween the armgy, in (m) N28q (m)
comparisorto the theoretical value spacing between the args 2

Im(R1) | N2Rr1

w | and & 2.43 37.4 12,51

Next, we established a relation between the detected naturdr2 | N2
dimensional variations of,, and g, (see Fig. 19) to the , 1, N3 tag from realization 1; N@ N3 tag from realization 2; N2 N2
aspecindependent parametefsand Q. The purpose of this tag from realization 1; N5 N15 tag from realization 2.
relation is to prove that the natural dimensional variations V1% N14 tag from realization 1; N2g N28 tag from realization 2.
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Next, the CS map of questattererstags presented in detected natural randomness is not merely due to the variation
Fig. 13 is takenas a referencandthe chosen valuesee the of @ As an additional benefit, the variation d¥ would
highlighted values in light gray in Table &e superimposed contribute to the natural randomness to elevate the potential of
(in the form of lines) orCS map to create Fi®0. Fig.20 chipless RFID technologipr authentication applications.

describes the rangd similarity change that can ppen due to D. Generalization of theroposed Mthod

the practical natural randomness in comparison to the . i o
theoretical model(6) for these quadcatterers tagsThe From SectionlV-B, the worst interealization PE equals to

theoretical model(6) accounts only the aspeicidependent 4-08% [seeFig. 17(c)] in CScase. Such a value of PE might
parameters that do not contain any measurement orPe large fqr the practical implementation of the proposed
systematic noise)The superimposed lines form a rectangleMethod It is important to note that theatural random
enclosing an area of similarity variat®an the CS map. The varnations along thegeometrical dimensiors of two tags

values of CS on the CS map beneath these four vericesPelonging to two different realizations are independent.
rectangle are C$,=0.99, C$,=0.99, CS=0.77, and Therefore, this independent nature of the random vanitio

CS. = 0.78, respectively. lis foundthat theexistingnatural  ¢@n be exploited to decreaBE& ly increasing the number of
variations are sufficiento be employed for authentication €MPloyed scatterers in the designatfipless RFIDtags as
applicationsby producing similarity change ranging fromShown in Fig21(a). For this purpose,dH DUPV{ OHQJWK
CS=0.99 to CS=0.77. It is important to note that these further additivequadscattererscan be decreaséby a step
variations are purely basedon variations of aspect value dL to shift their f; to larger valuesWith a valuedL =

iQGHSHQGH QW f,SDW®. it \Wiaklovm ¢hange in 100 m, it canbe observedrom Fig. 21(a) that the peak apex
CS due tathe natural randomnes$i & %%[\ﬁ@}qﬂ +CS, = related to each scatterer is well separafBdis procedure
0.22 (Fig.20) presents same order of magnitude as thar would aid in the reading odll scatterers in the design of
simulated results” & 6557 DQG &&= 0.23 chipless RFIDtagssimultaneously The exponential decayf
(Fig. 9). On the other hand{i& %[W-b&]% than the change PE with an increasein the employedscattererscan be
in CSdueto SXUSRVHO\ DS SO L G.6YAy1R) D Waggteghy gsing the following expression:

The reasorfor this decrease is that 'nratupraDI randomness the PE = (0.04), n N 8)
maximum detecte¢thange R | L{j is 0/5PE57.5 m (see

Table ), while the purposely applied variation is 10 in Wheren is the number ofcatterersto be employed in the
Fig. 13, design of chiplesstags developed forthe authentication

processFig. 21(b) shows arexponential decay oPE with the
increase in the number e€atterers usin(B). To achieve a PE
= 0.05% found in[37] from the proposed chipless RFID
approach threguadscatterers are required the designas
mentioned in Fig21(b).
On the othehand, even if we consider the worst irtag
PE = 5.93% [see Fid.6(c)], in such case, todhree quad
scatterers argequired in the design @hiplesstags to reachto
the Pk = 0.05%. Therefore, for authentication, the
employment of chipless tags realized wdifferent samplesf
substrateausing different film masks (intenealization case)
appears to be equivalent the employment of chipless tags
realized withone sampleof substrée using one film mask
(inter-tag case). However, in practice, the availability of a
large populatiorof substratesamples might be difficult. For
Fig. 20. Rangeof the similarity change happened due to the natural ran  this reason, the PCB realizatioof chiplesstags realized on
variations for quadcatterers @olded tags. onesampleof substratgor fewer sampleshut with different
film masks are theptimum choice.

) 2QH FDQ DU J_ X_H WK R VD QNEK fiara@neitevsH £ WHRA G REmarks on the Constraints
might be due to the variation dj of the employed substrate

. . The experimental results presentéd this work are
(i.e., Rogers RO4003) from one sample to another. For this P . P .

) ; measuredn a roomsize anechoic environment. However, the
reason, we conducted simulations for cisadtterers tags

o : ; : . . box-size anechoic environment depicted in FR.would
using its nominal dimensional parameters (5&g 9) while : . .
. . ; provide comparable results because dhechoicenvironment
changing @ from 3.38 to 3.38t 0.05 that isprovided by the @ . . ) . . )

. in either sizefulfills the requirement ofsolationfrom outside
manufacturer From simulated results, we found that an, ironment
N . . ~r Q M . . .
average U due to changes i is Ol " 8§ 0+] 7KL¥ne can argue thathe cost for the examination of
value of Ql;'" is less than the detected naturahuthenticityin the proposed methdd highbecause ofhecost

OIUPD[: 94MHz (see Table 1), which signifies that theof VNA. Such a highcost is in the same range other
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available highly secure authentication solutions (e.galternative, RFIDTECHdrge readef39] can alsdbe utilized

biological authentication solutions or -rays based
authentication soluties), where the cost okquipment to
examine the authenticity is also high. @® hand this high-
costequipment is not intended for te®mmonconsumer to
verify the authenticity of to be purchased items. Eveis
high-cost equipmentmight not be intended forthe goods
suppliers, the distributors, the food and drug administration
the representatives of pharmaceutical compamhissead, this
is for the customs inspectorsthe law enforcement
organizations and the court of justice, asséiaighly secure
solutionsare specifically fothe high-end luxury items.

Fig. 21. Exponential decay of probability of error with the increase in
number of emplogd scatterers irdesign of chiplesstags (a) Simulated
responses athiplesstags while increasing the nuebof employed scatterer
in designof chiplesstags. (b) Exponential decay of probability of error wi
an increase in the nurebof employed scatterersdesignof chiplesstags

The cost of the system caibe reducedoy employingthe
commercially availablehipless RFID readei88], [39]. The

The band of operation of this chipless reader is raging from 22
GHz to 26.5 GHz. In thisase the sizeof chipless tagwvill be
even smaller than presentsizein this paper because of the
action of scalingthe degjn of chipless tagsto a larger
frequency of operatigwhich is advantageous.

V. CONCLUSION

In this papernatural dimensional variations in the design of
C-folded tags were analyzedto be utilized for the
authentication applications:or this purpose, quastatteres
tagswere chosetbecause of their sharp slop&dissimilarity.
Chipless tagswere realized two times intermittently, where
each realizationwas constituted of forty-five tags. Two
intermittent realizations shareame company, samePCB
technology, but different film mask to ensure the natural
dimensional radomness. The similarity analysewere
conducted inside each realization and alsetween two
intermittentrealizations. The achieved probability of erveas
comparableo various fingerprint evaluation campaigns found
in the literature The existence of natural dimensional
variationswasalso confirmeddy the microscopic dimensional
analyss for two intermittent realization Then the minimum
and maximum changebetwea the intermittent realizatien
werealso linked to the similarity change to show an intuitive
range.It was found that theexisting natural variationsvere
enough to produce similarity change to be employed for
authentication applicationgzinally, the technique was also
generalized to decrease the probability of error to a significant
level.
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