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The U.S. electrical grid, the largest and most complex man-made system in the world, is highly vulnerable to three types of external threats: 1) natural disasters, 2) intentional physical attacks, and 3) cyber-attacks. The technical community has recommended hardening the grid to make it more resilient to attack by using distributed generation and microgrids. Solar photovoltaic (PV) systems are an ideal distributed generation technology to provide power for such microgrids. However, both the deployment velocity and the policy of how to implement such technical solutions have been given far less attention than would be normally considered adequate for a national security risk. To address this threat, this paper reviews the technical and economic viability of utilizing defense contracting for the beginning of a national transition to distributed generation in the U.S. First, the technical scale of electrical demand and the solar PV system necessary is analyzed in detail to meet the first level of strategic importance: the U.S. military. The results found that about 17GW of PV would be needed to fortify the U.S. military domestically. The current domestic geographic deployment of microgrid installations in the critical U.S. defense infrastructure were reviewed and compared to historical grid failures and existing and planned PV installations to mitigate that risk. The results showed a minimal number of military bases have introduced solar PV systems, leaving large parts of the Department of Defense electrical infrastructure vulnerable to attack. To rectify this situation, the technical skills of the top 20 U.S. defense contractors is reviewed and analyzed for a potential contracting transition to grid fortification. Overall the results indicate that a fortified U.S. military grid made up of PV-powered microgrids is technically feasible, within current contractors skill sets and economically viable. Policy recommendations are made to accelerate U.S. military grid fortification.

Introduction

The U.S. electrical grid, the largest and most complex man-made system in the world today [START_REF] Chen | Attack structural vulnerability of power grids: A hybrid approach based on complex networks[END_REF], is an interconnected network for delivering electricity from generally centralized suppliers to distributed consumers. This electrical system architecture is comprised of substations with variable carrying capacities of electrical load, which are susceptible to widespread cascading failures [START_REF] Chen | Attack structural vulnerability of power grids: A hybrid approach based on complex networks[END_REF][START_REF] Wang | Cascade-based attack vulnerability on the US power grid[END_REF][START_REF] O'brien | Localism and Energy: negotiating approaches to embedding resilience in energy systems[END_REF]. Every U.S. sector (military, economy, government, health care, education, etc.) depends on the grid to deliver essential electrical services. Due to its highly interconnected and interdependent nature, electric grid failure has the potential to impair economic and social functions in the event of a power outage [START_REF] Johansson | Analysing the vulnerability of electric distribution systems: a step towards incorporating the societal consequences of disruptions[END_REF][START_REF] Amin | Energy Infrastructure Defense Systems[END_REF][START_REF] Amin | Challenges in Reliability, Security, Efficiency, and Resilience of Energy Infrastructure: Toward Smart Self-Healing Electric Power Grid[END_REF]. The interdependencies of the power grid and other critical infrastructures are illustrated in Figure 1. The general consensus in the energy community is that the electrical grid is highly vulnerable to three types of external threats: 1) natural disasters [START_REF] Little | Toward more robust infrastructure: observations on improving the resilience and reliability of critical systems[END_REF][START_REF] Albert | Structural Vulnerability of the North American Power Grid[END_REF][START_REF] Brown | Analyzing the Vulnerability of Critical Infrastructure to Attack and Planning Defenses[END_REF], 2) intentional physical attacks [START_REF] Amin | Energy Infrastructure Defense Systems[END_REF][START_REF] Amin | Security Challenges for the Electricity Infrastructure[END_REF][START_REF] Motter | Cascade-based attacks on complex networks[END_REF][START_REF] Salmeron | Analysis of Electric Grid Security Under Terrorist Threat[END_REF][START_REF] Kinney | Modeling cascading failures in the North American power grid[END_REF], and 3) cyber-attacks [START_REF] Watts | Security & Vulnerability in Electric Power Systems[END_REF][START_REF] Fovino | Cyber security assessment of a power plant[END_REF][START_REF] Sridhar | Cyber-Physical System Security for the Electric Power Grid[END_REF][START_REF] Hebert | The Most Critical of Economic Needs (Risks): A Quick Look at Cybersecurity and the Electric Grid[END_REF][START_REF] Aitel | Cybersecurity Essentials for Electric Operators[END_REF][START_REF] Umbach | Energy infrastructure targeted as cyber attacks increase globally[END_REF][START_REF] Onyeji | Cyber Security and Critical Energy Infrastructure[END_REF].

The first threat of natural disasters caused by severe weather is responsible for $18 to $33 billion every year in power outages and damages to U.S. infrastructure [START_REF]Economic Benefits of Increasing Electric Grid Resilience to Weather Outages[END_REF]. These major power outage disasters tend to be In addition to physical attacks, the electrical grid is also exposed to cyber-attacks. The Pentagon reports spending roughly $100 million to repair cyber-related damages to the electric grid in 2009 [START_REF] Street | Electricity grid in U.S. penetrated by spies [Internet[END_REF]. The U.S. electric grid, along with other critical infrastructure systems, is growing increasingly dependent upon the Internet and other network connections for data communication and monitoring systems [START_REF] Sridhar | Cyber-Physical System Security for the Electric Power Grid[END_REF][START_REF] Wu | Power System Control Centers: Past, Present, and Future[END_REF][START_REF] Schainker | Electric utility responses to grid security issues[END_REF][START_REF] Ulieru | Design for Resilience of Networked Critical Infrastructures[END_REF][START_REF] Bessani | The Crutial Way of Critical Infrastructure Protection. Security & Privacy[END_REF]. While this allows electrical suppliers convenient operation and management of systems, it increases the grid's susceptibility to cyber-attack, which exploit critical infrastructure systems, causing denial of webpage services to consumers, disruption to supervisory control and data acquisition (SCADA) operating systems, or sustained widespread power outages [START_REF] Sridhar | Cyber-Physical System Security for the Electric Power Grid[END_REF][START_REF] Aitel | Cybersecurity Essentials for Electric Operators[END_REF][START_REF] Krotofil | Vulnerabilities of cyber-physical systems to stale data-Determining the optimal time to launch attacks[END_REF][START_REF] Ten | Cybersecurity for Critcal Infrastructures: Attack and Defense Modeling[END_REF]. Unlike a physical attack, cyber attackers are capable of penetrating critical electric infrastructure from remote regions of the world, requiring only an Internet connection to gain pathways and install malware into the electric power grid's control systems. Many efforts are underway to harden the grid from such attack [START_REF] Hebert | The Most Critical of Economic Needs (Risks): A Quick Look at Cybersecurity and the Electric Grid[END_REF][START_REF] Gent | Reflections on Security[END_REF][START_REF] Bessani | The Crutial Way of Critical Infrastructure Protection. Security & Privacy[END_REF]. However, the integrated nature of the grid, which is based on centralized generation, but diffuse transmission, makes the entire system vulnerable to a concentrated attack, in contrast to a natural disaster that may have local or regional impacts. The U.S. Department of Homeland Security reports responding to approximately 200 cyber incidents in 2012 across critical infrastructure sectors, of which 41% involved the electrical grid [START_REF] Center; Hayden | New Policy Approaches to Address An Evolving Threat[END_REF]. Economic impacts of a successful breach are estimated to cost $243 billion mounting to roughly $1 trillion in an extreme case [START_REF] Dipietro | Risk and Compliance Journal[END_REF]. According to senior intelligence officials, various nation states (e.g. China, Russia, North Korea) have made attempts to map current critical infrastructure for future navigation and control of the U.S. electrical system [START_REF] Street | Electricity grid in U.S. penetrated by spies [Internet[END_REF]. Due to such offensive efforts, several other countries, including the U.S., have added cyber-attacks into their current military defense preparations [START_REF] Schainker | Electric utility responses to grid security issues[END_REF].

As cyber-attacks are becoming increasingly prevalent, it is necessary to recognize the unpreparedness of critical infrastructure operators. In 2008, the Federal Energy Regulatory Commission (FERC) alongside the North American Electric Reliability Corporation (NERC) implemented a mandatory Critical Infrastructure Protection (CIP) Reliability Standards program [START_REF] Aradau | Security That Matters: Critical Infrastructure and Objects of Protection[END_REF]. Then an Executive Order (EO 13636) was implemented in 2013, in effort to address additional protection measures not listed in the CIP Standards program [START_REF] Spina | Electric Utilities and the Cybersecurity Executive Order: Anticipating the Next Year[END_REF]. Other proposed policy solutions to electric grid cyber vulnerability include better assessment of vulnerabilities and increased cyber security control through strong firewalls and monitoring systems [START_REF] Chen | Attack structural vulnerability of power grids: A hybrid approach based on complex networks[END_REF][START_REF] Bessani | The Crutial Way of Critical Infrastructure Protection. Security & Privacy[END_REF][START_REF] Aradau | Security That Matters: Critical Infrastructure and Objects of Protection[END_REF].

The technical community has recommended a more direct solution to all of these threats for some time: distributed generation and microgrids [START_REF] Colson | Distributed multi-agent microgrids: a decentralized approach to resilient power system self-healing[END_REF][START_REF] Shahidehpour | Cutting campus energy costs with hierarchical control: the economical and reliable operation of a microgrid[END_REF][START_REF] Che | DC microgrids: economic operation and enhancement of resilience by hierarchical control[END_REF]. Microgrids allow the generation system to separate from distribution during disturbance events. The system maintains a high level of service and performance while decreasing the chances of cascading failures and enables distributed generation without grid redesign [START_REF] Lasseter | Microgrid: A conceptual solution[END_REF][START_REF] Lasseter | Microgrids and Distributed Generation[END_REF], thereby making the entire grid more resilient. Solar photovoltaic (PV) systems, which generate electricity directly from sunlight [START_REF] Pearce | Photovoltaics-a path to sustainable futures[END_REF], are an ideal distributed generation technology to provide power for such microgrids [START_REF] Maity | Simulation and pricing mechanism analysis of a solar-power electrical microgrid[END_REF]. PV costs have dropped significantly [START_REF] Barbose | Tracking US photovoltaic system prices 1998-2012: a rapidly changing market[END_REF][START_REF] Reichelstein | The prospects for cost competitive solar PV power[END_REF], due to technical evolution, large-scale manufacturing [START_REF] Zweibel | A Solar Grand Plan[END_REF] and a substantial learning curve [START_REF] Van Der Zwaan | Prospects for PV: a learning curve analysis[END_REF][START_REF] Nemet | Beyond the learning curve: factors influencing cost reductions in photovoltaics[END_REF][START_REF] Candelise | The dynamics of solar PV costs and prices as a challenge for technology forecasting[END_REF][START_REF] Nemet | Beyond the learning curve: factors influencing cost reductions in photovoltaics[END_REF]. Coupled with current decreasing battery costs [56][START_REF] Tesla | Energy storage for a Sustainable home[END_REF], the transition to solar PV distributed generation microgrid systems can be highly economical [START_REF] Chaurey | A techno-economic comparison of rural electrification based on solar home systems and PV microgrids[END_REF][START_REF] Abu-Sharkh | Can microgrids make a major contribution to UK energy supply?[END_REF][START_REF] Su | The Optimal Allocation Model of Microgrid Based on Economic Benefits[END_REF]. The policy dimensions of how to implement such technical solutions has been given far less attention than would be normally considered adequate for a national security risk as demonstrated by the dearth in the literature as compared to more conventional national security threats. To address this threat, this paper reviews the technical and economic viability of utilizing defense contracting for a start of a national transition to distributed generation in the U.S. The objective of this review is to provide a foundation for thinking of the electrical grid in terms of a security issue and how to use renewable energy sources to increase national security. First, the technical scale of electrical demand and the necessary solar PV system is analyzed in detail to meet the first level of strategic importance: the U.S. military. The current domestic geographic deployment of microgrid installations in the critical U.S. defense infrastructure is reviewed and compared to historical grid failures and existing and planned PV installations to mitigate that risk. Then the technical skills of the top 20 U.S. defense contractors is reviewed and analyzed for a potential contracting transition to grid fortification. Three case studies are presented (Lockheed Martin, Bechtel, and GE) to demonstrate how this transition could take place. A cost sensitivity is performed and the potential revenue increase for the current defense contracts of the top 20 U.S. contractors for 2014 is presented. Then, each of the remaining levels the current grid vulnerabilities is summarized and policy recommendations are made to demonstrate a path to a secure and hardened U.S. electric system made up of PVpowered microgrids.

Methods and Calculations

Methods

Electric load data for fiscal year 2014 was obtained from the U.S. Energy Information Administration (EIA) for:

(1) military, (2) government, (3) critical infrastructure (systems defined as electric power, natural gas/oil production, telecommunications, transportation, water supply, banking and finance, transportation, emergency and government services, and agriculture [START_REF] Rinaldi | Identifying, Understanding, and analyzing critical infrastructure interdependencies[END_REF], (4) industrial, (5) commercial, and (6) residential [START_REF]Energy Information Administration. Short-Term Energy Outlook[END_REF] to determine the scale of PV-powered microgrid fortification needed at each level of strategic importance. For level 1 (military) facilities, the Department of Defense (DOD) Title 10 USC 2911 requires military operations to obtain 25% of energy generation from renewable energy resources by 2025 [63]. Along with the DOD Title 10 USC 2911, the DOD implemented a secondary initiative of 3GW of renewable capacity by 2025 [64].

To determine the percentage of military facilities meeting national security thresholds, operational military bases (Army, Air Force, Navy, and Marine) were identified from military databases [65][66][67] and cross-referenced with current Department of Defense solar renewable energy existing installations and upcoming projects [65][66][67]. Information was tabulated to provide base location, PV installation capacity, and base population.

Next, data on past major U.S. power blackouts were collected [START_REF] Amin | Energy Infrastructure Defense Systems[END_REF] and geolocated with the following data: cost in damages, amount of states and customers affected, and the cause of blackout. Two shapefiles were obtained to analyze the national solar electrical security for strategic level 1 facilities: 1) a shapefile of the United States was obtained from the ArcGIS database [START_REF] Fitzpatrick | US 50 States + DC shapefile[END_REF], 2) a point shapefile of 2015 military bases was obtained from the DOD [69]. Power outage locations military bases were then transcribed to a map utilizing ArcMap version 10.3.1, and this geographic information systems (GIS) data was then overlaid with current military solar-PV installations to provide a map of national solar electrical security for strategic level 1 facilities.

In order to gauge the difficulty in obtaining 25% (required by 2025), 50%, and 100% compliance with hardening of electrical security at these strategic level 1 facilities, FY 2014 Federal spending budget was collected to determine funds allocated towards DOD federal contracting services. A list of the top 25 federal contractors was obtained from the Federal Procurement Data System and is arranged by the total federal contracting spending (and percentage) on services for each company for fiscal year 2014 [70]. Technical skills of three of the top 25 U.S. defense contractors (Lockheed Martin, GE and the Bechtel Group) is reviewed and analyzed for a potential contracting transition to grid fortification and case studies are presented. A cost sensitivity is performed and the potential revenue increase for the current defense contracts of the top 20 U.S. contractors for 2013 is presented. Then, reviewing policy relevant to military deployment of PV, policy recommendations are summarized to demonstrate a path to PV-powered microgrids for the necessary national security measures made possible by grid fortification.

Calculations

Nameplate capacity (Np) in GW for p=25%, 50%, and 100% solar PV generation is given by:

(1)

Where the percent capacity (PC) [MWH/day], is given by p is the percent calculated here for 25, 50, and 100% of the total capacity (C, in kWh/day from Table 2). The average solar flux for the state is fs. In the U.S. f is approximately 4.5kWh/m 2 /day for non-tracking flat plate PV tilted south at the latitude to optimize yearly energy production, but states vary from 3.34 to 7.5 kWh/m 2 /day and this was taken into account for bases within each state [START_REF] Roberts | Photovoltaic Solar Resource of the United States[END_REF].

Data on average solar flux per state was obtained and geolocated with location of U.S. domestic military bases. Two shapefiles were obtained to analyze the national solar electrical security for strategic level 1 facilities: 1) a shapefile of outlined the United States was obtained from the ArcGIS database [START_REF] Fitzpatrick | US 50 States + DC shapefile[END_REF], 2) a point shapefile of 2015 military bases was obtained from the Department of Defense data catalogue [69] were then transcribed to a map utilizing ArcMap version 10.3.1, and this geographic Information Systems (GIS) data was then overlaid with current military solar-PV installations to provide a map of national solar PV potential for strategic level 1 facilities.

The investment (I) sensitivity for 25%, 50%, and 100% solar PV generation was given by:

I = Npw [US$]
(2) Where N is given by equation 1, and w is the cost per Watt, which ranges from $2.50/W to $0.25/W in $0.25/W increments.

Results

Historic Effects of U.S. Blackouts and Scale of Strategic Components

Table 1 illustrates the impact of four major U.S. grid failures along with the number of states effected, economic damages, population affected, cause of grid failure, and average number of days without power. Table 1. Recent Major U.S. Power Blackouts. Compiled from [START_REF] Andersson | Causes of the 2003 major grid blackouts in north America and Europe, and recommended means to improve system dynamic performance[END_REF][START_REF] Blake | Tropical Cyclone Report Hurricane Sandy [Internet[END_REF].

Table 2 illustrates the electrical use for six levels of strategic importance. Data were obtained from the EIA for Fiscal Year (FY) 2013. Table 2 shows solar-PV capacity (in GW) required to provide 100% of the electrical needs by each military branch. Overall, to meet the electrical needs of all six levels over 2000 GW is needed. To put these values in perspective, the U.S. solar industry has installed a total 22.7 GW of solar capacity across the U.S [START_REF]Enlisting the sun: Powering the U.S. Military[END_REF]. There are currently 216 microgrid deployments across the U.S. with 1.948 GW renewable energy capacity [START_REF] Saadeh | North American Microgrids 2015: Advancing Beyond Local Energy Optimization[END_REF]. This represents 0.09% of the U.S. total installed solar capacity. The technical solutions to obtain compliance with hardening of electrical security at critical facilities is discussed below. For this review study, only level 1 (military base) loads are analyzed in more depth.

Department of Defense

The DOD operates over 400 military installations (not including air strips, outlying airfields, and training ranges) within the continental U.S. Of these, 27 active bases (9%) have implemented or have current plans to implement solar-PV systems for onsite renewable energy generation (Table 3). Following the renewable energy production mandates noted above, each branch generated individual renewable energy generation goals to improve efficiency and national security. For example, the Department of the Navy plans to generate 50% of their electricity needs from renewable energy by 2020 [START_REF] Navy | Environment, and Climate Change[END_REF] and the Army's goal is 1 GW by 2025 [START_REF] Army | Army moves toward renewable energy goal for 2025[END_REF]. By 2013, the DOD had 0.13GW of solar power up and running [78] and by 2015, the DOD deployed 0.583GW of renewable energy with microgrids [START_REF] Saadeh | North American Microgrids 2015: Advancing Beyond Local Energy Optimization[END_REF]. Current solar energy generations for each military branch are as follows: Navy with 0.058GW, Army with 0.036GW, Air Force with 0.036 GW, and Marine Corps with 0.05194 [78]. With the addition of 0.12GW in upcoming solar projects [65][66][67], the U.S. DOD solar capacity accounts for only a small fraction, 1.1%, of the current total U.S. solar capacity. This accounts for only a fraction (10%) of the 3GW solar capacity goal for 2025.

Current Defense Vulnerabilities to Grid Failure

The DOD is heavily reliant on the electrical grid; DOD operations and facilities' electrical consumption is approximately 80% of total Federal energy consumption [64]. Along with high energy costs, the DOD obtains a majority of its energy from foreign fossil fuels with vulnerable supply lines. Nearly all current bases are vulnerable to electricity generation disruption. Many bases are located within regions that have already experienced major power outages, as can be seen in Figure 2. Extended power outages affect military operations: Failure in the electric grid renders equipment, weapons, and personnel defenseless to external attacks [65][66][67].

Projected Solar PV Requirements for Military Grid Fortification

Figure 3 shows a map of the United States military bases geolocated with average solar flux. As can be seen from Figure 3, there is a slight bias towards higher solar flux locations along with civilian population. Nameplate solar capacity was calculated utilizing previous DOD electrical demand (FY 2014). The varying percent capacities, 25% (required by 2025), 50%, and 100%, represent the solar capacity necessary for the DOD to transition to grid fortification. The solar PV nameplate capacities are: N25=4.21GW, N50=8.42GW, and N100=16.9 GW.

U.S. Military Microgrid Cost Sensitivity

A cost-sensitivity analysis was performed to illustrate the expected costs of implementing a renewable energy policy or program for the U.S. DOD. Cost-sensitivities were performed as a function of dollar per watt at each % capacity (25, 50, and 100%). The linear curve begins at $2.50/W and decreases by $0.25/W until it reaches $0.25/W to reflect potential future market costs of a microgrid system [70]. It should be noted here that these are projects as the cost of a large scale purchase of PV-powered microgrids on the order of tens of GW would benefit from considerable economics of scale both for the PV, storage system and any electronics or backup systems.

Potential Microgrid Transition DOD Contractors

A list of funds allocated to the top twenty-five DOD contractors was compiled to gauge the potentiality of transitioning to a solar PV microgrid system. In FY 2014, the DOD awarded $286.41 billion, of total $526.6 billion (FY 2014) budget, in funds to 100 contractors [70]. The top 25 are listed in Table 4, with the top awardee, Lockheed Martin Corporation, receiving over US$25 billion. Bechtel Group Inc. was awarded almost US$2.5 billion, followed by General Electric Company with US$2.2 billion [70]. These three contractors were selected due to their existing penetration in renewable energy development programs and to illustrate existing specialized skills developed by defense contractors needed to aid the ease of transition to military grid fortification. [65]. The report includes the Top 100 DOD contractors.

Many current DOD contractors already have a proven capacity for designing, building and commissioning PVpowered microgrids. Here, three cases studies of companies that currently contract with the U.S. military on renewable energy projects and thus have demonstrated capacity for these projects are reviewed in order to clarify the ability of defense contractors to provide these services to the U.S. military. These companies were selected only to demonstrate the vast array of all defense contractor's potential to bid on U.S. military solar PV research and development projects. To be clear this paper is not advocating for specific defense contractor companies, rather providing examples that demonstrate technical skills necessary for this transition.

Lockheed Martin Corporation

Lockheed Martin, a global security and aerospace company that provides a plethora of services to the DOD, has a Microgrid Development Center to improve efficiency, reliability, and security of microgrid systems. A demonstration project was implemented at Fort Bliss with expectations to decrease energy consumption by 20% [START_REF]Intelligent Microgrid Solutions[END_REF][START_REF] Army | Fort Bliss unveils Army's first microgrid: 2013[END_REF]. Along with microgrid systems, Lockheed Martin has launched several solar power projects, including a back-up generation and storage unit for Fort Bliss. Lockheed Martin currently receives 8.7% funding of the total DOD Federal contracting budget. This amount of funding is significant when compared to the costs of U.S. military grid fortification. Even if this amount is held constant and shifted to microgrid deployment, as can be seen in Figure 4, Lockheed could fortify the entire U.S. military electrical infrastructure in a single year of expenditures if the system costs can be reduced to US$1. [START_REF] Reichelstein | The prospects for cost competitive solar PV power[END_REF] 

General Electric Company

GE provides, among its diverse portfolio of electric energy technologies, clean energy technology and solutions, and has been involved in solar PV research for decades. More recently, GE has evolved to provide funding for solar projects as well as partnering with solar manufacturers to bring realized solar projects to customers. GE worked with DOD to develop a demonstration microgrid project at the Twentynine Palms Marine Corps Base. GE has opened the door to DOD installations, partnering with SunPower to build a 14.2 MW solar-PV system on the Nellis Air Force Base [START_REF] Kwartin | Solar energy development on dod installations in the Mojave and colorado deserts[END_REF][START_REF]Solar 101: The Power of the Sun[END_REF]. General Electric currently receives 0.8% funding from the DOD Federal contracting budget.

Bechtel Group Inc.

Bechtel Group is a worldwide engineering, construction, and project management company, with expertise in infrastructure, defense and security, and power. A leader in nuclear fuel for over 70 years, Bechtel has introduced renewable technologies into their engineering profile. Bechtel has completed three major solar generating facilities across California, each above 100 MW capacity, delivering power to a collective 275,000 homes [START_REF]Ivanpah Solar Electric Generating System California[END_REF]. Bechtel currently receives 0.9% funding from the DOD Federal contracting budget.

The DOD awards approximately $30 billion (10.4%) of the DOD Federal contracting budget to these three companies annually. Even using an unreasonably conservative cost figure of US$4.00/W for an installed system of approximately 17GW, these three companies working together could complete 100% U.S. military grid fortification in less than 2.5 years of current funding allotments. More realistically, such a massive infrastructure project would need to be spaced out over several years to control costs. To illustrate, consider a hypothetical model to fund compliance with 100% solar PV generation microgrids for U.S. military installations over 10 years. Total financial obligation spread across 10 years to design and deploy 100% solar PV capacity system is US$42.0 billion as a function of US$2.50/W, Figure 4. Projected DOD allocations include: US$3.61 billion to Lockheed Martin, US$336 million to General Electric Co., and US$378 million to Bechtel Inc. each for ten years. It should be noted the careful balance that must be determined between limiting costs by extending the installation period and maintaining military grid vulnerability for an extended time and the effects on national security interests is left for future work. The model demonstrates projected financial obligations necessary to design and deploy renewable energy installations (utilizing Lockheed Martin, GE, and Bechtel Inc. as an example) to meet 100% solar PV capacity by 2025.

Discussion

This study found the lack of electrical grid security poses significant risk to critical infrastructure systems. This section will discuss results that point to a need for increasing the U.S. military's electrical system resilience. The limitations of the study are included along with proposals for necessary future studies. Policy suggestions are included to assist the U.S. military's transition to aggressive solar PV generation. This review unveils one potential avenue to the military could take to improve components of national security, energy security, and energy costs.

Expanding U.S. Military Electrical System Resilience

There are significant threats of natural disaster, physical attack, and cyberattack to the U.S. electrical grid, as previously noted. Failures in the power system can result in detrimental supply shortages, economic impacts [START_REF] Arianos | Power grid vulnerability: A complex network approach[END_REF] and social costs [START_REF] O'brien | Localism and Energy: negotiating approaches to embedding resilience in energy systems[END_REF]. It is important to design resilient infrastructure systems to recover service levels in a timely manner [START_REF] Avritzer | Survivability evaluation of gas, water, and electricity infrastructures[END_REF] and address mitigation of these extreme events [START_REF] Mcdaniels | Fostering Resilience to extreme events within infrastructure systems: Characterizing decision contexts for mitigation and adaptation[END_REF]. Resilient technological systems are flexible, robust, prepared for change, and are essential to prosperous development of society [START_REF] Marshall | How Resource dependency can influence social resilience within a primary resource industry[END_REF]. Electrical system technology must improve, to provide increased energy security by preventing cascading grid failures [START_REF] Ang | Energy security: definitions, dimensions, and indexes[END_REF].

The majority of military bases are still connected to the U.S. electrical grid and the vulnerable nature of the grid poses a serious threat to national security as personnel, daily operations, weapons, and essential equipment can Preprint: Emily W. Prehoda, Chelsea Schelly, Joshua M. Pearce. 2017. U.S. Strategic Solar Photovoltaic-Powered Microgrid Deployment for Enhanced National Security. Renewable & Sustainable Energy Reviews 78, 167-175. DOI:10.1016/j.rser.2017.04.094 be compromised in a power outage [65][66][67]. The DOD spends billions of dollars in annual energy costs with the current electrical system model [64]. The DOD can transition to a more resilient system by installing decentralized automated microgrids primarily powered with solar PV at a one time, up front cost. This cost can be spread out over several years of deployment. If this is done, the cost of implementing solar PV installations will likely decrease because of the aggressive and protracted PV learning curve [START_REF] Van Der Zwaan | Prospects for PV: a learning curve analysis[END_REF][START_REF] Nemet | Beyond the learning curve: factors influencing cost reductions in photovoltaics[END_REF][START_REF] Candelise | The dynamics of solar PV costs and prices as a challenge for technology forecasting[END_REF][START_REF] Nemet | Beyond the learning curve: factors influencing cost reductions in photovoltaics[END_REF]. It is important to note that regardless of the deployment schedule these upfront costs will be recouped within a few years from avoided annual energy expenditures. The economics of this scale of deployment is left for future work as the focus of this study in on enhancing national security. Once disconnected, military base microgrids can provide sufficient generation by supplying enough energy to meet their electrical load and remain islanded in the event of grid failure [START_REF] Katiraei | Microgrids management.Power and Energy Magazine[END_REF]. Additionally, with appropriate planning, military bases can extend grid protection to surrounding communities. In the event of a power outage, military solar PV powered microgrids can act as a backup system and export surplus power to surrounding communities, helping regional resilience to grid disruption.

During times of low solar insolation, military operations still require power, and thus military microgrids will require adequate storage. Battery technology has been advancing rapidly, and now higher energy density (700Wh/l) storage with Li-ion is beginning to dominate. However, theoretical energy densities point to future improvements with nanostructures and new materials using abundant materials such as LiS (2600Wh/kg) and Liair (11,000Wh/kg) technologies [START_REF] Amine | Rechargeable lithium batteries and beyond: Progress, challenges, and future directions[END_REF]. Along with these technological advancements, battery costs are dropping, with current costs being between $600-1,000/kWh, and the DOE expects them to fall further to reach $225/kWh in 2020 and $150/kWh in the longer term [56]. Economies of scale will also factor into future battery prices, especially with Tesla's increased battery manufacturing plans through its GigaFactory, which plans to produce 500,000 batteries a year starting 2017 [START_REF] Tesla | Photovoltaic-Powered Microgrid Deployment for Enhanced National Security[END_REF]. Shortly, battery packs (like the Power Wall), which will be ideal modular storage building blocks, are expected to be available for $350/kWh for home use [START_REF] Tesla | Energy storage for a Sustainable home[END_REF]. Until Tesla batteries become available at the scale needed for the U.S. military, one temporary solution is the use of hybrid renewable energy systems to improve system efficiency and energy supply reliability [START_REF] Erdinc | Optimum design of hybrid renewable energy systems: overview of different approaches[END_REF]. More specifically, military installations can use combined heat and power (CHP) systems. During these low solar influx times, a CHP system turns on to maintain constant load [START_REF] Pearce | Expanding photovoltaic penetration with residential distributed generation from hybrid solar photovoltaic and combined heat and power systems[END_REF] and these systems have been modeled with dispatch strategies [START_REF] Nosrat | Dispatch strategy and model for hybrid photovoltaic and trigeneration power systems[END_REF] sufficient to cover even the most dynamic loads (e.g. a single family residences) [START_REF] Nosrat | Improved performance of hybrid photovoltaic-trigeneration systems over photovoltaic-cogen systems including effects of battery storage[END_REF][START_REF] Shah | Performance of US hybrid distributed energy systems: Solar photovoltaic, battery and combined heat and power[END_REF]. Although the economics of hybrid PV+CHP+battery systems are attractive [START_REF] Aishwarya | Levelized Cost of Electricity for Solar Photovoltaic, Battery and Cogen Hybrid Systems. Renewable and Sustainable Energy Reviews[END_REF], CHP systems, are still subject to supply chain disruptions of the fuel source and should only be considered as temporary solutions. In addition, it is advisable to reduce loads as much as possible by instituting energy efficiency measures (as have been successful in the past at military bases) [99] and look at the potential for passive solar retrofits, which for example have worked for the Department of the Navy, creating energy savings [START_REF] Wray | A passive solar retrofit study for the United States Navy[END_REF][START_REF]Unified Facilities Criteria Report[END_REF]. Although thermal savings are not directly equivalent to electric load demand reductions, they do result in savings, for example, from reduced blower loads.

The DOD mandates 25% renewable generation by 2025, along with a goal of 3GW across three branches. In Fiscal Year 2014, the DOD spent $18.2 billion on all energy expenditures [64]. A significant fraction of these operating expenses would be offset by the capital expenditure of a PV-powered microgrid. Roughly 54% of the DOD budget is allocated to DOD contracting. As can be seen from the results, utilizing current skills of top defense contractors, the DOD could shift funds to convert to 100% solar-PV microgrid systems across Army, Navy/Marine Corps, and Air Force military bases, resulting in decreased costs. The remaining budget excess could be allocated to further harden energy security. The DOD can submit request for proposals (RFPs) to current DOD contractors that include research into optimal physical and cyber protection of solar-PV microgrid farms.

Limits of Study and Future Work:

The military is the first line of strategic importance for energy security. The results in this paper show that the overall expense is manageable within existing total budgets, but more granular estimates of costs are needed. A major limitation to this study is lack of data to calculate, on a case-by-case basis, solar PV generation capacity. Detailed work is needed at each installation to determine the optimal solution for each base, which must take into account appropriate available areas for solar collection, current and future load profiles in small time steps and potential to reduce loads with energy efficiency retrofits. More precise and accurate estimates on the cost of PV-powered microrid system are needed at the GW scale, where, for example, industrial symbiosis benefits [START_REF] Pearce | Industrial symbiosis of very large-scale photovoltaic manufacturing[END_REF] are likely to occur. Careful ramping up of scale could produce templated (or even open source [START_REF] Buitenhuis | Open-source development of solar photovoltaic technology[END_REF] ) designs that could be replicated in the future at much lower costs than the first round of demonstration systems. In addition, this analysis focused only on domestic DOD facilities and thus it should be expanded to all DOD facilities internationally.

Future work must address the feasibility of converting energy generation to a renewable solar source to meet the needs of critical infrastructures beyond military facilities addressing the other strategic areas shown in Figure 1. It is important to note that total Federal Government and Critical infrastructure electrical use is missing from the data set (Table 2) and future work is needed to quantify those values for strategic planning purposes. After this data is acquired, the additional loads and thus systems sizes for other government facilities would again increase the total scale of such systems, helping to attract more competition for contracts and better economies of scale on prices for both the defense and non-defense wings of the U.S. government.

Policy

Renewable energy policy in the DOD is still in its infancy, as Title 10 USC 2911 was implemented only in 2011 [63]. The DOD partnered with the Department of Energy and the National Renewable Energy Lab to develop renewable energy technology to cut costs, provide energy security, and comply with DOD mandates [104]. The DOD provides awards for research through the Strategic Environmental Research and Development program and energy projects through the Environmental Security Technology Certificate Program to fund military penetration into the renewable energy market [64]. A majority of current PV at military bases are grid-tied, and the majority of the power generated leaves DOD facilities through power purchase agreements. Although, the U.S. military has looked at the impact of improving sustainability with PV [105,106] as well as PV sources for military microgrids [107] and forward operating bases [108], it is still not commonly used as shown in this review. PV is well documented to increase security in a distributed network [109,110], which can be using a security by design [111] method with PV as a power source. There are limited policies in place to facilitate a transition to a dominant renewable energy generation system. Incentives to go off grid to owning, operating, and generating DOD's own capacity through distributed microgrid technology would allow the military independence, reliability, and energy efficiency. Due to the critical nature of electrical power for the DOD policies should be examined to 1) minimize DOD electrical use by increasing efficiency wherever it would not hamper operations, 2) on the shortest time line possible transition to distributed PV-powered microgrid systems domestically wherever technically feasible. Policies to either increase DOD contractor rates to accomplish these two goals or shift current allotments to these priorities should be investigated both for DOD infrastructure domestically, but also internationally. Additional funding opportunities could be obtained by reforming allocation of funds. Chief of Naval operations, Admiral Jonathan Greenert and Chief of Staff General, Raymond Odierno argue the military is required to spend millions on unnecessary equipment and machinery [112,[START_REF] Cox | Pentagon Tells Congress to Stop Buying Equipment it Doesn't Need[END_REF]. The equipment accrues additional storage and maintenance costs. Suspending earmarked legislation would also provide funds to use for military solar PV development and implementation [START_REF] Thornberry | DOD Reform: Highlights of the Thornberry Reform Effort [Internet] Committee on Armed Services[END_REF][START_REF] Bucci | Progress is coming on defense acquisition reform[END_REF]. It is well recognized that prioritization of defense contractor spending is a difficult task, but one that must occur while considering microgrids for U.S. military installations in order to achieve a better fortified electrical system.

Conclusions

The technical community recognizes the lack of electrical grid security and risks posed to critical infrastructure systems. Cascading grid failures elicit threats to national security, economic damages, and disruption to critical infrastructure systems. This paper compared the current geographic deployment of military installations to historical grid failures. This review highlights the need to think about the electrical grid in terms of security and utilizing renewable energy resources as a national security measure to counteract those vulnerabilities. A review of current solar-PV penetration into United States Military bases illustrates the potential to mitigate future power outages by (1) maintaining an independent energy source and (2) providing a backup of surplus energy supply to civilians. The scale of electrical energy consumption and solar PV system necessary to meet electrical needs was analyzed for the United States Military. A minimal number of military bases have introduced solar PV systems to operate military operations, leaving large room for growth. A cost sensitivity was performed to estimate costs and potential savings in energy expenditures if the military transitions to 100% solar-PV energy generation. Three of the top 25 defense contractors were reviewed due to their penetration in renewable energy generation markets. These companies represent U.S. defense contractors' potential to respond to bids to complete solar PV research and development projects. The DOD can utilize a number of defense contracting companies technical skills to facilitate a national transition to renewable distributed generation microgrid systems. The technical and economic viability of this transition from the results of this review, indicate the DOD should investigate allocation of additional funds or shifting funds to utilize top defense contractors to begin a national transition to distributed solar PV generation. As the calculated costs of solar PV microgrid systems are a onetime upfront cost, the DOD can easily allocate funds across contracting companies, over ten years to meet 100% distributed renewable generation (rather than 25%) compliance by 2025. The military can evolve their energy system to protect national security, provide energy security, and decrease energy costs. 
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 1 Figures Figure 1.Interdependency of infrastructure systems and electrical grid. Data compiled from literature on critical infrastructure industries [7, 9, 12, 14, 21, 22].
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 23 Figure 2. Map of United States Military Bases with Solar-PV systems in historically vulnerable blackout zones.
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 4 Figure 4. Total installation cost sensitivity as a function of installed cost and percent PV capacity on U.S. domestic military bases. Estimated solar PV costs were calculated as a function of cost per watt from $2.50-$0.25 reflecting current and expected market values for each percent capacity: a=25%, b=50%, c=100%.
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Table 2 .

 2 Electrical use size and calculated PV capacity for six levels of strategic importance in the U.S. for Fiscal Year 2013. Military electrical use was obtained from the 2014 DOD Annual Energy Report [64], Electrical consumption for Industry, Commercial, and Residential sectors was obtained from[START_REF]Energy Information Administration. Short-Term Energy Outlook[END_REF] * Electrical consumption alone is not available for the Federal Government and Critical Infrastructure, but divisions of each are included in industrial and commercial values.

			Total Electricity	Calculated PV to
	Level	Electrical Load	Used [MWH/day]	Meet Demand [GW]
	1	Military	81,399.4 16.3
	2	Government	*	
	3	Critical Infrastructure	*	
	4	Industrial	2620000 524
	5	Commercial	3720000 744
	6	Residential	3840000 768

Table 3 .

 3 Current Military Bases Solar-PV Systems

		Power (MW)*	Population** (Thousands)
	Army	
	Fort Benning	30
	Fort Campbell	5
	Fort Carson	2
	Fort Detrick	15
	Fort Dix	0.8
	Fort Gordon	30
	Fort Hood	1
	Fort Huachuca	17.2
	Fort Rucker	0.051
	Fort Stewart	30
	Presidio	0.37
	West Point	0.56
	Navy	
	China Lake	13.78
	Coronado	0.924
	Kings Bay	30
	Pearl Harbor	2.4
	Saufley Field-Pen-	
	sacola	50
	Holley Field-Whiting	40
	Air Force	
	U.S. AFA	6
	Davis-Monthan	16.4
	Edwards AFB	3.39
	Eglin AFB	30
	Hill AFB	0.22
	LA AFB	0.36
	Luke AFB	15
	Nellis AFB	14.2
	Marine Corps	
	Albany MC Logistics	46
	Twenty-Nine Palms	4.5 
	MC Air Station Miramar	0.204
	Barstow MCLB	1.2

* Data obtained from respective division databases for existing and near term planned

[65][66][67]

. ** Data obtained from DOD Military Installations data bank represents proposals for upcoming solar PV generation capacities

Table 4 .
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	DOD Contractor
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