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ARGUS Project -Harnessing Asset Management to do Cyber Security To an UIC Guideline for Railways

ou non, émanant des établissements d'enseignement et de recherche français ou étrangers, des laboratoires publics ou privés.

pillars for a coherent "security package" based on the following principles:

• Independent protection layers requiring different types of competence (suppliers, military people, hackers…),

•
Considering each given "functional zone" as an all, •

Considering safety and security at the same time,

•

Considering three level of defence, the Perimetric defence, the Early detection and "Defence in depth" and the Endogenous defence (security by design…),

•

Considering the security measures definition and maintenance in the asset management strategy of the railway company… Security cannot be an afterthought. Security has not to be considered after the definition of the system. Security should play a role in all the phase of design and railway operation, considering especially that the solution is only partially technical. It's the reason why railways need practical guide line for internal use.

-Overview

The UIC ARGUS working group decided to produce a recognized document in order to provide specific guidance to the "Railway critical applications", in the prolongation of the 27000 norms (These existing norms don't answer to the railway specific needs). This document (published 06/2018) is designed to support the rail industry in reducing its vulnerability to cyber-attack and in ensuring the availability, integrity and confidentiality of the Railway system and data during the entire life of the network.

This guidance document has a particular, but not exclusive, focus on signalling and telecommunications within the railway system and will take account of the "system design", describing how to evaluate the security needs to ISO27001 using best practices applied in other industries, as aeronautics, nuclear power, and the military. ISO27001 is an Information Security Standard which describes controls that an organisation needs to implement to ensure that it is managing these risks. Information Security Management is always linked to the implementation of an Information Security Management System (ISMS), in order to secure business (here Railway) information and to maintain the information environment. To implement this Standard, the reader must be proficient in security architecture methodologies and familiar with the normative references in this Standard. Organisations which adopt the general approach of management information security gain an advantage due to the fact that ISMS assure the reliability of an organisation's information security arrangement in relation to other organisations. The main benefits are the avoidance of unavailability of signalling systems, as well as the prevention of actions that are unsafe. The UIC guideline will be useful for Infrastructures managers (IM) and Railway Undertaking (RU) to face the development and certification of the need critical products, sub-systems, systems, to realize the right risk analysis in each division of the global railway system, to identify and apply the right countermeasures in those division in order to reduce their criticality, especially for critical signalling system where a "likelihood" of lethal impact cannot be accepted. e Congrès de Maîtrise des Risques et Sûreté de Fonctionnement λµ21 Reims 16-18 octobre 2018 Automatic Train Operation), SCADA, ventilation, remote monitoring and supervision, management systems of the railway and communications for infrastructure, etc. The continuous inclusion of IT systems in the critical signalling systems, combined with the generalisation of IP networks around the world with a new "all-connected" conception (communication), entails advantages for railway signalling, but also new security risks that must be managed Asset management is one of the most important and modern ways of managing the enterprise and its critical business assets. The management of critical business assets focuses the work of risk management on the most important and relevant business issues. Those risks are related to many topics ranging from logistics to safety. One of the most common misconceptions is that cyber security is stand-alone. The contrary is true. Cyber security is intertwined with all the business issues from service availability to safety. Nowadays, all systems rely on their computer and communications systems for all operational purposes including availability and safety. Moreover, they also rely on the integrity of the data itself. Decisions are being made daily based on the presented information. Just imagine that this information was tampered with! We can summarise the Asset Management concept as follows: Prescribing technical frames of reference and undertaking maintenance (upkeep and regeneration), to ensure prescribed performance is achieved, within resource constraints, route by route (sub network by sub network), keeping overall possession costs to a minimum The mains goals are:

• To systematize and professionalize asset management such that railways achieve the best practices seen in other asset intensive sectors.

•

To develop specific design rules, methods and tools that will enable IMs to take and implement better decisions that will deliver the required infrastructure outputs, especially Safety and security, for the lowest whole life, whole system cost.

Asset management in practice:

• Asset management is the art of striving for high performance in a context of shortages (constraints)managers of resources do not have an overview of all shortages, • What is meant by "shortages", in which sectors:

-human resources, competent and available personnel, in-house and external, -monetary resources, funding, -operational constraints (work possession bands, train-path access...), -environmental constraints (access to tracks...), -material and tooling resources, This is particularly complex as regards infrastructure as the rail network never sleeps! The asset manager is like a surgeon who must operate, with the operation being carried out on a "living" body, the rail network) Of course, and this is the point, asset management can only really be fruitful if the first steps, Network and Route strategies are well defined. The properties of the asset, the choices of communication network architectures and the fall-back possibilities (resilience) are key factors in our context, especially for critical signalling systems. More information could be found in the UIC Guideline about the application in the railway domain of the ISO55000 norms.

In this paper, we will present the main results of the UIC ARGUS working group and focus on the connection between asset management and cyber security. The intention is to explain how to use the organisational asset management process, from system design to implementation, to prepare the organisation for better cyber security positioning and a better understanding of the connection between the organisation's critical assets and the cyber sector. Actually, it is an excellent opportunity for organisations using the asset management process to drill down and understand their cyber security threats.

-Argus results

-Facts -Safety vs. Security?

For many years, the railway industry has been working on the safest solutions possible for the design and operation of the railway system. There are many processes,
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Communication 6A /1 page 2/8 e Congrès de Maîtrise des Risques et Sûreté de Fonctionnement λµ21 Reims 16-18 octobre 2018 procedures and designs that are contributing to a safer system. Such mechanisms include design guides, regulated development processes, testing procedures and regulations, etc. The introduction of new technologies as well as a progressive growth of networking will possibly bring benefits -but also facilitate new threats with quite different life cycles.

In the last two decades, a new threat has emerged -"malicious cyber activity". This activity is generally considered to be a security concern but with recent developments and experiences in the railway field, it's apparent that the security concerns directly influence safety concerns. It can be viewed from the ability of cyber activity to influence the physical world (see Stuxnet as an example -other mechanisms are known and relatively easy to put in place with the existing computerized systems today in operation: overload of unexpected inputs  crash a computerized unit  restart opening the "doors"). This type of event can appear in the railway business, in examples like disabling the train braking system or gaining control of an OBU and demanding a ransom to release it for operation. These critical systems, especially in signalling and telecommunications within the railway network, are becoming more and more "open", and so more exposed and easily vulnerable from outside. The challenge is to take into account all the possible factors to design an excellent security strategy. In short, the possible security events have now to be taken into account the safety analysis.

IT security problems occur because of threats to the integrity of the system. These threats arise from attackers.

Attackers act intentionally using all information about the system that they can get, depending on the current state of the art in attacking or hacking. The degree might be different, depending on the attacker. In this specific situation, the symmetry that worked so well for safety is broken, and an additional person is introduced with an intention and strategy. Is this role incorporated in the probability measure?

The answer is no. In this case, a probabilistic model would not be sufficient to model the behaviour of an information system under attack.

-Cyber threats -myth or reality?

The cyber security principles are put in place in railway signalling and communications: many cyber security principles are implemented in the critical signalling systems of IP networks (such as the multi-level approach, well-proven solutions, the impossibility of bypassing the protection, minimisation of privileges, continuous and uninterrupted improvement, etc.).

Meanwhile, the intrusion tests and any "incidents" prove that is not enough for the computerised critical systems in operation today (Interlocking, Radio Bloc Centre, On Board Unit, etc.). There are numerous examples, any are public and "well known" (see below), other are more secret like the last example: the modification of the interlocking functions by a man in the network leading to a very dangerous situation. This was done on a worldwide very known interlocking system… without any endogenous protection of course (we will see it later).

We can clearly state that "it isn't a myth" and "security contributes to safety" and not only for availability!

-Security in railway exploitation and operationsfour pillars -Four means

Security must be considered in the complete scope of railway exploitation and operations (network security, deployment security, signalling security) and during the whole phase of development (design, architecture, etc.). Security in the railway sector consists of various factors:

• Network security: We define as network security all aspects related to the protection of the telecommunication network that works as a carrier of signalling data. It is aimed at protecting the underlying networking infrastructure from unauthorised access, misuse, malfunction, modification, destruction or improper disclosure. According to IEC62443, the network security consists of three pillars that create the security triad: technology, process and people. Within this triad, we have defined the technology as the set of resources used to uphold the availability, integrity and confidentiality. The process involves the set of guidelines and standards adopted in order to define clear procedures that must be followed in order to ensure the security. Last but not least, we group in people the set of training requirements of the staff, their training and the assignment of roles of responsibility and access according to the functions the personnel will take on. This covers the management of people working directly or indirectly with signalling equipment and networks, such as the access privileges for people to access signalling equipment or posts physically or logically, as well as the requirements for hiring these personnel.

• Signalling Security: This group involves all the techniques and technologies related to the signalling system itself and the mechanisms implemented for guarding against possible attacks or malfunctions. These aspects are closely linked with safety issues.

We subdivide this group also into two areas: one will be related to the functional analysis, which is the internal disposition to check the "plausibility" of any sent or received message. A plausibility test can be carried out on two sides: interlocking and control centre. This is the case, for example, if the delivered commands meet with a common signalling behaviour for a pre-defined route-map. It also involves the structure and hardware and software architecture used for the signalling system (protocols for safety, security, etc.). The second, the continuity of the system, involves all techniques and methodologies used for guaranteeing the continuity of the service in adverse conditions (operational fall-back solution in case of an attack of ERTMS devices by an analogic or legacy system for example -this measure is mandatory in many countries around the world but not in Europe due to the UNISIG lobby, etc.)

• Deployment security: This group is related to the operative routines deployed by the respective company for managing signalling network and equipment. On the one hand, it covers the methodology used for adding new equipment or replaces the old methodology while maintaining the safety and security levels. This group also includes the deployment agreements established between suppliers and railway infrastructure managers in terms of product security requirements, as well as the support of the product throughout its lifetime. Of course, these issues have to be considered as well in regard of cycle development standards. The security levels have to be define, with the "asset strategy" and "route strategy", network section by network section, by the highest level of the company regarding the safety and business impacts, the values of the society…For critical system (especially signalling) the proposed matrix defining the regarding security level is:

• Organisation and leadership: Policy: Top management shall establish an information security policy that:

-Is appropriate to the purpose of the organization, -Includes information security objectives or provides the framework for setting information, -Security objectives, -Includes a commitment to satisfy applicable requirements related to information security, and -Includes a commitment to continual improvement of the information security management, -system. The information security policy shall: -Be available as documented information, -Be communicated within the organization; and -Be available to interested parties, as appropriate. Management involvement: By its leadership and decisions (or actions), the management create an environment in which all actors (employees, client, third party, provider…) could be fully engaged to achieve the objectives of the organization. Benefice of this type of implementation: -Improved accountability for information security standards, -An optimal provision of resources dedicated to the information security, -An identification and adequate protection of the organization critical assets, -Controlled (managed) processes and security measures. Management shall provide evidence of its commitment to the establishment, implementation, operation, monitoring, review, maintenance and improvement of the ISMS by: -Approving and publishing an information security policy document and communicated to all employees and relevant external parties, -Ensuring that objectives and plans are established, -The identity and contact details of the person in charge of the chain of responsibility for cybersecurity shall be communicated to the cyber-defence authority, -The limits of responsibility should be reviewed periodically, at least once a year.

''Security-is-Safety

-Three defence types

For each railway operation zone (subsection of the railway network with the same security level), the UIC proposes to put in place three kinds of defence, regarding the security level expected by the top management decisions:

• Perimetric defence: well known, necessary but not sufficient… • Defence in depth: with detection, localisation, identification of the aggressor, definition of the counter-measures that are possible … "Defence in depth" (NIDS) is a concept from the military world. It is applicable to the cyber world if there is enough time once the enemy invades until he reaches a certain point. This time can be used by the defender to take necessary defensive measures. Layered security or correlation between sensors from different layers is needed. Due to the topology of the railway networks, different from a country to another, where are for each on the IP network "zones" and "conduits" creating a topology (dataflows in which the attack must be developed)

• Endogenous defence: using formal and total protection of a short list of specific highly critical "functions" … The "Functional mitigation measures" (FIDS) aim to avoid any "zero-day attack" and use the railway-specific functional coherence-plausibility check of critical computerised machines (state machine). Considering that the specifications (functionalities and observatory) are formally proven, it is possible to introduce the proof automatic processes in the target machine: if the functional message received is "correct" regarding the system state of the IXL and the network topology, the received message is accepted. If not, an adapted reaction is generated (safe reaction regarding the railway system). This method has been applied with very good results by UIC on the French PIPC interlocking system. The aim of this measure is to answer to the question "How to avoid all possible "zero-day attack" on SIL4 computerized signalling unit? (assumption: UIC open HW and SW)  H-IDS (Host Monitoring of the "functional messages" received or send):

-Signalling interpretable functional requirementsstate machine "formal proven", -Hardware and basis software supported by a real time monitoring system, -Security graphs with Railway specific functional coherence-plausibility check (state machine) -Specifications (functionalities and observatory) formal proven  postulates and safety properties used for the formal proof of the interlocking for example. So, if the functional message received is "correct" regarding the system state of the IXL, its topology and so on, it will be applied. If not, the unit should be under attack and an adapted reaction is launch (safe reaction regarding the global railway system). This concept can be used on the signalling network

Peripheral defence

Defence in Depth

Endogenous defence

Organization

Communication 6A /1 page 5/8 e Congrès de Maîtrise des Risques et Sûreté de Fonctionnement λµ21 Reims 16-18 octobre 2018 leaving the organisation's business assets vulnerable to cyber-attacks. Cyber security issues can be related to company's assets such as reputation, business continuity and revenue, but most importantly to safety. Some of these identified risks can be related directly to threats to railway safety. So even if you are willing to take the risk on some of the identified topics, you will probably find it harder to overlook the safety issues.

-What makes railway cyber security unique?

When performing the process of analysing the cyber security issues with relevance to the business processes, one must remember the unique features of the railway system. These unique features require different thinking process with regards to other related industries such as IT, ICS or SCADA:

-Complex operational process -The railway system is complex and composed of several sub-systems that are interconnected, each of which is comprised of a set of dedicated computer-based systems, all of which implement the entire safety and functionality of the railway operational business. The diversity of physical interfaces is quite considerable, comprising Car Bus, Train Bus, RF-based communications, Ethernet, transmission technology and more. Each project is set up with computer-based equipment from different vendors. -Slow pace update of software -Vendors will make changes to their software versions only when they are critical. The verification and validation process of such updates is long because of regulation and sensitivity to safety. -Slow pace deployment -Even when such a version is available, it will take time for the railway operator to deploy it because of the possible implications for the operational network. When convinced that there are no implications (or that he understands the implications), it may take time to deploy depending on the fleet size. -Convergence of IT and OT -This is something that happens in many industries and is also evident in the railway business, but it exposes systems that used to be defended by being secluded. -Even more connectivity -The new manner of controlling the train requires connectivity. However, the connectivity solution also needs connectivity. The GSM-R stations also need to hand over a train when it gets out of their defined geographical area. This kind of hand-over also happens when the train moves from one country to another. More connectivity is required when maintenance equipment is on board (e.g. preventive maintenance) or a remote maintenance is required…

The above-mentioned uniqueness of the railway system will demand very special solutions which are suitable and satisfy those requirements.

-Example of asset management -service availability

Let's say that we are in a company where service availability is a major asset. For example, let's say that 99% availability is our goal. This means that for one line of service we allow only 1% downtime. That equals to 14.4 minutes a day, 100.8 minutes (about 1.5 hours) a week, about 417 minutes (about 7 hours) a month. From a technical perspective, this means that any technical problem must be resolved from 15 minutes up to 7 hours. We usually approach this kind of problem with resilience in mind. That means that we will keep enough redundancy to deal with this kind of situation. For example, if there is a malfunction with the locomotive, we assume that it can be replaced by another locomotive from our fleet and the downtime can be calculated easily. If the time required does not fit our time limits, we will initiate a think team to lower the time required.

Given that example, let's look at a similar event from a cyber perspective. This time the locomotive malfunctions but this is not a regular technical problem (meaning it is not with a probabilistic nature) but a cyber-attack where the next locomotive will also suffer from the same "technical" problem. This time, the redundancy strategy is not enough to deal with the situation at hand. That means that even if we analyse the asset from an "asset management" perspective, the nature of the event cyber vs. regular malfunction changes the needed solution.

What are the required solutions? So, all the design and architecture dispositions all the fleet of locomotives must be taken to avoid (at least to reduce) the way to block all malfunction from outside. Regarding the onboard computerized systems, the previous described three defence types must be put in place. The endogenous defence is mandatory for all safety relevant functions (classified SIL4). It's from our point of view the only way to protect these systems against the future (today unknown) introduction methods. I would like to make some high-level preliminary remarks. It is very convenient to use the NIST convention to analyse the requirements of the solution. The NIST framework calls for the following actions: Identify, Detect, Protect, Respond, Recover. From our perspective on organisations, cyber security in general and safety critical systems (like railways) in particular, the primary, most important cyber security measure is Detection since it is agreed today that cyber penetration is imminent (not a question of "will it happen?" but "when it will happen?"). Actually, the main constraint on safety critical systems is that Prevention (which is part of Protect) is harder/longer to implement because it might impair the safety of the system. If we continue the example from above, the parts regarding Identify and Detect are important. The issue of analysing a problem to understand whether it is a technical problem, or a cyber-attack is a major concern. There must be enough information to make it possible to differentiate one from the other.

-Conclusion

The Cybersecurity of critical computerized and connected systems is a never-ending story. For each railway it's a necessity to put in place a governance organisation to ensure Safety and Security levels other time, included in the global asset management organisation. UIC has published a first cyber security guideline to help the Railways to face security issues and define they own cyber strategy. The next steps will be defined by the UIC "Technical Security Expert Group" with worldwide railway members and the support of specialized cyber security supports. It has start in January 2018 in the logic prolongation of the previous ARGUS project.

To conclude we can propose to keep in mind that: • The major safety consequences of cyber-attacks are a reality for all the railways. They cannot outsource these risks to suppliers! • There is a need of a continuous exchange of best practices in order between railways and suppliers to manage the risks with a system point of view (security  contribute  safety), •

There is a need of mutual understanding (threats vs. weaknesses) between Signalling, Operation and Telecom actors for critical applications, • Railway infrastructure manager and undertaking need a specific sets of mitigation measures depending of the acceptability or not of the consequences.

We are only at the beginning of the story! Redundancy for resilience  Two independent cab-signalling Communication 6A /1 page 8/8

  . The use of IT networks in critical signalling systems means the use of open networks for two main reasons: • the use of commercial protocols and equipment ends with the protection used until now due to technological obscurity and • the use of extended -national -networks distributed along the railway and with multiple attached points eases the access to these networks. The main factors determining the need to ensure railway cyber security are: automation of technological processes in the transport sector, establishment of new systems ensuring transport security, rising information volumes transferred via open channels, increasing crime involving automated systems, etc.

  Intrusion into the Lodz tram point control system (2009) Ticketing system in San Francisco´s public transport system hacked (2009) "Wannacry" attack infected also PIS systems (May 2017) UK Rail network attacked by hackers 4 times in a year (2016) 8 e Congrès de Maîtrise des Risques et Sûreté de Fonctionnement λµ21 Reims 16-18 octobre 2018



  & Safety-is-part-of-Security'' Need to be considered from the railway system's point of view Low risk, no disposition necessary Medium risk, to verify the necessity to reduce them High risk, necessary dispositions to reduce them Non acceptable risk, priority action to be launched 8 e Congrès de Maîtrise des Risques et Sûreté de Fonctionnement λµ21 Reims 16-18 octobre 2018 -Establishing roles and responsibilities for information security, -Providing sufficient resources to establish, implement, operate, monitor, review, maintain and improve the ISMS, -Deciding the criteria for accepting risks and the acceptable level of risk (especially for signalling applications), -Ensuring that internal ISMS audits are conducted. Organizational roles and responsibilities: Management shall ensure that all employees, contractors and third-party users are aware of information security threats and concerns, their responsibilities and liabilities, and are equipped to support organizational security policy in the course of their normal work and reduce the of human factor. In addition, all users should be trained, certified and controlled through a global cybersecurity awareness program: -User training is required BEFORE any intervention on the Industrial Control Systems, -Cybersecurity training should be carried out by certified service providers, -The Industrial Control Systems cybersecurity training and awareness sessions should take place at the same time as site safety and security training, A chain of responsibility for cybersecurity shall be implemented, covering all Industrial Control System's:

  Measurements must be deployed to validate the security concept and the security efficiency other time. Several possible measurements are possible of course: -Reduce the time to Detect  The time it takes for the first actions of the attackers until they are detected by any means, automatic reactions by N-IDS and H-IDS… -Ability to Resolve  Attack methodology, Entry point, Attack vector, attribution… -Time/price to return for availability, to resolve… -Monitoring system that enables to perform good forensics and analysis of the attacker's actions… The Safety-Security management System is a part of the Asset management strategy. For each railway necessity to include the security issues in the Asset management organisation especially: the physical access politic, the subdivision of the network regarding the business and operation targets, habitation of the different authorized people, out sourcing and developments politics… Communication 6A /1 page 7/8 e Congrès de Maîtrise des Risques et Sûreté de Fonctionnement λµ21 Reims 16-18 octobre 2018

  

Of course, these means of defence have to be defined in the system requirements and "maintained" during the entire life cycle. So, we can propose that cyber security issues should be included in asset management.

-Asset management

-General

Asset management is one of the most important and modern ways of managing the enterprise and its critical business assets. Asset management for the railway operator is based on the ISO 55000:2014 standard with the guide from UIC for the implementation of the standard especially for railway operators. Asset management's primary objective is to map and manage the business' critical assets as those have been selected by the organisation's top management. After identifying the critical assets of the organisation, the next critical part is managing the risk to those assets and developing the right plan. This could be a major project for the organisation.

Most of the ISO 55000 standard makes sure that the right organisational processes are in place and that the organisation's leadership is involved. The definition of the substance is not defined in the standard. That means that it is the organisation's responsibility to define the critical assets and the risks that it is subject to (risk identification process). It is also the organisation's responsibility to drill down and understand the relevant sub-systems of the asset and the risks that they are subjected to. You are encouraged to read the paper (UIC Railway Application Guide -Practical Implementation of Asset Management through ISO55001) for implementing asset management for the railway industry 1 .This paper sets up the environment for performing asset management and not the content itself.

-Why use asset management for cyber security?

From the previous analyses, we saw that there is a very strong connection between Asset Management and Cyber Security strategy. Making the connection and using the asset management process is a major and important opportunity for the organisation:

-The most important factor is connecting cyber security goals and activities to the relevant business assets. Asset Management's first activity is to identify and prioritise business assets. This can be used for conducting the relevant analysis for cyber vulnerabilities as well as cyber mitigation techniques.

1 http://www.nvfnorden.org/library/Files/Utskott-ochtema/Drift-och-underhall/M%25C3%25B8ter-ogprotokoller/UIC%2520ISO%252055000%2520Guidelines_fi nal.pdf&sa=D&ust=1511692607817000&usg=AFQjCNFdN nt1aLpLhNx-CareYlLShSFniQ

Up until now, we used to use the risk management process for that task, but that activity lacked the connection of risks to business goals and did not permit good prioritisation. -From a different perspective, this enables a better understanding of threats and their relationship with business goals. Usually the list of threats is mostly known but the ability to prioritise them with respect to the potential damage to business was very difficult.

All of the above enables a very thorough and analytical process for identifying, defining and prioritising cyber threats. This kind of work should help create an extensive mapping of cyber threats to the business. After that, the task of creating a prioritised plan for cyber security activity should be much easier than before. The ability to connect this plan to business goals is much improved and actually creates a better "language" between the CISO (Cyber Security Officer) and the upper level management. The CISO can now explain where he/she plans to spend the next dollar and which business goals will be affected by it.

-From risk to assets in cyber security

The next step after building the asset portfolio is to perform risk assessment for the defined assets. The risk assessment process involves identifying the risk (risk identification) and map the relevant risk actions. This can be done using ISO 55001:2014 Annex A. One item that is missing from the ISO 55001:2014 Annex A list is Cyber Security. Introducing cyber security considerations into the risk assessment process is critical and complex because many of the assets rely on computerised and highly connected systems: complex because building the relationship between the asset and its basic computers and networks infrastructure requires highly professional work.

The recommended way to address this is by using the CIA model 2 : Confidentiality, Integrity and Availability. Each of those aspects is to be considered in relation to business processes, information systems, networks, network devices and the data itself.

-Availability deals with concepts that are similar to business continuity, service availability and contingency planning. The driving force here is to make sure that all the necessary functions are available and working. -Integrity involves maintaining the consistency, accuracy and trustworthiness of data over its entire life cycle. It is the concept that data is reliable meaning that it has not been tampered with. However, I would also like to extend the integrity concept to other cyber components, to also include systems and processes. From the point of view of systems and processes, it means that they are reliable and performing the intended task and only the intended task. -Confidentiality deals with keeping information safe. These are the measures undertaken to ensure and prevent sensitive information from reaching the wrong people, while making sure that the right people can in fact access it. This definition is relevant to data but should be applied also to technological systems used, business processes, standard procedures and so on. There is a relationship trickling down from the business assets to the information systems, networks and data which they rely on. This reliance is usually missed, thus 2 https://en.wikipedia.org/wiki/Information_security