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Abstract Since the beginning of the 21" century, Industrial Control Systems (ICS) have been
targeted by hackers. The main motives for the interest to ICS is the ease for performing cyberattacks
and the potential damages inflicted to the system and its environment in case of success. The purpose of
this paper is to propose an approach for detecting malicious orders in discrete-event system. Four types
of attacks (direct, sequential, temporal and over-soliciting) that affect an industrial system are studied
in this work. Based on the vulnerabilities in ICS and the positioning of other techniques, an innovative
methodology is exposed in this paper to develop detection mechanisms based on the “automation-
knowledge”. Thus, by using models of system with an improved notion of distance and trajectory, our
filters based approach provides good results for detecting cyberattacks in lower levels of ICS
architecture by analyzing the malicious nature of the orders sent. Different types of detection
mechanisms based on the concept of distance and trajectory are detailed in this study. We also provide
results on simulation examples and an industrial platform. To conclude, improvements of our approach
are discussed.

Keywords: Industrial Control Systems; Cyberattacks; Cybersecurity; Critical States Distance; Filter Approach;
Fault Detection; Diagnosis; Discrete Event System.

1. Introduction

1.1. Industrial Control Systems (ICS)

Industrial Control Systems (ICS) ensures productivity, reliability and safety in industrial context
since the second half of 20™ century. Stouffer et al. [1] in the NIST 800-82-r2 defines these systems by
a combination of control components that act together to achieve an industrial objective. Nowadays,
ICS are used in energy production and distribution (electricity, water, oil and gas), wastewater treatment,
discrete manufacturing, transportation, and defense. Thus, these systems are critical infrastructures,
highly interconnected and mutually dependent [2]. In order to organize exchanges, roles and functions
within an ICS, the Computer Integrated Manufacturing (CIM) norm, also named Purdue Model [3], has
been proposed in 80’s. The CIM model allows representing ICS with functional levels from top
management to operative part. Sicard et al. [4] details aim and constraints for the first three layers of an
ICS, represented in Fig 1, that are studied in this paper. The level 0, called Operational Part (OP), is
composed of actuators and sensors and transforms raw materials (initial state) into finished product
(final state) by interacting with the production flow and applying actions decided by the Control Part
(level 1). The level 1, named Control Part (CP), interacts with (i) the layer O by acquiring data from
sensors and controlling actuators and, (ii) the layer 2 by exchanging information with the operators. The
main component of this level is the Programmable Logic Controller (PLC). Finally, the level 2, called
Supervision, acquires data from lower layers in order to inform operators about the state of the system
and work orders are sent to layer 1 for modifying the control law or adjusting setpoints. Communication
layers exchange data between different levels. Since the beginning of the 21" century and the emergence
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of Industry 4.0, Ethernet TCP/IP is become a standard for connecting all different layers of the ICS and
introduced at the same time vulnerability inside the ICS architecture. The developed approach proposes
to secure existing infrastructure based on the hierarchical architecture.
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Fig 1. [llustration of functional architecture of ICS (only real-time layers have been represented)

1.2. Attacks against ICS: History, Consequences and Considered Types

Since the beginning of the century, introduction of new technologies as Ethernet based protocols,
wireless networks or industry 4.0 in ICS have made it vulnerable to cyberattacks. Indeed, for almost 20
years, ICS are the new target of hackers as detailed in Sicard et al. [5]. These attacks can be performed
because ICS have many vulnerabilities from a security point of view. Indeed, these systems have been
designed to insure productivity and safety without considering security. Thus, these vulnerabilities give
surface attacks to hackers that can be exploited to cause physical damage to the systems and its
environment. Indeed, components, architecture and environment of a control system can be used to
perform cyberattacks as presented in [6]. Fig 2 summarizes these main vulnerabilities in an ICS [4].

Different types of attacks can be performed on ICS [7] such as information disclosure, injecting
false data or also disturbing the production, i.e. the service, the quality or the equipment. This paper
focuses on attacks that execute or induce a malicious action at the PLC outputs. Some of them are
inherited from IT and mainly affect the layer 2 [8,9] as DOS (Denial of Service) or DDOS (Distributed
Denial of Service) whose purpose is to stop the communication between two layers, Man-in-the-middle
(MITM) that intercepts and/or injects data and replay attacks which returns a sequence already sent.
However, other attacks are inherent to levels O0-1 [4,10-12]. Thus, random attacks send information
without taking into account the process knowledge, direct attacks causes great damage to the system
without leaving the possibility of reacting and sequential attacks break the sequential logic of the control
law to damage the system. Finally, false data injection (FDI) attacks corrupt either the control orders in
the control channel or the reports in the report channel. According to McLaughlin et al [13], these attacks
can be performed on several layers divided in five types : hardware, firmware, software, network and
ICS process. This last layer uses the previous ones to accomplish the industrial objective. Vulnerabilities
of this layer are highlighted in [14—16] and developed in section 2.

This paper focuses on attacks that target the (i) Control channel linking the PLC’s outputs to the
actuators, the (ii) Report Channel sending data from sensors to the control part and the (iii) PLC/Control
Room controlling and monitoring the CP. The proposed approach objective is to detect:

* Direct attacks: quickly lead the system to a critical state in order to damage it,



*  Sequential attacks: degrade the behavior of the ICS and send Order/Report sequences that
gradually lead the system closer to a critical state,

»  Temporal attacks: send orders/reports by violating time constraints (periodicity, timing...),

*  Over-soliciting attacks: target equipment to make it unusable for production by premature
wear and tear, causing maintenance or breaking equipment.

1.3. Issues, positioning and contribution

In addition of these vulnerabilities [6], ICS are subject to failures that degrade the normal behavior.
This term is defined in [17] and denotes the degradation of the system or its environment but
unintentionally. Contrary to attacks where the degradation is intentional. In this study, we focus on
cyberattack that is to say attacks launched with digital vector. In [18], Nguyen et al. identify 4 sources
of failure in ICS represented in Fig 2: products’ quality, specifications of the control law, human factor
and equipment wear.
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Fig 2. Main vulnerabilities (layers in red with a pirate flag) and failure sources (red flashes) in an ICS

In Information Technology (IT), these vulnerabilities are already known and solutions are proposed
as cryptology, firewall, intrusion detection system or VPN [19,20]. However, ICS differ in its
specificities comparing with traditional Information System (IS) [4,21] as:

*  Control of physical processes,

* Performance requirements (operating in hard conditions of temperature, dust ...),

* Equipment lifetime (15-20 years for ICS against 5 years in IS),

* Update policy (firmware or software updates are often not published by editors or patched
in industries because production has to be stopped)

These specificities make impossible the use of these solutions or reduce their efficiency if they are
applied for the entire architecture. Thus, IT solutions such that DMZ or firewall applied in high level of
CIM (level 2 and higher) are effective because these levels are very similar with traditional IT. However,
any IT solutions are satisfactory when they deal with real-time layer (level 1 and 0) with “automation
knowledge”. The developed approach provides a solution for low levels of the CIM architecture by
taking into account “automation knowledge” on safety and security aspects. This approach synthetizes
filters that analyze the evolution of the system. Detections mechanisms based on models, of the physical
system and/or control law, and constraints, combinational and temporal, allow detecting anomaly



comparing to normal behavior. Our approach acts as the last shield for protecting the system from a
cyberattack, hackers having crossed previous level of defense. In this study, the proposed approach is
integrated. It implies modeling of normal and abnormal behaviors. Filters analyze information
exchanged between operative and control part in order to verify if the logic expression exchanged is
correct. Thus, the control filter checks if orders sent by the PLC are logical. Our approach detects normal
states combined with correct orders or sequences of actions whose concurrency leads to critical state.

The main contribution of this paper is to provide an approach capable of detecting intrusions into
the ICS before they damage the physical system (i.e. before occurrence). To do this, two existing
approaches focused on security (IDS, Intrusion Detection System) and safety (Filter approach) are
hybridized in order to perform detection mechanisms based on behavioral models. First, a generic
methodology for designing filters with these models is proposed. Then, indicators allowing to detect
attacks, of variable complexity, affecting the behavior of ICS are built and used. The paper focuses on
two main issues decomposed into four types of attacks: (i) direct attack detection that act in a very short
time interval requiring immediate reactivity, (ii) stealthy attacks these attacks act over a longer time
interval such as sequential, temporal or over-soliciting attacks. Thus, an additional detection strategy
must be proposed, in particular based on previous works on the notion of distance, in order to indicate
arisk or an intention to harm through an event or temporal sequence. Finally, this research work focuses
only on discrete-event systems and on existing infrastructure (ICS modeled by CIM architecture).

1.4.Threat model and global hypothesis

In this paper, the filter based approach focuses on attack detection that affects the lower levels of
CIM architecture by using “automation-knowledge” of ICS. Only attacks that intend to degrade one of
the following elements (assumption of attack unicity) through attacks listed in section 1.2. are
considered: production equipment, product quality or the safety of goods and people. Indeed, the
S.A.F.E. (Security Approach based on Filter Execution) approach is based on behavioral models from
the ICS to detect the dangerousness of a sequence of events (actions/reports). Denial of service or data
theft attacks are therefore excluded from this study. On the other hand, data injection attacks on the
control channel, the report channel, PLC corruption or supervision control are taken into account in our
approach, under the assumption that they degrade one of the elements degrading the ICS mentioned
above. On the other hand, we will exclude attacks on the sensor network from the perimeter of the
attacks considered. We also assume that the sensor network is considered reliable [22]. To conclude,
only cyberattack are considered in this paper, thus operative part cannot be physically damaged to launch
an attack.

The S.A.F.E. approach is complementary to the current solutions and recommendations [7]. In this
work, the previous defenses are assumed crossed by the attacker, by computer (spam and infiltration on
an office network then industrial) and/or locally (intrusion in the supervision or on a PLC). Since the
higher levels are considered partially or completely corrupt, our approach is therefore the last line of
defense against the attacker to protect the physical system and its environment.

Several hypotheses have been chosen in this study for performing this approach. First of all, the risk
assessment identifies required and sufficient parameters to model the system without forgetting critical
parameters or facing exponential complexity issues. Filters are considered as secured by design and not
attackable from a hardware point of view. Communication between control and report filters is not
subject to failure and attack, for example by using encryption and PKI techniques [23]. Then, we
suppose that no error is present in the control law and models of the system. In the same way, temporal
analysis of the ICS must correctly identify temporal windows for each action and report specified in
filters. Finally, the filter-programming environment is assumed to be "secure"” in the IT sense of the term
and operators inside the ICS are non-hostile.

This paper focuses on the problem of detecting a malicious order and is organized as follows. In
section 2, a state of art presents the main field of research for securing ICS, solutions that focus on the
process layer and the proposed approach. Section 3 introduces the methodology to model and synthetize
filters in function of the level of knowledge of the system. In section 4, the notions of distance and
trajectory, which are the keystone of detection mechanisms implemented into filters, are introduced.



Different detection mechanisms are also described and illustrated on case studies. Then, in section 5,
the methodology and approach are put into practice several simulation and real platform examples.
Finally, section 6 will put into perspectives our results and future works.

2. Toward ICS cybersecurity: from the context to the proposed approach

As explained in Mc Laughlin et al. [13], several fields of research are investigated for securing ICS
from cyber issues. In this section, first, we introduce general ways for improving cybersecurity. Then
the state of art of techniques that focus on lower levels of CIM architecture is detailled. To conclude this
section, our approach, based on security and safety techniques, is explained.

2.1. Generality about cybersecurity

Securing the ICS against the threat of cyberattacks involves security improvements of several
elements. Guides written by governmental agencies [7] as ANSSI (France), NIST (USA) or ENISA
(EU) recommend some enhancement of different types: technical, employee training, courses,
prevention and sometimes certifications. International norms as IEC 61850 for smart grid systems [7]
or ISA99 for standardizing defense of ICS against cyberattacks improve global cybersecurity of ICS.
Our work focuses on technical aspects of cybersecurity by detecting attacks on specific layers of ICS.

Concerning firmware layer, several works proposed approaches for securing this component whose
security issues are detailed in [24]. In Basnight et al [25], a new methodology of analysis is presented
based on reverse engineering for identifying weaknesses and proposing countermeasures; then these are
implemented in a controller. Other works as Schuett et al [26] or Peck et al [27], evaluate firmware in
order to find vulnerabilities and backdoors in PLC or Ethernet cards to create validation algorithms. The
hardware layer is also vulnerable to cyberattacks, Ren et al [28] proposed an approach based on machine
learning for securing JTAG port. This interface is used for testing product and gives access to firmware
and on-chip memory especially. The software layer allows configuring several components in ICS
architecture (equipment, PLC, servers, HMI...) and has many vulnerabilities as reported in McLaughlin
et al [29]. Solutions investigated for protecting this layer are developed in McLaughlin et al. [13]. Works
for securing the network layer focus on several points [30]: architecture typology for reducing surface
of attack (firewall, DMZ, communication components) [1], securing communication protocols [31],
detection intrusion based on network [32]. Many studies have been carried out for securing this layer
based on Intrusion Detection System (IDS) [33], a well established field of research, by using:

* Syntax and semantics of protocols as [34] that verify if communication pattern corresponds
to network policies and normal communication behavior for Modbus protocol. The same
work has been developed for DNP3 with Lin et al [35]. Morris et al [36] proposed to
translate wireless protocol into TCP traffic for analyzing with predefine rules.

e Structure of communication flow as proposed by Barbosa et al [37]. In this work, the
hypothesis of strong periodicity in ICS is assumed for detecting anomaly in communication
behavior with devices.

* Telemetry that exploits data used for communication as IP addresses, number of transmitted
packets, time interval between each frame, ... Linda et al [38] performed machine learning
techniques to know parameters detailed previously.

* Process knowledge that is based on data used to control the system. [39,40] employs
information contained in frame to compute distance to critical state and launch alarms. [41]
takes the same assumption with a state space model for detecting modifications due to a
fault or an attack.

The ICS process layer controls the physical system especially with control law implemented inside
PLC. All this layer is also called “automation knowledge”. As we see in previous section, hackers use
component in this layer for performing cyberattacks. Vulnerabilities and approaches for securing this



layer are different from classical information systems. Some works that focus on this layer to highlight
the weakness and proposed solutions are presented in next section.

2.2. State of the Art about cybersecurity of ICS Process Layer

Several works use the “automation knowledge” of this layer to protect it from attackers. However,
several approaches are proposed for securing lower level of ICS. These approaches are based on models
of operative and/or control that include a high level of knowledge of the system. Two kinds of
approaches has been developed and are detailed in [42]:

» Signature approaches that are based on recognition of specific behavior as in [43].

* Behavioral approaches are based on specifications of the system. They define rules to insure
safety, security and reliability of the system. Mathematical equations (quantitative method)
or models (qualitative method) can be used to express these specifications.

Signature approaches are not relevant for this layer because there is no detection for zero-day
attacks. By definition, these attacks are unknown when they are performed. Thus, one of the strength of
this layer is the possibility to model the system instead of finding signature. In this paper, we will focus
on the second type, model based approaches. Different techniques based on different layers have been
developed in the literature. Thus, Pietre-Cambacédes et al [44] model the system with Markovian
processes for identifying possible attack scenarios on the physical system. Hadziosmanovic et al [45]
propose to build model of the system by monitoring the network. Based on the semantic analysis of
frames, variables are extracting (type and values), characterized and analyzed over time. This approach
is relevant by its “process awareness” point of view but as learning technique, long time of acquisition
is needed. Erez et Wool [46] have developed the same anomaly detection through network analysis in
Modbus/TCP [46]. Several works use equational models for detecting intrusions in ICS as Papa et al
[47] who compute a transition function and Yaseen et Bayart [48] that use a state-space representation
for detecting and distinguishing anomalies. Li et al [12] model the physical system with qualitative
method as finite state machine (FSM). Then, different attack scenarios are identified and computed with
other FSM. The simulation defines several system evolutions classified with the characterized attack
event. Finally, another use of “automation-knowledge” can be found in works about distance notion of
Carcano et al [40] and Fovino et al [39]. In these works, the first step is to define the safety area of the
system that implies to identify safe and critical states for each variable of the system. Then, the authors
compute the distance between the current state of the system and the critical state with the minimal
distance of this state. Two definitions of distance notion are given which differ in function of the system
and the variables. Thus, distance to critical state is computed at every PLC cycle to prevent the system
from entering in a critical area. Carcano et al. [40] provide a powerful notion that allows detecting
cyberattack by using process knowledge. However, distance concept has to be improved in several
aspects. Indeed, the state vector is computed with data inside of the PLC that is also a vulnerable
component of ICS. Moreover, the definition of distance is applied and correct for continuous variables
but not applicable for discrete event systems.

2.3. Proposed approach: filters as last shield

In the presented approach, we proposed to combine techniques used in security and in safety fields.
Indeed, the issue of detection in cybersecurity is very similar with the problem of detection in safety
approaches developed to find failures in a system [49]. This relation is defined in Kriaa et al [15] or in
Ellis [50] to identify convergence points between safety and security analysis. Methodologies to
introduce combined analysis are proposed in these works. Several works proposed to elaborate scenarios
of attacks as in [51] where a model based approach is proposed to generate attack and failure scenarios.
Abdo et al [52] propose the same contribution thanks to attack trees with bowtie analysis. Cardenas et
al [53] develop an approach to detect computer attack affecting the normal behavior of control system
by incorporating knowledge of this system. This knowledge is based on quantitative method with



equational model. To conclude, in Friedberg et al [54], the authors develop a new methodology of
analysis for taking into account both safety and security aspects in cyber-physical systems based on
vulnerabilities and risks. Then, the best mitigation strategy is identified for the system.

As detailed in Sicard et al [4], the proposed approach is based on:

* A security point of view. Several techniques can be used as firewall, cryptography or even
antivirus. Detection mechanisms developed in IDS allow detecting attacker with probes
deployed into the network that compared data exchanged with rules defining the policy of
the network. Fig 3 illustrates the functioning of IDS [4]. The policy of the network is based
on the respect of integrity, availability and confidentiality of data exchanged through the
system. However, the rules that prevent from an attack can be modified for ICS issues. In
our approach, behavior models are implemented in IDS for detecting intrusion in ICS as in
Mitchell et al [42]. Thus, the knowledge to establish the detection rules as well as the
location of probes in the network to ensure a good detection will be useful to our approach,

* A safety point of view, the filter approach proposed in Cruette et al [55] is compatible with
the cybersecurity context in the ICS. As represented in Fig 4, this approach is based on two
verification blocks that check if data exchanged between operative and control parts are
correct to control and process models. These filters are able to stop the emission of an order
or a report. However, in the original approach, filters are implemented inside of the control
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Thus, for combining these two approaches, the number of filters is limited to two: the control filter
checks orders exchanged between the PLC and the actuator and the reports filter verifies data sent from
sensors to PLC. Contrary to the Cruette approach, filters are outside of the PLC to avoid compromising
from attackers. Indeed, this element is vulnerable according the previous section. Their locations in ICS
architecture are also a crucial element for the efficiency of detection algorithm. Indeed, in previous
works [14], only attack on the control channel are study. In this paper, attacks on report channel are also
considered that modifies the location of report filter to optimize attack detections. This contribution is
explained in section 3. Fig 5 illustrates the operating principle for each filter.

The control filter analyzes orders sent from the control part based on the information received from
report filter (list of expected orders and last validated report), the control law and operative part models
(named control filter model in this paper). Detection mechanisms based on rules and trajectory concept
are performed on this input and are detailed in section 4. After this analysis, control filter can:

* Validate the order. The action is sent to the actuator and is applied on the physical system.
The control filter transmits a list of expected reports to the other filter as well as the last
checked order,

* Validate the order and raise an alarm. The actions are sent to the operative part as well as
the information for the report filter but operators received an alarm indicating that
something differs from normal behavior,



* Block the order. The action is not applied on the operative part and an alert is transmitted
to report filter and operators. According to the system, a fallback mode can be activated.
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Fig 5. Ilustration of filters inputs/outputs data

The report filter has the same behavior as the control filter except that it does not block data
exchanged between operative and control parts. This filter analyses reports from sensors based on the
information transmitted by the control filter (list of expected orders and last checked order) and process
model. The analysis of reports is based on the same detection mechanisms implemented in control filter.
After this analysis, reports are always transmitted to the PLC in order to guaranty the robustness of our
approach. Indeed, a “wrong” report, that does not correspond to the one expected, may be due to sensor
or actuator failure and may be supported and compensated by the PLC. Moreover, if this report leads to
a critical state by inducing a wrong order, the control filter will stop it. Thus, the report filter sends data
to the PLC and the list of expected orders and the last report checked to control filter. An alert can be
raised if detection algorithm notices an anomaly.

Thus, the proposed approach is based on an IDS and filter approach for taking advantages of both
according to the concept of mutual reinforcement [17]. Indeed, filters analyze information exchanged
by operative and control parts based on models ensuring the different properties of the system as the
correct execution of the control law or the respect of constraints of the physical system. An ICS can be
characterized at each time by a unique state s. The different types of state sets are detailed in section 3.1.
and presented in Fig 6. The notion of distance developed in section 4 aims to quantify the proximity of
current state with prohibited and optimal states. The evolution of distance among time or state evolution
allows defining the trajectory, which detects deviations of system and prevents sequential attacks and
failures. These concepts are developed in next sections.
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Fig 6. Illustration of the different types of states identified in an ICS

In next sections, we generalize activities monitored by filters by using events. Thus, when the control
filter is considered, an event is an action that has to be analyzed by the filter based on the state of the
system and the control model. On the opposite, for the report filter, an event is a report sent by the
sensors that has to be compared to the expected ones and action applied on the operative part.

3. Methodology: from system modeling to filters synthesis

Previous sections highlighted vulnerabilities in ICS and notions that can be used to detect attack.
The proposed approach is based on models that represent the normal behavior of the system in order to
detect malicious orders sent by the PLC. However, the perimeter of this system has to be determined as



well as detection objectives for intrusion algorithms. In this section, the methodology of system
modeling and filter conception is explained. Different detection objectives are presented in function of
flexibility / detection ratio that is requested. The methodology of filter conception is defined in [5,14]
and is composed of 3 main steps as detailed in Fig 7: parameters identification, control filter model
generation and operation mode where detection mechanisms are performed. Steps 1 and 2 are performed
offline while the last one is performed online. All detection algorithms presented in section 4.2. are
based on each step. The type of modeling in function of detection objectives is discussed in Section 3.4.

Step 1 Step 2
Risk _P Controlfilter Ste_p 3
A ment P: 1 model ;
identification generation el
Identify critical areas Generating the OP model e Control
to be protected OP model W model
Generating the B
temporal constraints Generating reachable states
Reachable state Risk
model assessment
Generating the
control filter Prohibited
Alerts Detecting indirect [ states list
attacks Control filter
Detecting direct Alerts
attacks

Fig 7. Methodology of filter conception for the proposed approach

Our approach assumes that a risk analysis has been previously carried out on the system. This
analysis is therefore a prerequisite for the proposed methodology. More details on risk analyses for
Scada systems can be found in the literature [49], indeed, several methodology can be used for analyzing
an ICS by taking into account security or not [17,52]. This analysis should highlight the events feared
for the system (prohibited states list) that induce parts of the ICS that must be protected as a priority (list
of I/O that has to be modeled). Indeed, the S.A.F.E. approach is not intended to protect the entire system.

3.1. Step 1: Parameters identification

3.1.1. Combinational Constraints

This first step consists creating states based on the I/O list identified by the risk assessment. They
correspond to the PLC’s inputs/outputs and therefore define the perimeter of the system to be protected.
The parameters selected in this first step then make it possible to define the states that are used in
behavioral models. An expert characterizes the states belonging to the critical area identified by the risk
analysis. Thus, based on Mitchell and Chen [56], the state s€S' of an ICS, where i is the i iteration of
the set of states S in the DES model, is characterized by a unique state defines, in equation 1, as the
combination of the k-sensor and l-actuator values.

s€SICS, s= [Sensor! Sensor? ... Sensork; Actuator! Actuator? ... Actuator!] ¢))

Based on this notion of state, several types are distinguished and illustrated in Fig 6:

*  Optimal states son€SopnCS: these states respect both the constraints imposed by the control
law and the physical system. Control part and operators always try to keep the ICS in this
subset to guaranty an efficient production flow from initial to final state,



* Dangerous states spa€SpanCS: in this subset, only constraints imposed by the physical
system are respected. Damages may be inflicted on the ICS but its severity is feeble.
However, as the control law is not respected, the production flow is not optimal which may
impact the quality of the final product, production time or wear of equipment,

* Prohibited states spESpCS: these states endanger the ICS by strongly degrading the
physical system. The main difference with dangerous state subset is in the damages inflicted
because, for this two types of states, the control law is violated,

* Reachable states SreacnCS: this set refers to the possible states that can be reached by the
system using all the available actions A. This set includes previous subset Sopt, Span and Spro.

*  Unreachable states Sunreach=S\ Sreach: the set of actions A does not lead to these states. For
example, for a tank system, an unreachable state is the activation of the top-level sensor of
the tank (total filling) while the bottom-level sensor is inactive (empty tank).

Finally, determining the right number of parameters to define a state becomes a critical issue. Indeed,
if too many variables are considered, then modeling step faces exponential complexity issues. On the
opposite, if a parameter is forgotten, then the models will not be correct which leads to errors, false
detections and, at worst, non-detection of anomalies.

3.1.2. Temporal constraints

Temporal analysis is the basis for detection mechanisms to identify temporal attacks. These attacks
respect the constraints related to the combinatory and sequentially of exchanges between the control and
operative parts but modify their timing. During this type of attack, the correct sequence of reports
corresponding to optimal sequence orders is sent to the control part from combinational constraints. A
time constraint is a set of properties characterizing an event (action or report) over time in relation to a
trigger, an activation (or deactivation) time and another event (delay, margin). Thus, if an action a; has
to be applied during a period ¢, and an attacker sends a report of end of task after a period #, with #,<t,,
the quality of the system is damaged. The set of time constraints of a system defines time windows that
specify the time behavior of the system for each possible action and report. Fig 8 illustrates the
characteristic elements of these time windows and more information can be found in Sicard et al. [14].

Time detection has already been studied in cybersecurity but in different ways. Defensive approach
has been developed by Taylor et al [57] on CAN bus. This network analysis detects temporal attacks
that insert packets into the network. Algorithm developed in this approach computes inter-packet
average time with historical in order to detect anomalies. The main limitation of this work is the use on
system with periodic packets. Kleinmann and Wool [58] also take into account time in their approaches
for building models or evaluate system security. The authors propose to model the traffic of the ICS
between the HMI and the ICS. This approach uses the knowledge of reachable states of the PLC after a
request or a response. The algorithm has been tested on Siemens S7-0x72 protocol with good accuracy
and low false positive results but needs long leaning phase as method based on cyclic pattern
recognition. Mohan et al [59] developed an approach based on characteristic time execution for real-
time system. Thus, for each task that has to be done, a typical execution time is defined. Detection occurs
when the current task activation period is too large or small by comparison with the reference time. In
order to improve the robustness of the algorithm, average, worst-case and best-case execution times are
computed. To conclude, another important work using time detection is Zimmer et al [60] that also
analyzes task execution time. The objective is to develop mechanisms that detect code injection. Thus,
synchronous and asynchronous calls are used to compare code time execution. The main limit of this
approach is the compatibility with real time constraints.

To perform this detection mechanism, a characteristic execution time #4 is assigned for each action
a€A as well as report reception time #z. For considering temporal uncertainties of ICS, At is defined to
build a temporal window. Atyi» and At represent the gap between average and respectively min/max
execution time. Thus, for the control filter, the time window TWo.d.r characterizing when and how long
an action has to be executed is described in equation 2.

TWorder = [ta — Atﬁu’n; ta + Atﬁmx] 2

Similarly, the time window TWgeport specifying the reports of an ICS is written as in equation 3 and
allows defining the time and duration of occurrence.

TWgeport = [te — Atgzin; te + Athay] (3)



T" represents the average execution time that is the evolution of 74 and 7z among time. On the
contrary, Atui, and Aty are constant. Finally, delay 7 is used to compute the gap between the end of
event (order or report) and the beginning of another. Fig 8 represents the expression of temporal
constraints that can be defined for adding another layer of protection, complementary with
combinational constraints, for ICS. To conclude, a temporal window, that is critical for the process and
may damage the process, has to be defined during the modeling step.
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Fig 8. [llustration of temporal constraints needed for filter based detection

This step of temporal specifications is essential to perform the temporal detection algorithm
presented in section 4. This mechanism adds a dimension in the characterization of the system's behavior
and also allows adding another level of protection against an attacker for the ICS.

3.2. Step 2: Control filter model generation

The aim of this step is to model the industrial system with process and eventually control model
(this issue is discussed in section 3.4.). These models represent the normal behavior of the ICS. For the
control model, Petri nets are used for modeling the control law programmed inside the PLC. Thus, this
graphical and mathematical writing allows representing constraints imposed by the control part on the
system as sequential properties, parallelism, mutual exclusion and synchronization [14]. In this model,
places represent actions that are applied on the system and transitions are reports received when these
orders have been correctly applied. Furthermore, we assumed that the model is based on a correct PLC
program as Ladder or SFC. Afterwards, the execution of the control model in a safe environment (from
IT point of view) allows obtaining optimal states of the system (expected ones). An illustration of a
control model is available in Fig 9.
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Open Valve Vs
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Fig 9. Illustration of the control law of the system presented in Sicard et al [14] with sequential and parallelism properties

Concerning the model of the operative part, only a limited number of actions can be applied on the
system (number of actuators), so that, a finite number of states can be reached. In this paper, only steady



states are modeled. Transitional states are not necessary to obtain correct results on models and detection
mechanisms and this decreases the complexity of modeling. Thus, a finite deterministic automaton,
called M and represented in equation 4, is used.

M = {Sy, A, 8, So, Stinat} With Stinat = {So, Spro, Sprev} 4)

* S, is the finite set of reachable states for the system, also called Sgreach, Where n indicates the
number of state. Vector s; representing the state of the system can be in the subset of optimal
states Sopt, dangerous states Span Or prohibited states Spyo,

* Ais the finite set of orders that can be performed by the system.

* 0 is the transition function that represents relation between states and orders. These
relationships will change the automaton by simulating the evolution of the system. Thus, &
computes the next state s’ €S from current state s€S and the applied action a€A. To do that,
each action has to be modeled by its effect on the process (see paragraph below),

*  So CSreach is the set of initial states of the system. It is the starting point of the performed
algorithms,

*  Stina represents the finite state set of stopping conditions of the algorithm. When one of
these final states is reached, evolution in the automaton is stopped (initial state so, prohibited
state SpoESpro OF state already meet SESprev).

By construction, this automaton M guarantees the condition of reachability of computed states in
the process model. Indeed, the algorithm applies possible action to the system starting from the initial
until a final state is reached (initial state, already reached state or prohibited state). A preliminary work
is to identify the effect of each action on the system in order to define the transition function 8. Thus,
with a state s€S' and an action a€A, the function d is able to give the state s’€S™*! reached by the system.
Works of Henry [61] are used for defining the effect of each action on the operative part. Equation 5
represents the effect of the transition function d and equation 6 the generalization to a set of states with
the transition function on sets A:

VseSIcS,, Va€A, such that s’=5(s, a) with s’€S*'cS, 3)
SHI=A(S,A)={ 5’=8(s, a)|s€S, aEA}CS, 6)

With the risk assessment presented in previous part that identifies critical state, an algorithm that
detects contexts leading to prohibited states is developed. A context is a pair state/action that results in
a forbidden state sp, if the action is applied on the system [14]. Equation 7 defines mathematically a
context with the transition function §:

3 seS'cS,, Fa€A, such that s’=8(s, a) with s’€ S*'cSpy, @)

Thus, the algorithm computes the projection of set of states in order to identify contexts leading to
critical states. All possible actions have to be applied on each reachable state, starting from initial state
set So, to find all possible contexts. In order to limit the exponential complexity issues, several stop
conditions have to be set. Thus, the algorithm breaks the exploration of a branch when one of these
conditions are met:

 Initial state set So: S™'NSe£{@D}«> Ts’€ S*! such that s’€ S,

* Prohibited state set Spro: 5" ESproCSreach. When this condition is met, the algorithm has
identified a context,

* Previous state set Spey. When the algorithm computes a state already met, the exploration
of this branch is stopped.

Thus, algorithm guaranties the exploration of all reachable possible states, by applying all
combination of actions, and limits the exponential complexity issues with stop conditions. At the end of
this exploration step, all the contexts of the system have been computed and by using the sequence of
order contained in the control model, the set of optimal states can be computed. Thus, by knowing
optimal and prohibited states and, with the assumption that all reachable states are explored, the three
types of states (Sopt, Span and Spro) defined in previous step are obtained. Algorithm 1 details all these
specifications as well as Fig 10.



Algorithm 1. Algorithm to explore all the possible reachable states of a system

Function Find possible reachable states
Si=S,
WHILE (S # {@})
Si+1=A(Si, A)
IE(S™! N Spro # {@}) THEN
S*'N Spro =F #Set of states s€ S*! such that SE Spro
FOR (3 s’€ S™*!, € Spro)
Context = { Context, F}
ENDFOR
ENDIF
IF(S™*' n So # {@}) THEN
SN Sy=G #Set of states s€ S™*! such that s€ Sy
Js’e S*!, S€ Sy
ENDIF
IF(S™! N Sprev # {@}) THEN
S*1'N Sprev = P #Set of states s€ S**! such that SE Sprey
FOR (3 5°€ S™*! s.t. $°& Sprev)
SPrev = {SPrev, S,}
ENDFOR
ELSE
Sprev = Sprev N Si+1
ENDIF
St = Si+1\ (FUGUP)
DONE
End
Fig 10 illustrates algorithm 1 that explores all reachable states by applying all combination of actions
on the system. The system is composed by three different actions a;, a; and an. When one of the three
stop conditions is met (i.e. when the reached state s€Ssinal), the exploration of the branch is broken. For
example, in this example, we notice that:
* Action a; applied on state s;” leads to the initial state s€So,
e Action a,, applied on state 55’ leads to prohibited state S%p, the pair {s3’, a,} is identified
as a context,
» State s3”" has been already met in previous iteration with state s;: 53’ = 8(s5”, a;) = s/’
The algorithm stops when the set of states that has to be explored is empty, here after four iterations.
Thus, a unique sequence state/action (branch) is computed at every iteration. At the end of this step, the
control filter model is obtained.

{s1,s5,s5} €S' = A(S,4)
(Sé) € Slllru € Sl’ru

2
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Fig 10. (left) Illustration of exploration states algorithm (Algorithm 1) with stop conditions (part of process model) — (right)
Example of a complete control filter model (state s§ is similar to state s3 and is therefore not represented)



3.3. Step 3: Operation

This step corresponds to the online availability of control and reports filters in the ICS. The control
part (control filter) and the operating part (CR filter) models support the detection mechanisms
developed in this paper in section 4.

3.4. Location of Filters in the ICS architecture

As presented in section 2, filters insure the security of the system by their design. However, to be
effective, the detection mechanisms have to be implemented in filters supposed non-attackable on the
hardware layer. Moreover, the location of filters in the ICS architecture is a key element in detection of
anomalies. In the implementation proposed by Sicard et al [5,14], the control filter is located the closest
as possible from actuator. Thus, after this filter, there are only wires for linking the control part to the
actuators. The location of the control filter allows to guaranty the integrity of orders after they are
analyzed in order to detect malicious behavior. In the presented approach, the report filter is located just
after the sensors. Thus, report filter analyzes data sent by sensors and transfers the information to the
control part and the other filter. If data analyzed by report filter does not correspond to process model,
then a fault can be detected. However, if data from sensors are correct but order sent by the control part
violates the control law, the anomaly may be located in the PLC (fault or attack) or on the
communication (attack). Several scenarios of attacks have been developed to test different cases in
section 4. Fig 11 illustrates the location of these filters in the ICS architecture to detect anomalies and
protect the system. To conclude, the control filter can be compared with an electrical switch that is able
to isolate the operative part in the case of anomaly detection. The report filter is a trust anchor that
verifies the correct execution of orders on the system. The efficiency and reliability of this approach are
based on the location, the design and detection mechanism implanted inside the filters.

Finally, filters are based on combinational and temporal constraints to ensure the efficiency of
detection algorithms. This aspect is developed in section 4.2. of this paper. In Fig 11, control filter is
named Feon(s,f) and report filter is defined Frep(s.,?).
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Fig 11. Ilustration of filters location in the ICS architecture

3.5. Type of models: which model for which protection?

In the previous section, a methodology to synthetize filters has been presented; however,
information needed to achieve the desired level of security should still be defined. For the first three
layers of CIM architecture, we define three levels of security detailed bellow:



»  Security of goods and people. Filters have to guaranty a set of states in which the system
can evolve without danger. Thus, they analyze the information exchanged by control and
operational parts in order to verify that the system does not reach a forbidden state. Only
the process model is required and sufficient (level 0) for this level of security. The sequences
of orders are not analyzed which implies that filters do not check the correct execution of
the control law. Thus, this level of security is not able to compute optimal and dangerous
states of the system so that concept of trajectory cannot be used. On the other hand, this
protection needs to be changed only when the physical system is modified,

e Quality. This level of protection guaranties the correct execution of the control law in
addition to monitoring the state evolution of the system. The path to evolve from the initial
to the final state is imposed. The control and process models of the system have to be known
to guaranty this level of protection (level 1 and 0). Thus, filters ensure that the system
respects the constraints imposed by risk assessment (state evolution) and control part
(sequence of orders). The concept of trajectory is used for this level of protection in order
to detect anomalies in the sequence of orders sent to the system that may impact on the
quality of the final product. For this protection, control model has to be modified every time
that the control law is changed,

*  Equipment protection. This level of protection monitors the solicitation of actuators to order
that are too strong or too frequent. The objective is to prevent fatigue, maintenance or
breakdowns on equipment. Thus, for each actuator, filters monitor the evolution of the

o Mu? . . . .
solicitation %. A characteristic attack on equipment may be the opening and the closing

of a valve or a cylinder in order to degrade this component without affecting directly the
quality of the product or the security of goods and people.

As presented, each level of protection has benefit and inconvenient, especially the report
knowledge/protection. To complete these levels of protection, two planes have to be distinguished.
Control and process models can express combinational and temporal constraints. Thus, since the
beginning of this section, only combinational constraints used for state evolution have been explained.
The same methodology can be applied with temporal constraints. Thus, filters ensure networking to
protect the system from cyberattack by using several types and planes of protections.

In this paper, filters insure the three levels of protection: security of goods and people, quality and
equipment protection with combinational and temporal constraints. The next section presents the
different detection mechanisms that use these models based on this three protection levels.

The following table summarizes the main notations used in this paper:

S Set of possible states

SReach Set of reachable states, SreachCS

Sunreach Set of unreachable states, Sunreach=S\Sreach

Sopt Set of optimal states, SopCSreach

Spro Set of prohibited states, SproC Sreach

Sban Set of dangerous states, Span=Sreach\(Sopt/ 1Spro)
St Set of the i iteration states

Si i state of a state set

So Set of initial states

Sfinal Set of final states (automaton M)

Sprev Set of states already reached during previous iterations of automaton M
A Set of possible actions

aj j™ action of a set of actions

) Transition function applied on states and actions

A Transition function applied on sets of states and actions




4. Detection mechanisms

In this section, concepts of distance and trajectory are explained as security indicators used into
detection mechanisms based on combinational constraints. Other types of detection algorithms, based
on temporal constraints are also presented. Mechanisms illustrated in this section are applied on
simulation examples.

4.1. Security indicators: distance notion and trajectory concept for ICS

As detailed in Sicard et al [14], the proposed approach, based on filters located between level 1 and
0, allows implementation of rules. These rules guaranty the normal behavior of the system by detecting
any order that break them. Thus, these rules based approach can detect and stop an attack but only one-
step before reaching a critical state. Based on this observation, our approach has to implement an
algorithm that detects deviations from expected behavior. For this purpose, the bibliographical study
has highlighted works of Carcano et al [40] and Fovino et al [39] that develop the notion of distance.
However, this concept has been applied on continuous variables only. After a discussion of these works,
an improvement of this notion of distance is presented. The concept of trajectory is explained in
conclusion of this section.

4.1.1. Notion of distance

Carcano et al [40] develop an interesting notion of distance based on the ICS states. Indeed, these
systems can be described by a unique combination of component values (PLC, actuators, sensors)
defining a state. Thus, distance computes the gap between the current state of the system and a set of
critical states, called critical formula ®. This critical formula regroups all the prohibited states SP™ of
the system that ICS does not have to reach. These states are called the set of constraints c;, the system
has to respect them. Two types of distance (d, and d;) computation are presented in the paper and the
distance d is defined as the minimum of them. Thus, equation 8 defines the distance between a state s
and the set of constraint @ that represents the conditions for entering a critical area and established by
an expert (e.g., the motor permissible current ranges or the permissible temperatures for a process) as:

d: RnxRn —>NR+, sERn
d(s, (D) = Illil’lj dmm(s, Cj) with dm,'n = d1=2ni |S,'-C,'| or d,m'n = dv = #{i|si 75 C,‘} (8)

In the paper, distance d; is defined as Manhattan distance [40] and counts the gap between the
current state s and the constraints @ components by components. Distance d, computes the number of
different components between the two vectors. The distance to critical states d is the minimum of
distances d; and d, representing the gap between the current state s and the critical formula .

This notion is interesting for our approach because distance gives an indication to operators about
the proximity of a critical area. Moreover, by implementing control law and consequently the optimal
states of the system, this notion of distance provides information about the production flow of the
system. Thus, with this improvement, operators are able to monitor if the ICS follows the optimal
trajectory where optimal actions are performed and avoiding the prohibited states.

In conclusion, this notion of distance, combined with models developed in section 3, provides
relevant information to improve the detection with rules in [14]. However, this notion of distance is
effective only for continuous variables as motor speed or temperature. Indeed, for discrete systems based
on discrete sensors and actuators, distance information is useless. The system can directly go into
dangerous or forbidden state when actions applied on the system differ from control law. An extension
of this notion of distance to discrete values are proposed in next section.

4.1.2. Shortest Path to Critical State

Based on models of physical systems, the purpose of the following algorithm is to count the minimal
number of orders from the current state that has to be applied before reaching a critical state. The smallest
number of actions is called the shortest path to critical state. Thus, for each reachable state of the system,
filter is able to compute the distance to critical state from a discrete point of view. Several prerequisites
are necessary as the set of prohibited states that are defined with the risk assessment detailed in section



3.1. and the finite deterministic automaton representing the physical system that are explained in section
3.2. Thus, the general purpose of this section is to compute distances of each reachable state based on
the process model obtained during the step 2 of the proposed methodology. These distances have to
quantify the gap between a reachable state of the system and the nearest critical or optimal states. These
computations are made off-line and then are implemented into filters in order to perform detection
algorithm based on the trajectory tacking into account real-time constraints.

Thus, the minimal number of iterations n to reach a forbidden state starting from a state s€eS'cS, is
defined as the distance D in equation 9:

D(5|Spro) = min, A'(S!, )ESpro VSES'CS,, Va€A ©)

Algorithm 2 provides more information for computing this distance to critical state. Thus, filters are

able to compute more faithfully indicator to operators about current state and trajectory of the system.

Algorithm 2. Algorithm to find the nearest prohibited state from state s € S'C S, (shortest possible way)

Function Find nearest Prohibited State
Iteration = 0
WHILE (Stop # 0)
Iteration = Iteration +1
S’ =A(S;, A)
IF (S’NSprev # {@}) THEN
P = {SESpeyCS'} VSES S,y 8.t. SESprey
S =S\P
SPrev = SPrev ns’
ELSE
SPrev = SPrev ns’
ENDIF
IF (S’NSpro # {D}) THEN
F= {SESpoCS’} VSES TS, s.t. SESpro

S'=S\F
Stop=0
ENDIF
Si=§
DONE
End

This algorithm is performed on every reachable state identified in the system during the second step,
detailed in section 3.2. Thus, the shortest path to critical state is computed which means that the sequence
order/state leading to a prohibited state is known as well as the distance D(s|Spro). This notion of distance
for discrete variable is explained in Fig 12 below.

d(sl' |51Pro) =1
d(sl' I SzPro) = ¢

Fig 12. Illustration of distance notion for discrete variables

Fig 12 illustrates state evolutions of a system depending of applied actions. The initial state is called
s and three different types of actions can be done. Moreover, two prohibited states have be identified for
this system. Algorithm 2 computes the distance of state s to each forbidden state (S'pro and S%pro). Thus,
the state s is at a distance of 1 from critical state S'p,, and 2 from prohibited state S%.. Indeed, when
action a; is applied on state s then the forbidden state S'py, is reached and when actions an and an, are



applied on state s then the prohibited state S%, is reached. To conclude, algorithm 2 computes the
distance between each reachable state and each prohibited state of the system.

Depending on the type of models used for representing the system (discussed in section 3.4.), an
extension to algorithm 2 presented before can be done. Indeed, if the control model representing the
control law is implemented, other distance can be computed between:

* Applied action a; and the expected order ao, (obtained with the control model),
Dorder(ail aO[)l)a

* A state s and the optimal state so, expected, if the control law of the system is respected,
Dxtaze(Sl sOpl)7

* A state s and nearest prohibited state spro, Dytare($|Spro)-

In this approach, we will not focus on the value of orders (continuous or discrete components) but
on the logical expression sent by the PLC. Thus, notion of distance developed by Carcano is also
improved on this point because distance monitors activities sent by OP and CP without focusing on the
values communicated. The distance quantifies the difference between the current state and each type of
nearest prohibited state. Thus, by construction with algorithm 2, it is possible to know for each state of
the system, the risk associated with this state.

4.1.3. Trajectory concept in ICS

As presented in the previous section, distance notion gives only a punctual information on the
system. The study of sequences is more interesting for detecting anomalies. The concept of trajectory is
defined as the evolution of distance according to state sequence or time. In this first case, distance is
computed and detection algorithms performed for each steady state reached by the system. In the other
case, temporal execution of the system is monitored and the evolution has to check these for respecting
detection mechanisms. Thus, evolution is the behavior of the ICS during the chosen measurement scale.
Equation 10 represents this concept from mathematical point of view:

T(s) = 0d(s,1)/0s and T(t) = dd(s,t)/ot (10)

Trajectory represents the evolution of a system on a sequence whereas distance only describes the
system at one point. Trajectory gives this information for ICS with evolution of state and time. Based
on equation 10 and similarly to distance, several trajectories can be drawn:

o Torder(ailAopt) = Odorder(ai| Aop )OS and Toraer(t) = Odorder(ail Aop)/Ot check if actions sent to actuators
correspond to the control model (optimal orders),

*  Tsare(|Sopt) = Odsuare(s|Sopt)/0S and Tuae(t) = Odsiare(s| Sopt)/Ot compute evolution of new states with
optimal trajectory respectively based on state and temporal evolutions,

*  Tare(s| Spro) = Odsiate(s| Spro)/OS and Tisare(t) = Odlsiare(s| Sero)/Ot verify evolution of new states according
to prohibited states. This trajectory has to be computed for each critical state.
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Fig 13. Illustration of different types of trajectories according to state evolution (top: Torder(ci| Aopt), middle: Tsare(s|Sopt),
bottom: Tirare(s| Spro)) — Illustration of the trajectory of a system respecting the control law (control filter)

Trajectories always represent the worst scenario for the system, meaning the worst sequence of
possible actions to reach a prohibited state in the sense that algorithm selects the shortest path to critical



state for discrete variables or the smallest distance to constraints for continuous variables. Thus, for
Titare(s| Sero), distance to each critical state has to be computed as well as the global distance of the system.
Fig 13 illustrates the concept of trajectory based on the state evolution.

The trajectories representing the evolution of the difference between the current state and the optimal
state Torder (a]Aop) (top on Fig 13) and between the order to be analyzed and the expected order T
(s|Sopy) (middle on Fig 13) are equal to zero on the sequence considered in Fig 13. Indeed, during this
sequence, the control law is applied to the system without the occurrence of failures. Tsue (S|Spro) 18
shown at the bottom of Fig 13. The dotted curves illustrate the evolution of the distance from each of
the prohibited states of the system (S'p and S%p). The solid curve is the critical path taking the shortest
path to a critical state and whose distance is the smallest D(s | Spro)=min (d(s | S'pro),d(s | S?pi0)). Thus,
based on the concept of distance, which is defined as the minimum number of actions to be applied to
the current state to reach a prohibited state, the trajectory Tsue (S|Spro) always represents the worst
possible scenario for the system. Detection mechanisms based on the trajectory detect anomalies sooner
than distance alone or rule based model. Thus, operators have the possibility to react and correct them.
An anomaly is defined as a deviation from the reference behavior based on the control law execution
and which is caused, in this work, by a failure or an attack.

4.2. Detection mechanisms

In this section, detection mechanisms are presented and illustrated with examples.

4.2.1. Context detection: immediate blockage

This mechanism is based on contexts identified during algorithm 1 of exploration state step. When
the control filter detects a pair state/action leading to a critical state, then the order is stopped. This
security mechanism can be compared to signature approach based on a process model and is only used
when other mechanisms have failed the detection. Context detection is defined with a rule R described
in equation 11:

R = True < 3 €S+, 3 s€S', Ta,,€A such that 5’=5(s, dm) ESpro an

This mechanism can be compared to an emergency braking that secures the ICS against direct
attacks. However, the blockage of an order in such system is disadvantageous (production flow is
interrupted). In order to illustrate this last resort mechanism, example presented in Fig 10 is used. In
such system, the control filter blocks the order:

e a; when the system is in the state s or s;,” (forbidden state S'py),
e a, when the system is in the state s;* (forbidden state S%pyo).

The rules-based mechanism presented in this paragraph is a so-called "static" security measure [14]

that only protects the system from immediate danger by blocking the analyzed order.

4.2.2. Anomaly detection by combinational constraints

This detection mechanism is based on the distance and trajectory indicators constructed in the
previous section. They are obtained by using behavioral models of the protected industrial system,
detailed in algorithm 1. Thus, due to their construction, distance and trajectory indicators are the
guarantors of compliance with combinatorial constraints. These concepts have been defined as follows:

* The distance represents the minimum number of actions to be applied from the current state
to reach a prohibited state.
* The trajectory is the evolution of the distance during a sequence of states or time.

Using these indicators, the filters are able to detect deviations when the trajectory deviates from the
optimal states to a prohibited state. Thus, distance provides information on the level of risk, represented
by distance. However, the trajectory is based on the distance that calculates for each state only the
shortest path to a critical state (detailed in equation (9) and algorithm 2). Thus, the system's trajectory
towards prohibited states must be correlated with the distance to optimal states and orders. Similarly,
order and reporting filters exchange information and work together to monitor system development,
consistency of information exchanged and relevance of actions taken. Thus, the detection mechanisms
embedded in the filters correlate the information from both filters to identify deviations.



Fig 13 (control filter) and Fig 14 (report filter) illustrates the case of a system, presented in Fig 10,
following its optimal trajectory with the control filter point of view. Thus, when the system approaches
a prohibited state in compliance with the control law, the indicators reflect normal system behavior.
Indeed, the trajectories Torwer (a|Aop) (for the control filter) and Tsue (S|Sop) (for the control and CR
filters) are null, which implies that the analyzed order corresponds to the order expected by the control
law model and that the state that will be reached is similar to the optimal state. Under these conditions,
the comparison with prohibited states is normal and taken into account in the control law. This reasoning
is supported by trajectories from report filter: Tsae (S|Sopt) (zero, indicating an optimal trajectory) and
Tsuate (S|Spro) (similar to the control filter). However, it is still possible for an attacker to launch a direct
attack on the ICS that will trigger the context detection mechanism that will block the action before it is

transmitted to the OP. In this paragraph, we are only interested in sequence attacks.

Report Filter: Tsme(slsopt)
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Fig 14. Illustration of the trajectory of a system respecting the control law (report filter)

In this situation, the case of sending an abnormal order that is not induced by a corrupted report is
considered. The action was modified via the layer 2, by infection of the PLC or via the communication
network (MITM attack between the PLC and the control filter). Thus, two consequences must be
considered depending on whether the order leads the system into a prohibited or dangerous state. In the
first case, the context detection mechanism will take over, while in the second case, an alert is sent for
operators reporting the deviation from normal behavior without stopping the analyzed order. The
analysis is carried out based on the example shown in Fig 10.
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Fig 15. Trajectories of a system with an order leading to a prohibited state (control filter)

Fig 15 shows the case of an order leading to a prohibited state for the control filter. In this figure,
unlike the previous case (optimal trajectory), the system does not respect the optimal trajectory when
switching to state 5. The a; order has been sent to the system instead of the order a;. The state reaches



s’» and therefore does not correspond to the expected state s’;. In addition, on the trajectory Tsue (S|Spro),
the distance to the prohibited states is zero, which is characteristic of a context since the state reached is
also a prohibited state s’>€ S'pro. The context detection mechanism is then triggered to block the analyzed
order.

Fig 16 (control filter) illustrates the case where the analyzed order leads the system into a dangerous
state. This situation does not result in a system blockage because the trajectory Tiue (S|Spro) is never
equal to zero, which reflects the fact that no context is encountered. Thus, the system moves from the
optimal trajectory to reach a dangerous state via an order that does not respect the control law before
returning to optimal states. This deduction is made from the analysis of the trajectories Tue (S | Sopy) and
Torder (a]Aopy). Indeed, the change from Tiae (8 | Sopt) to one indicates that the state s’3is reached instead
of the state s’;. Similarly, the order a, was sent to the system (instead of ai), explaining this deviation.
Sending the order a; also does not respect the command law but allows the system to regain the optimal
optimal, signified by the values equal to zero on T (S | Sopt). In the examples presented above, the
results provided by the reporting filter are not predominant in the analysis feeding the detection
mechanism. The CR filter validates that the system is moving away from the optimal trajectory and thus

reinforces detection around an abnormal order.
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Fig 16. Trajectories of a system with an order leading to a dangerous state (control filter)

Previously, examples have highlighted different scenarios where the trajectory concept is used to
detect punctual behavioral anomalies and warn operators. However, to facilitate understanding, the
examples referred to simple dangerous and prohibited states. In the example below, the situation
gradually deteriorates from the optimal trajectory to a prohibited state s;" € Spp,¢ — S3 € Span = S5 €

Span = Si € Spyo). Here, the concept of trajectory makes a major contribution by allowing operators
to be informed of this deviation. They can thus act to correct the trend taken by the ICS before arriving
in a blocking situation (regardless of the origin of the anomaly).

Control Filter: T, (alAg ) Report Filter: T, (sIS,_)

Control Filter: T, (sIS;_)
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LN

Control Filter: T, (sIS; )
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Fig 17. Trajectories of a system with a sequence leading to a prohibited state (Left: control filter, Right: report filter)

Fig 17 (left) shows the behavior from the control filter point of view (inspired from Fig 10) through
the trajectories Toraer (a|Aopt), Tstate (8 | Sopt) and Ty (S|Sero). The control sequence deviates from state
n°7 to a prohibited state, this corresponds to the application of the order a; instead of an. Thereafter,



orders a; and an, are sent to the operative part to reach the state s € S}, € Spy,. Fig 17 (right) confirms
this deviation from the optimal trajectory through the report filter. However, we note that the PLC does
not send an order to correct this deviation, suggesting that the control part and/or the communication
network have been corrupted. The trajectory concept, based on taking information from filters in the
ICS architecture, allows operators to be informed of this deviation before reaching a critical state. The
detection of abnormal behavioral signals is done by studying the sequences and long-term evolution of
exchanges between CP and OP.

To conclude this example, the control filter blocks the action a,, sent to the OP in state n°9 as it leads
to a forbidden state. However, the trajectory concept allows operators to be informed about the state of
the system, to anticipate deviation and to detect at the earliest possible stage an abnormal behavior that
could be the effect of an attack. All the mechanisms presented in this paragraph use the combinatorial
constraints defined in step 1 of the design methodology.

4.2.3. Anomaly detection by temporal constraints

This detection mechanism ensures that the time constraints specified in step 1 of the filter design
methodology are respected. This mechanism is executed in parallel with the verification of
combinatorial constraints. Thus, detection mechanism monitors the temporal execution of the system in
order to detect anomalies in the duration of an order, or a sensor value or sequence of events. If the
broken temporal constraint is critical for the process, then filters act as they would with combinational
constraints (stop order and/or send alert). If temporal detection is not defined as critical, an alert is sent
that is analyzed by combinational algorithm. Thus, when one or several temporal constraints are broken
too long then one or several combinational constraints are also broken and mechanisms explained
previously are triggered. This mechanism adds another dimension of protection for the system.

Fig 18 illustrates temporal constraints imposed by the TWoer on the system presented in Fig 10.
When the actions sent to the system do not respect these constraints then an alert is sent. Fig 19 illustrates
a temporal attack that affects the quality of the product. An order of filling is sent to the process that
leads to the activation of sensor Ho™ (low-level sensor) in the correct time window. In the same time,
attacker is sending a report of activation of sensor H;™ (intermediate level sensor) to the PLC. This
attack respects the combinational constraints but damages the quality of the product (timing is not
respected). Temporal constraints detect this anomaly and give information for post-detection analysis.
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Fig 18. Illustration of temporal constraints on the actions send to the system

The second example illustrates a temporal attack that affects the security of goods and people. In
the tank example, after a filing order a; is sent to the system, attacker modifies the report from sensors.
The integrity of data is degraded by inhibiting activation of level sensors. Thus, PLC always send an
order of opening valves without being aware of the tank filing. Temporal detection allows to stop filling
order when ¢ > t,;+At" ..x and when correct report is not received. The limit of this mechanism is the
choice of the parameter values for defining temporal constraints which depends on risk assessment made
by the expert.
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Fig 19. Illustration of temporal attack in the tank example presented in Sicard et al [14] (solid line: sensor value, black
dashed line: time windows, red dashed line: attack)

4.2.4. Equipment degradation detection

The purpose of this detection mechanism is to identify order sequences that comply with the
combinatorial constraints specified for the system but whose application leads to over-solliciting the
actuators. The consequences then range from premature wear and tear, which leads to preventive
maintenance on the equipment, to the breakage of the equipment. This detection mechanism is based on
the third level of security presented in previous section. Filters monitor and analyze the response of
operative part with command from control part. Thus, an over solicitation may introduce maintenance
issue and in the end, damages on equipment. This mechanism provides information for operators on
operative part with long-term perspectives.

To illustrate this protection, tank example illustrated in [14] can be used again. From combinational
point of view, the system can follow the control law, and so that the optimal state, without respecting
the correct use of actuators from temporal point of view. Indeed, the order of filling the tank until a level
sensor may be correct but the PLC may order this filing by opening and closing quickly the valve until
the level sensor is reached as illustrated in Fig 20 inspired by system represented in Fig 10. This
mechanism has been developed to prevent this kind of anomalies by alerting operators and is also
complementary to temporal detection mechanism.
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Fig 20. Study of over-soliciting on a system with 5 actuators

5. Experimentation and results

5.1.Generality

As explained in previous sections of this paper, several simulation examples have been used for
testing the efficiency of detection mechanisms as in Sicard et al [4,14]. Thus, wagon/switch and 3 tanks
systems, with few 1/O, allow to detect direct attacks while the 6 tanks system, with significant numbers
of I/O, allows to validate the detection mechanisms developed within the framework of indirect attacks
(by sequence, time and over-soliciting). Finally, an example of an industrial platform validates the



applicability of the S.A.F.E. approach to a “real” industrial system [5]. In this section, the methodology
is applied on the wagon/train system.

The combinatorial explosion is contained by the approach location between level 1 and 0. This
originality, as close as possible to the operational part, provides protection adapted to ICS and above all
minimizes complexity. Indeed, when the level 2 (supervision) manages a large quantity (thousands) of
variables, the control part (level 1) only controls a maximum of about a hundred, and more traditionally
about thirty. This placement is essential to ensure the convergence of the algorithms and detection
mechanisms that will be proposed. This convergence is ensures by stop conditions that allow the system
to explore possible states that can only be reached once. The complexity of the generated state space
varies according to the values taken by the sensors (y) and actuators (u) and their numbers, respectively
k and 1. Thus, it will be equal to y**u'. Within the framework of this work, DES are used as well as all-
or-nothing actions, which results in a complexity of 25,

This complexity can be high since a system composed of 20 sensors and 10 actuators (average
number of sensors and actuators connected to PLC in an ICS) will have more than 1 billion states that
can be achieved. However, as shown in Table 1, the transition function d reduces the number of states
that can actually be reached and therefore the generated state space. The size of the achievable number
of states depends on the physical system under consideration. However, this approach requires a
methodology to model automation knowledge, and thus generate models of the control and operational
parts. In addition, limits inherent to the placement of the approach appear:

* The execution time of the mechanisms will be related to the layers considered and therefore
close to real time. To deal with these real-time constraints, two levels of detection have been
presented in this paper: (i) the context detection that block an action leading to a prohibited
state (immediate detection), and (ii) detection mechanisms based on distance/trajectory
concepts and temporal constraints that act on long sequences (acceptable time to detect). To
conclude, the modeling step (step 1 and 2 of the methodology) is computed off-line which
does not impact online detection performance.

* The lack of a global vision related to the localization of the approach. As explained above,
a PLC cell (level 1) has access to fewer variables than a global supervision (level 2) since
it only manages a subset of the physical system. This hypothesis allows detection of
abnormal behavior (for one PLC only) but cannot identify the source of the anomaly.

This approach is obviously complementary to IT solutions both in terms of location and detection
mechanisms implemented (network analysis / automation knowledge) [4]. Finally, detection
mechanisms against cyberattacks have been explained in section 4 and are the same for all the systems
in terms of detection rate and limits.

5.2.Application of the S.A.F.E. approach to the Train/Switch system

The system, illustrated in Fig 21, represents a wagon travelling on a railway network equipped with
a switch. The wagon connects 3 points A, B and C and can move forward, backward or brake. The
switch can be controlled with two orders (high and low) and has three states (up, down and intermediate).
Position sensors give the location of the wagon. At the initial state, the wagon starts from point A to
reach the point B (order of moving forward) with the switch in high position. When the wagon is in
point B, action of going back is sent to the system. Order of moving the switch in low position is sent
and when this position is reached, the wagon moves from point A to point C. As before, when the point
C is reached, the order of move backward is sent to the wagon to return in point A.

Let us consider that the risk assessment has identified a single critical area for the operational part
corresponding to the wagon derailment, which can be reached when the wagon moves backwards when
it is at point A, moves forward when it is located at point B or point C, or when the switch is in the
intermediate position. In order to characterize these events in our modeling, the necessary and sufficient
parameters to describe our system are identified as:

» State vector s€S, which represents the normal behavior of the system as failures are not
modeled. It is composed by the values of the carriage and switch position sensors and the
actuator values such as in equation (12):
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In equation (12), Poscamiage indicates the active position sensor (0: carriage in A, 1: carriage
in B, 2: carriage in C and 3: carriage in E), Posswicn provides the position of the switch (O:
top, 1: intermediate and 2: bottom). For this system, the set of possible states S is composed
of at most 192 states and is noted Si92

* Actions vector a€EA which represents the actions that can be executed on the system such
as B = (B;,0,,0;,08,) BERR By € {FPRRRRER, ARRRRRRRR, PR, PRRR } B € {1..4}. The wagon

stops by simultaneously activating orders a; (Forward) and a, (Backward). This set A is
composed of 16 actions named Ajs

* All achievable states SgreachCS which contains 113 states including 18 optimal states
(obtained using the order model shown in Figure XX), 1 prohibited state and 94 dangerous
states = (Bep N Blop)

* All the unreachable states B

which contains 79 states.
B

= B\

Fig 21. Illustration of the Train/Switch system

A control part model is created based on the specifications of the control law. In the same way, the
operative part model is constructed in equation (13) using our automata M :

= {Bl192, P16, B, Blo, lopppm }
(13)

The set Si92 represents all the achievable states for the system. Ajs is the set of orders that can be
applied to the system (all possible combinations). 6 is the transition function that allows the system to
evolve and whose effects are synthesized in Table 2. so is the initial state of the system defined by B, =
[020000]. Ssinal represents all the final states of our PLC and therefore our stop conditions (Blggg, By
and p)- Table 1 lists the conditions on the State/Action pair (context) that lead to the derailment's
prohibited state.

State s € S9; of the system

Prohibited State Sp,., Order a € A44 before action @ € A
Backwards Carriage at point A :
(a=[01xx]) s=[0 X X X X X]
Carriage at point B or C:
. . Forward =[1 X X X X X]
Carriage derailment (a=[10xx])

ors =[2 X X X X X]

Forward or Backwards
(a=1[10xx])or
(a=101xx])

Switch in intermediate position:
s=[X 1 XXXX]

Table 1. Summary of conditions leading to the prohibited state of derailment



Order a € A4¢ State s € S19, of the system before action a € A,
s = [POSCarriage XXXXX]
s’ =68(s,ay)
Forward ( [31xxx]si POSCarriage =0
(ay = [10 xx]) with s = [1 X 1 xXXX] s5i PoScarriage = 3 et PoSgyitcn = 0
[2 X 1 XXX] 5i POScarrigge = 3 et POSgyitcn = 2
l @ si POSCarriage = {1,2} ou Posgyitcn = 1
s = [POSCarriage XXXXX]
s'=68(s,ay)
Backwards ( [0 X 1 xX] si POSCarriage =3
(az = [0 1 XX]) with s’ = [3 xx 1 XX] st POSCarriage =1let POSSWitCh =0
[3 XX 1 XX] s5i POScarriage = 2 et POSgyitcn = 2
l @ si POSCarriage = 0 ou Posgyitcn = 1
Stop > = [PO%arage X000
(a3 =[11xx]) with s’ = [POSCarri’ag?; X 11 xX]
5 = [X PoSgyitcn XXXX]
. s’ =46(s,ay)
Switch up [X 1 XX 1 X] si PoSgpirch = 2
(ag = [xx1Xx]) with s’ = {[X 0 XX 1 X] si PoSgyitch = 1
[X 0 XX 1 X]siPoSsyitcn =0
S = [X PoSsyitcn XXXX]
_ s'=68(s,as)
Switch down [X 2 xxX 1] si POSgyitch = 2
(as = [xXx1]) with 8" = {[X 2 XXX 1] si PoSgpircn = 1
[X 1 XXX 1] si Posgyitcn = 0
No order 5§ = [XXXXXX]
(a6 =[00000]) s'=8(s,a16) = [X*x0000]

Table 2. Summary of the actions' effects on the Train/Switch system

We will note that these effects, as a whole, can be combined with each other. To conclude the second
step of the methodology, the algorithm 2 for generating the control filter model is executed based on the
OP / CP models, which leads to 113 achievable states and 466 contexts leading to prohibited states. The
computation time taken by the algorithm (executed offline) is about 130 ms with a computer equipped
with an Intel Core 15-63000 processor (CPU 2.40 GHz 2.50 GHz - 8GB RAM). The time is given for
the algorithm programmed under Eclipse in Java language. The third step of the methodology is then
applied and corresponds to the exploitation of the filter and the detection strategy whose results are
presented in previous section (section 4).

6. Discussion and further works

The proposed approach has shown good results for detection of cyberattacks that affect physical
system. The blockage of orders before they lead the system in a critical state and detection of sequential
attacks using combinational or temporal constraints are huge improvement of this method. However,
several points have to be changed for increasing the detection rate as:

» State modeling. The S.A.F.E. approach allows the detection of malicious orders by
analyzing the evolution of the operative part in stable states. Future works should focus on
the evolution of the system between two stable states. This in-depth knowledge of the



operational part will make it possible to detect new types of attacks and improve the
functioning of the mechanisms developed, such as over-solicitation.

* Risk assessment step. This stage is decisive for building filters able to detect correctly
anomalies toward models. In this approach, this analyze is based on a safety point of view
that is why detection algorithm is efficient with attack on security of goods and people.
However, none security analyze is made. Thus, some attacks can still be performed on
protected system by using this vulnerability. Several works [52] that melt security and safety
analysis has to be incorporated in our approach.

*  Machine learning. In section 2.2, several approaches have been evaluated [38] and machine
learning was not considered for our approach because many data are needed to learn the
system for a long period. Moreover, no failure or attack has to be present during the learning
phase. These conditions make impossible the use of machine learning in the methodology
of filter during the models building. However, incorporation of machine learning for
temporal constraints may improve the efficiency of detection algorithm, in particular for
systems that are more complex. However, integration of such techniques has to pay attention
to attacks where the hackers slowly modify the value of variables in order to degrade the
process,

» Filters architecture in lower level. In section 3.3., the proposed filter architecture is used
between levels 0 and 1 to the nearest location of operative part. Thus, synchronization issues
between filters and the system will be increased.

* ICS architecture. The developed approach is used to protect a small but most critical part of
a system as the last shield before damaging the ICS and the environment. Thus, two filters
are deployed and analyze exchanged data by considering security of goods and people,
quality and equipment solicitation. The same architecture can be generalized horizontally
and vertically. In the first case, several critical parts that are protected by filters may have
to communicate for improving the system security. This evolution highlights new
constraints in modeling step. In the second improvement, architecture proposed in this paper
can be used as it is. Additional filters monitor exchanged between control part and the
supervision. Work orders and recipes are analyzed by considering the states of the operative
part and of the PLC. Moreover, correlation algorithm can be performed between system
state, reports sent to level 2 and set points returned by operators. Thus, this new architecture
completes approach based on network by using “automation-knowledge”.

7. Conclusion

In this paper, we first identify the cybersecurity context in which this study takes place. A reminder
of main attacks that can be performed on an ICS has been made, as well as their diversities and their
effects on an ICS. This part allowed highlighting the specificities of industrial control system toward
information system belonging to traditional IT. By considering these specificities, solutions deployed
nowadays for securing IT systems cannot provide satisfactory results on ICS. The use of models that
represent the normal behavior of lower levels of CIM architecture has to be considered. Our approach
has been positioned faced to the issue and existing works as well as our contributions. Thus, the major
contribution of this paper is to give detection mechanism for detecting 4 types of attacks that can be
performed against DES. To conclude, several assumptions and threat models considered in this paper
are detailed.

Thus, in a second part, this approach has been detailed. Based on the bibliography, security and
safety approaches has been hybridized to ensure detection in lower layers of ICS by using “automation
knowledge”. The filter approach, based on verification blocs inside of the PLC, allows incorporating
models of physical system in the detection system. On the other hand, Intrusion Detection System is
based on probes deployed in a network that check if exchanged data respect the policy. Our approach
uses these two techniques for taking advantage of both in mutual improvement. Thus, control and report
filters are located outside of the PLC, between operative and control part, in order to be the last shield
against hackers in case of attacks.



In a third part, the methodology of system modeling and conception filters as well as algorithms
used in the approach are explained. This methodology is based on three steps: after a risk assessment on
the system parameters for modeling the system are identified as well as temporal constraints, an
exploration state algorithm is performed on the system in order to generate a control filter model. Finally,
detection algorithms are implemented into the control and report filters. The operative part is modeled
with a finite deterministic automaton while the control part is described with a Petri net. Thus, after
explaining the functioning of control and report filters, the paper detailed the different types of models
that can be used for each level of protection.

In the fourth section, detection algorithms based on temporal and combinational constraints are
explained. Distance and trajectory notions are detailed as they are the basis of our detection algorithms.
After detailing the original concept that can be used for continuous variables, an adaptation has been
made for discrete event systems. Thus, the shortest path to critical state computes the minimal number
of actions that has to be applied on the system for reaching a prohibited state. By decomposing a system
into discrete and continuous variables, distance notion can be used for ICS. Distance is an indicator for
protecting a system to know how far the system is from a prohibited state with the worst possible
sequence of actions. Finally, trajectory concept is defined as the evolution of distance among time and
state evolution. Based on different types of models, trajectory of the system with forbidden states or
trajectory of orders or state sequences with optimal ones can be computed. As for the distance,
trajectories always compute the shortest path to critical states, which is important for analyzing data
from filters. Then, the four detection mechanisms are explained, they are based on context detection
(deduced from exploration state algorithm of step 2 (section 3.2.)), trajectory analysis (combinational
constraints), equipment solicitation monitoring and time windows (temporal constraints). After, our
study focuses on post detection algorithm. All these mechanisms have been illustrated on an example
for presented the contribution and also the limit.

The fifth part introduces discussion about the feasibility of the methodology on small but most
critical parts of ICS based on several examples where the approach is implemented. Thus, results
obtained on both simulation examples and industrial platforms prove the implementation of this
approach as the last protection to evaluate if an order is malicious. Thus, real-time constraints and
combinatorial explosion are discussed. In conclusion, the modeling steps of the methodology are applied
on a simulation example.

In the sixth and last section, the approach is discussed to identify improvement ways. Thus, the step
of risk assessment, which is a prerequisite for our approach, has to be improved by taking into account
a security analysis. The use of security/safety approaches will improve the detection algorithm efficiency
by increasing the number of attacks taken into account. Discussions around decentralized architectures
for securing ICS conclude this section. A major way of improvement will be the transposition of the
proposed approach from levels 1-0 to levels 1-2. To conclude this study, machine learning can be used
in the proposed approach for establishing the temporal constraints. Finally, the evolution of the system
between two stable states has to be considered in future works.
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