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Abstract

Biometric authentication systems are increasingly considered in different access
control applications. Regarding that users have completely different interactions
with these authentication systems, several techniques have been developed in the
literature to model distinctive users categories. Doddington zoo is a biometric
menagerie that defines and labels user groups with animal species to reflect
their behavior with the biometric systems. This menagerie was developed for
different biometric modalities including keystroke dynamics. The present study
proposes a user dependent adaptive strategy based on the Doddinghton zoo, for
the recognition of the user’s keystroke dynamics. The novelty of the proposed
approach lies in applying an adaptive strategy specific to the characteristics
of each user of the Doddinghton zoo menagerie aiming to solve the intra-class
variation problems. The obtained results demonstrate competitive performances

on significant keystroke dynamics datasets WEBGREYC and CMU.
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1. Introduction

Nowadays, biometric systems are widely used for numerous applications [I]
like physical access control, electronic payment, etc given the increasing need
to solve their security issues [2] 3, [4]. In this paper, we propose a more reli-
able authentication approach based on the investigation of the user’s keystroke
dynamics. Indeed, keystroke dynamics analyses the rhythm a person exhibits
while typing on a keyboard [5 [6]. Hence, keystroke dynamics is considered as
a behavioral biometric modality, like signature dynamics, gait and voice.

The use of this behavioral biometric modality remains a major challenge,
since an efficient description of the user’s keystroke dynamics is needed to over-
come the problem of intra-class variation over time [7, §]. In fact, the typing
rhythm of the user changes according to several factors like the user’s emotional
state, their activeness, the password mastery; etc. Adaptive strategies, are one
of the most interesting solutions to remedy to the intra-class variations [9, [I0] for
behavioral biometric systems. They consist in updating the biometric reference
template describing the typing rhythm of the user at each access verification.

These strategies depend generally on five parameters [I1]:

e Reference modeling : defines the representation of the user’s model. It

can be represented by a single sample, a gallery or a cluster;
e Adaptation criterion : decides to launch the adaptation process;
e Adaptation mode : can be supervised or semi-supervised;

e Adaptation periodicity : can be online (applied immediately after the
query acceptance) or offline (applied after a specific period or after the

collection of a particular number of accepted queries);

e Adaptation mechanism : determines how to apply the modifications to the

reference. It can be an additional, replacement or a combined mechanism.
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These adaptation strategies are efficient solutions to intra-class variations for
behavioral biometric modality among them the keystroke dynamics one, which
we consider in this paper. But, it has been proven that applying the same
adaptation strategy to all users is not the best solution, as the users behaviors
are generally different. Doddington zoo is a menageries that characterizes users
into multiple animal categories [I2]. It consists in grouping users according to
their behavioral specificities when dealing with the authentication process. For
that purpose, we propose a novel adaptation method that is appropriate to the
user’s typing rhythm. The main contribution of this paper is to propose a user
dependent template update strategy based on the Doddington zoo classification.
To the best of our knowledge, the use of the Doddington zoo menagerie for
template update purpose based on keystroke dynamics data has never been
reported in the literature. Our experiments are carried out on real data coming
from two well known datasets in the literature WEBGREYC and CMU.

The reminder of this paper is organized as follows. In the next section,
we present some related work concerning Doddington zoo categorization. In
section [3] the proposed adaptive strategy specific to the keystroke dynamics of
each user’s category is described. Section [4] details the experiments and the
obtained results. Finally, conclusion and perspectives are drawn in section
This invited article supports and improves the results of the original ”User

Dependent Template Update for Keystroke Dynamics Recognition” [13].

2. Related work

Keystroke dynamics is a behavioral modality that presents the favor of being
non intrusive, inexpensive and weakly constrained for the user [0l [I4, [I5]. The
major drawback of this modality is that it suffers from large intra-class variation
[7, [8] due to aging problems. In fact, the keystroke dynamics of the user varies
as time elapses according to different situations. This variability may be due
to the familiarity with the password after a time span, the user’s humor and

activeness and the changing of the keyboard layout. In fact a recent work [16],
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demonstrated that the performances of the keystroke dynamics system can be
deteriorated when changing some circumstances like changing the used keyboard
type (AZERTY or QWERTY).

Adaptive strategies [9] [T0] also known as template update strategies, are an

interesting solution to overcome the intra-class variability.

2.1. Adaptive strategies

The adaptive strategies have been deeply used to enhance the performances
of the biometric systems for different modalities [17] like face [I8], [19], voice [20]
and keystroke dynamics [2I]. Different types of adaptation process have been

proposed in the literature:

e Adaptation of the system parameters: It generally consists in updating the
parameters of the classifier depending on the user [22] or the quality of the
capture [23]. Recently, in [21], the authors proposed an R2BN adaptive
model that consists in increasing the weight on the misclassified instances
to provide them to the next-level classifier to perform better. The authors
state that the proposed model achieved high accuracy in educational level

prediction through the keystroke dynamics of the user.

e Adaptation of the decision threshold: It serves to make the considered
threshold more suitable to user’s characteristics overtime, thus the system
selects highly-confident samples. Different threshold adaptation methods
have been proposed for different modalities [24] 25]. For keystroke dynam-
ics modality, Mhenni et al. [I5] proposed an individual threshold that is
adapted through the adaptation sessions and demonstrated competitive

perfromances comapred to global thresholds.

e Adaptation of the biometric reference: It is employed to update the ref-
erence modeling the user’s characteristics overtime. Several adaptation
mechanism have been considered. The growing window mechanism [26] is
one of the well known additive mechanisms. It adds each accepted query

to the reference. Consequently, the size of the reference becomes extremely
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large. As a replacement mechanism, we can cite the sliding window mech-
anism [26]. It consists in substituting the oldest sample of the reference

by the newly accepted query.

In this paper we are interested in updating both the reference and the thresh-
olds in each adaptation session to overcome the intra-class variation problems
due to the reference aging. Commonly, a unique adaptation mechanism is ap-
plied to all users of the authentication process, although it was demonstrated
that biometric systems performances are subject dependent [27]. That is why,

we decided to use an update strategy for each category of users in this work.

2.2. Doddington zoo menagerie

We are interested in the users classification based on the Doddington zoo
[12]. Tt is a widely used menagerie for users behavior classification [28] [29],
but, to our knowledge, it has not been associated with adaptive strategies for
keystroke dynamics modality. Four categories of animals were defined, which

are:
e sheep: concerns users who can easily be recognized;
e goats: represents users who are particularly difficult to recognize;
e lambs: contains users who are easy to imitate;
e wolves: consists of users who can easily imitate others.

Several approaches have been proposed to distinguish between these varieties
of users as shown in Figure Doddington et al. considered the classification
based on the errors rates. Indeed, users classified as goats increase the False
Non Match Rate (FNMR) of the recognition system whereas wolves and lambs
increment its False Match Rate (FMR). Other research work [30] proposed to
use the personal entropy and relative entropy for biometric menagerie of online
signature verification. Personal entropy is computed using only genuine data.

It serves to differentiate between sheep and goats class of users. Indeed, sheep



o Lambs Y / \
s o
S 5
(%2} k=4
S w
‘3 2 sh G
g £ eep oats
HE :
I £
< 2 Lambs/
Average Genuine Score Personal Entropy
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Figure 1: Animals of the Doddington zoo Biometric Menagerie according to [30].

class represents users characterized by a low personal entropy and gaots class

represents users marked by a high personal entropy. Relative entropy is calcu-

lated with both genuine and impostor data. It helps to distinguish lambs class,
us  which are known by the lowest relative entropy.

Besides, sheep generally dominate the population of the zoo, goats as well as
lambs constitute only a small fraction of the population. However, the wolves
category constitutes a large portion of false rejection and acceptance rates.

Further, Yager and Dunstone [31] distinguished four other animal categories

10 of users by considering simultaneously both the genuine and impostor matching

scores, for each claimed identity:

e Chameleons: correspond to users who are easy to recognize and easy to

attack;

e Phantoms: depict the users characterized by rejections of genuine and

125 impostor queries;

e Doves: represent the best users because they are easy to recognize and

difficult to attack;

e Worms: regroup the worst users as they are difficult to recognize and easy

to attack.
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The four additional sub-categories can also be distinguished thanks to the
FMR and FNMR based classification or the entropy based classification as de-
picted in Figure 2] For the FMR and FNMR based classification, chameleons
belong to the users who are known by high genuine and impostor match scores.
Contrariwise, phantoms are characterized by low genuine and impostor match
scores. Doves are a sub-group of sheep according to this classification method-
ology. They are the best users since they lead both to high genuine and low
impostor match scores. Worms in the opposite, are a sub-group of goats. They
represent the worst users, as they lead to low genuine and high impostor scores.
This categorization was applied to different modalities like face, speech, finger-
print, iris and keystroke modalities [32], but it was not associated to an adaptive

strategy specific to each category of user.
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(a) FNMR and FMR based classification. (b) Entropy based classification.

Figure 2: Large animal groups distinguished by Doddington zoo according to [30].

As for the entropy based method, it exploits the personal and relative
entropies to distinguish between these classes. First, chameleons are a sub-
category of sheep and lambs as they are known by the lowest personal entropy
and the lowest relative entropy. Second, phantoms are a sub-category of goats
class regarding that they have a reference with poor data quality generated in
the enrollment phase. They are characterized by a high personal entropy and a
high relative entropy. Third, doves are a sub-category of sheep class. They are

characterized by the lowest personal entropy and the highest relative entropy.
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Finally, worms are a sub-category of goats and lambs classes. They have the
highest personal entropy and the lowest relative entropy.

In this work, we are interested in the entropy based classification to dis-
tinguish between the users characteristics. For that purpose, we examined the
entropy of the users of the WEBGREYC database [33] over time as illustration.
We calculated the entropy of each user’s set of 5 samples in chronological order
of the database data. As depicted in Figurd3] the characteristics of some users
are stable over time such as those of user 3 and user 30. Others have an entropy
that decreases over time like user 34. This means that their intra-class variation
decreases owing to the mastery of the password for example. However, user 4
and user 11, have an increasing entropy. Their intra-class variations increase

as time elapses. Thus the need for a user specific adaptation strategy is clearly

demonstrated.
1 T T T T T
08 b
User 3
> 06 4
8— User 4
: o)
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I-': 04 F User 34
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wv)
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0 : I
0 2 4 6 8 10 12

The occurrrence of the set of 5 samples

Figure 3: Personal entropy of some users of WEBGREYC database.

Hence, a user specific adaptive strategy for enhanced biometric authentica-
tion based on keystroke dynamics modality is developed. The incorporation of
Doddington zoo menagerie entails the exploitation of specific parameters to each

user category. Consequently, a gain in memory storage and processing time is
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ensured as expanded on the next section.

3. User dependent template update

The proposed contributions investigate an authentication method based on
two captures of the user’s keystroke dynamics in the enrollment phase in coher-
ence with the single enrollment adaptation strategy proposed in the previous
work [34], [35]. We choose to use initially 2 samples instead of an only one sample,
regarding that industrial application usually ask users to type their passwords
twice. During the use of the authentication system, the reference is enriched
through the user dependent adaptive strategy. Thus, based on the growing win-
dow mechanism, the size of the reference is increased until reaching the fixed
maximum size. During this phase, the users are distinguished based on the
evolution of their reference size over time. Indeed, the first assumption con-
sists in considering users whose reference size increased slowly, are difficult to
recognize. Hence, they are considered as goats. The second assumption consid-
ers users whose reference size increased rapidly, as they are easily recognized.
Consequently, they are classified as sheep.

Once the fixed maximum size of the reference is reached, the sliding window
mechanism is applied to ensure a limited size of the reference. Throughout this
phase, the users categorization is ensured with the personal and the relative
entropy calculation as detailed in subsection [3.4l Depending on each category
of users, we define specific parameters like the reference size and the decision
thresholds to overcome the users limitations. Therefore, the adaptation strat-
egy becomes specific to each category of users. Figure M depicts the proposed
authentication process. The steps of each phase of the process are detailed in

the following:

3.1. Enrollment phase

In our previous work [34] [36], we considered an only one sample to create

the user’s reference. We demonstrated that the performances in the beginning
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Figure 4: Description of the keystroke authentication process

of the process are low. To compensate this performance degradation, we need
to enlarge the size of the reference to capture more variability. Ultimately, for
nowadays password-based applications, users are usually asked to type their
password and to confirm it when creating an account. Therefore, we decided
to take advantage of 2 samples for creating the reference. Thus the proposed
approach is suitable to industrial applications like e-commerce, e-banking, e-

mailing and social media applications.

10
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8.2. Verification phase

During the authentication process, the verification is performed by the K
Nearest Neighbor (KNN) classifier based on four distances; Hamming, Eu-
clidean, Statistical and Manhattan. These distances are chosen as long as they
demonstrated the best performances when compared to other distances as de-
tailed in [34]. Moreover, the KNN classifier has the advantage of being efficient
even when considering a reduced number of features [34] 37]. Actually, the pre-
sented query is compared to each sample of the reference to retain the nearest
neighbor score of them. Thus, given a user j four partial scores Sg are obtained
through the considered distances. Afterwlards, a vote is ensured by a Genetic
Algorithm (GA) to calculate the global score as given in Equation .

4 .
GlobalScore = Z w; * S7 (1)
i=1
where:
i € [1,4] is the index of one of the considered distances ;
w; is the weight of each partial score;

Sf is the similarity score obtained by the distance metric ¢ for the user j.

In fact, the GA showed the most accurate results as a fusion function for
keystroke dynamics modality [38]. The used GA-KNN classification [36] proved
its efficiency within the proposed approach as we will show through the recorded

results.

3.8. Adaptation phase

This phase serves to mitigate the intra-class variation problems. In the

following, we detail the different components of the adaption strategy.

3.3.1. Reference modeling
At the beginning, the reference template is composed of two samples to
remedy to the tedious learning phase. Therefore, the reference is relevant to the

account creation process for web and mobile applications. After that, each novel

11
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query accepted in the adaptation phase is added to the user’s reference based on
the growing window mechanism. We obtain a gallery of samples describing the
typing rhythm of the user. Once the fixed maximum size is reached, we apply
the sliding window mechanism. Indeed, we intend to limit the enrollment phase
and to adapt the biometric reference to be adjusted to its intra-class variation

over time.

3.8.2. Adaptation criterion

Different adaptation criteria were proposed in the literature [39] 23] [25]. We
are interested in the adapted thresholds criterion that has been proposed in
[15]. It has the advantage to use the double threshold verification [39] while
maintaining the thresholds user dependent and adapted as time elapses. The

adapted thresholds are managed by Equation .

o]

s+1 rr

N ©)
Where T7 is the threshold value specific to user j during session s, p; and
o; are the average of the mean vector of the reference of the user j, and the
standard deviation of the standard deviation vector of the reference of the user

j respectively. .

8.8.8. Adaptation mode
The adaptation is ensured in a semi-supervised mode through the KNN
classifier combined with the GA. If the calculated global score is lower than the

adapted thresholds, the query is used to update the reference.

3.8.4. Adaptation periodicity
The adaptation is executed online, immediately after the query acceptation.
Hence, if the query satisfied the adaptation criterion, the adaptation mechanism

is launched.

12
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8.8.5. Adaptation mechanism

Concerning the adopted mechanism, we combine two existing approaches:
the growing window mechanism and the sliding window one [26]. These mecha-
nisms are frequently used for keystroke dynamics modality [40}37]. The growing
window mechanism is used to enlarge the size of the reference until the maxi-
mum size is reached. The sliding window is afterward considered to maintain
a fixed reference size and to mitigate the reference aging problem. Hence, the

mechanism is called ”double serial mechanism”.

8.4. User classification

During the two first update sessions, we start to classify users into two
groups: sheep and goats. We are first interested to only these two groups
because we focus on the most representative groups of the Doddington zoo.

Thereby, over the growing window phase, we assume that users, whose num-
ber of accepted queries exceeded 3 samples during the update session, are easily
recognized. So, they are classified as sheep. The rest of the users, those whose
number of accepted queries is less than 3, are classified as goats, as they are
difficult to recognize.

Throughout the sliding window mechanism, the size of the reference is no
more significant as the maximum size of the reference is reached. So, we consid-
ered the entropy measure to distinguish between the considered users groups.
In fact, it was demonstrated in [30] [29] that the error rates increases when the
user’s entropy is higher. Thereby, both personal and relative entropies are calcu-
lated according to equations and respectively. For this fact, the personal
entropy of the reference ref; containing N samples of the user j is measured

according to Equation :

N
Entropy; = — Z ref; o (1) log (refj(t) (1)) (3)
i=1

13
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The relative entropy is equally calculated according to equation 7 where
attagq; is a matrix containing N samples of the keystroke dynamics of multiple

users other than the user j:

' ref] (Z)
RelativeEntropy; = ZrefJ(t) ) log( attaq; (Z))
y]
(4)
attaq;(t
Zattaq] ) log( i()) )
f](t) (i)

Consequently, starting from session 4, we use the entropy to classify users.
We initially distinguish the lambs class. Once users of this class are defined, we
determine during the following sessions the remaining classes of the zoo. Once
session 6 starts, classes of worms, doves, chameleons and phantoms take place

and classes of sheep, goats, and lambs disappear.

4. Experiments and Results

The proposed approach was tested on two public databases of keystroke dy-
namics modality: WEBGREYC and CMU. WEBGREYC [33] database, con-
tains 60 samples from 45 users. The CMU [41] database includes 400 biometric

samples of 50 users.

4.1. Data stream generation

We managed user samples during the adaptation sessions as follows. Two
samples of each user are considered during the enrollment phase in order to
create the reference. For each adaptation session, 8 new queries are introduced
to the authentication system. These queries are divided into 5 genuine sam-
ples and 3 impostor ones. Thus, we considered 12 adaptation sessions for the
WEBGREYC database and 80 adaptation sessions for the CMU database.

To evaluate the proposed approach we analyzed different data stream for

each adaptation session:

14
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e Scenario 1: Presenting 5 genuine samples first, afterwards 3 imposter sam-

ples are presented to the authentication system.
e Scenario 2: Presenting alternated genuine and imposter samples.

e Scenario 3: Presenting 3 imposter samples first, afterwards 5 genuine sam-

ples are presented to the authentication system.

Generally, the first two data streams conveniently fit the actual scenarios
of the password based applications. In fact, just after creating an account, the
user is usually asked to enter his credentials again to gain access to his account.
Consequently, at least one genuine query is guaranteed in the beginning of the

process.

4.2. Biometric menagerie parameters

For each class of users, we use specific adaptation parameters. Concerning
goats and worms classes, which are characterized by a high intra-class variation
according to the different conducted experiments, we increased the maximum
size of the reference in order to enrich the description of the keystroke dynamics
of the users. The maximum size of phantoms class should be higher because
this class is difficult to describe. Regarding the lambs, worms, chameleons and
phantoms classes, stricter thresholds are needed to minimize the acceptance of

the impostor attacks. These thresholds are generated based on Equation .

g

TSt =Ty —e ™7 (5)

The fixed parameters for each user category are detailed in Table

4.8. Results and Comparisons

To evaluate the performance of the proposed approach, we consider two
evaluation metrics : the Error Equal Rate (EER) and the Area Under Curve
(AUC).

15
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Table 1: Specific parameters according to user’s category

ine User category Reference size Thresholds

ine Sheep 10 Adapted thresholds
Goats 15 Adapted thresholds
Lambs 10 Stricter thresholds
Worms 15 Stricter thresholds
Chameleons 10 Stricter thresholds
Doves 10 Adapted thresholds
Phantoms 20 Stricter thresholds
ine

The obtained results show an interesting performance of the strategy as
illustrated in Figures and To illustrate the benefits of the consideration
of 7 classes of the Doddington zoo in the proposed approach, we compared it
to the same adaptation approach without biometric menagerie and with the
consideration of only 3 classes conducted in [35] namely sheep, goats and lambs.
As demonstrated in Tables 2] and [3] the proposed approach show improved
performances as it proposes an adaptive strategy that is appropriate to the
user’s specificities. In fact, the considered users’ categories encompass a wider
variety of users. Hence, the adaptation method acts according to each user’s
particularities.

Adding doves, phantoms, chameleons and worms classes, improved the EER
performances by 0.6% for the WEBGREYC database and by 0.2% for the CMU
database, as demonstrated in Tables 2] and [3]. Furthermore, when compared to
the same adaptation approach without biometric menagerie, the user specific
adaptation approach ensures an improved EER performance of more then 2%
for CMU database and 5% for WEBGREYC database.

To reveal the impact of imposter attacks on the proposed approach, we

tested different scenarios of the queries presentations as detailed in subsection

16
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Table 2: Comparison of the proposed adaptation strategy for WEBGREYC database

ine Adaptation strategy

ine Without Doddington menagerie [36]

Biometric menagerie based on 3 classes [35]

Biometric menagerie based on 7 classes

ine

EER

5.3%

0.8 %
0.2%

AUC

0.02

0.003
0.002

When considering the 3 imposter samples before the genuine ones (scenario

17
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Table 3: Comparison of the proposed adaptation strategy for CMU database

ine Adaptation strategy EER AUC

ine Without Doddington menagerie 2.3% 0.004

Biometric menagerie based on 3 classes 0.3%  0.001

Biometric menagerie based on 7 classes 0.1% 0.0001

ine

3), the performances are considerably decreased as demonstrated in Figure
This is quite expected as the initial reference doesn’t contain enough intra-class
variation. Thus the recognition errors are higher in the beginning of the pro-
cess. These errors decrease during the adaptation sessions through the proposed
method. In addition, we illustrated the the users categorization in Figure[7] It
is quite clear that the number of users belonging to goats class has increased
considerably since the beginning. In fact, the percentage of goats class in adap-
tation session 2 raised from 20% (for scenario 1) to 53% (for scenario 2). This
may be due to the inclusion of some imposter samples in the reference. Sub-
sequently, these imposter samples will be removed as time elapses due to the
proposed adaptation system. In fact, for scenario 3, the percentage of users
associated to goats class in adaptation session 2 decreased to 31%. Thanks to
the considered user specific parameters, the number of genuine samples included
in the reference increase and the imposter samples decrease especially through
the sliding window mechanism. Thus, the intra-class variation of the reference
samples is reduced.

When mixing the genuine and imposter queries (scenario 2), the obtained
results are better than those obtained in scenario 3 as depicted in Figure
and they are quite similar to those of scenario 1. The scenarios presenting
better performances (1 and 2) are more realistic. In fact, adding a new account
is usually transparent for any password based application. Hence, it is not

evident that a hacker encounters an account since its creation.
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Figure 7: Achieved performances when considering scenario 3 for WEBGREYC database.
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Figure 8: Achieved performances when considering scenario 2 for WEBGREYC database.
365 We have furthermore performed an analysis on the variation of the reference

size concerning each user category of the menagerie considered in the proposed
approach. As depicted in Tables [] and [5 the chosen parameters are optimal.
Indeed, minimizing the size of the reference, guaranteed the gain in used memory
space, but no improvement in the performance is recorded. Moreover, while
s enlarging the size of the reference, a small increase in performance is registered.
Thus, the extra memory space allocated does not produce a significant influence
on the obtained performance. Hence, we prove that the chosen reference sizes

are the most appropriate to each user category.
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Table 4: Obtained performances by varying the size of the reference for each user category

for WEBGREYC database

ine . User category Performances
Reference size

Sheep Goats Lambs Worms Chameleons Doves Phantoms EER — AUC

ine max1 5 10 5 10 5 5 15 6.5% 0.05
max2 10 15 10 15 10 10 20 2.22%  0.002
max3 15 20 15 20 15 15 25 2% 0.0017

ine

Table 5: Obtained performances by varying the size of the reference for each user category

for CMU database

ine User category Performances
Reference size

Sheep Goats Lambs Worms Chameleons Doves Phantoms EER — AUC

ine max1 5 10 5 10 5 5 15 5.9%  0.047
max2 10 15 10 15 10 10 20 1.37%  0.0001
max3 15 20 15 20 15 15 25 1.14%  0.0008

ine

5. Conclusion

The contribution of this paper is to propose a user dependent adaptation
strategy for keystroke dynamics authentication system. Thus the proposed
strategy consists in differentiating between the users groups thanks to Dod-
dinghton zoo theory. Afterwards, we adjust some parameters of the adaptation
strategy according to the specificity of each group. Hence, we enlarge the ref-
erence size for the users suffering from large intra-class variation and we user
stricter thresholds for users that are more vulnerable to hacker attacks.

The proposed approach has been validated on two significant keystroke dy-
namics databases, and it demonstrated enhanced EER performances equal to
2% for WEBGREYC database and 1.3% for CMU database. This performance
amelioration is also relying to the KNN-GA classification method and the double
serial adaptation mechanism.

As perspective, we aim to enhance the performances of the first adapta-

tion session of the process. For that purpose, we attempt to investigate a data
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augmentation approach to generate additional keystroke dynamics data provid-

ing more information about the user. Thus even scenario 3 problems will be

mitigated.
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