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State Leakage and Coordination with Causal State
Knowledge at the Encoder

Maél Le Treust, Member, IEEE and Matthieu R. Bloch, Senior Member, IEEE

Abstract—We revisit the problems of state masking and state
amplification through the lens of empirical coordination. Specif-
ically, we characterize the rate-equivocation-coordination trade-
offs regions of a state-dependent channel in which the encoder
has causal and strictly causal state knowledge. We also extend this
characterization to the cases of two-sided state information and
noisy channel feedback. OQur approach is based on the notion of
core of the receiver’s knowledge, which we introduce to capture
what the decoder can infer about all the signals involved in the
model. Finally, we exploit the aforementioned results to solve a
channel state estimation zero-sum game in which the encoder
prevents the decoder to estimate the channel state accurately.

Index Terms—Shannon theory, state-dependent channel, state
leakage, empirical coordination, state masking, state amplifica-
tion, causal encoding, two-sided state information, noisy channel
feedback.

I. INTRODUCTION

The study of state-dependent channels can be traced back to
the early works of Shannon [2] and Gelf’and and Pinsker [3],
which identified optimal coding strategies to transmit reliably
in the presence of a state known at the encoder causally or non-
causally, respectively. The insights derived from the models
have since proved central to the study of diverse topics includ-
ing wireless communications [4], [5], information-hiding and
watermarking [6], and information transmission in repeated
games [7]. The present work relates to the latter application
and studies state-dependent channels with causal state knowl-
edge from the perspective of empirical coordination [8].

Previous studies that have explored the problem of not
only decoding messages at the receiver but also estimating
the channel state, are particularly relevant to the present
work. The state masking formulation of the problem [9] aims
at characterizing the trade-off between the rate of reliable
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Fig. 1. The memoryless channel Ty |xg depends on the state drawn i.i.d.
according to Pg. The encoding function is causal f; : M x S — X, for
all 1 € {1,...,n} and the decoding functions g : Y™ — M and h : Y™ —
A(V™) are non-causal.

communication and the minimal leakage about the channel
state. The rate-leakage capacity region of state masking has
been successfully characterized for both causal and non-causal
state knowledge. The state amplification formulation [10], in
which the state is conveyed to the receiver instead of being
masked, aims at characterizing the trade-off between the rate
of reliable communication and the reduction of uncertainty
about the state. The rate-uncertainty reduction capacity region
of state amplification has also been successfully character-
ized for causal and non-causal state knowledge. The state
amplification formulation was subsequently extended in the
causal case by replacing the reduction of uncertainty about
the state by an average distortion function [11] (this model
was dubbed causal state communication). Note that, in such a
scenario, the channel output feedback at the encoder increases
the region of achievable rate-distortion pairs [12]. The rate-
distortion capacity region of state communication has been
successfully characterized for causal and strictly causal state
knowledge, and has been characterized for noiseless and noisy
non-causal state knowledge in the case of Gaussian channels
with a quadratic distortion [13], [14]. Both formulations have
been combined in [15] to study the trade-off between am-
plification and leakage rates in a channel with two receivers
having opposite objectives. The amplification-leakage capacity
region has been investigated for non-causal state knowledge,
via generally non-matching inner and outer bounds. As a
perhaps more concrete example, [16] has studied the trade-off
between amplification and leakage in the context of an energy
harvesting scenario. An extreme situation of state masking,
called state obfuscation, in which the objective is to make the
channel output sequence nearly independent of the channel
states, has recently been investigated in [17].

We revisit here, the problems of state masking and state
amplification with causal and strictly causal state knowledge
through the lens of empirical coordination [8], [18]. Empirical
coordination refers to the control of the joint histograms of
the various sequences such as states, codewords, that appear



in channel models, and is related to the coordination of
autonomous decision makers in game theory [7]. Specifically,
the study of empirical coordination over state-dependent chan-
nels is a proxy for characterizing the utility of autonomous
decision makers playing a repeated game in the presence
of an environment variable (the state), random [7], [19] or
adversarial [20], [21], [22], and of an observation structure (the
channel) describing how agents observe each other’s actions.
The characterization of the empirical coordination capacity
requires the design of coding schemes in which the actions of
the decision makers are sequences that embed coordination in-
formation. The empirical coordination capacity has been stud-
ied for state-dependent channels under different constraints
including strictly causal and causal encoding [23], for perfect
channel [24], for strictly causal and causal decoding [25],
with source feedforward [26], for lossless decoding [27], with
secrecy constraint [28], with two-sided state information [29]
and with channel feedback [30]. Empirical coordination is also
a powerful tool for controlling the Bayesian posterior beliefs of
the decoder, e.g. in the problems of Bayesian persuasion [31]
and strategic communication [32].

The main contribution of the present work is to show that
empirical coordination provides a natural framework in which
to jointly study the problems of reliable communication, state
masking, and state amplification. This connection highlights
some of the benefits of empirical coordination beyond those
already highlighted in earlier works [23]-[30]. In particular,
we obtain the following.

o We introduce and characterize the notion of core of the
receiver’s knowledge, which captures what the decoder
can exactly know about the other variables involved in
the system. For instance, this allows us to characterize
the rate-leakage-coordination region for the causal state-
dependent channel (Theorem II.3). Our definition of
leakage refines previous work by exactly characterizing
the leakage rate instead of only providing a single-sided
bound. When specialized, our result (Theorem I1.6) si-
multaneously recovers the constraints already established
both in [9, Section V] and [10, Theorem 2].

o We revisit the problem of causal state communication
and characterize the normalized Kullback-Leibler (KL)-
divergence between the decoder’s posterior beliefs and
a target belief induced by coordination (Theorem III.1).
This allows us to characterize the rate-distortion trade-
off for a zero-sum game, in which the decoder attempts
to estimate the state while the encoder tries to mask it
(Theorem II1.3).

o« We extend the results to other models, including two-
sided state information (Theorem IV.2), noisy feedback
(Theorem IV.4), and strictly causal encoding (Theo-
rem V.2).

The rest of the paper is organized as follows. In Section II,
we formally introduce the model, along with necessary defini-
tions and notation, and we state our main results. In Section III,
we investigate the channel state estimation problem by intro-
ducing the KL-divergence and the decoder’s posterior beliefs.
In Section IV and Section V, we present some extensions of

our results to different scenarios. The proofs of most results
are provided in Appendices A-E, with some details relegated
to Supplementary Materials.

II. PROBLEM FORMULATION AND MAIN RESULT
A. Notation

Throughout the paper, capital letters, e.g., S, denote ran-
dom variables while lowercase letters, e.g., s. denote their
realizations and calligraphic fonts, e.g., S, denote the al-
phabets in which the realizations take values. All alphabets
considered in the paper are assumed finite, i.e., |S| < oo.
Sequences of random variables and realizations are denoted by
S™ = (S1,...,5,) and s™ = (s1,...,58,), respectively. We
denote the set of probability distributions over S by A(S).
For a distribution Qg € A(S), we drop the subscript and
simply write Q(s) in place of Qg(s) for the probability mass
assigned to realization s € S. The notation Qx (-|y) € A(X)
denotes the conditional distribution of X € X, given the
realization y € ). For two distributions Qx,Px € A(X),
1Qx — Pxlli = X ,cx |Q(x) — P(x)| stands for the ¢;-
distance between the vectors representing the distributions, see
also [33, pp. 370] and [34, pp. 19]. We write ¥ - X = W
when Y, X, and W form a Markov chain in that order. The
notation 1 (v = s) stands for the indicator function, which is
equal to 1 if v = s and O otherwise.

For a sequence s” € S™, N(§|s™) denotes the occurrence
number of symbol § € S in the sequence s™. The empirical
distribution Q% € A(S) of sequence s™ € S™ is then defined
as

ViesS, Q') = N(Sr'f ), (1)
Given § > 0 and a distribution Qgx € A(S x X), Ts(Qsx)
stands for the set of sequences (s™,x™) that are jointly typical
with tolerance § > 0 with respect to the distribution Qgx,
i.e., such that

|@8x = 0sx|| =Y |Q" ) - Qs <0 @

We denote by P(S™ € T5(Pg)) the probability value assigned
to the event {S™ € T5(Ps)}, according to the distribution of
Sm.

B. System model

The problem under investigation is illustrated in Figure 1.
A uniformly distributed message represented by the random
variable M € M is to be transmitted over a state dependent
memoryless channel characterized by the conditional distribu-
tion Ty xs and a channel state S € S drawn according to
the i.i.d. distribution Pg. For n € N* = N\ {0}, the message
M and the state sequence S™ are encoded into a codeword
X™ € X™ using an encoder, subject to causal constraints
to be precised later. Upon observing the output Y € Y"
of the noisy channel, the receiver uses a decoder to form an
estimate M € M of M and to generate actions V" € V",
whose exact role will be precised shortly. For now, V" can be
thought of as an estimate of the state sequence S™ but more



generally captures the ability of the receiver to coordinate with
the transmitter and the channel state. Both Ty | x5 and Pg are
assumed known to all parties. We are specifically interested in
causal encoders formally defined as follows.

Definition II.1 A code with causal encoding consists of
stochastic encoding functions f; : M x 8' — A(X) Vi €
{1,...,n}, a deterministic decoding function g : Y* — M,
and a stochastic receiver action function h : Y — A(V™).
The set of codes with causal encoding with length n and
message set M is denoted C.(n, M).

A code ¢ € Cc(n, M), the uniform distribution of the
messages Py, the source Pg and the channel Ty‘ xg, induce
a distribution on (M, S™ X" Y™ V™ M) given by

Pum H |:,PSifX1;|SiMTYi|XiSi hynjynL(M = g(Y™)). (3)

i=1

Since the sequences (S™, X™ Y™ V™) are random, the em-
pirical distribution Q% is also a random variable. The
performance of codes is measured as follows.

Definition IL2 Fix a target rate R > 0, a target state
leakage E > 0 and a target distribution Qgsxvyv. The triple
(R, E, Qsxvv) is achievable if for all € > 0, there exists
n € N*, for all n > n, there exists a code ¢ € Cc(n, M) that
satisfies

10g2 |M| >R—_¢
n — )

‘Ee(c) - E‘ <e, with Le(c) = %I(S”;Y"),
Pe(c) =P (M # M)

+P<HQ7§'XYV - QSXYVH1 > E) <e.

We denote by Ac the set of achievable triples (R, E, Qsxvyv).

In layman’s term, performance is captured along three
metrics: i) the rate at which the message M can be reliably
transmitted; ii) the information leakage rate about the state
sequence S™ at the receiver; and iii) the ability of the encoder
to coordinate with the receiver, captured by the empirical
coordination with respect to Qsxyv. The need to coordinate
with receiver action V' is motivated by problems in which
the terminals represent decision makers that choose actions
(X,V) as a function of the system state S, as in [7]. The
state can also be used to represent a system to control,
in which case coordination also ties to the Witsenhausen’s
counterexample [35], [36].

C. Main result

Theorem I1.3 Consider a target distribution Qsxyv that

decomposes as Qsxyv = PsQx|sTy|xsQv|sxy. Then,
(R E, Qsxvv) € A_ if and only if there exist two auxiliary

HE) <ISWuY)

I(S, Wl; Y)
H(S)

I(S;Y7W17W2)

O 1(Wy, Wa;Y) — I(Wo; S|W1) R

Fig. 2. The region of achievable (R,E) € Ac for a given distribution
QSWl WeXYV for which H(S) < I(S, Wy Y)

random variables (W1, Ws) with distribution Qsw,w,xyv €
Q¢ satisfying
I(S;W17W27Y) < ES H(S)7
R+ E<IW4,S;Y),

“
&)

where Q. is the set of distributions Qsw,w,xyv With
marginal Qgxyy that decompose as

(6)

PsQw, Qwy|sw, Lx 15w, Ty | x5 Qv |y w, W
and such that max(|Wh|, [ Wa|) <|S x X x Y x V| + 1.

The achievability and converse proofs are provided in Ap-
pendices A and B, respectively, with the cardinality bounds es-
tablished in the Supplementary Materials. The key idea behind
the achievability proof is the following. The encoder operates
in a Block-Markov fashion to ensure that the transmitted sig-
nals, the state, the received sequence, and the receiver actions
are coordinated subject to the causal constraint at the encoder.
This requires the use of two auxiliary codebooks, captured
by the auxiliary random variables W; and W5, where the first
codebook is used for reliable communication while the second
one is used to coordinate with the state. Simultaneously, the
encoder quantizes the channel state and transmits carefully
chosen bin indices on top of its messages to finely control how
much the receiver can infer about the channel state. The region
of achievable pairs (R, F) is depicted in Fig. 2 for a given
distribution Qgsw, w,xyv, assuming H(S) < I(S,Wy;Y).

Remark I1.4 Equation (5) and the first inequality of (4) imply
the information constraints of [11, Theorem 3] for causal
state communication and of [23, Theorem 2] for empirical
coordination.

RS I(Wl,WQ;Y)—I(WQ;S|W1). (7)

Indeed, both Markov chains X -e- (S,W1) o= Wy and Y —
o (X, S) —— (Wl,Wg) lmply Y o (Wl, S) —— WQ.

Theorem I1.3 has several important consequences. First, the
coordination of both encoder and decoder actions according
to PsQx|sTy|xsQv|sxy is compatible with the reliable
transmission of additional information at rate R > 0. Second,
the case of equality in the right-hand-side inequality of (4) cor-
responds to the full disclosure of the channel state S to the de-
coder. Third, for any (R, Qsxyv), the minimal state leakage



E*(R, Qsxyv) such that (R, E*(R,Qsxvyv), Qsxyv) €
A, if it exists, is given by

E*(R, Qsxyv) = I(S; W1, Wa,Y).
Lswy Wy XYV EQ,

st RSI(Wy,WoiY)—I(Wo;S|Wy)

)

The reliable transmission of information requires the de-
coder to know the encoding function, from which it can
estimate the channel state S. In Section III, we investigate the
relationship between the state leakage L¢(c) and the decoder’s
posterior belief Pgn |y~ induced by the encoding process.

D. Special case without receiver actions

We now assume that the decoder does not return an action
V' coordinated with the other symbols (5, X,Y), in order
to compare our setting with the problems of ‘“state mask-
ing” [9, Section V] and “state amplification” [10, Section
IV]. Note that these earlier works involve slightly different
notions of achievable state leakage. In [9], the state leakage
is upper bounded by Le¢(c) = 1I(S™;Y") < E+4 e In
[10], the decoder forms a list L, (Y™) C 8™ with cardinality
logy |L,(Y™)| = H(S) — E such that the list decoding error
probability P(S™ ¢ L,(Y™)) < e is small, hence reducing
the uncertainty about the state. Here, we require the leakage
Le(c) = LI(S™;Y™) induced by the code to be controlled by
|Le(c)—E | < e. Nevertheless, we shall see that our definition
allows us to obtain the rate constraints of [9], [10] as extreme
cases.

Definition IL.5 A code without receiver actions consists of
stochastic encoding functions f; : M x 8' — A(X) Vi €
{1,...,n} and a deterministic decoding function g : Y™ —
M. The set of such codes with length n and message set M is
denoted C4(n, M). The corresponding set of achievable triples
(R, E, Qsxvy) is defined as in Definition 11.2 and is denoted
Ag.

Note that the target distribution is here restricted to Qgxy €
A(S x X x ) since the receiver does not take an action.

Theorem I1.6 Consider a target distribution Qgsxy
that decomposes as Qsxy = PsQx|sTy|xs- Then,
(R, E, Qsxvy) € Aq if and only if there exists an auxiliary
random variable W1 with distribution Qsw,xy € Qg that
satisfies

I(S;W1,Y) < E< H(S),
R+ E<I(W,,S:Y),

©)
(10)

where Qq is the set of distributions Qgw, xy with marginal
Qsxvy that decompose as

(1)

PsQw, Qx|sw, Ty |xs;
and such that |Wq| <|S x Y|+ L.
The achievability proof is obtained from Theorem II.3 by

setting Wo = () and by considering a single block coding
instead of block-Markov coding. The converse proof is similar

to the converse of Theorem II.3 and is provided in the
Supplementary Materials.

Remark IL7 When setting Wo = 0, (7) in Remark I1.4
simplifies to

R<I(Wy;Y), 12)

which, together with the first inequality in (9), coincides with
the information constraints of [9, pp. 2260]. Furthermore,
(12), (10) and the second inequality of (9) correspond to
the region Rg stated in [10, Lemma 3]. Formally, the region
characterized by Theorem I1.6 is the intersection of the regions
identified in [9, pp. 2260] and [10, Lemma 3].

ITI. CHANNEL STATE ESTIMATION VIA DISTORTION
FUNCTION

A. Decoder posterior belief

In this section, we provide an upper bound on the KL-
divergence between the decoder posterior belief Pgn|yn» in-
duced by an encoding, and the target conditional distribution

Qs|yw,w,-

Theorem III.1 (Channel state estimation) Assume that the
distribution Q =Qgw,w,xy has full support. For any condi-
tional distribution Py xn|sn, we have

n
H QSiYiWLiW2,11>

=1

SEQ(C) — I(S;Wl, WQ,Y) + CY15
n agp((sn, WrL W Y™ ¢ T(;(Q)), (14)

1
n

where 6 > 0 denotes the tolerance of the set
of typical sequences T5(Q) and the constants

_ i _
a1 = Zz;ﬂly log, oGy dnd  az =

1
1Og2 ming y wy,we (s8[Yy,w1,w2)

are strictly positive.

The proof of Theorem III.1 is given in Appendix C.
Consider a target leakage E = I(S;W;,Ws,Y) and a
pair (R, Qsxyv), and assume there exists a distribution
Qswiw,xyv € Qc with full support, satisfying (4) and (5).
By Theorem IL.3, for all £ > 0 and for all § > 0, there exists
7 € N* such that for all n > 7 there exists a code ¢ € C(n, M)
with two auxiliary sequences (W{*, W), such that

Le(c) = I(S; Wy, Wa,Y) ‘ <e and

P(HQ@WIW - Qswiway|| > 6) <e )

Hence, by Theorem III.1 we have

HQS«;Y«;WL«LWL«;) <e+4 a16 + age, (16)

1
_D (Psn'yn
n =1

where ¢ and 6 may go to zero when m goes to infinity.
The control of the leakage Le(c) and the joint typicality
of the sequences (S™, W', W3, Y") € Ts(Q) implies that



the decoder posterior belief Pgn |y~ approaches the single-
letter distribution Qgyw,w,. Based on the triple of symbols
(Y, Wy, Ws), the decoder generates action V' using the condi-
tional distribution Qv |yw,w, and infers the channel state S
according to the conditional distribution Qgyw,w,. In that
regard, the random variables (Y, W1, Ws) capture the "core of
the receiver’s knowledge," regarding other random variables
S and V. The bound on the KL-divergence in (14) relates to
the notion of strategic distance [19, Section 5.2], later used in
several articles on repeated game [20], [21], [22], on Bayesian
persuasion [31] and on strategic communication [32].

B. Channel state estimation zero-sum game

We now introduce a channel state estimation zero-sum
game, in which the encoder and decoder are opponents choos-
ing an encoding and a decoding strategy, respectively. Al-
though the encoder and the decoder cooperate in transmitting
reliably at rate R, the encoder seeks to prevent the decoder
from returning a good estimate v € V of the channel state
s € S by maximizing the expected long-run distortion, while
the decoder attempts to minimize it.

Definition IIL.2 A target rate R > 0 and a target distortion
D > 0 are achievable if for all € > 0, there exists i € N*
such that for all n > 7, there exists a code in Cq(n, M) such
that

M >R—¢, a7)
n
P(M # M) <e, (18)
min liﬁ[d(s- V-)} ~D| <e. (19)
hyniyn 1 . iy Vi >

We denote by Ag the set of achievable pairs (R, D) € Ag.

Theorem II1.3 (Zero-sum game) A pair of rate and distor-
tion (R, D) € Ag is achievable if and only if there exists an
auxiliary random variable W1 with distribution Qsw,xy €
Qq that satisfies

R<I(WyY), (20)
D= Jmin B [d(s, V)} : Q1)

where the set Qq is defined in Theorem I1.6.

The achievability proof of Theorem III.3 is provided in
Appendix D and is a consequence of Theorem II.6 and
Theorem III.1, and of [31, Lemma A.8, Lemma A.21]. The
converse proof of Theorem is provided in Appendix E.

Remark III.4 (Maximin-minimax result) 7he optimal
distortion-rate function D*(R) reformulates as a maximin
problem

D*(R) = max min E[d(S, V)}

Qwy Lx|sw; Pviw,y
R<SI(W71;Y)

= min max
Pviwyy 2w 2X|swy
R<I(W1q;Y)

E [d(S, V)} L@

The maximum and the minimum are taken over compact and
convex sets and the distortion function is linear. Hence by
Sion’s Theorem [37] the maximin is equal to the minimax and
the value of this channel state estimation zero-sum game is

D*(R).

Remark IIL.5 (One auxiliary random variable) The

formulation of Theorem II.3 is based on the set of
distributions Qg with only one auxiliary random variable
W1, instead of the two random variables (W1, W3) of the set
Qc. When the encoder tries to mask the channel state, it does
not require the auxiliary random variable Wo anymore, since

D° = max min E[d(S, V)} (23)
Qw1 Lx|[swy Cwy|swy  Pviw; way
R<I(W7,Wa;Y)—I1(Wg;S|Wq)

< max min E[d(S, V)} 24)
Cwy-2x|swy CWalswy;  Pviwyy
R<I(W7,Wa;Y)—I1(Wq;S|Wq)

<  max min E[d(S, V)} = Dr, (25)
Cwy-2xiswy Pviw,y

R<SI(W1q;Y)

where (24) comes from taking the minimum over Py |w,y
instead of Py \w,w,y; (25) comes from the Markov chain
Y (S, Wy)-e Wy stated in (6), that ensures I(W1, Wa;Y)—
I(Wo; S|Wh) < I(W1;Y). Hence, the information constraint
R < I(Wy,Wa;Y) — I(Wa; S|Wh) is more restrictive than
R < I(Wy;Y).

Remark IIL6 (Zero rate case) In the special case R = 0,
which corresponds to a channel estimation game without
communication, the encoding functions reduce to fx,s: in-
stead of fx,s:n- The channel state estimation zero-sum game
becomes the maximin problem

1 n
max min E|— d(s;,V; }, (26)
{fx;1sitieqr,. ..y hyniyn [n ; ( )
in which the encoder chooses {fx,si}ic1,..ny and the
decoder chooses hyn|yn. Theorem I11.3 shows that the single-

,Qx|swy minpwwly E [d(sa V)} .

If the objectives of both encoder and decoder were aligned,
i.e., they would both try to minimize the long term average
distortion

letter solution is maxg,,,

min 27
W, sitieq, ..,
hyn|yn

o[t

the problem would become the causal channel state commu-
nication studied in [11].

IV. EXTENSIONS TO MORE GENERAL SCENARIOS
A. Two-sided state information

The case of two-sided state information is illustrated in Fig.
3. The channel state S™, information source U" and decoder
state information Z™" are jointly distributed according to the
iid. distribution Pygz € AU X S x Z).
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Fig. 3. The causal encoding function is f; : M x U* x S* — X, for all i €
{1,...,n} and the non-causal decoding functions are g : Y™ x Z™ — M
and h: Y7 x 2" — A(V™).

(M, V™)

Y’n

g,h

}
(7
\J

Definition IV.1 A code with two-sided state information con-
sists of stochastic functions fi : M x U’ x 8 — A(X)
Vi € {1,...,n}, a deterministic decoding function g : Y™ X
Z" — M, and a stochastic receiver action function h :
Y x Z" — A(V™). The set of codes with causal encoding
with length n and message set M is denoted Cs(n, M).

A code ¢ € Cs(n, M), the uniform distribution of the
messages Py, the source Py sz and the channel Ty‘ x g induce
a distribution on (M,U™,S™ Z" X" Y™ V™ M) given by

n
Pu ] {PUisiziinUisiMTnxisi

i=1

We denote by A the set of achievable triples
(R,E, Quszxyv), defined similarly as in Definition
I1.2.

Theorem IV.2 (Two-sided state information) Consider
a target distribution Quszxyv that decomposes as
Quszxyv = PuszQxjusTy|xsQviuszxy. Then,
(R E,Quszxvyv) € As if and only if there exist two
auxiliary random variables (W1, W2) with distribution
Quszwiwyxyv € Qs satisfying
I(Uu S;W17W27Y7 Z) S ES H(U,S),
R+ E<I(W1,U,S:Y, 2),

(29)
(30)

where Qs is the set of distributions Quszw,w,xvv that
decompose as

PuszQw, Qw,usw, Lxjusw, Ty | xs vy zwyw,,  (31)

and such that max(\Wh |, [ Wa|) < d+1 with d = U x S X
ZxXxYxV|.

The achievability proof follows directly from the proof of
Theorem II.3, by replacing the random variable of the channel
state S by the pair (U,S) and the random variable of the
channel output Y by the pair (Y, Z). The converse proof is
provided in the Supplementary Materials.

Remark IV.3 The Markov chains X o (U, S, W1)-eWs, Y o
(X,S8)e (U, Z,W1,Ws) and Z = (U, S) - (X, Y, Wy, W3)
imply another Markov chain property (Y, Z) -e- (W1,U, S) —
o Wa. Indeed, for all (u, s, z, w1, ws, z,y) we have

P(ya Z|U)1, w2, U, S)

= Z Q(I|u7 S, ’LU1)T(1]|CC, S)P(Z|ua S) = P(ya Z|U)1, u, S)

reX

(M, V™)

@Si | |
O

Fig. 4. The noisy feedback sequence Y;*l is drawn iid. according to
Ty, v, xs- The encoding is f; : M x 8% x )}571 - X, Vie{l,...,n}.

g,h

By combining (29) and (30) with the Markov chain (Y,Z) —
o (W1,U, S) -~ Wa, we recover the information constraint
of [29, Theorem V.1]:

R< I(Wy, Wy, Y, Z) — I(Wa; U, S|Wh). (32)

B. Noisy channel feedback observed by the encoder

In this section, we consider that the encoder has noisy
feedback Y5 from the state-dependent channel Ty, y,|xg, as
depicted in Fig. 4. The encoding function becomes f; : M X
S'x Vit — X, Vi € {1,...,n} while the decoding functions
and the definition of the state leakage remain unchanged. The
corresponding set of achievable triples (R, E, Qsxv,v,v) is
denoted As.

Theorem IV.4 (Noisy channel feedback) We consider a tar-
get distribution Qsxv,y,v that decomposes as Qsxvy,v,v =
PsQx|sTviva|xsQvisxyvive- Then, (R E, Qsxvivav) € As
if and only if there exist two auxiliary random variables
(W1, Wa) with distribution Qsw,w,xy,v.v € Qs that satisfy

R < I(W1,Wa; Y1) — I(Wa; S, Y2 |[W1), (33)
I(S,Wl,WQ,Yl)SES H(S), (34)
R+ E<I(Wy,S;Y7), (35)

where Qs is the set of distributions
Qsw, W, Xy, Y,V that decompose as

with marginal

PsQw, Qx|sw, Tyi va | x5 QW | sW1 Yz QV | vi Wi Wa s

and such that max(\Wh|, [ Wa|) < d+1 withd = |S x X x
yl X yg X V|

The achievability proof of Theorem IV.4 follows directly
from the proof of Theorem II.3, by replacing the pair
(S™, W) by the triple (S™, W, Y5") in order to select
W3t. The decoding functions and the leakage analysis remain
unchanged. The converse proof is stated in the Supplementary
Materials.

Remark IV.5 (Noisy feedback improves coordination)

The channel feedback increases the set of achievable triples,
ie. Ac C Ay, since the conditional distribution Q| sw,y,
depends on channel outputs Ys. The information constraints
of Theorem IV.4 are reduced to that of Theorem II.3 since
Owiswiy, = Qunlsw, == Wa - (S, W) o Y, <=
I(W2; Ys|S,Wh) = 0. This was already pointed out for the
coordination problem in [30], and for the rate-and-state
capacity problem in [12].
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Fig. 5. The strictly causal encoding function is f; : M xS*~1 — A(X), for
all 4 € {1,...,n} and the non-causal decoding functions are g : Y™ — M
and h: Y™ — A(V"M).

V. STRICTLY CAUSAL ENCODING

Definition V.1 A code with strictly causal encoding consists
of stochastic encoding functions f; : M x S71 — A(X)
Vi € {1,...,n}, a deterministic decoding function g : Y™ —>
M, and a stochastic receiver action function h : Y" —
A(V™). The set of codes with strictly causal encoding with
length n and message set M is denoted Csc(n,M). The
corresponding set of achievable triples (R, E,Qsxyv) is
defined similarly as in Definition I1.2 and is denoted As..

Theorem V.2 (Strictly causal encoding) Consider a target
distribution Qgxyyv that decomposes as Qsxyy =
PsQxTy|xsQvisxy. Then, (R, E,Qsxyv) € As if and
only if there exists an auxiliary random variable Wy with
distribution Qgsw,xyv € Qs that satisfies

I(S; X, W»,Y) < E< H(S),
R+E<I(X,S;Y),

(36)
(37

where Qg is the set of distributions Qgw,xyv with marginal
Qsw,xyv that decompose as

Qswoxyv = PsQx Qw, sx Ty |xsQvixyws (38)

and such that [Ws| < |8 x X x Y|+ 1.

The achievability proof is obtained from Theorem II.3 by
replacing the auxiliary random variable WW; by the channel
input X . The converse proof is provided in the Supplementary
Materials.

Remark V.3 Equation (37), the first inequality of (36), the
Markov chain Y —e— (X, S) —o— W, and the independence
between S and X imply

R< I(X,WyY) — I(Wa; S|X). (39)

Corollary V.4 (Without receiver’s outputs) A pair of rate
and state leakage (R, E) is achievable if and only if there
exists a distribution Qx that satisfies

(40)
(41)

I(S;Y|X) < E< H(S),
R+ E<I(X,S;Y).

The achievability proof of Corollary V.4 comes from the
achievability proof of Theorem V.2. The converse proof is
based on standard arguments. Equations (40) and (41) imply
R<I(X;Y).

APPENDIX A
ACHIEVABILITY PROOF OF THEOREM II.3

A. Random coding

The case H(S) = 0 can be handled using a standard
channel coding scheme and is detailed in the Supplementary
Materials. In the remaining of the proof, we assume that
H(S) > 0 and we fix a rate, a state leakage, and a distri-
bution (R, E, Qsxyv) for which there exists a distribution
Oswiw,xyv € Q¢ with marginal Qgxyv, that satisfies

I(S;Wl,WQ,Y) <EL H(S),
R+ E < I(W.,5;Y),

(42)
(43)

where the inequality in (42) is strict. The case of equality has
to be treated with care because the channel capacity might
be zero; a detailed analysis is available in the Supplementary
Materials. We show that (R,E, Qsxyyv) is achievable by
introducing the rate parameters R, Rj, Rk and by considering
a block-Markov random code ¢ € C(nB, M) defined over
B € N* blocks of length n € N*. The codebook is defined
over one block of length n € N* and the total length of the
code is denoted by N = nB € N*. In the following, the
notation T5(Q) stands for the set of typical sequences with
respect to the distribution Q@ = Qsw, w,xvVv-

Random Codebook.
1) We draw 2"(H(5)+€) sequences S™(I, ) according to the
i.i.d. distribution Pg, with indices (I,j) € M| x My such
that M| = 2"Rc and | My| = 27Rs.
2) We draw 2"(R+Ru+R) sequences W7* (1, 1, k) according to
the i.i.d. distribution Qyy, with indices (m, [, k) € M x M x
M.
3) For each triple of indices (m,l,k) € M x M| x
Mk, we draw the same number 2"(R+RHRK) of sequences
W (m, 1, k,m, [, k) with indices (1, [, k) € M x ML x My
according to the i.i.d. conditional distribution Qyy, |y, depend-
ing on W*(m, 1, k).

Encoding function at the beginning of block 0 <
{2,...B—1}
1) The encoder observes the sequence of channel states
Syt corresponding to the block b — 1 and finds the indices
(lbfl,jbfl) € M| x My such that (Sn(lbfl,jbfl), SZ)LI) €
Ts(P) for the distribution P(s, 8) = P(s)L(5 = s) V(s,5) €
S xS.
2) The encoder observes the message m; and the index
lp—1 and recalls W{*(mp_1,lp—2, kp—1) corresponding to the
block b — 1. It finds the index k, € Mk such that
(S, W (mp—1,lp—2, kp—1),
Wi (mp—1, lb—2, kp—1, M0, lb—1, kp)) € T5(Q).
3) The encoder sends X;' drawn from the i.i.d. conditional
distribution Q x|sw, depending on W{*(my,ly—1, k) and S
observed causally on the current block b € {2,...B — 1}.

Decoding function at the end of block b € {2,... B—1}.
1) The receiver recalls Y, | and the indices (mp—1, lp—2, kp—1)
corresponding to W1{*(my—_1,l,—2, kp—1) decoded at the end
of the block b — 1.
2) The receiver observes Y;" and finds the triple of indices
(mb,lbfl, kb) such that (Ybn, Wln(mb,lbfl,kb)) S Tg(Q)
and (Y™, WP (mp—1, ly—2, kp—1),



Wi (mp—1, l—2, kp—1,mp, lh—1, kp)) € T5(Q).
3) The receiver returns the message m; corresponding to
block b.
4) The receiver returns V',
conditional  distribution  Qv|yw,w,
(Y, Wi (mp—1, -2, kp—1),
Wi (mp—1, l—2, ky—1, M, lo—1, k).
5) The receiver knows that over block b — 1, the sequences
(S, Wi (mp—1, lp—2, kp—1), W3" (mp—1, ly—2, ko1,
mp, lo—1, ko), X7 1, Y"1, Vi) € T5(Q) and the sequence
of states S}’ ; belongs to the bin with index l—1 € M.
Initialization of the encoder. Arbitrary indices (mq,lo, k1)
are given to both encoder and decoder. The encoder sends the
sequence X;' drawn according to the conditional distribution
Qx|sw, depending on (Sﬁl,W{I(ml,lo,kl)). At the begin-
ning of the second block be, encoder recalls Wi (mq, lo, k1),
observes the message mo, finds the index [; such that
(5p,5™(l1,51)) € T5(P) and finds the index ky such that
(S{;‘l s Wln(ml, lo, kl), WQ"(ml, lo, k1, ma, 11, kz)) S T5(Q)
The encoder sends X;! drawn from the conditional distribution
Qx|sw, depending on (S;., Wi (msg,l1,k2)). The index my
does not correspond to an informational message.

drawn from the
depending  on

Initialization of the decoder. At the end of sec-
ond block by, the decoder finds the triple of indices
(mg,ll,kg) such that (YZ;,W{I(mg,ll,kg)) S Tg(Q) and
(}/b?’ Wln(ml, lo, kl), WQ"(ml, lo, kl, ma, ll, kQ))
€ T5(Q). The decoder returns the message mg corre-
sponding to the block by and the sequence Vi € V"
drawn from the conditional probability Qv |yw,w, de-
pending on (Ybrll, Wln(ml, 107 k1)7 W;(mh lo, kl,m27 ll, kg))
The decoder knows that over the first block b, the
sequence S;' belongs to the bin [;. The sequences
(Sﬁ,W{l(ml,lo,kl),W;(ml,lo,kl,mQ,ll,kQ),Xgll,}/b?,
V}f;) € Ts5(Q) and (Sg;,W{l(mg,ll7k2)7
W;(mg,lhkg,m&lg, k3)7XgL27Ybn2, V;g) € T(;(Q)

Last block at the encoder. At the beginning of
the last block B, the encoder recalls W{'(mp_1, ob-
serves message mp, finds the index Ilp_; such that
(S%_1,58™(lp-1,jB-1)) € T5(P). It finds the index kp such
that (S%_,, Wi (mp_1,lp—2,kp_1), W3'(mp_1,lp_2,
kB,l,mB,lB,l,kB)) € Ts5(Q). The encoder sends the se-
quence X drawn from the conditional distribution Q x|sw,
depending on (Sg,W{l(mB,lB,l,kB)).

Last block at the decoder. At the end of the
last block B, the decoder finds the triple of indices
(mp,lB_1,kp) such that (Y, Wi"(mg,lp_1,kB)) € T5(Q)
and (Yg_l,W{I(mel,lB,Q,kal),
WQH(mel,leQ,kal,mB,lel7kB)) S T(;(Q). The
decoder returns the message mp corresponding to the
last block B and the sequence Vi _, € V" drawn
from the conditional probability Qv |yw,w, depending on
(Vi 1, Wi (mp—1,lp—2,kp-1),

W (mp_1,lp_2, kB,l,mB,lB,l,kB)). The decoder knows
that over the block B — 1, the sequence S5_; belongs to the
bin [p_1. Then (S%_;, W{*(mp_1,lp—2,kp_1),

WQH(mB*h lp—2,kp—1,mp,lp-1, kB)v Xg—lv Yg—la Vg—l)
€ T5(Q) but (Sg, Wi'p, Wi'p, X5, Yg, VE) € T5(Q) on the

last block B. The decoder does not know the index (g of the
bin corresponding to sequence S3.

In the following, we introduce the nota-
tion Wi, = Wi (mp, ly—1,ky) and w3, =
WQ"(mb7 lp—1, kb7mb+1, lp, kb+1), with b € {1, ..., B — 1}.
If there is no error in the coding scheme, the messages
(ma,...,mp) are correctly decoded and the decoder knows
the bin indices (I1,. .., l5—1) of the sequences (ST,..., Sy ),
and (Sp, WP, Wi, X', Y, Vi) € T5(Q), for each blocks
be{l,...,B—1}.

B. Rate parameters R, R and Rg

1) At the end of block b € {2,...B}, the decoder
observes (Y, ,,Y)") and decodes (W{,_,, W3, ;) cor-
responding to the block b — 1. Intuiti{/ely, the observa-
tion of (Wi, _,, W3y 1, Yy ,) leaks nI(S; W1, Wa,Y) =
nl(S; W, Y|W;) bits of information regarding S;' ,. By
fixing the rate parameter R, = E — I(S;W;,Ws,Y), the
encoder will transmit nR. = n(E — I(S; Wy, W2,Y)) ad-
ditional bits of information corresponding to the state se-
quence S}’ ;. As it will be proven in the Section A-E, the
leakage rate I(Sy_;;Y, ;) over block b — 1 is close to
n(I(S;WhWQ,Y) + E - I(S, Wl,W27Y)) = nE. We fix
the rate parameter R equal to:

RL =E — I(S; W, Ws,Y) — 2¢ > 0. (44)

The first inequality 1(S; W1, Wa,Y) < E in (42) implies there
exists a positive rate parameter R . In case of equality E =
I(S; W1, Ws,Y), then the rate R, = 0 and no index [ € M|
is transmitted to the decoder.

2) The rates parameters R| , R corresponding to the indices
(lp—1,jb—1), guarantee that almost every sequences Sy 4
appear in the codebook.

R. + R, :H(S)+E,
— R, :H(S)—E+I(S;W17W2,Y)+3E.

(45)
(46)

The second inequality E < H(S) in (42) implies there exists
a positive rate parameter Rj.

3) The rates parameter Rk corresponding to the
index kp, is used by the encoder in order to correlate
(Wi (mp—1, lo—2, kp—1), W3 (mp—1, lo—2, kp—1,mp, lp—1, k)
with S ;.

Rk =I(Wa; S|W1) + ¢, “n

Since the random variables W; and S are independent, we
have I(Wl, Wg; S) = I(Wg; SlWl)
4) The rate parameters R, R, Rk are correctly decoded if
R+RL+Rk <I(WiY)+I(Wo; YIWi) —e (48)
<R+ E—-I(S;W,W5,Y) — 2 + I(Wy; S|W;) + ¢

SI(Wl,WQ;Y)—E (49)
——=R+E < I(Wy,Ws,S;Y) (50)
<—R+E<I(W,S;Y), (51)

where (50) comes from the independence between W; and S
(51) comes from the Markov chain Y -e- (W7, S) -e- W stated
in Remark I1.4.



Equation (43) implies that for each block b € {2,... B},
the indices with rates R, R, Rk are recovered by the decoder,
with large probability. Hence the rate of the total code of length
N =nB is given by

B
1 B-1 1
anZ:; ogz M| = =5 B

>R 2o V| >R <. (52)

The last equation is satisfied when the number of blocks is
sufficiently large such that & log, |V| <.

C. Expected error probability by block

For each block b € {2,..., B}, we consider the expected
probability of the following error events. The properties of the
typical sequences, see [38, pp. 27], implies that for all ¢ > 0
there exists n; € N* such that for all n > ny, the expected
probability of the error event is bounded by

E. [P(S}J_l ¢ TAQ))} <.
From the covering Lemma, see [38, pp. 62],
R.+R,>H(S)+¢
implies that Ve > 0, dny € N* such that Vn > no,

(53)

E. {P (V(Lbl, Jp—1) € My x My,

(S™(Ly1, Jo1). S} 1) Tg(Q))] <. oW

From the covering Lemma, see [38, pp. 62],
Rk ZI(WQ; S|W1) +e
implies that Ve > 0, dns € N* such that Vn > ns,

E. {P(VKb € Mk, (Spq1, Wi (Mp—1, Lp—2, Kp—1),

<e.

(55)

W3 (My—1, Ly—2, Kp—1, Mp, Ly—1, Ky)) ¢ TJ(Q))

From the packing Lemma, see [38, pp. 46],
R+RL+Rk <I(WiY) + I(Wo; YWy ) — e
implies that Ve > 0, dny € N* such that Vn > ny,

Ec |:]P)<3(Mb7Lb—laKb) 7& (Mév ;7717Kl/7)7 s.t.

{3, Wi (M, Ly K)) € To(Q)
{(}/2)77;17 WIZ(MZ)—]J Lb—27 Kb—l)7

W3 (My—1, Ly—2, Kp—1, My, Ly, _,K})) € Té(Q)})} <e.
(56)

Thus for each block b € {2,...,B} and for all n > 71 >
max(ny, ne, ng, ng), the expected probability of non-decoding
the indices (Mp, Ly—1, Kp) is bounded by:

E. [P((Mb,Lb_l,Kb) # (Mb,ﬁb_l,Mb))] <de. (57)

D. Expected error probability of the block-Markov code

We evaluate the expected probability of error for the random
indices (My, Ly—1, Kyp), for b € {2,...,B} of the block-
Markov random code:

E, [P((Mz,Ll,Kz...,MB,LB_l,KB) .
(12 L R M, Lirer, ) )|
:1 - ]EC |:P((M27L17K2) = (M27£13K2)>:|

x E. {P((MB,LBhKB) = (MBafJBflaf(B)’
{(Mg,Ll,Kg) = (Mg,ﬁl,Kg)} n...N

{(MBflaLBf%KBfl) = (MBl’iBQ’KBl)})]

B—1
<1- (1 - 45) .

We denote by @N € A(S x X x Y x V), the empirical
distribution of symbols over every blocks b € {1,...,B —1}
removing the last block. We show Q* is close to the empirical
distribution Q¥ over all the B blocks, for a number of blocks
B € N* sufficiently large, i.e. for which Z|Sx X xYxV| < e.
We denote by (), the empirical distribution of symbols over
the last block.

o], - | (-1 +0) -2,

(58)

1 ~ 2
——[j@s-@Y|| < Zfsxxxyxv|<e 60
Then, the expected probability that
(SN, WY W XN YN VN) ¢ Ts(Q), is upper bounded
by:

p( ||V - QHI > 25)}
P QN_@N-F@N—QH1>2£)}
Q-0 +[ja* - o], >2)]

P @N—QH1>25—%’S><X><J/><V‘>}

oV — QHl > 5)] <1- (1 —48)8_1. 61)

Hence, we obtain the following bound on the expected error
probability:

E, [Pe(c)] —E, {P(M ” M> +P<HQ" -9f| > 5)}

B-1
§2—2<1 —45) .

This implies that for all £ > 0, there exists a code ¢* € C(N)
B-1
with N > B such that Pe(c*) < 2 — 2(1 - 45) .

P

H
H
SIEC:]P’<
H
H

(62)



E. Expected state leakage rate

In this section, we provide upper and lower bounds on the
expected state leakage rate, depending on the parameters ¢;
and €2 given by equations (106) and (107).

1 n n
E—ce1—e2 <E. |:Le(0):| =E. {EI(S ByrPo = C)}
1

=—1I(S"B, vy"B|C) < E )
5 (S™7; |C) <E+er+e

The notation S™Z denotes the sequence of random variables
of channel states of length N = nB, whereas S;' denotes the
sub-sequence of length n € N* over the block b € {1, ..., B}.

Upper bound. We provide an upper bound on the expected
state leakage rate by using the chain rule from one block to
another.

I(SnB,YnB|C)
B-1

< Z I(Sy; Y P18y,
b=b1
B-1

< Z 1(557 YnBu W]:n;b7 W2n,b7 Lbu Mb-‘rlu Sgl-‘rl? ceey
b=by
+ nlog, |S|
B-1

= ISy Wiy, W3y, Yy, Ly, My41|C) + nlog, [S]
b=b

(63)

S%,C) + nlog, |S| (64)

S51C)

(65)

B—-1
) ISP Sy SEIWTY, WaY Yy, Ly, Mysa, C)
b=b
1 (66)
B—1
+Y IS Y B IWy, W, Yy, L, Myya, Spy -, S5, C)
b=b
1 (67)
B—1
= ISy Wiy, Wiy, Ly, My11|C) + nlog, |S|
b=b1
B—1
+ > ISy Yy Wy, Wiy, Ly, My, C). (68)
b=by

The term at line (66) is equal to zero since the causal encoding
and the i.i.d. property of the channel state, imply that the ran-
dom variables (S, ..., S3) are independent of the message
Mp11 and of the random variables (S}, Wiy Wi, Yy, Ly)
of the block b, and the term at line (67) is equal to zero since in
the encoding process, the sequence S;' only affects the choice
of the bin index L; and of the sequences (W7, Wi,  ¥,"*) of
the current block b. This induces the following Markov chain:
Spr e (Wi, W3y, Vi, Ly, C)e (Y"B, My, 1, Sy SB)s
that is valid for each block b € {1,..., B — 1}. The sequence
Sy is correlated with the random variables of the other blocks
b’ # b only through (W7, W2, Y, Ly, C).

For each block b € {1,..., B—1}, the first term in equation
(68) satisfies:

1(557 W]:n;bu W2n;b7 Lbu Mb-‘rl |C)
:I(SZL W;bu Lblwin:bu Mb+17 C)
SH(WQn,bv Lb|W11fb7 Mb+17 O)

(69)
(70)

<logy M|+ H (W3, |Wi'y, Ly, Mp+1,C)
<log, M| + log, [M|

(71)
(72)

=n<E —I(S; Wl,WQ,Y) - 2€+I(S; ngWl) +€> (73)

:7’L<E—I(S;Y|W1,W2)—E>, (74)

where (69) comes from the causal encoding that induces
the independence between the sequence auxiliary random
variables W', and the sequence of channel states S, in
block b € {1,. — 1}. Hence S}' is independent of
(Wi, Mp41,C); (71) comes from the cardinality of the set
of indices My; (73) comes from the coding scheme de-
scribed in Appendix A. By considering a fixed sequence W,
and fixed indices (Ly, Mp41), the encoder chooses an index
K41 € Mk corresponding to the sequence Wy',. Hence, the
sequence W', belongs to the bin of cardinality | Mk]. The rate
parameters are given by R, = E — I(S; W1, Wa,Y) — 2¢ and
Rk = I(Wy; S|Wh)+e¢; (74) comes from the independence be-
tween Wy and S that induces I(S; Wa|Wh) = I(S; W1, Wa).

For each block b € {1,...,B — 1}, we introduce the
random event of error E, € {0,1} defined with respect to
the achievable distribution Qs xw,w,yv, as follows:

0 if (S{},Xb anlsz"baYL ,Vi") € T5(Q) and
B, = (Mys1, Ly, K1) = (Mg, Ly, Kyp1),
Lif (Sbavawl vaQbaYb Vi) & Ts(Q) or
(My1, Lo, K1) # (Myi1, Ly, Kip1).
(75)
The second term in equation (68) satisfies:
I(Sl:l7 }/bn|W1w:b7 W2n,b7 va Mb+17 O)
:H(Ybn|erfb, ngbv Ly, Mp1, C)
- H(YE)nlsgluW£b7W£b7Lb7Mb+luc) (76)

=H(Y Wi, Wiy, Loy My11,C) — nH (Y Wy, Wa, S)

(77)
H(Y, Wy, W3y, Ly, Myy1,C, Ep = 0) + 1
Y P(E, = D)nlog, [V — nH(Y Wy, Wa, ) (78)
n(H(Y|W1, Wa) + 5) +1+P(E, =1)nlog,y |V
CH(Y Wi, W, S) (79)
—n (I(S;Y|W1,W2) tet o +B(E, = 1)log, |y|),
(80)

where (76) comes from the properties of the mutual informa-
tion; (77) comes from the cascade of memoryless channels
Qx|w,sTy|xs of the coding scheme C described in Ap-
pendix A, that implies H (Y;"[Sy', W, W3y, Ly, My11,C) =
nH(Y|W1,S) = nH(Y|Wy,Ws, S); (78) is inspired by the
proof of Fano’s inequality, see [38, pp. 19]; (79) comes from
the cardinality bound for the set of sequences y™ such that
(wi, wh,y™) € T5(Q), see [38, pp. 26]; (80) comes from the
properties of the mutual information.



Hence we have the following upper bound on the leakage
rate:
B—1

WBE.|£6(0)] < Y IS5 Wi L My C)
b=b;
B-1
+ ) ISP YWy, Wy, Ly, Myi1, C) + nlog, |S|
b=b1

1
§nB<E —I(S;Y Wi, Wa) —e+ I(S; YW, Ws) +e+ —
n
1
+ BB = Dlogs D] + ;1o 1)

1 1
gnB<E tot P(Ey, = 1)log, |V| + B log, |S|>

Lower bound. We provide a lower bound on the expected
state leakage rate.

nBE. {Le(c)] =I(S"B;y"B|0) 81
=nBH(S) — H(S"B|Yy"8 C) (82)
>nBH(S) — P(E, = 1)nBlog, |S| — 1

— H(S"B|Y"B C, E, =0) (83)
>nBH(S) — P(E, = 1)nBlog, |S| — 1 — nlog, |S|

B—-1

= > H(SPY"E, Sy, S, C By = 0) (84)

b=b1

—nBH(S) — (P(Eb =1)B+ 1)n10g2 S| — 1
B—1
- Z H(S{”Wln,bv W2n,ba va YnBv Sl:lJrla cee S%a Ov Eb = O)
b=b;
B-1
= > I(Sg Wy Wk, Lo [Y™ B S S, CL By = 0)
b=by
(85)
—nBH(S) — (P(Eb =1)B+ 1)n10g2 S| — 1
B—1
= > H(SPIWy, Wity L, Y™P, S, S5, CL By = 0)
b=b;

(86)
>nBH(S) — (]P’(Eb —1)B + 1)nlog2 S| — 1
B-1
= > H(S} WYy, Wiy, L, Yy, By = 0), (87)
b=b;
where (82) comes from the i.i.d. property of the
channel states S; (83) is inspired by the proof of
Fano’s inequality, see [38, pp. 19]; (86) comes from
the non-error event Ej, = 0, that implies for all block

b € {1,...,B — 1}, the sequences (W[, W3, Ly) are
correctly decoded based on the observation of Y2, hence
I(SZ?;Wﬂb,ngb,LqY"B,Sgﬁrl,...,Sg,C,Eb =0) = 0
(87) comes from removing the conditioning over the
sequences (Y, Yt Y YR ST, 88, 0)
and the random code in the conditional entropy
H(Sp Wy, Wy, Ly, Yy, By = 0).
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In order to provide an upper bound on
H(SPIWy, W Ly, Y By, = 0), we fix an index
le M, some fypical sequences (wi, wy,y™) € Ts(Q). We
define the set

S*(wy,wy,y", 1) = {8" €8", st

{(s",w?,w?,y") ET(;(Q)}H{S" EB(I)}} (83)

Since the code C' is random, the above set S* (W, w§,y™,1)
is also random and we have

E, l

s (WY, W;,YH,L)H

{3" €S8, st {(sn,W;,W;,Y") € Tg(Q)}

N {sn c B(L)}}H (89)
_ 3 E, |1 (sn c B(L)) (90)
SneTs(Q) (W, Wi, Y ™)

S Z 2—77,'R|_ S 2”'(H(S‘W17W2;Y)_RL+E), (91)

sSne
T5 (W] W, Y™)
where (91) comes from the definition of the random code
that induces a uniform distribution over the bins 5(l) and the
properties of the typical sequences, see [38, pp. 27].
By Markov’s inequality, for all [ € M and for all
(wi, wh,y™) € T5(Q) we have

¢l
E, { SHWp, W;,Y",L)H

- 2”'(H(S|W1-,W2,Y)*RL+25)
on-(H(S|W1,W2,Y)—Ri+e)

S*(Wln, W;‘,Yn,L)‘ 2 2n~(H(S|W1,W2,Y)7R|_+2€)

92)

<27 e

= on-(H(S|W1,Wa,Y)—RL+2¢) — 93)

The last equation is valid for n > ns= 1log, 1. For each
block b € {1,...,B — 1} we define the event

L if ‘S*(Wﬁb7W£bvnnuLb)‘
2 2’!7,'([’[(5“/{/1,I/Vz.,Y')*RLJrQE)7
SOV, W8, Y7 L)
< 277.'(H(S|W1,W2.,Y)7R|_+25).

F, = (94)

0 if

Then for each block b € {b1,...,B — 1} we have

H(Sy W1y, Wk, Yy", Ly, By, = 0)
<1+4P(F, =1)nlog,|S|

+ H(Sy Wiy, Wa'y, Yy', Ly, By = 0, F, = 0)
<1+ elog,y|S|

+ H(Sy Wiy, W'y, V', Ly, By = 0, Fy, = 0)
<1+ elog, |S| + log, 27 (H(SIW1,W2,Y)—Ri+2¢)

95)

(96)
o7)

1
=n - (H(S|W1,W2,Y) — RL+ — +¢log, |S| + 28) (98)
n



1
=" - (H(S|W1,W2,Y) — E—I—I(S;Wl,WQ,Y) + 2e + "

+ elog, |S] + 2a> (99)

=n- (H(S)—E+%+alog2 |S|+45), (100)
where (95) is inspired by the proof of Fano’s inequality, see
[38, pp. 19]; (96) comes from equation (93), that corresponds
to P(F, = 1) < &; (97) comes from the definition of event
F, = 0, that implies the set S* (w7, wy,y", 1) has cardinality
bounded by 27 (H(SIW1,W2,Y)=Ri+2¢). (99) comes from the
definition of the rate R, = E — I(S; W1, Ws,Y) — 2¢ stated
in equation (44).
This provides the following lower bound:

nBE, {Le(c)}
>nBH(S) — (P(Eb =1)B+ 1)n10g2 S| — 1
B—1
= > H(SP Wy, Wik, Yy, By = 0) (101)
b=b1
>nBH(S) — (]P’(Eb —1)B+ 1)n10g2 S| — 1
1
—(B—1)n H(S’)—E—I—E—l—slog2 |S|—|—4a> (102)

>nBH(S) — (P(Eb =1)B+ 1)n10g2 S| — 1

1
- Bn<H(S) -E+ - + elog, |S] +45> —nlog, |S]
(103)

2 2
(104)

where (101) comes from equation (87); (102) comes from
equation (100); (103) comes the lower bound:

1
n(H(S) -E+ ~ elog, |S| + 48) > —nE > —nlog, |S].
(105)
Equation (104) provides the lower bound on the expected state

leakage rate.
Conclusion for Exact state leakage Rate:

1 1
E. {Le(c)] <E+ - + m?x]P’(Eb =1)log, | Y|+ B log, |S]
=E + &, (106)
E. [Ee(c)} >E — (m?x]P’(Eb =1)4+e+ %) log, |S]
2
—@—4E:E—81. (107)
By defining £; and 3 as in (107) and (106), we have
E. [ﬁe(c)} —E| <e1 +eo. (108)

F. Conclusion of the achievability proof of Theorem II.3

By choosing appropriately the number of blocks B, the
error probability max;, P(E, = 1), the block-length n and the
tolerance for the typical sequences §, we show the existence
of a code ¢* € C(nB, M) such that

B
B 2 logy M| >R —e3, (109)
Pe(c*) <es, (110)
Le(c*) — E| <es, (111)

B-1
with e5 = % logy [V +2—2(1 —4e + €1 + £2. This
concludes the achievability proof of Theorem II.3.

APPENDIX B
CONVERSE PROOF OF THEOREM 11.3

A. Information Constraints

Consider that the triple of rate, state leakage and distribution
(R,E, Qsxvyv) is achievable by using a sequence of codes
with causal encoding. We simplify the notation by using Q in
place of Qgsxyy and we introduce the random event of error
E € {0, 1} defined with respect to Q as follows:

-

The event £ = 1 occurs if the sequences (S™, X", Y™, V") ¢
T5(Q) for the target distribution Q. By definition II.1, for all
e > 0, there exists 7 € N* such that for all n > 7, there
exists a code ¢* € C(n, M) that satisfies the three following
equations:

0 if
1if

(57", XY™, V) € T5(Q),

(57, xmyn vy ¢ T3(0). 1P

logy M| SR« (113)
n
Lo(c*) — E‘ - %I(S”;Y") - E’ <e, (114)

Pe(c) :]P’<M + M) +IP’(HQ" -9f| > s) <e.
(115)

We introduce the auxiliary random variables W;; =
(M,S') and W,; = Y1, that satisfy the Markov chains
of the set of distribution Q. for all 4 € {1,...,n}:

S; independent of W1 ;, (116)
X; o (S, W1,;) = Wa, (117)
Y: - (X, 8;) = (Wi, Wa,), (118)
Vi o (Yi, Wh i, Wa,) - (Si, X5), (119)

where (116) comes from the i.i.d. property of the source that
induces the independence between S; and (M, S*~1) = Wy ;;
(117) comes from Lemma 1 since the encoding is causal
and the channel is memoryless; (118) also comes from the
memoryless property of the channel Ty xs; (119) comes from
Lemma 2 since the encoding is causal, the decoding is non-
causal and the channel is memoryless.



We introduce the random variable 7' that is uniformly
distributed over the indices {1, . .., n} and we denote by W1 7,
Wa r, St, X7, Yr, Vr the corresponding averaged random
variables. The auxiliary random variables W; = (Wy p,T)
and Wy = Wy r belong to the set of distributions Q. and
satisfy the three information constraints of Theorem II.3:

R+E < I(Wy,5;Y). (121)
First Constraint:
nE >I1(8™;Y™) — ne (122)
=I(S™ Y™ M) —I(S"; M|Y™) —ne (123)
>3 IS Y™, MISTY) - H(M[Y™) —ne  (124)
1=1
>3 I(Si Y™, M|ST) — n2e (125)
1=1
=3 I(S;Y", M,8"") - n2e (126)
i=1
> I(Si Y, M, STY;) - n2e (127)
i=1
=3 I(Si; Wi, Wayi, ;) — n2e (128)
i=1
=nI(Sp; Wi.r, Wor, Yp|T) — n2e (129)
=nI(Sp; Wi, Wor,Yr, T) — n2e (130)
—n(I(ST;Wl,WQ,YT) - 25) (131)
n(I(ST;Wl,Wg,YT|E—O)—3a> (132)
n(I(S; Wi, Wa,Y) — 4a>, (133)

where (122) comes from the definition of achievable state
leakage rate E in (114); (125) comes from equation (115) and
Fano’s inequality, see [38, pp. 19]; (127) comes from the i.i.d.
property of the channel states that implies S; is independent
of S%71; (128) comes from the introduction of the auxiliary
random variables Wy ; = (M,S""') and Wo,; = Y/,
for all i« € {1,...,n}; (129) comes from the introduction
of the uniform random variable T" over {1,...,n} and the
corresponding mean random variables Sp, Wi r, Wa r, Yr;
(130) comes from the independence between 7" and St; (131)
comes from the identification of the auxiliary random variables
Wy = Wy p,T) and Wy = W p; (132) comes from the
empirical coordination requirement as stated in Lemma 4. The
sequences of symbols (S™, X™ Y™ V™) are not jointly typical
with small error probability ]P’(E = 1); (133) comes from
Lemma 6 since the distribution Pg, x.,v; v E=0 18 close to
the target distribution Qgxyy . The result of [34, Lemma 2.7,
pp- 19] concludes.
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Second Constraint:
nE <I(S™;Y")+ne < H(S") + ne
=n (H(S) + E) ,

(134)
(135)

where (134) comes from the definition of the achievable state
leakage rate E, stated in equation (114); (135) comes from the
i.i.d. property of the channel states .S.

Third Constraint:

n|E 4+ R)
<I(S™Y™) + H(M) 4 n2e (136)
=I(S™;Y™) + I(M;Y"™) + HM|Y"™) +n2  (137)
<I(S™Y™) + I(M;Y™) +n3e (138)
gI(S",Y ) + I(M;Y"™S™) 4 n3e (139)
=I(S™, M;Y™) +n3e (140)
<> I(Si, M, ST Y)

=1

+ ) ISP Y il S ML ST 4 n3e (14])

=1

=3 I(Si,M,S"";Y;) + n3e (142)

=1
=3 I(Si, W1;Yi) +n-3e (143)

=1

I(S Wl)T;YT|T)+TL'3E (144)
<nI(Sp,Wi.r,T;Yr) +n- 3¢ (145)
<n <1 Sp, Wy Yp) + 35) (146)
<n (I ST, Wl, YTlE = 0) + 46) (147)

n(I(S, Wi Y) + 55), (148)

where (136) comes from the definition of achievable rate
and information leakage (R,E), stated in equations (113)
and (114); (138) comes from equation (115) and Fano’s
inequality, stated in [38, pp. 19]; (140) comes from the
independence between the message M and the channel states
S™, hence I(M;Y™) < I(M;Y™ S™ = I(M;Y"™|S");
(141) comes from the properties of the mutual information;
(142) comes from the Markov chain Y; -~ (S;, M, S*~1) -~
(Sf 1, Y1), stated in Lemma 3; (143) comes from the iden-
tification of the auxiliary random variable W ; = (M, S*~1),
Vi € {1,...,n}; (144) comes from the introduction of T,
St, Wi,r, Yr; (146) comes from the identification W; =
(Wi,r,T) and Wy = Wy p; (147) comes from the empirical
coordination requirement as stated in Lemma 5; (148) comes
from Lemma 6 since (S™, X™, Y™, V") are jointly typical,
hence Ps,. x, v, v E=o 18 close to Qs xyv. The result of [34,
Lemma 2.7, pp. 19] concludes.

Conclusion: If the triple of rate, state leakage and
distribution(R, E, Qg xyv) is achievable with causal encod-



ing, then the following equations are satisfied for all € > 0:
I(S;W1,Wa,Y) —4e <E< H(S)+¢ (149)
R+E<I(S,Wi;;Y)+5e.  (150)

We recover (4) and (5) as € — 0 and this concludes the
converse proof of Theorem II.3.

Remark B.1 For the converse proof of Theorem II.3, the code
with causal encoding is not necessarily deterministic. The
same optimal performances can be obtained by considering
a stochastic code with causal encoding.

B. Lemmas for the converse proof with empirical coordination

Lemma 1 The causal encoding function and the memoryless
property of the channel induce the Markov chain property X; —
o (S;, W1,;) == Wa,;. This Markov chain is satisfied with
Wi = (M,S"1) and Wy; = Y[y, forall i € {1,...,n}.

Proof. [Lemma 1] We identify wy; = (m, s 1), wa; = yP,
and for all (s™, z", w}, wh, y™, m)
i—1
P(w21i|si,w1_’i,xi) :'P(yﬁ_ﬂsi,m,sz ,xi) (151)
i—1
= Z P(si1, xiyq|si,m, s, ;)
CHIE
i—1
X Pyialsivr, T, si,m, s, @) (152)

Z P(sih1s T lsim, Si_l)fp(yﬂﬂs?ﬂa Ti1)

n n
Sit1:%it

(153)

= Z P(S?+17$?+17y?—i—l"sivmvsiil) (154)
S 1T

= P(ylsalsiym, s71) = P(walsi, wai), (155)

where (153) comes from the causal encoding function that
induces the Markov chain X;-e-(S;, M, S 1) (Sr 1, X[, ;)
and the memoryless channel Y}, —— (Si,, X[’ ,) —o—
(S;, M, St X;). 0

Lemma 2 The causal encoding function, the non-causal de-
coding function and the memoryless channel induce V; —e—
(Y, W1 i, Wo 1) (Si, X;). This Markov chain is satisﬁed with
Wi, = (M,S"1) and Wy, = Y[y, forall i € {1,...,n}.

Proof. [Lemma 2] We identify w; ; = (m, s'™ 1), wq,; = Y1
and for all (s™, 2™, w], wh, y™, v™, m)

P (03] yis w15, Wa,, 85, 73) = P(vilys, m, syl 80, 24)

Z Pz y;,m, st

pi—1 yi-1

n
7yi+1a Siy I’L)

7yi+15 Sis Lis Ii_l)
Ly . (156)

We can remove (s;,x;), in the three conditional distributions
Pz Lyt sica) = P m, s, (157)

i—1 i—1 ,n i—1
P(y |yi7m75 yYitr1sSiy L, T )

x Py i- 1|yi,m,s

i—1 . n i—
XP(”i'yiumus 7yi+178i7xi7x

|y’i7m75i

=Py s, (158)
P(Ui|yiv m, Siilv y?—i—la Siy Liy Iiilv yiil)
= P(uilyi, i,y ), (159)

where (157) comes from the causal encoding that induces
X7t —— (M, 5"Y) —— (V3,Y%,, X:,S:); (158) comes
from the memoryless channel; (159) comes from the non-
causal decoding that induces V; —e— (Y;, Y71, Y1) —
e— (M,S1,S;, X;,X""1). Hence we have for all
(s™, 2™, Wi, wh,y", v, m):

P(vi|yi, wi,i, Wa i, Siy T5)

= Z P(Ui,$i_1,yi_1|yi7masi_17yzn+1) (160)
zi—1 yi—1
—P(vilysm, s yle) = Plodys, wiswe,). (161)

This concludes the proof of Lemma 2. O

Lemma 3 The causal encoding function and the memoryless
property of the channel induce Y; —o— (S;, M, Si_l) o
(82, Y2 ), Vie {1,...,n}

Proof. [Lemma 3] We have the following equations for all

(Snu xnu ynu m):

Pyilsim, s, sty uit) (162)
=" P@i,yilsim, s sP L v ) (163)
= Z P(Ii|$1‘, m, Siila S?Jrlv y?Jrl)

X P(y’i|xi7Sivmvsi_175?+1ay?+l) (164)
:Zp(a:i|si,m,si_l)'P(yi|xi,si) (165)
= P(zi,yilsi;m, s 1) = Plyilsi,m,s""),  (166)

T

where (166) comes from X; - (S;, M, 1) e~ (S2, |, Y/ ,)
and Y; o (X;, S;) = (M, 51,57 ,,Y/,). This concludes
the proof of Lemma 3. 00

The random error event E € {0,1} of the follow-
ing Lemmas is defined in (112), in which £ = 1 if
(S™, X", Y, V") ¢ T5(Q).

Lemma 4 Fix a distribution Qs,w,w,xrvrve € Qc and
suppose that the error probability P(E = 1) is small enough
such that P(E = 1) -log, |S| + hy (P(E - 1))
denotes the binary entropy function. Then we have

<&, where hy

I(ST; Wh, Wa,Yr) >I(Sp; Wi, Wa,Yp|E =0) —e. (167)
Proof. [Lemma 4]
I(Sp; Wi, Wa,Y7) = I(Sp; Wi, W, Yp|E) + I(ST; E)

— I(S7; E|Wy, Wa, Yr) (168)
2(1 —P(E = 1)) -I(ST;Wl,WQ,YT|E = O)

+P(E = 1) I(Sp; Wy, Wa, Y| E = 1) — H(E) (169)
>1(S7; Wy, Wa, Yr|E = 0)

—P(E=1) log,|S| - hy (P(E = 1)). (170)



Lemma 5 Fix a distribution Qs,w,woxrvyve € Qc and
suppose that the error probability P(E = 1) is small enough
such that P(E = 1) - logy | V| + hs (]P’(E = 1)) < e. Then we

have
I(St, Wi;Yr) <I(S,Wi;Yr|E =0) +¢ (171)
Proof. [Lemma 5]
I(Sp,Wi;Yr)
:I(ST, Wl; YTlE) + I(E, YT) — I(E, YT|ST, Wl) (172)
S]P)(E = O) 'I(ST, Wl;YT|E = O)
+P(E=1) - I(Sr,Wi;Yy|[E=1)+ H(E)  (173)

<I(Sp,W1;Yr|E=0)+P(E =
(174)

a

We denote by Ps..xvrvr|E=o the distribution induced by
the random variables (St, X7, Yr,Vr) knowing the event
E =0 is realized.

Lemma 6 The distribution defined by Ps,.x,y; vy E=0 IS
close to the target distribution Qsxvyv, i.e. for all (s,x,y,v)
(s, x,y,v)| <e.

PSTXTYTVTlEZO(Sv'rvyav) - (175)

Proof. [Lemma 6] We evaluate the probability value
Pg,|p=0(s) and we show that it is close to the probability
value P(s), for all s € S.

Ps,1p=0(s)
= > Z T =1i,Sr =s|E=0) (176)
sneTs(P) i=1
= > D P =s"E=0)P(T=i|"=s",E=0)
sneTs(P) i=1
><]P’(ST:3|S"f s"\ T =1i,E=0) (177)
= > Z]P’ " =s"E=0)P(T =i)l(sr = s)
smeTs(P) i=1
(178)
= > P(S":s"\Ezo)Zl]l(sT:s) (179)
snETs(P) ="
= Y B(s :s"\E:o)N(jsn), (180)

sneTs(P)

where (178) comes from the independence of event {T" =
i} with events {S™ = s"} and {E = 0}; (180) comes
from the definition of the number of occurrence N(s|s™) =
S s = s).

Since the sequences s"
all s € S:

€ T5(P) are typical, we have for

(181)

1) -log, |V| + H(E) < e.

15

which provides an upper bound and a lower bound on P(S =
5|E=0) as

PG = Y. P(s"=s"[E=0)(P() -¢)
s"€Ts(P)
<P(Sy = 3|E = 0) (182)
S P(S" = s"|E =0) (73(5) + 5) =P() +e.

sneTs(P)

IN

(183)
Using similar arguments, we show that the distribution
Ps,xryrve|B=0(8,T,y,v) is close to the target distribution
Q(s,x,y,v), i.e. for all (s,z,y,v)

<e.  (184)

Q(s,z,y,v)

Py XrYrve|E=0(8, T, Y, V) —

This concludes the proof of Lemma 6. O

APPENDIX C
PROOF OF THEOREM III.1

The conditional distribution Pyypyyp xn|s» combined with
Ps and Ty|xs induces the distribution

n n
Psnwpwgxnyn = Hpsipwglwglxnwn H Ty X 8-
i=1 i=1
(185)

We introduce the random event F' € {0,1} depending on
whether the random sequences (S™, W*, W3', Y™) are jointly
typical or not.

0 if

F= { 1 if
Since the target distribution Qgw,w,xy has full support,
the distribution Pgn |y~ is absolutely continuous with respect

to [[;_; Qs,|v,w..ws,,» and the conditional KL-divergence
writes

(S™, W, Wa, Y™ € T5(Q),

(s, wp wp.vn) ¢ Ts(Q). (189

1 n
5D<P5"|Y" 11;[1 QSHYiWLini)
Y Pl wgy")
wit,wy,y"
X ZP ™) log L
2 Hz 1 Q(Sz|yz; wi,i, W2, 1)
n n 1
Z P(w17w27 ZP |y )10g2 rP( n|y )
w{b,wg‘,y"
(187)
Z P wl 7w27 ) (Snlyn)P(Flsnvw?vwgvyn)
;Unsg‘;:/nF
1
x logy —H(S™Y™") (188)

H?:l Q(5i|yi;w1,i;w2,i) B n
1

=P(F =0)— P(s™

(F=0- > P"

(wr wh y™,s™)
ET5(Q)

1

(silys, w15, wa5)

wy,wy,y"|F =0)

x logy

1= @



P(s", wi,w,y"|F =1)

>

Wit wy ym, s

1 1
n - —H(S"|Y"
[Tim: QGsilyi, wii,was)  m (S"[y™)

1
S_ Z P(Snvw?vwgvyn|F:O)
n (Wi wh Y™, s™)

ET5(Q)

1
wn( HSIWy, Wa, V) +6 5 1o 7>
( (51W1, W2, ) Zw; 82 O (slwr, ws, y)
w2,y

1 1
: — ZH(S"Y™)
ming gy ,we S|y, w1, w2) 1

x log, (189)

+P(F =1)log,

(190)
1
<H(S|Wy,Wa,Y) — —H(S"|Y™")
n
1
+6 logy —F———
S’;’ 82 Q(S|1U1,w2,y)
B
1
4+ P(F =1)log, — 191
( ) logy Mg y 10, w5 Q(s|y, wy,ws) (191)
1
=—I(S™Y™) = I(S; Wi, W2, Y)
1
+4 loggy ————
&;Y &2 Q(S|U11,w2,y)
wo,y
1
+P(F = 1) log, (192)

Mins w10, 8]y, w1, w2)

1
< _ W, . W- E - -
Lole) — I(S5; W1, Wo, Y) +9 log Q(swr, wa,y)

s,wy,
w2,y

FE((s" uf wf y") € TH(Q))
1

min, g, wy Q(s|y; wi, ws)

x log, (193)
where (187) comes from the definition of the KL-
divergence; (188) comes from the introduction of the
random event F € {0,1}; (189) is a reformulation
of (188) where P(F) P(s™, wi, wh,y™| F) =
P(wh, wh, y™)P(s™|y™)P(F|s", w}, wy,y™) and where the
event F' = 0 implies that the sequences (wf,w5,y",s"™) €
Ts5(Q); (190) comes from two properties: 1) the

—n-| H(S|Y,W1,W2)43 3 s,w;, logy ﬁ
property 2 wo .y O(sTwy w2.v) <

T, Qs,|v,w, .. ws,, for typical sequences (wi', wy,y", s") €
T5(Q), stated in [38, pp. 26]; 2) the hypothesis
Qsw,w,xy has full support, which implies that
Milg gy we Q(8]Y, w1, ws2) > 0; (192) comes from the i.i.d.
property of S that implies H(S) = LH(S™); (193) comes
from the definition of the state leakage Le(c) = L1(S™;Y™)
and the event F' = 0.

APPENDIX D
ACHIEVABILITY PROOF OF THEOREM III.3

We consider a pair of rate and distortion (R, D) € A that
satisfies (20) and (21) with distribution Ps Qw, Qx|sw, Ty|x s
and we introduce the target leakage E = I(S;W1,Y).
Theorem II.6 guarantees that the triple (R,E, Qsxyv) is

achievable, i.e. for all ¢ > 0, there exists n € N*, for all
n > 7, there exists a code with causal encoding ¢ € C(n, M)
that satisfies

logy | M| >R—¢, (194)
n

’Ee(c) -E ’ <e, with Le(c) = %I(S";Y"), (195)

Polc) = ]P’(M £ M)

+]P’<HQ7§XYV - QSXYVH1 > 5) <e. (196)

Remark D.1 The achievability proof of Theorem I1.6 guar-
antees that the sequences (S™, W', X", Y™) € T5(Q) with
large probability and that the decoding of W1* is correct with
large probability, i.e. P(W] # W) < e.

We assume that the distribution PsQw, Qx|sw, Ty|xs has
full support. Otherwise, we would consider a sequence of
distributions with full support, that converges to the target dis-
tribution. By replacing the pair (W1, W5) by W1 in Theorem
III1.1, we obtain:

H QSiYiWLi>

=1

1
-D (Psnyn
n

1
SLo(e) = 1(S; W1, Y) 43 3 logy G

1

in57y7w1 Q(S|y7 wl) '
(197)

The equations (194)—(196) and (197) show that for any € > 0,
there exists n € N*, for all n > n, there exists a code with

causal encoding ¢ € C(n, M) involving an auxiliary sequence
W, such that

S, w1,y

+P((s" i y") ¢ T5(Q)) logs —

logs M| o .. (198)
n
P(M £ M> <e, (199)
1 n
ED(,PsnD/n H Qsiyiwl,i> SE. (200)
=1

Following [31, Notations A.6 and A.7], we define the sets
Jo(w?, y™) and B, 4,5 depending on small parameters o > 0,
v >0and § > 0:

Jo(wl,y") = {z e{1,...,n}, st

o2
. n . n . . . . y y < -
D(PSI\Y ( |y )HQSJYIWL«L( |yluw1,l)) = 21n2}7 (201)
Iy noyn
Bonys = {(w;l,yn) St a(wi', y")| >1—~ and
n

(wl,y") € T(;(Q)}. (202)

The notation B | 5 stands for the complementary set of
Ba,y.s C WP x Y™. The sequences (w(,y™) belong to the



set B, 5 if they are jointly typical and if the decoder’s
posterior belief Pg, |y« (-]y") is close in K-L divergence to
the target belief Qg, |y, w, , (-|yi,w1,:), for a large fraction of
stages i € {1,...,n}.

Lemma 7
2In2 1 -
P(Bg ,5) < z ED(PSTL\Y" H Qsimwl,i)
i=1
+P((wf',y") ¢ T5(Q)). (203)
Lemma 7 is a reformulation of [31, equations (40) - (46)], a

detailed proof is stated in Appendix D-A. Then [31, Lemma
A.8] ensures that for each code with causal encoding ¢ €
C(n, M) we have

'S sl ] -

min E [d(s, V)] }

h‘I/ISLl‘I;n n Pviw,y
1
=\ P 73 1 iy Ut
n;; (") glglnz (sily™)d(ss, vi)
- ) Y 204
%Q(wl \I/?Vlvnyz Q(slwy, y)d(s,v)|  (204)
<(a+2y+0+P(BS, 5)d, (205)

where d = max, , d(s,v) is the maximal distortion value. We
combine (205) with (203) and (200), and then we choose the
parameters « > 0, v > 0, § > 0 small and n large such as to
obtain

min
hyn lyn n

ZE[ S“VZ}_P

min E[d(S, V)} ‘ <e

VWY

(206)
This concludes the achievability proof of Theorem III.3.

A. Proof of Lemma 7

The union bound implies

[Ja (W, Y)|

P(B¢ =P (W, Y" .t 1-—-
(B0 =2 (077,77 LY 4y

or (W]Y") ¢ T5<Q>) 207)

oW, Y™
plovpy se BRIy
n

+]P’((W1",Y") ¢ TJ(Q)). (208)

Moreover,
Jo (WY
]P’((WI",Y") st JaOVE Y] <1—7)
n

:]P’(% {z s.t. D(P5i|yn('|yn)"QSi\YiWLi('D/uWl,i))

< 2y
= 22 7

:]P’(% {z s.t. D(P5i|yn('|yn)"QSi\YiWLi('D/uWl,i))

(209)

17

21112}’ 7) (210)
_21n2 [%Z (PS [y |Y HQS |Y1W11( |}/17W1 Z)):|
B Q11)

2In21 .
< aé; gD(PS"lY" iljllemwl,i), (212)

where (209)-(210) are reformulations; (211) comes from [31,
Lemma A.21]; (212) comes from Lemma 8.

Lemma 8 We consider the distributions Pa, A, B, B, Qp,|A,
and Qp,|a,. We have

D (PBlB2|A1A2 9B, |4, QBg\A2)

=D (PBl\AlAg QBl|A1) + D(PBQ|A1A2
+ 1(Bu; B2|As, A2),

QBQIAQ)
(213)
where the mutual information 1(By; Ba|A1, As) is evaluated

with respect to Pa, a,B,B,. In particular, this implies for all
n>1

QBi\Ai)'
(214)

H QBiAi) > ZD(PBi\A"
=1 =1

Proof. [Lemma 8]
D(PBle|A1A2 QB]|A1 x QBQIAQ)

— Z P(ar,as) Z’P bilai,az2)logy ——— Q(b an)

ar,az by
1
+ agzp ai,as %P balay, az)logy ——— 3ala)
— H(B1, B3| Ay, Az) (215)
P(b1|ai,a
_alzazp ai,as ZP bilai,az)log, ((111 |10;1)2)
+ Z P(a1, az ZP bala1, az) log, W
= 2|az)
+ H(B1|A1, Ag) + H(BQ|A1, As) — H(By, Ba|A1, As)
(216)
=D(Pp,a,4.|| @10, ) + D(Prsja 4. Qi )
+ I(By; B2| A1, Ag). 217)

APPENDIX E
CONVERSE PROOF OF THEOREM II1.3

We introduce the random event F' € {0,1} indicating
whether M is correctly decoded or not. We assume that there



exists a code with causal encoding ¢ € C(n, M) that satisfies

logy | M|

>R—¢ (218)
n
Pe(c) _]P’<M;£ M) <e, (219)
min = IE[ SZ,V;} D’ <e. (220)
hvn ynn
We first show the constraint (20).
1 1
Rl Ml Ly,
n n
1 1
:EI(M; Y™ 4 EH(M|Y") +e (221)
1 1 — ,
<—I(M;Y™") 4+ 2e=—> I(M;Y;|Y 1) +2
_n( ;Y™) 4 2 n;( Vil )+ 2
1 & ,
<= I(M,Y"LY",;Y;)+2 222
_TL; ( ) s Ta4-10 )+ € ( )
:—ZIW“, )+ 26 = I(Wy,p; Yp|T) + 2¢
SI(WLT, T:Yr) +2e < I(Wy;Y) + 2¢, (223)

where (221) comes from assumption (218) and the uni-
form distribution of the message M; (222) comes from
Fano’s inequality [33, Theorem 2.10.1] and assumption
(219) and adding the mutual informations 7(Y~%;Y;) and
I(Y ;Y| M, Y*"1); (223) comes from the identification of
the auxiliary random variable Wy; = (M,Y"~!, Y% ) and
the introduction of the uniform random variable 7' over
the indices {1,...,n} and (Wi r,Yr) and by identifying
W1 = (Wl)T,T) and YT =Y.

We now show the constraint (21). The notation y~! =
(y*~*,y" ) stands for the subsequence of y™ where y; has
been removed. We assume that the event F' = 0 is realized.
Then, the average distortion satisfies

min
hynjyn

%id(si,vi)]

S Bl = o)) |
=1

sy,
m,v™

(224)

:Z Z]P’ s"y",m, F =0)

y"r,m
1 n
X |:E ;d(si,vi)}
n . 1 -
= Z P(y™, m|F = 0) EZ

yi,y~tm =1

min ZIP’ silyi, y~ ' m, F = 0)d(s;,v;) (226)
hy"xM—WZ 5

Z Pyluwll %

Yi, W1,

P(y",m|F =0) min
h: Y X M—=V™

(225)

M:

=1

X min ZP(si|yi, wi,i)d(s;, v;) (227)

h:Y; XWl,i*)Vi

= Z P(yr,wi,r,T)

yr,wi,T,T

x h;yglvlv?avszp(sﬂy%wl,% T)d(st,vr) (228)
= Z P(y,wr) h:yglvivrll_)vzp(sw, wy)d(s,v) (229)
Y, w1 s
= min E|d(S,V)], 230
puin E[d(s.7) 030)

where (225), comes from the hypothesis F' = 0, which
guarantees the correct decoding of the message m based on
the observation of y™; (226) is a reformulation; (227) comes
from the identification of the auxiliary random variable w; ; =
(m,y~%); (228) comes from the introduction of the uniform
random variable 7; (230) comes from the identification of the
auxiliary random variables w; = (wy,7,7T). We have

’ min E[d(S,V)] -D 231)
Pviw,y
< i - ‘
<| i Bl ] = in 3>
h‘r/ril‘rinnZE{ SZ,V;} D (232)
< i -
<| i Bl ] = min 3w )] +<
(233)
= min E[d(S,V)| - P(y", m, F
i [a(s,v)] yzm:F (y",m, F)
X min P(s" F) d(si,vi) || +¢€ 234
pmin, ) ly", [ Z ” (234)
<| min E|d(S, V)| - S P",m|F =0
<| min E|d(s,V)] 2P mIF =0
1 n
X P(s™ F—O — d iy Vs
i, SR F =01 o)
+P(F=1)2d+¢ (235)
= min E|d(S,V)| — min E[d(S,V
min E[as,v)] - min Efas,v)]
+P(F=1)2d+¢ (236)
=P(F=1)2d+¢e<e-(2d+1), (237)

where (232) comes from the triangle inequality; (233) comes
from assumption (220); (234) is a reformulation that intro-
duces the random event F € {0,1}; (235) comes from
removing the term P(F = 1)d from the triangle inequality;
(236) comes from (230); (237) comes from assumption (219).
This concludes the converse proof of Theorem III.3.
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APPENDIX F

CASE OF H(S) = 0 IN THE ACHIEVABILITY PROOF OF THEOREM II.3

In this section, we consider the case where H(S) = 0. We choose a target distribution Qxyy that
decomposes as Qxyy = Q XTy| X QV| xvy. Standard channel coding arguments, see [38, Sec. 3.1], show

that a pair (R, Qxyv) is achievable if and only if
R<I(X;Y) (238)

We recover the information constraints of Theorem II.3 by setting E = 0, W; = X and |[W,| = 1.

APPENDIX G

CASE OF EQUALITY IN (42)

In this section, we consider (R, E) and a distribution Qgw,w,xyv € Q¢ that satisfies
I(S; W, W5, Y)=E < H(S), (239)
R+E < I(W,S;Y). (240)
o If I(S; W1, Wo,Y) < I(W7,S;Y), then we select E close to E such that I(S; W, Wy, Y) < E<

H(S) and R + E<I (W7, S;Y), and thus the achievability proof of Appendix A applies.
o If I(S; W1, Wo,Y)=1(W1,S5;Y) and the channel capacity, see [38, pp. 176], is strictly positive

max I(Wy;;Y) >0, (241)

Pw, Px|wy s

then we refer to Sec. G-A.
o If I(S; Wy, Wy, Y) =I(W;,S;Y) and the channel capacity in (241) is equal to zero, then we refer
to Sec. G-B.
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A. Strictly positive channel capacity

In this section, we assume that I(S; Wy, Ws,Y) = I(W7,S;Y) and the channel capacity is strictly
positive. We denote by Py, and P?(\Wl ¢ the distributions that achieve the maximum in (241). We define
Qs woxyv = PSPEVIPWQPB}WISTY‘XS Qv where V is independent of (S, W7, Ws, X,Y') and W5 is
independent of (S, W1, X,Y), hence I(Wo; S|W1) = I[(Wa;Y|W7) = 0, and therefore

Ig- (Wi, Wa;Y) — Ig-(Wa; S|Wh) = Ig-(W1;Y) > 0. (242)

We assume that the distributions Qgw,w,xyy and QE‘Wle yyy are selected according to the random
variable T' € {0, 1}, where T' = 0 corresponds to the distribution Qg ,w,xyv and T' = 1 corresponds

to the distribution Q%yy 1. vy~ By hypothesis, we have

0 <P(T =1) - Io-(W,;Y) (243)
=P(T = 0) - (Io(Wi, Wa; YIT = 0) — Io(Wa; S|W3, T = 0)) (244)
+P(T=1)- (IQ*(WI, Wo Y|T = 1) — Io-(Wa; S|W1, T = 1)) (245)
=I(Wy, Wa; Y|T) — I(Wa; S|W1,T) (246)
<I(Wh, T, Wa;Y) — I(Wo; S|W1,T). (247)

This show the existence of a distribution éSWlTW2 xyv that decomposes as

PsQw,r Quw, 5wt Qx1swi 7 Ty x5 Qv iy wa v (248)

that converges to the distribution Qgw,w,xyv as P(T = 1) goes to zero, and that satisfies the information

constraint (247) with strict inequality. Thus the achievability proof of Appendix A applies.

B. Strictly positive channel capacity

In this section, we assume that I(S; Wi, Wy, Y) = I(WW1,5;Y) and the channel capacity is equal to

zero, hence
0= I(WY 249
PWII,I’II%:TWIS ( b ) ( )
>I(W;Y) (250)
=I(S; Wy, Wy,Y) — I(S;Y|Wq) (251)
=I(S;Wy|W1,Y) >0, (252)
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where (251) comes from the hypothesis I(S; Wi, Ws,Y) = I(W7,S;Y) and (252) comes from the
independence between W and S.
Moreover, the two Markov chains Wy —e— (W1,S) o= X and Y —e- (X, S) - (W7, W>) induce
Wy -~ (W7, S) —e- Y. Therefore, we have
Wy - (W1, 5) = Y <=1 (Wy; Y|W1,S) =0, (253)
Wg—e—(Wl,Y)—e—S@I(WQ;S\WLY} =0. (254)
As a consequence, for all (wy,s,y) € Wi x § x Y such that Q(wy,s,y) > 0, we have

Qwa|wy, s, y) = Qwe|wy, s) = Q(wa|wi,y). (255)

We design a coding scheme for this special case.

Codebook. We choose a typical sequence W7* that is known by both the encoder and the decoder.
Encoder. At stage i € {1,...,n}, the encoder observes the symbol S;, recalls the sequence W{* and
generates X" according to the i.i.d. conditional distribution Q x|gy, -

Decoder. The decoder observes the sequence of channel output Y, recalls the pre-defined sequence W7*
and generates sequence W' according to the i.i.d. conditional distribution Qyy,yw, which, according to
(255), satisfies Qw, (-|w1,y) = Qw, (+|wi, s) for all (w1, s,y) € Wy x S x ) such that Q(wy, s,y) > 0.
Then, the decoder generates V" by using the conditional distribution Qv vy, w7,y

This coding scheme achieves the target distribution

PsQw, Qw,|sw, Qx1sw, Ty x5 Qviyw, w, - (256)

APPENDIX H

CARDINALITY BOUND FOR THEOREM I1.3

Lemma 9 We consider the following information constraints with two auxiliary random variables

(W1, W)
I(S; W, Wy, Y) < E< H(S), (257)
R+ E<I(W.,S;Y). (258)
The cardinality of the supports of the auxiliary random variables (W1, W) are bounded by

max(|[Wh |, (Wal|) < d+1, with d=|SxXxYxV|.
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This result is based on the Lemma of Fenchel-Eggleston-Carathéodory, see [38, pp. 631], and the proof
is provided below. From Lemma 9, we deduce the cardinality bounds of Theorems IV.2 and IV.4.

Proof. [Lemma 9] We denote by d = |S x X’ x ) x V|, the cardinality of the product of the discrete sets.
We consider the family of continuous functions h; : A(S x X x Y x V) — R, with i € {1,...,d + 1},

defined as follows:
Psxyviwaw, (i), forie{l,...,d—1},
hi (PSXYV\W1W2> =y HYI|S, W) =wy), fori=d,
H(S|Y, W1 =wy, Wy =wsq), fori=d+1.
The support Lemma, see [38, pp. 631], implies that there exists a pair of auxiliary random variables

(W1, W3) ~ Pww; defined on a set W} x W, with finite cardinality max(|W;|,|W5|) < d + 1 such
that for all ¢ € {1,...,d + 1} we have:

/ hi (PSXYV\W1Wz>dF(w17w2> = > h (PSXYV\W{W"‘)P(wiw/Q)'
W1 X Wo (Wi, wh)EW] x W)

This implies that the probability Pgxyy is preserved and we have:
Psxyv (i) Z/ Psxyviw,w, (1)dF (w1, w2)
Wi X W,

= Z Psxyv|W{Wé(i)P(w/1,wl2)v for ¢ € {1,...,d— 1}
(1w ) EW; X W

H(Y‘S,Wl) = H(Y|S, W1 :wl)dF(wl))
Wh
= > HY[S, W] =w))P(w)) = H(Y|S, W),
(wh)ew;

H(S‘Y, Wl, Wg) _/ H(S‘Y, W1 = w1, WQ = w2>dF(w1, w2)>
W1 X Wy

= > H(SY, W] =uw}, Wy = wh)P(wi,wh) = H(S|Y, W, W3).
(W, wh)EW] x W)

Hence the three information constraints remain equal with max(|Wj|, [ Wj|) < d + 1.
I(S; W1, Wa,Y) =H(S) — H(S|W{,W3,Y) = I(S; W], W3,Y),

This concludes the proof of Lemma 9. 00
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APPENDIX I

CONVERSE PROOF OF THEOREM I1.6

We consider that the pair of rate and state leakage (R, E) is achievable with a code with causal
encoding. By definition IL.5, for all € > 0, there exists n € N*, for all n > 7, there exists a code

¢* € C(n, M) that satisfies

logs (M| og .. (259)
n

Lo(c) —E ‘ :‘%I(S”;Y") _E ‘ <, (260)

Peo(c) =P (M = M> <e. (261)

We introduce the auxiliary random variables W1 ; = (M, S*~!) that satisfy the Markov chains of the set

of distribution Q. for all i € {1,...,n}:
S; independent of W ;, (262)
Y; —— (Xz, S,L) —— Wl,ia (263)
where (262) comes from the i.i.d. property of the source that induces the independence between .S; and
(M,S1) = W15 (263) comes from the memoryless property of the channel Ty |xg.
We introduce the random variable 7" that is uniformly distributed over the indices {1,...,n} and
the corresponding mean random variables (S7, X7, Wi 7, Yr). The auxiliary random variables W; =

(Wi r,T) belongs to the set of distributions Q. and satisfies the three information constraints of Theorem

11.6
I(S;Y|Wh) < E < H(S), (264)

R+ E < I(Wy, S;Y). (265)
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First Constraint:

nE >I1(S™;Y"™) — ne (266)
=I(S™ Y™, M) —I(S"; M|Y™) — ne (267)
> I(Si Y™, M|ST) — H(M|Y™) — ne (268)
=1

> I(S; Y™, M|ST) — n2e (269)
=1

= (S5 Y"|M, S —n2e (270)
=1

> I(S; Vil M, S — n2e (271)
=1

= " I(85; Yi[ W) — n2e (272)
=1

:TLI<ST; YT‘W17T7 T) — n2e (273)

=n (I(S; Y W) — 25) , (274)

where (266) comes from the definition of achievable state leakage rate E, stated in equation (260); (267)
and (268) come from the properties of the mutual information; (269) comes from equation (261) and
Fano’s inequality, see [38, pp. 19]; (270) comes from the independence between the message M and the
channel states (S -1 S;); (271) comes from the properties of the mutual information; (272) comes from
the introduction of the auxiliary random variable Wy ; = (M, S 1), for all i € {1,...,n}; (273) comes
from the introduction of the uniform random variable T over {1,...,n} and the corresponding mean
random variables S, Wi 7, Yr; (274) comes from identifying Wy = (W, 7,T) and S = S7, Y = Y7
Second Constraint: From (135), we have

nkE <n <H(S) + z—:> . (275)

Third Constraint: From (136) - (148), we have
n<E+R> Sn(I(S,Wl;Y)—i—?)E). (276)

Conclusion: If the pair of rate and state leakage (R, E) is achievable with a code with causal encoding,

then the following equations are satisfied for all € > 0
I(S;Y|W)) —2e <E < H(S) +¢, (277)

R+E < I(S,W;Y)+ 3. (278)
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This corresponds to equations (9) and (10) and this concludes the converse proof of Theorem II.6.

Remark I.1 For the converse proof of Theorem I1.6, the code with causal encoding is not necessarily
deterministic. The same optimal performances can be obtained by considering a stochastic code with

causal encoding.

APPENDIX J

CONVERSE PROOF OF THEOREM IV.2

Consider that the triple of rate, state leakage and distribution (R, E, Quszxyy) is achievable with a
code with causal encoding. We simplify the notation by using Q in place of Quszxyv, and we introduce

the random event of error E € {0, 1} defined with respect to the achievable distribution Q by

E—{Ol HQ QHlég <~ (U,S, ) ) ,V)e 5<Q)7 (279)

Lif ||Q"=-Q||,>e <= (U™, 2" X", Y" V") ¢T5Q).
The event E = 1 occurs if the sequences (U™, S™, Z™, X", Y™ V") ¢ T5(Q) for the target distribution
Q. By definition IV.1, for all € > 0, there exists 7 € N*, for all n > 7, there exists a code ¢* € C(n, M)

that satisfies

log, |M| SR_-, (280)

n
Lo(c®) — E‘ :‘%I(U",S";Y”, 7" —E| <o, 281)
Po(c*) —IP(M;AM) +IP’<HQ"—QH1 >5) <e. (282)

We introduce the auxiliary random variables Wy; = (M,U"!,5""1) and Wo; = (Y1, Z0",), that

satisfy the Markov chain of the set of distribution Qg for all ¢ € {1,...,n}:

(Ui, Si) independent of W7 , (283)
X - (U;, Si, Wi ) o= Wa, (284)
Y - (X5, 5:) = (Ui, Z;, W1 i, Wa), (285)
Z;i - (U;, S;) o= (Xi, Y3, Wi, Wa;), (286)
Vi (Y5, Z;, W13, Wa ;) - (Uy, Si, Xi), (287)

where (283) comes from the i.i.d. property of the source that induces the independence between (Uj;, S;)
and (M,U i_l,Si_l) = Wi, (284) comes from Lemma 10. It is a direct consequence of the causal
encoding function, the memoryless property of the channel and the i.i.d. property of the source; (285)

comes from the memoryless property of the channel 7y |xg; (286) comes from the i.i.d. property of the
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source Prsz; (287) comes from Lemma 11. It is a direct consequence of the causal encoding function,
the non-causal decoding function, the memoryless property of the channel and the i.i.d. property of the
source.

We introduce the random variable 7' that is uniformly distributed over the indices {1,...,n} and the
corresponding mean random variables Wy v, Wa r, Ur, St, Zr, X7, Y7, Vr. The auxiliary random
variables Wi = (W p,T) and W5 = Ws  belong to the set of distributions Qs and satisfy the three

information constraints of Theorem IV.2:

I(U, S;W1,Wa,Y, Z) <E< H(U,S), (283)
R+E<I(W,U,S;Y,Z). (289)
First Constraint:

nE >1(U",S™;Y", Z") — ne (290)
=I1(U", 8™ Y™, 2", M) — I(U",S"; M|Y™, Z") — ne 291)
> (U, S Y™, 20 MU, S — H(M|Y™, Z™) — ne (292)

i=1

. .vn n i—1 i—1

ZZI(Ui,Si,Y 2" MUY, 8T — n2e (293)

i=1
=3 I(U;, S Y™, 2", M, U, 8" — n2e (294)

i=1
2 Z I(Ula Sl? iﬁ-l’ Zn—i-17 M7 Ui_17 Si_17Y;:7 Zl) —n2e (295)

i=1
:ZI(Ui,Sz‘;WLi,Wzi,Y%,Zi) —n2e (296)

i=1
=nI(Ur, S7; Wi r,Wor,Yr, Zp|T) — n2e (297)
=nI(Up, S7; Wi r,Wor,Yr, Zp,T) — n2e (298)
:TL(I(UT,ST;Wl,WQ,YT,ZT) - 25) (299)
Zn <I<UT, ST; Wl, WQ,YT, ZT|E = 0) — 36) (300)
2n<I(U, S; Wy, Wa, Y, Z) —45), (301)

where (290) comes from the definition of achievable state leakage rate E, stated in equation (281); (291)
and (292) come from the properties of the mutual information; (293) comes from equation (282) and

Fano’s inequality, see [38, pp. 19]; (294) comes from the i.i.d. property of the channel states that implies
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(U;, S;) is independent of (U~!, S%~1); (295) comes from the properties of the mutual information;
(296) comes from the introduction of the auxiliary random variables W;; = (M,U*"! Si~1) and
Wai = (Y1, Z],), for all i € {1,...,n}; (297) comes from the introduction of the uniform random
variable T over {1,...,n} and the corresponding mean random variables Ur, Sz, Wi, War, Y7,
Zr; (298) comes from the independence between 7" and (Ur, St); (299) comes from the identification
of the auxiliary random variables W; = (WLT,T) and Wy = Ws ; (300) comes from the empirical
coordination requirement as stated in Lemma 4. The sequences of symbols (U", S™, Z™, X", Y" V") are
not jointly typical with small error probability P(F = 1); (301) comes from Lemma 6. The sequences
of symbols (U™, S™, Z™, X", Y™ V") are jointly typical, hence the distribution of the mean random
variables Py,.s, 7, x, v, ve|E=0 18 close to the target distribution Quszxyv. The result of [34, Lemma
2.7, pp. 19] concludes.

Second Constraint:

nE <I(U™,S™;Y", Z") + ne (302)
<H(U",S™) + ne (303)
. <H(U, $)+ e), (304)

where (302) comes from the definition of the achievable state leakage rate E, stated in equation (281);
(303) comes from the properties of the mutual information; (304) comes from the i.i.d. property of the
channel states (U, S).

Third Constraint:

n(E + R> <I(U™, 8™ Y",Z") + H(M) + n2e (305)
=I(U", S Y", Z") + I(M;Y"™, Z") + H(M|Y™, Z") 4+ n2e (306)
<I(U™, 8™ Y™, Z™) + I(M;Y", Z") + n3e (307)
<I(U™, 8™ Y", Z™) + I(M;Y", Z"|U", S") + n3e (308)
=1(U™, 8™, M;Y™, Z") + n3e (309)
ZiI(U’ZSn,M;Yi,Zﬂ 1> Zi) +n3e (310)

=1
giI(U”,S",M, 1, 2013 Y5, Zi) +nde (311)

=1

- ZI(U’“ Sia M? Ui_la Si_l; }/’ia Zz)
i=1
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+ZI H—l’ zn—i-lv iﬁ-la z+17Y‘U1aSlaM UZ ! SZ 1)
+ZI PSP Y 20 Zil UG Si, MUY ST YG) 4 nde (312)

- ZI(U’“ Sia M? Ui_la Si_l; }/tia Zz)

i=1

+ZI S Y 20 Zi| U, Sy, MUY, ST YG) 4+ n3e (313)

:ZI(Ui,Si,M, UL STLY; Z) + nde (314)
i=1

:ZI<Ui;Si;W1,i§YiaZi> +n-3e (315)
i=1

:nI(UT,ST,WLT,YT,ZT‘T) +n-3e (316)

<nI(Urp, S, Wi, T;Yr, Z1) +n -3¢ 317)

:n<I(UT,ST,W1;YT,ZT) —|—3€> (318)

<n<I<UT,ST,W1;YT,ZT|E—0)+4€> (319)
n<I(U, S, WY, Z) + 55), (320)

where (305) comes from the definition of achievable rate and information leakage (R,E), stated
in equations (280) and (281); (307) comes from equation (282) and Fano’s inequality, see [38,
pp. 19]; (308) comes from the independence between the message M and the channel states
(U™, S™), hence I(M;Y" Z™) < I(M;Y" Z"™,U" S") = I(M;Y" Z"|U", S™); (313) comes
from the Markov chain Y; —e— (U;,S;, M, U™ S 1) —e— (U4, S0, Y%, Z% ) stated in
Lemma 12, which is a direct consequence of the causal encoding function and the memory-
less property of the channel; (314) comes from the i.i.d. property of the source that induces
the Markov chain Z; —e— (U;,S;) —o— (U, 5%, Y%, 20, M, U1, 571Y;), hence we have:
LU, S8 Y, 205 Zi| Uy, i, MU, S Y;) = 0; (315) comes from the introduction of the
auxiliary random variable Wy ; = (M,U""!,S1), for all i € {1,...,n}; (316) comes from the
introduction of the uniform random variable 7' over {1,...,n} and the corresponding mean random
variables Uz, ST, Wi r, Y7, Z7; (318) comes from the identification of the auxiliary random variable
Wy = (Wi, T); (319) comes from the empirical coordination requirement as stated in Lemma 5.

The sequences of symbols (U",S™, Z™, X™ Y™, V™) are not jointly typical with small error probability
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P(E = 1); (320) comes from Lemma 6, since the sequences of symbols (U™, S™, Z™, X" Y™ V™) are
jointly typical, hence the distribution of the mean random variables Py,.s, 7, x, v, vy |E=0 1S close to the
target distribution Qpygzxyy. The result of [34, Lemma 2.7, pp. 19] concludes.
Conclusion: If the triple of rate, state leakage and distribution(R, E, Quszxyv) is achievable with a
code with causal encoding, then the following equations are satisfied for all € > O:
I(U,S; Wi, W, Y, Z) —4e <E < H(S) +¢, (321)
R+E<I(US WY, Z)+ 5e. (322)

This corresponds to (29) and (30) and this concludes the converse proof of Theorem IV.2.

Remark J.1 For the converse proof of Theorem IV.2, the a code with causal encoding is not necessarily
deterministic. The same optimal performances can be obtained by considering a stochastic code with

causal encoding.
Lemma 10 The causal encoding function, the memoryless property of the channel and the i.i.d. property
of the source induce the Markov chain property

Xi —— (Uz, Si, Wl,i) —— W2’7;. (323)

This Markov chain is satisfied with Wy; = (M, U, 8" 1) and Wy; = (Y/%,,Z0,), for all i €
{1,...,n}.

Proof. [Lemma 10] The auxiliary random variables W1 ; = (M,U*"', 5" 1) and Wy, = (Y, Z0";)

satisfy the following equations for all (u”,s™, 2", z", y™, v™, m):

n n i—1 _i—1
Pwa,ilwiy siy wiis i) = PYitas 2iga|wis si;myu'™ 8" x)
n n n n n i—1 _i—1
= E P(uiJrla Si+1 Tit+1> Yit1s Zi+1‘uia si;m,u'” 8T wg) (324)
Wit 1,874 15% 741
E n n n i—1 _i—1
= P(ui—i-laSi—i-la‘ri—&-l‘uiasiamau S 7$i)
Ui 1587415 %41
n n n n n i—1 _i—1
P(yis1s #1101, Sid1s Tige1s Wiy Siymyu'™ 80 xy) (325)
— 'P( n n n . i—1 _i—1
= Uy Sy Tig Uiy Si, MU' 8"
Wiy 15871, T 3
n n n n n i—1 _i—1
P i1 zitpa [ witpas Sitpas Tin, Wiy Simuu'™ 80, 1) (326)

i—1 i1
= Z Puit1s Sty Tiga [ty siymuu'™ 8 )Py lsihns i) P2t [uiias siy) - (327)

n n n
Uit1,5;i415Ti41
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—1  _i—1
= Z /P(u?+1, S?Jrlv xln+17 yln+17 Zln+1 ‘u% S, M, u' ) s’ ) (328)
Wit 1587415 %741
i—1  _i—1
:P(yﬁrp Zi1 [ug, 85, m,u' ™", 8" 0) = Pwa|ug, S5, w14), (329)

where (326) comes from the causal encoding function that induces the Markov chain X; —e—
(Ui, Si, M, U1, 51y —— (U, Sl 1, X 1); (327) comes from the memoryless property of the
channel Y%, - (87, X7 ,) - (U, U;, S;, M, U™, $771 X;) and the i.i.d. property of the source

no e (SR, UM ) e (UM, Ui, Si, MUY S X, Y ). This concludes the proof of Lemma 10.

g

Lemma 11 The causal encoding function, the non-causal decoding function, the memoryless property

of the channel and the i.i.d. property of the source induce the Markov chain property
Vi = (Yi, Zj, W1 3, Wa ;) == (Us, Si, X). (330)

This Markov chain is satisfied with Wy; = (M, U, 8" 1) and Wy; = (Y/%,,Z0,), for all i €
{1,...,n}.

Proof. [Lemma 11] The auxiliary random variables W1 ; = (M,U*"',5*"1) and Wy; = (Y1, Z0"4)

satisfy the following equations for all (u”,s", 2™, wi, wy, 2™, y"™, 0", m):

P(vilyi, zis W13, Was, Ui, Siy i)

i

_ i—1 -1 ,n n
_P(Ui‘yiaziamau y S ayi-i,-lazi-i,-lauiasia'xi)

_ 2 i—1 i—1 _i—1 i—1 _i—1 ,n n
- P(Uiax Y ) % |yiaziamau S 7yi+1ﬂzi+17uia5i7xi) (331)

pi-1 i1 gi-1

_ 2: i—1 i—1 _i—1 n n

- P(Z |yi,2’i,m,u S 7yi+1azi+17ui78iaxi)
pi—1 i1 gi-1

i

i—1 i—1 -1 . n n i—1
P(I’ ‘yiaziamau ) S yYit 1y Zia1y Uiy Siy Ty 2 )

i—1 i—1 _i—1 . n n i—1 _i—1
P(y ‘yi,2i7m7U ) S yYit 1y i1y Uiy Siy Ty 2 y L )

i—1 _i—1 ' n n i—1 i—1 ,i—1
P(Ui‘yiaziamau y S ayi-i,-lazi-i,-lauiasiaxiaz y L 'Y ) (332)
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We can remove (u;, S;,x;), in the four conditional distributions

i—1 i—1 _i—1 i—1), i—1 _i—1
P(Zl ‘yiaziamaul aS’L 7y?+lazgl+17uia5iaxi) :P(Zz ‘ul 781 )a (333)

P’ i, ziym, a8y 2R vy si s, 21 =Pt m,w T s, (334)

i—1 i—1  _i—1 i—1 i—1 i—1 i—1 i—1
P(:UZ ‘yiazi7m7uz 7SZ 7y?+1az77jl+17ui78i7$iazl 7$Z ) :P(yl |SZ 7xl )7 (335)

7

i—1 -1 . n n i—1 _i—1 ,i—1 n n i—1 ,i—1
P(Ui|yiyzi7m7u S 7yi+lazi+17ui78i7$i7z y L Y ) :P(Ui|yiyziayi+1azi+17z Y )7

(336)

where (333) comes from the i.i.d. property of the information source: Z‘~! only depends on (U*~!, §7=1);
(334) comes from the causal encoding that induces the Markov chain X7l o (M, Ui_l,Si_l) —
o (Y;,Zi,lfiﬁl,Zﬁrl,Xi,Zi*l,Ui,Si); (335) comes from the memoryless property of the channel:
Y1 only depends on (X‘~! S%~1); (336) comes from the non-causal decoding that induces the
Markov chain V; - (Y;, Z;, Y} 1, Z]', 1, 7Yy Y o (M, UL, S UL S, X, X1, Hence, for all

n

(u™, 8™, 2", 2" y" v™, m) we have

P(Ui |y17 Ziy, W15, W24, U, Si, 'Il)

= Z P(’Uiaxiilayiilaziil‘yiaziama uiilasiilvyﬁrl’zﬁkl) (337)
wi*l,yi*lyzi—l

=P (vilyi, zi,m,u' "1, s Yit1 Ziv1) (338)

=P (vilys, zi, w13, wa,)- (339)

The above equation corresponds to the Markov chain V; - (Y;, Z;, Wy ;, Wa ;) o= (U;, S;, X;) and it

concludes the proof of Lemma 11. 0

Lemma 12 The causal encoding function and the memoryless property of the channel induce the

following Markov chain property
Yi o (Ui, 8, MUY, 871 o= (U, SP, Vi, Z7)- (340)

This Markov chain is satisfied for all i € {1,...,n}.
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Proof. [Lemma 12] For all (u™,s™, 2™, 2™, y",v™, m), we have

i—1

1—1 n n n n
P(yi\ui,si,m,u ) S 7Ui+178¢+17%+1a2i+1)

i1 -1
:ZP(ZUiayi‘uiaSiamauZ y 8" U 81 Vi1 Zi1) (341)

Zq

_ oyt o i—1 i—1 | n n n n
—E P(x;|ui, 85, m,u'"", s auz’+173i+1ayi+1’zi+1)

Zq

i—1 i—1
P(yi\ﬂfi,ui,si,m,uz ;8" a“?+1a5?+17y?+172?+1) (342)
i—1 i—1 i—1 i—1
:ZP(QEi|Ui78i;m, u' S TPyl iy sy ma T ST Ul g sP L Y, 20) (343)
Z;
i—1 i—1
= Z P(xilui, si,m,u' ™", 8" 7) - Plyilws, 50) (344)
Ty
i—1 i—1 i—1 i—1
:Z,P('Iivyi‘uiasivmauz aSZ ) :P(yi|uia5iamauZ aSZ )7 (345)

Ty
where (343) comes from the causal encoding function that induces the Markov chain X; —e—
(Ui, Si, MUY, 51 = (U4, S2, 1, Y, 20 ); (344) comes from the memoryless property of the
channel that induces the Markov chain: Y; - (X;, S;) o (U;, M, U1, S Ul S8 Y, 20 ).

This concludes the proof of Lemma 12. [0

APPENDIX K

CONVERSE PROOF OF THEOREM 1V.4

The converse proof for information constraints (34) and (35) follows from similar arguments as for the
converse proof of Theorem II.3, in Appendix B. We now prove the converse result for the information
constraint (33). We consider the distribution Qg xy,v,v, also denoted by Q, and we introduce the random

event of error ' € {0,1} defined by

E_{Oif lom -l <<
vt flQn-gll, >

— (8", X" Y Y], V™) e T5(Q),
( Y5,V € TH(Q) a6
= (S XM Y YV ¢ Ts(Q).
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Consider a sequence of code c(n) € C that achieves the distribution Qgxv,v,v, i.e. for which the

probability of error Pe(c) = P(E = 1) goes to zero. We have
nR <logy |[M| 4 ne
=H(M) + ne
=I(M;Y")+ HM|Y{") + ne

<I(M;Y]") + n2e

n
= Z I(M;Y13(Y{)4 1) + ne
i=1

n n
:ZI(M7 s Y2i_15Y1,i‘Y17,Li+1) - ZI(Sifla Y21_19 YY1, M) + n2e
i=1 i=1

n n
= I(M, ST Y YY) = Y T3 S Yol ST YS T M) + n2e
i=1

i=1
n n

< ZI(Mv Siila }/27;_17Y17,Li+1; Yl,i) - ZI(YIT,LerIa Sia }/2,i|Si717Y2i_17 M) +ne
=1 i=1

n n
= Z I(Whi, Wais Y1) — Z I(Wa,i3.8i, Y2,i|Wh;) + n2e,
i=1 i=1

(347)
(348)
(349)

(350)

(351)

(352)

(353)

(354)

(355)

where (347) comes from the definition of achievable rate R, stated in equation (113); (348) comes from

the uniform distribution of the random message M; (349) comes from the definition of the mutual

information; (350) comes from equation (115) and Fano’s inequality, see [38, pp. 19]; (353) comes

from Csiszar Sum Identity, see [38, pp. 25]; (355) comes from the introduction of the auxiliary random

variables W1 ; = (M, Si—1, YQ"*I) and Wy, = Y7";,,, that satisfy the properties corresponding to the set

of distributions (Y, as proved in Lemma 13.

Lemma 13 For all i € {1,...,n}, the auxiliary random variables W1 ; = (M, S, Y3~) and Wo; =

Y{", . satisfy following the properties corresponding to the set of distributions Qs
(Si) are independent of W1 ;,
(Y13, Ya,;) o (X;, ;) o= Wi,
Wo; —o= (S5, Yo, Wi;) o= (X;, Y1),
Vi (Y15, Wi, Wa;) o (X5, 5, Ya,).

Then, (355) shows

n

n
nR <Y " I(Wii, Wais Vig) — > I(Wayis Si, Ya[Wh) + n2e
i=1 i=1

November 6, 2020
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=n (I(Wl,T; Wo,r; Yi7|T) — I(War; St, Yo r Wi, T) + 2€> (360)
<n (I(T, Wi, Wor;Yir) — I(War; Sp, Yo r|Wir,T) + 2€> (361)
<n rQneaéi (I(Wl, Wao; Y1 1) — I(Wa; St, Yo r|Wh) + 25) (362)
<n rgnea(é(f <I(W1, Wo; Y1 7|E = 0) — I(Wo; S, Yo r|Wi, E = 0) + 35) (363)
<n max <I(W1, W Y1) — I(W2; S, Yo |[Wh) + 4€>, (364)
where (360) comes from the introduction of the uniform random variable T over {1,...,n} and the

introduction of the corresponding mean random variables Sz, Wi, Wor, X7, Y11, Yo1, V15 (361)
and comes from the properties of the mutual information; (362) comes from the identification of W;
with (Wi 7, T), Wy with W5 7 and taking the maximum over the distributions that belong to the set Q;
(363) comes from the empirical coordination requirement, as stated in Lemma 5 in Section B-B, since
the sequences are not jointly typical with small error probability P(E = 1); (364) comes from Lemma
6 in Appendix B-B, that states that the distribution induced by the coding scheme Pgs, x,v, , v, »Vir|E=0
is close to the target distribution Q(s,x,y1,y2,v). The result of [34, Lemma 2.7, pp. 19] concludes the
converse proof of Theorem IV.4.

Proof. [Lemma 13] Equation (356) comes from the i.i.d. property of the source .S, the independence of
S with respect to the message M and the causal encoding function, hence S; is independent of the past
channel inputs X?~!, hence S; is independent of Y;fl; (357) comes from the memoryless property of

the channel, hence (Y7 ;,Y>;) is drawn with (X;, S;); (358) comes from

P(xi, y1,i565 Y2,i, W15, Wa,5) (365)
=P (wilsi, y2,i,m, s ys Lyt )P Wilai, sisyaa,my s ys Lyt ) (366)
=P(xi|si, y2,i,m, 8"y Pyl siyy2im, s yb Ly ) (367)
=P (xi]5i, y2,5,m, 8" ys VP (Yralai, sisy2,im, sy ) (368)
=P(@i, y1ilsi, Y20, w1i) V(" 2" YT, vy, wl wy). (369)

Equation (366) comes from the choice of the auxiliary random variables W1 ; = (M, St Yzi_l) and
Wai = Y7 +1; (367) comes from the causal encoding that implies X; is a function of (S;, M, S, Y;_l)
but not of Y7, ; (368) comes from the memoryless property of the channel that implies Y7 ; is drawn

depending on (X;,.S;,Y> ;) and not on Ylnz 115> (369) concludes that the Markov chain (358) holds.
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Equation (359) comes from the following equations, for all (u", s", 2", 2™, y™, v, m)

P(vily1 i, w1, W24, Ty Siy Y2,i) (370)
= Z P(Uz’a'xi_layiiwyl,iama Si_lvyéilﬂy’ﬁi—i—laxiasiayli} (371)
zi=l gt

_ i—1 i—-1 _i—1 _n
= E 73(55 \yl,i,mﬁ » Yo 7y1,i+1793¢,5¢,y2,i)

i—1 ,i—1
Y,

1

i—1,.4—1 i— i—1 . n
P(yl ‘l’ y Y14, MM, S y Yo 7y1,i+1axia5iay2,i)

Ploila™ gty m, s ysh ul i, Si y2,) (372)
= > P Mynm, sy ul) (373)
vt
Py o™ yam, sy L) (374)
Ploglz ™y ysmy sy yt) (375)
=P (vily1,i, w1,i, w2,3), (376)
where (371) comes from the choice of the auxiliary random variables Wy ,; = (MM, Si_l,Y;*l) and

Wa,; = Y{fi 41> (372) comes from the decomposition of the probability; (373) comes from the causal
encoding that implies X*~! is a function of (M, S"~!,Y;™?) but not of (X;, S, Y2;); (374) comes
from the memoryless property of the channel that implies Yffl depends only on (X!, Si_l,Y;*I)
and not on (X;,S;,Y2;); (375) comes from the non-causal decoding that implies V; is a function of
(Yf‘l,Yl,i,Y{fi 4+1) but not of (X;,S;,Y2;); (376) concludes that the Markov chain (359) holds. This

concludes the proof of Lemma 13.

APPENDIX L

CONVERSE PROOF OF THEOREM V.2
We consider that the triple of rate, information leakage and distribution (R, E, Qgxyy ) is achievable
with a code with strictly causal encoding. We introduce the random event of error £ € {0,1} defined
with respect to the achievable distribution Qgxyyv, also denoted by Q, by

v 377)

E‘{O it (| -0l <c == (SLXNLYNVY) ETHQ)
1oif ||Q"—Ql], > < (S"X"Y" V") ¢T5Q).

The event £ = 1 occurs if the sequences (S™, X", Y™ V™) ¢ Ts5(Q) for the target distribution Q. By

definition V.1, for all € > 0, there exists 7 € N* such that for all n > 7, there exists a code ¢* € C(n, M)
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that satisfies

> R—e¢, (378)

1
Lo(c*) — E‘ = ‘EI(S”;Y") - E‘ <e, (379)

Po(c*) = IP(M ” M> +IP’<HQ" o)

> 5) <e. (380)
tv

We introduce the auxiliary random variables Wa; = (M, S*~1, Y1) that satisfy the Markov chains of

the set of distribution Qs, for all i € {1,...,n}:

S; independent of X, (381)
Y; - (X5, Si) o= Way, (382)
Vi o (Y, X, Wa;) - S, (383)

where (381) follows from the strictly causal encoding function; (382) follows from the memoryless
property of the channel Ty |xg; (383) is obtained with a slight modification of Lemma 2 in which only
the random variable S; is removed from (157), (158), and (159). It is a direct consequence of the strictly
causal encoding function, the non-causal decoding function and the memoryless property of the channel
Ty|xs-

We introduce the random variable 7" that is uniformly distributed over the indices {1,...,n} and the
corresponding mean random variables Wa 7, S7, X7, Yr, V. The auxiliary random variable Wy =

(Wa,r,T) belongs to the set of distributions Qs and satisfies the information constraints of Theorem V.2

I(S; X, W, Y) <E < H(S), (384)
R+E<I(X,S;Y). (385)
First Constraint:

nE >I1(S™Y™) — ne (386)
=I1(S™ Y™, M) — I(S"; M|Y"™) — ne (387)
>nH(S) — H(S™Y"™, M) — H(M|Y") — ne (388)
>nH(S) — H(S™|Y™, M) — n2e (389)
=nH(S) — zn: H(S;|Y™ M,S™1) —n2e (390)

=1
>nH(S) — zn: H(S;|Y,, Y, M, S 1) — n2e (391)

=1
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=nH(S) =Y H(Si|Y{}1,Yi, M, S, X;) — n2e (392)
=1

=nH(S) =Y H(Si|Wa,, Xi,Y;) — n2e (393)
i=1

:nH(S) — nH(ST|W2,T, XT, YT, T) — n2e (394)

:TLH(S) — TLH(ST|W2,XT,YT) — n2e (395)

>nH(S) — nH(Sp|Wa, X7, Y, E = 0) — n3e (396)

>nH(S) —nH(S|W2, X,Y) —nde (397)

=n (1(5; W,X,Y) - 45), (398)

where (386) comes from the definition of achievable information leakage rate E, stated in equation (379);
(389) comes from equation (380) and Fano’s inequality, see [38, pp. 19]; (392) comes from the strictly
causal encoding X; = f;(M,S"~1) that implies I(S;; X;|V;%,,Y;, M, S™1) =0, for all i € {1,...,n};
(393) comes from the introduction of the auxiliary random variable W5, = (M, Sifl,Yﬁl), for all
i € {1,...,n}; (394) comes from the introduction of the uniform random variable 7" over {1,...,n}
and the introduction of the corresponding mean random variables St, W 7, X7, Y7; (395) comes from
identifying Wy = (Wa 7, T); (396) comes from the empirical coordination requirement as stated in
Lemma 4, since the sequences of symbols (S™, X™, Y™ V") are not jointly typical with small error
probability P(E = 1); (397) comes from Lemma 6. The sequences of symbols (S™, X™, Y™ V") are
jointly typical, hence the distribution of the mean random variables Pg, x,.y;.v;|E=o 18 close to the target
distribution Qg xyy. The result of [34, Lemma 2.7, pp. 19] concludes.

Second Constraint: From (135), we have

nE <n <H(S) + g> . (399)
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Third Constraint:

n <E + R> < I(S™Y™) + H(M) + n2e (400)
= I(S™Y™) 4 I(M;Y™) + H(M|Y™) + n2e 401)
< I(S™ Y™+ I(M;Y™) + n3e (402)
< I(S™Y™) + I(M:Y™|S™) + n3e (403)
= I(S",M;Y™) +n3e (404)
< I(S™, X" Y™+ n3e (405)
< n (I(S, X;Y) + 3g> , (406)

where (400) comes from the definition of achievable rate and information leakage (R, E), stated in
equations (378) and (379); (402) comes from equation (380) and Fano’s inequality, see [38, pp. 19]; (403)
comes from the independence between the message M and the channel states S™, hence I(M;Y™") <
I(M;Y™, 8™) = I(M;Y™S"); (405) comes from the Markov chain Y -e- (X™, S™) -e- M, induced by
the channel; (406) comes from the memoryless property of the channel that implies: H(Y"|S™, X™) =
nH(Y|X,S).

Conclusion: If the triple of rate, information leakage and distribution (R,E, Qgxyyv) is achievable

with a code with strictly causal encoding, then the following equations are satisfied for all ¢ > 0:
I(S; X, Y, Wy) —4e < E < H(S) +¢, 407)
R+E <I(X,S;Y)+3e. (408)

This corresponds to (36) and (37) and this concludes the converse proof of Theorem V.2.
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