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Type-Driven Gradual Security with References

MATIAS TORO, PLEIAD Laboratory, Computer Science Department (DCC), University of Chile
RONALD GARCIA, Software Practices Laboratory, University of British Columbia
ERIC TANTER, PLEIAD Laboratory, Computer Science Department (DCC), University of Chile

In security-typed programming languages, types statically enforce noninterference between potentially
conspiring values, such as the arguments and results of functions. But to adopt static security types, like
other advanced type disciplines, programmers face a steep wholesale transition, often forcing them to refactor
working code just to satisfy their type checker. To provide a gentler path to security typing that supports
safe and stylish but hard-to-verify programming idioms, researchers have designed languages that blend
static and dynamic checking of security types. Unfortunately most of the resulting languages only support
static, type-based reasoning about noninterference if a program is entirely statically secured. This limitation
substantially weakens the benefits that dynamic enforcement brings to static security typing. Additionally,
current proposals are focused on languages with explicit casts, and therefore do not fulfill the vision of
gradual typing, according to which the boundaries between static and dynamic checking only arise from the
(im)precision of type annotations, and are transparently mediated by implicit checks.

In this paper we present GSLgef, a gradual security-typed higher-order language with references. As a
gradual language, GSLgef supports the range of static-to-dynamic security checking exclusively driven by type
annotations, without resorting to explicit casts. Additionally, GSLg.f lets programmers use types to reason
statically about termination-insensitive noninterference in all programs, even those that enforce security
dynamically. We prove that GSLp.s satisfies all but one of Siek et al.’s criteria for gradually-typed languages,
which ensure that programs can seamlessly transition between simple typing and security typing. A notable
exception regards the dynamic gradual guarantee, which some specific programs must violate if they are to
satisfy noninterference; it remains an open question whether such a language could fully satisfy the dynamic
gradual guarantee. To realize this design, we were led to draw a sharp distinction between syntactic type
safety and semantic type soundness, each of which constrains the design of the gradual language.

CCS Concepts: « Security and privacy — Information flow control; - Theory of computation — Type
structures; Program semantics;

Additional Key Words and Phrases: Noninterference, language-based security, gradual typing

1 INTRODUCTION

Gradual typing is typically viewed as a means to combine the agility of dynamic languages, like
Python and Ruby, with the reliability of static languages, like OCaml and Scala [Siek and Taha
2006]. But static and dynamic are merely relative notions, and several researchers have explored
a more relativistic view. For example, Disney and Flanagan [2011] and Fennell and Thiemann
[2013] develop languages where only information-flow security properties are enforced using both
dynamic and static checking; Bafiados Schwerter et al. [2014, 2016] develop a language where
only computational effect capabilities are gradualized; Lehmann and Tanter [2017] gradualize
only the logical assertions of refinement types; and Jafery and Dunfield [2017] gradualize only
refinements of sum types. In each of these cases, the “fully-dynamic” corner of the gradual language
is not dynamic by typical standards, but rather simply typed. Nonetheless, each language supports
migration toward a richer typing discipline that subsumes simple typing.

This paper revisits gradual information-flow security typing, with a particular focus on the
strong information-flow guarantees that security types have historically implied. We describe a
new language, GSLgf, that introduces a type-driven conception of gradual security. Unlike most
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prior work, GSLges supports the same static, type-based reasoning about information-flow for
gradually-typed programs as SSLgef, its purely static counterpart. To explain this innovation, we
review the power of static security types and then show what it means to preserve type-based
reasoning power in a gradual language.

Static security typing. Consider a program that processes employee data:'

let age = 31

let salary = 58000

let intToString : Int— String =
let print : String — Unit = ...
print(intToString(salary))

Gl W N =

The program is well-typed, but it has a significant error that simple types do not catch: if salaries
are confidential and printing is publicly observable, then this program leaks confidential data.

Information-flow security typing lets a programmer statically classify program entities according
to a lattice of security labels [Denning 1976] and rely on type-checking to prevent information leaks.
One exemplar security lattice, which we use as a running example, is the U.S. Dept of Defense
classification scheme: Unclassified < Confidential < Secret < Top Secret, which we simplify to
1 < L < H < T, denoting minimum, low, high, and maximum security respectively [Zdancewic
2002]. To inform static type checking, each type constructor is statically annotated with a security
label (e.g. Int,); source program values are also annotated to unambiguously determine their static
security (e.g. 58000 has type Inty). Security label ordering induces a natural subtyping relation
(e.g. Inty <:Inty and Inty — String, <:Int, —y String,,), which denotes security-respecting
substitutability. An attacker or observer at level ¢, can discriminate values that have security level
at most £,. Armed with security types and subtyping, an information-flow security type system
statically ensures that high-confidence data may not flow directly or indirectly to low-confidence
channels [Volpano et al. 1996].

In the example above, if we annotate the salary as high-security data (of type Inty), and specify
that print takes a low-security argument (of type String, ), then our operational intuition tells us
that the program cannot satisfy these directives: it should be rejected. Before the type system can
confirm our intuitions, though, we must determine the security levels of every type in the program.
In SSLgef, our static language, this means that every type and value must be annotated. While
security label inference and polymorphism [Myers and Liskov 2000] can reduce this burden, one
cannot experiment with some security levels without first determining all security levels. Once
all security types are assigned, the static type system forbids passing a high-security value to a
function that expects a low-security argument, so the type checker rejects the program. GSLges
conservatively extends this model to support incremental and localized adoption of security types.

Security types induce free noninterference theorems. The employee data example demon-
strates a simple security leak, where high-security data flows directly to a low-security channel.
But security types must also contend with sophisticated leaks, where low-security variables may
change control-flow through high-security code and mutable state can enable implicit security
leaks [Denning 1976]. To combat this, information-flow security languages enforce a general prop-
erty called noninterference, which guarantees that high-security inputs do not affect low-security
results [Goguen and Meseguer 1982]. Noninterference clearly subsumes our simple security leak,
but it also prevents implicit and control-based leaks, where an attacker attempts to use low-security
inputs and outputs to learn about high-security data.

! Adapted from [Disney and Flanagan 2011].
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In security-typed languages, higher-order security types denote modular guarantees about
noninterference [Heintze and Riecke 1998]. In particular, they use Reynold’s theory of parametric-
ity [Reynolds 1983] to ensure that a typing judgment dictates how replacing inputs can affect the
resulting output [Abadi et al. 1999]. For example, consider a hypothetical function:

let mix : Inty —_ Inty - Inty = fun pub priv => ...

At first sight, it appears to “mix” its arguments pub and priv to produce some result. However,
the security annotations on its type guarantee that the integer result cannot leak information
about priv, no matter what value is given to pub. The key to this result is how the relevant typ-
ing judgment is interpreted. The body of the mix function, ¢, must satisfy the typing judgment
pub : Int, priv : Inty + ¢ : Int.. To endow this judgment with meaning, a logical relation-based se-
mantic model is defined directly in terms of the language’s dynamic semantics. According to this
semantic typing judgment, changing the value of priv has no effect on the final value of t. This
guarantee holds even if mix uses mutable state [Zdancewic 2002]. The end result is that an attacker
with no direct access to a high-security channel cannot manipulate the value of pub to uncover the
value of priv, even by modifying mix’s implementation.

In a static security language, these noninterference guarantees follow from the type structure
of the language. No runtime checks are required, and the security labels applied to values and
types are simply static annotations.” In essence, static security types induce free theorems about
the noninterference behaviors of computations, just as parametric polymorphic types induce free
theorems about data abstraction [Wadler 1989]. Free noninterference theorems provide enormous
benefits to programmers. First, they support modular reasoning about noninterference: a program-
mer who implements a higher-order function with type (Int, — Inty — Int.) — Booly knows
that the function’s body can safely call its argument with high-security data as the second argu-
ment: the provided function cannot leak that data. Second, type-based reasoning is compositional:
the syntactic typing rules precisely specify how the security properties of subprograms (e.g. a
function-typed expression and a potential argument) compose to determine security properties of
a larger program (e.g. via function application). Finally, this reasoning is static: one need not reason
directly about operational behavior or data flow to understand security. That reasoning was done
once-and-for-all in the type-driven noninterference proof. Instead, type structure guides reasoning.
These properties are especially useful for partial programs like software libraries. Below we show
that GSLgef preserves these advantages while introducing new flexibility by dynamically enforcing
some type guarantees.

Relaxing security typing. Like any static type discipline, security typing has its downsides.
As discussed above, security typing cannot be checked until all types are given a security level,
through ascription, polymorphism, or inference. One cannot incrementally add security levels
and observe the consequences. In addition, verifying noninterference is in general undecidable, so
static security checking is necessarily conservative, and as a result programmers must sometimes
refactor perfectly safe and clear code simply to appease the type checker.

To address these shortcomings, researchers have explored ways to combine static and dynamic
security checking. These approaches can be classified roughly as hybrid or gradual. Hybrid ap-
proaches, e.g. [Buiras et al. 2015; Chandra and Franz 2007; Shroff et al. 2007; Zheng and Myers
2007], blend various static analysis and runtime monitoring techniques to make analyses more
precise, to incorporate dynamically-defined policies, and to target safe executions rather than just
safe programs. Gradual approaches [Disney and Flanagan 2011; Fennell and Thiemann 2013, 2016],

?Like type annotations, security labels appear in dynamic semantics solely to prove type safety: they are erased in a practical
runtime.
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inspired by gradual typing, focus on type systems for static analysis and add the extra goal of
enabling seamless incremental evolution from programs with no information-flow control whatso-
ever to programs with security-type based static enforcement, while fulfilling the goals of hybrid
approaches.

To clearly understand the contribution of the present work, it is important to clarify that the prior
work in this space, hybrid and gradual alike, take a check-driven approach to analysis: the core of
the security model is based on associating a security level to each value in a program and managing
security levels using two distinct operations: security upgrades and checks. A security upgrade
elevates a value’s security label, e.g. (Inty!)5. — 5p. A security check signals an error if the
checked label is not at least as high as the value’s tag, e.g. (Inty?)5. — 51, but (Int.?)54 — error.
Upgrades and checks have different dynamic behavior, but with help from static typing, gradual
security languages combine them into type-based upcasts and downcasts, e.g. (Int.)t, which checks
t if L is lower than #’s static security and upgrades t otherwise. This approach easily detects direct
flows of high-security values to low-security channels, but preventing implicit flows through
control transfer requires extra care, including prophylactic upgrades to program values [Chandra
and Franz 2007] and policies to restrict upgrades [Fennell and Thiemann 2013]. As we will see, our
development similarly requires careful treatment of assignments.

Check-driven approaches break free theorems. Dynamic security casts give flexibility to
programmers, but fundamentally cripple the ability to reason statically using security types. In
particular, if security downcasts are added to the language, although noninterference is still pre-
served, static type judgments no longer imply free theorems about security of programs, as was
discussed above. As a result, programmers must reason about the dynamic semantics—dynamic
labels, dynamic upgrades, and dynamic checks—to uncover which values do not interfere with one
another. In particular, a function’s type no longer denotes noninterference properties about its
arguments and results. For example, consider the function:

let mix : Int|_ —L |I"ItH —L lnt|_ =
fun pub priv => if pub < (Int )priv then 1. else 2

This program is statically accepted by languages that only check for compatibility of base
types [Disney and Flanagan 2011; Fennell and Thiemann 2013]. The type of mix, while fully static,
does not guarantee that mix never reveals information about its second argument. Rather, the
type merely guarantees that the second argument’s security level is at most H and the result is at
most L. But upper-bounds on security labels do not suffice to make definitive assertions about the
noninterference behavior of this function.’ Indeed, the program mix 1, 5, successfully reduces to
1L. In order to avoid such behavior, the programmer must explicitly upgrade the dynamic security
level of the value passed as second argument at each call site. Alternatively, one can upgrade mix to
its own type, thereby forcing the second argument to be upgraded before executing the function
body (and hence preventing any information leak about that argument). This highlights the fact
that types alone do not denote noninterference properties: the two versions of the mix function
behave differently although they have the same type.

This phenomenon, that adding dynamic checking to a static system may weaken type-based
reasoning principles, is not unique to security typing. Prior work on cast calculi with parametric
polymorphism observes that adding runtime type tests to System F preserves type safety—i.e. that
programs do not crash—but sacrifices type soundness—i.e. that polymorphic types denote strong
data abstraction guarantees via parametricity [Ahmed et al. 2011, § 5.1].

3Recent work by Fennell and Thiemann [2016] on LGJS addresses this particular problem, as described in Sec. 7.
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Contribution: type-driven gradual security typing. Modular, compositional, and type-based
reasoning are hallmark benefits of type systems. Thus, to facilitate the seamless transition toward
static security typing, the typing judgment of a gradual type system should imply the same semantic
invariants that its fully-static counterpart does. To that end, this paper presents GSLges, a type-driven
gradual security language that extends a static security type discipline with gradual security labels
and corresponding notions of gradual type precision and consistent subtyping. To secure GSLgef
programs, one just adds static security labels: dynamic checks arise automatically and implicitly, as
needed to enforce the noninterference guarantees denoted by static types.

Unlike most prior work, GSLgef’s static security types denote the same noninterference guarantees
as its fully static counterpart language SSLgef. As such, GSLgef’s security types enable modular and
compositional type-based reasoning about noninterference, just like the fully static SSLgcf, whereas
security types in most prior gradual languages do not. GSLgef’s type system supports reasoning
about termination-insensitive noninterference because it is sound with respect to a security logical
relation defined directly in terms of type structure. This result is standard for a purely-static security
language [Heintze and Riecke 1998], but novel for a gradual security language with imprecise types
supported by dynamic checks. In fact the dynamics are guided by the needs of the noninterference
proof.

To summarize, this work makes the following contributions:

e We present GSLgf, a gradual security language that supports seamless transition between
simply-typed and security-typed programming. Security typing annotations alone drive the
balance between static and dynamic information flow checking. (Sec. 4)

e We prove that GSLgef’s type discipline enforces termination-insensitive noninterference:
GSLgef’s types reflect strong information-flow invariants that hold even in code that contains
gradually-typed subexpressions. (Sec. 5)

e We prove the static gradual criteria of Siek et al. [2015]. Interestingly, in order to ensure
noninterference in presence of references (and hence implicit flows through the heap), GSLgef
sacrifices the dynamic gradual guarantee.

e We contribute more generally to the foundations of gradual typing for advanced type disci-
plines. We find that GSLg.f’s security invariants require separate consideration of syntactic
type safety and semantic type soundness, each of which constrains the design of the gradual
language.

o This work also represents a particularly challenging application of the Abstracting Gradual
Typing (AGT) methodology [Garcia et al. 2016]. AGT is a framework that uses abstract
interpretation [Cousot and Cousot 1977] at the type level to systematically construct gradually-
typed languages from pre-existing statically typed ones. We report on our experience with
a number of important considerations that complement the original presentation of AGT.
In addition, we highlight the limitation of AGT when applied to semantically-rich type
disciplines. (Sec. 6)

Before diving into the development of GSLgef, Sec. 2 informally introduces the type-driven
approach to gradual security typing through examples. Then, Sec. 3 presents SSLgef, the fully-static
security type language from which GSLgef is derived. Supplementary definitions can be found in
the Appendix. Complete definitions, as well as the proofs of all the results stated in the paper, can
be found in the companion technical report [Toro et al. 2018]. An interactive executable model of
GSLgef is available online at https://pleiad.cl/gradual-security/.
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2 TYPE-DRIVEN GRADUAL SECURITY TYPING IN ACTION

Static security type systems impose a burdensome all-or-nothing adoption model: all security types
must be determined before the type system can check security. Even then, some secure programs
have no statically-checkable type assignment, or may require substantial refactoring to satisfy the
type checker. Gradual security typing addresses these shortcomings by enabling a programmer to
incrementally add security information to the program, progressively introducing dynamic and
static checks and guarantees.

Let us consider how gradual security typing can progressively introduce security guarantees
and help detect and fix bugs in our first example from Sec. 1. Recall the problem with the program:
salary is a high-security value, but print is a low-security channel. We can statically reflect these
intentions:

let age = 31,

let salary = 58000y

let intToString : Int; —; String, = ...
let print : String; —? Unit, = ...

Gl W N =

print(intToString(salary))

In practice the programmer just marks the value of salary and the input type of print: all omitted
security annotations desugar to the unknown security label ?. Under our gradual security semantics,
this program type checks, but triggers a runtime check failure at line 5. If the highlighted annotations
were omitted or ?, then the program would check and run exactly as a simply-typed one, because it
would not impose, and thus not enforce, any security invariants.

How do we repair this program? Simply adding more annotations cannot fix it. Case in point,
adding a reasonable security annotation to line 3 escalates the runtime failure to a static type error.

3 let intToString: Int, — String = ...

If the security annotations are as intended, however, then the runtime error must be due to some
behavioral bug in the program (e.g. the programmer might have intended to print the employee’s
age instead).

Reasoning with imprecision. The gradual type checker statically enforces the invariants it
can, deferring checks to runtime when the static type information is insufficient. Rather than
introducing dynamic casts, as in the check-driven approach, our type-driven approach to gradual
security typing builds on foundations laid by prior research on gradual typing. Siek and Taha [2006]
observe similar difficulties as in the check-driven approach when trying to use subtyping to combine
dynamic and simple type checking. This inspired gradual typing, which extends static types with
an unknown type to form gradual types, relating them to one another using consistency and precision
relations [Siek et al. 2015]. Since these notions are conceptually orthogonal to subtyping, they
blend well with pre-existing subtyping disciplines [Siek and Taha 2007]. Our type-driven approach
adapts these concepts to gradual security and its natural notion of subtyping.

In this model, the unknown label ? represents imprecise security information. Precision C is
a partial order from more-precise labels to less-precise labels: static security labels are perfectly
precise, e.g. H C H, while ? denotes utter imprecision, e.g. H C ?. Precision extends covariantly to
security types, e.g. Inty — Int C Int, — Int», in contrast to subtyping.

The ordering on security labels < consequently extends to consistent ordering < on gradual
labels. Consistent ordering preserves every order relation among precise labels (e.g. 1 < T and
T ;Z 1), but mathematically, it is not an ordering relation (e.g. both ? < Tand T < ?). Rather, it
reflects consistent reasoning in the face of imprecise information: since we do not know what label
? represents, either static order is plausible. Consistent ordering induces an analogous notion of
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consistent subtyping, e.g. Intt < Int; and Int; < Int,, which is not transitive, e.g. Int+ % Int,, so
it is not a subtyping relation, but embodies imprecise reasoning about static subtyping [Siek and
Taha 2007]. An attacker or observer at level £, can now also observe values that have unknown
security levels, as long as the dynamic security information about the value is observable at ¢,.
This is formally explained in Section 5.

Flexibility. As we have seen, GSLgef lets programmers write statically secure programs by first
writing the simply-typed version and progressively adding labels. But gradual typing also provides
flexibility, so that safe programs that veer from the static type discipline can strategically revert to
dynamic checking. GSLgef’s type-driven approach provides this flexibility. Consider an example
adapted from Fennell and Thiemann [2013].*

1 let infoH : RefiReport, =
2 let sendToFacebook : Reﬂ_ReportL—L)LUnitL =

H
3 let sendToManager : RefiReporty— Unit, =

H ? H ?
4 let addPrivileged : Bool,—> (Ref_Report, — Unit )—>Ref Report, —>Unit, =

5 fun isPrivileged worker report =>
6 if isPrivileged then report := !report + !infoH else ();
7 worker report
L
& let sendHi : Ref_Reporty—Unity = addPrivileged true sendToManager

L
9 1let sendLow : Ref Report; — Unity = addPrivileged false sendToFacebook

The program starts with the creation of a public reference to a private report, infoH. It then
defines two routines for submitting reports: sendToFacebook publishes data publicly, and sendToManager
publishes data privately. The addPrivileged function decides dynamically whether to add high-
security information to the sent report, and is used to implement the sendHi and sendLow functions.
This code is secure, but SSLgef, our static security system, cannot type check addPrivileged because
of its dynamic choice.

Interestingly, GSLges can type check this program, thanks to a few well-placed ? labels (line 4),
and it dynamically ensures that the program does not leak data. Case in point, the following
gradually-typeable function is poised to leak private data:

L
let sendFail : Ref Report;— Unity = addPrivileged true sendToFacebook

but if called, GSLgef’s dynamic security monitor signals an error when sendToFacebook dereferences
the report, thereby preventing the leak.

Type-based reasoning in GSLger. Like prior work, GSLges supports smooth migration to static
security and flexible programming idioms. Its most significant innovation is that GSLg,f retains the
type-based reasoning power of static security typing.

Consider again the example mix function of Sec. 1. In GSLgef, the function body cannot violate the
noninterference property implied by its type, just as in its fully static counterpart language SSLgef.
In particular, the following definition is rejected statically as expected:

let mix : Inty — Inty —>p Inty = fun pub priv => if pub < priv then 1, else 2|

In fact, no function body can satisfy this type signature and use its second argument to determine
the result. To do so, we must change the type signature, and with it the implied security invariants:

let mix : Inty = Int, —_ Inty = fun pub priv => if pub < priv then 1 else 2

4Security labels above function arrows track mutation effects (Sec. 3).
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The second argument now has statically unknown security. This definition is accepted statically
because the function might respect the static security invariants of its clients. Consider two such
clients, which only differ in the security level of the second argument:

mix 1. 5y mix 1 5_

Client 1 Client 2

Both type check because the security level of the second argument is consistent with the expected,
unknown level. Client 2 returns 1, without incident, because its second argument is public, so
applying mix does not leak private information. Client 1, however, signals a runtime security error:
the function’s intended result would implicitly leak information from a private input, but the
impending leak is trapped and reported. Treating static security levels as precise requirements
rather than upper-bounds, and supporting imprecision, provides the same flexibility as the check-
driven approach, as demonstrated in the reporting example above. The key difference is that
dynamicity manifests as imprecision in a function’s static type, so precise types can preserve their
static security interpretation. The interaction between types of different precision is transparently
guarded by implicit runtime checks.

If we changed the type signature of mix to Int,. —| Inty —| Int,, making the return type
imprecise, then the definition would type check as well. Nonetheless, GSLgef’s dynamic enforcement
ensures that the returned value could never leak to a public channel, be it a variable or a heap
location, because the result is dynamically secured.

The type-driven model lets programmers use type ascriptions to impose static security guarantees
on code that is built from imprecisely typed components. Gradual typing automatically introduces
dynamic checks to soundly enforce these invariants. Consider a function called smix that has a fully
static signature but is implemented using the imprecisely-typed mix function:

let mix : Inty =L Int, —_Inty = fun pub priv => if pub < priv then 1 else 2
let smix : Inty —| Inty — Inty = fun pub priv => mix pub priv

Type-based reasoning about noninterference dictates that smix cannot reveal any information about
its second argument (regardless of the actual security label of the second argument). For instance,
consider the clients:

smix 1L 54 smix 1L 5.

Client 1 Client 2

In GSLgef, both clients type check, but both fail at runtime! Client 2 fails because smix’s type
dictates a strong noninterference property, independent of the client’s dynamic security levels. To
see why, observe that smix accepts as second argument any integer value that has a security level
no higher than H. When 5, is substituted in the body of smix, its runtime security information is
upgraded to H. This new security level in turn strengthens the confidentiality of the value returned
by mix, which contradicts the static return type of mix (L), hence resulting in a runtime error. This
behavior preserves local type-based reasoning about the behavior of components, regardless of
how they are composed.

To summarize, in GSLgef different gradual security types denote different security guarantees.
Most importantly, the flexibility introduced by imprecise security types cannot be abused to violate
the type-based noninterference guarantees imposed by static security types.

References and implicit flows. In the presence of mutable references, information-flow security
faces the classic problem of implicit flows through the heap [Denning 1976]. Consider the following
program, adapted from Austin and Flanagan [2009]:
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fun x: Booly =>

1

2 let y: Refg Bool = ref true_

3 let z: Ref. Bool, = ref true_

A if x then y := false, else unit
5 if 'y then z := false. else unit
6 1z

This program attempts to downgrade the security of it’s input. A static security type system easily
rejects it because the first branch of the first conditional (line 4) assigns a low-security reference
under a high-security boolean condition. Indeed, in GSLgef this program is statically rejected as
well.

This program is tricky for dynamic information flow monitors, however, and has inspired many
approaches, e.g. [Austin and Flanagan 2009, 2010, 2012; Hedin and Sabelfeld 2012a]. Since gradual
security typing includes both static and dynamic security checking, GSLgef must also address the
challenge of dynamically detecting implicit flows. Consider the same program as above but with
some imprecise annotations:

1 fun x: Booly =>

2 let y: Ref; Bool, = ref true,

3 let z: Refg Bool, = ref true_

4 if x then y := false, else unit
5 if !y then z := false. else unit
6 1z

This gradually-typed variant type checks because the reference bound to y now has an unknown
security level. But if x is bound to truey at runtime, then the program fails with an error at the
assignment on line 4, because it cannot replace the contents of a reference in a manner that violates
the security context H imposed by the conditional expression x. This restriction, and its motivation,
is analogous to the “no-sensitive-upgrade” approach of Austin and Flanagan [2009].

Now suppose we make y’s type have unknown static security but force its initial contents to
have high security, i.e.:

2 let y: Ref; Bool, = ref truey

Then at runtime the assignment on line 4 succeeds because the assignment on line 2 already refined
y’s dynamic security to H, which satisfies the security context. Now if x is falsey then this program
fails at the assignment on line 5, because z’s security level violates the dynamic security context
introduced by branching on the contents of y.

To sum up, GSLgef ensures termination-insensitive noninterference, gradually, even in the
presence of references.

3 STATIC SECURITY TYPING WITH REFERENCES

This section introduces SSLgef, a higher-order static security-typed language with references, which
serves as the static extreme of our gradual language. The language is a straightforward adaptation
of prior information-flow security typing disciplines [Fennell and Thiemann 2013; Heintze and
Riecke 1998; Zdancewic 2002]. The most significant novelties include a syntax-directed type system
and a dynamic semantics that tracks security levels but performs no security checks: the type
system alone guarantees noninterference.

Syntax. Fig. 1 presents the syntax of SSLgef, at heart a simply-typed higher-order language with
references: it includes booleans, functions, unit, mutable references, and type ascription. Each value
and type constructor is annotated with a security label £ € LABEL with partial order <, where T and
L denote the greatest and least labels respectively. Function abstractions, and their corresponding
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£
S == Boolyg | S—¢S | Refy S | Unitp (types)
b == true| false (Booleans)
ros= b|(Afx:S.t) | unit] o (raw values)
v ou= ore|x (values)
t u= ov|tt|t®t|iftthentelset|refSt|!t|t=t]|t=S]| prot,(t)  (terms)
@ u= AV (operations)
x:5€Tl
SX)———— Sb S
T3l rx:s SO S 0o by Booly Y570+ unity : Unity
. Ix:S;%0 vt:S
(So) 0:5€X (SA) 1 2 :

T;3;6c Fop:Refp S 7 ¢
;36 F (A" x: S1.t)¢ : S1—¢S2

I3 6 + t1 2 Booly,
;30 vlrt:S I3 6 + t2 - Booly,

Sprot S®
(Sprop I;%;6c v proty(t): Sv € (5@) ;30 -t Dty Bool(glvgz)

’

20 -t : S11—¢512 ;360 -ty 0 So

Sy <: 811 Cevl<t ) ;36 -t:Boolp Ti3;€cvEFt:S;
(Sapp) T3z - (Sif) - —
;20 Ftpt2 i S12v L T;3; €. vif t then ty else t2 : (S1V S2) v {
36t :Refp S TI3356c i :S2 ;36 rt:S S <:S
Sy <: S le v € < label(S £ < label(S
(Sasgn) 2 L c¥ ? el(S1) (Sref) ¢ abel(S)
I3 6 b by := g 2 Unit ;30 FrefS t:Ref, S
;3. +t:Refp S ;3 6c+t:S S1<:S
(Sderef) ¢ d (52) < L
56kt :Sv L [0 15y : 5y

Fig. 1. SSLgef: Syntax and Static Semantics

types, are annotated with an additional security label called the latent security effect: we explain its
static semantics below. Two forms arise only at runtime (highlighted in gray): mutable locations o
and a protection term prot ,(t), which restricts the security effects of its subterm ¢.

Statics. Fig. 1 also presents the type system of SSLgef, which is technically a type-and-effect
system [Gifford and Lucassen 1986]. The judgment I'; 3; £, + t : S says that the term ¢ has type S
under type environment I', store type X, and security effect £, € LABEL. A type environment I is
a finite map from variables to types. A store type ¥ is a finite map from locations to types. The
security effect, sometimes called the program counter label [Denning 1976], is a security label that
denotes the least security level of those references that a given term may allocate or mutate [Heintze
and Riecke 1998]. The security effect prevents high-security computations—e.g. the branch of an if
expression that is chosen based on a high-security Boolean—from leaking information by assigning
to low-security references. An SSLgef source program ¢ is well-typed if -;-; L + £ : S.

e Rule (Sx) and rule (So) type variable and location references as usual. Simple values are also
typed as usual, but their types inherit their labels from the values themselves (Sb/Su).

e Rule (SA) annotates the type of a function with the latent security effect of its body, as is
standard for type-and-effect systems. The greatest (i.e. best) security effect can be inferred
from the function body, but for simplicity this type system consults an explicit annotation ¢’.
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Rule (Sprot) imposes a lower bound ¢ on the security effect of the subterm ¢. This restriction
is captured by stamping the label £ onto the type [Heintze and Riecke 1998]-e.g. Bool, v £’ =
Bool(sy ¢y, where £ v £’ represents the least upper-bound, or join, of security levels £ and ¢’.
Rule (S®) types Boolean operations, yielding a result with the join of the operand security
levels.

Rule (Sapp) is mostly standard, but also enforces security restrictions. First, to prevent
mutation-based security leaks, the operator’s latent effect £’ must upper-bound its security
level as well as the latent security effect of the entire expression. Both restrictions are captured
with a single label comparison in the premise. Second, to prevent value-based security leaks,
the security level of the entire expression must upper-bound the level ¢ of the operator—this
is done by stamping label € onto the type. Rule (Sapp) also appeals to the subtyping relation
induced by ordering the security labels. Subtyping is driven by security labels: it is invariant
on reference types, covariant on security labels, and contravariant on latent effects [Pottier
and Simonet 2003]:

(<t (<t (<t
Bool, <: Booly Unity <: Unity Refy S <: Refyr S

Si<251 Sz<:5£ €1<f1 fé<fz

’

b y_2 ’
51—)[152 <: Sl_)f;SZ

Rule (Sif) incorporates the standard structure for a subtype discipline: the type of the ex-
pression involves the subtyping join v of its branches. To protect against explicit information
flows, the expression type is stamped to incorporate the security level £ of the predicate.
Additionally, to prevent effect-based leaks, each branch is type checked with a security effect
that incorporates the security level of the predicate.’

Rules (Sref) and (Sasgn), which perform write effects, are constrained by the security effect
of the typing judgment to prevent leaks through the store.

Rule (Sref) honors the effect discipline by requiring the current security effect to lower-bound
the security level of the stored value. The resulting reference has least security L because it
is newly minted and cannot leak information: the type of the stored content is known and its
security level prevents further prying.

Rule (Sasgn) ensures that the security level of the location and current security effect lower-
bound the assigned value. The result of assignment has L security because unit cannot leak
information. Rule (Sderef) stamps the security level of the reference onto the resulting type.
Finally, Rule (S::) is typical for ascription, requiring the ascribed type to be a supertype of the
subterm’s type.

Dynamics. With fully static security typing, programs execute on a standard runtime with

no additional security-enforcing machinery. Type safety—well-typed terms do not get stuck—
is guaranteed by the underlying run-of-the-mill simple type discipline. However, to establish
the soundness of security typing—high-security computations have no effect on low-security
observations—one must characterize computations and their resulting values with respect to
their security levels. To this end, the SSLgef dynamic semantics explicitly tracks security labels as
programs evaluate, but never checks them. The noninterference proof demonstrates that no such

>Note that SSLg.f does not have an explicit effect ascription form ¢ :: £, [Bafiados Schwerter et al. 2014], but this can be
encoded using the expression (/Ifcx : Unity .£), unit,.
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le . .
t|py — t|p|Notion of Reduction

[c ’ f,_-

bie, ®bag, |1~ (b1 [@] beyyey | 1 (xS0 0| <5 proty(fo/xlt) | 1
. le . le
if truep then t1 else t2 | g — proty(ty) | p if falsey then t1 else ta | g — prot,(t2) | p

fc S fc
prot,(v) | p — vv |y ref>v | g — o) | ulo vy .| whereo ¢ dom(u)
le te .
log | p — v v €| pwhere (o) =v op:=v | p — unity | plo—> vy e v ]

le
vaS|py — vylabel(S) | u

[L' .
t| py+—t|p|Reduction

lc le
tilp — 2| tilp—ta | 2
®) - ®) ;
t | g oty | p2 fltal | p = flt2] | p2

bl 5 |
1 1 2 2
(Rprot) o K

te
prot,(t1) | 1 > proty(t2) | p2

Fig. 2. SSLRef: Label Tracking Dynamic Semantics

checks are required: static typing suffices. Tracking labels provides weak security guarantees that
are exploited in the proof of the stronger noninterference result.

fc
Fig. 2 presents the rules of the label-tracking dynamic semantics. The judgment t; | p;—ta | p1,
says that a term #; and store y; step to £, and p, respectively, in security effect .. Reduction of
terms is specified using term frames f:

o= O@t|ven|ot|vo|o:S|ifOthentelset|!nO|m=t|v=0]refS O

The core semantics is typical, so we focus on tracking security. The runtime security effect ¢,
which reflects its static counterpart, affects the security level of reads from and writes to the store,
as well as the security level of values returned from high-security contexts to low-security ones.

Protection terms prot,(¢) control the current program counter label. Apart from prot, all expres-
sions propagate the current program counter to subterms. Rule (Rprot) upgrades £, for the dynamic
extent of t. The resulting value is stamped with the protected label ¢, in case the contents leak
information to a context that lacks the confidentiality of £. Values are stamped much like types:
re v £’ = rieyer). Protection terms do not exist in source programs: they are introduced by control
operations, i.e. function calls and conditionals. The intuition is that calling a function or destructing
a Boolean of security level £ may leak information about the identity of the function or Boolean
respectively. As such, the context of the resulting computation should communicate (via mutation)
only with reference cells that have high-enough security, and the result of the computation is clas-
sified as well. Function calls ignore the operator’s latent effect £, which promises the type system

6Zdancewic [2002] observes that e.g. if x then ef else e[ leaks no information about Boolean x : Booly so could be deemed
low-security, but security type systems must be conservative for the sake of tractability.
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that the ensuing computation will not violate the stated confidentiality. However the operator’s
security label determines the confidentiality of the ensuing computation.

When stored, a value inherits confidentiality from both the current security effect and the location
itself. This behavior tracks both the confidentiality of the location and the induced security effect.

Properties. SSLges is type safe: we establish this result via a standard progress and preservation
argument [Toro et al. 2018]. Since the runtime semantics includes no security checks, progress
mirrors the corresponding argument for the underlying simple type discipline. To prove preserva-
tion, we must show that after each reduction step the resulting term still has the same security
according to the typing rules of Fig. 1, modulo subtyping.

PROPOSITION 3.1 (TYPE SAFETY). If;3;{. + t : S then either
e tisavaluev

e
o for any store yi such that X + p and any €, < €., we havet | y+—t" |y’ and ;2"; €. +t': S’
for some S’ <: S, and some ¥’ 2 ¥ such that X' + p'.

The store typing judgment X + p holds if and only if dom(u) = dom(Z) and -; %; €. + p(0) : Z(0)
for all 0 € dom(p), £, € LABEL.

The most important property of a security-typed language like SSLges is the soundness of security
typing, i.e. that well-typed programs have no forbidden information flows. We formally state and
prove noninterference using step-indexed logical relations (see the companion technical report [Toro
et al. 2018]).We do not include the definitions of the logical relations and noninterference statement
here because proving that SSLgef is secure is not the main focus of this work, and the full treatment
of noninterference for the gradual language (Sec. 5) subsumes them.

4 GSLger: TYPE-DRIVEN GRADUAL SECURITY TYPING

This section presents the static and dynamic semantics of GSLgef, and addresses its type safety and
gradual guarantees. We show that GSLges enforces noninterference in Sec. 5.

The reader might (understandably!) wonder how some of the definitions presented in this
section were conceived. This section largely appeals to intuition to justify these definitions, but in
practice they were obtained by following the Abstracting Gradual Typing methodology [Garcia
et al. 2016], which exploits principles of abstract interpretation [Cousot and Cousot 1977] to
systematically derive a gradual language from a static one. In fact, this work can be seen as a
particularly challenging case study for AGT—which has led us to identify the limits of the AGT
approach when applied to disciplines where type safety (i.e. “well-typed terms do not get stuck”)
does not imply type soundness (i.e. “well-typed terms do not leak”). The gradual language obtained
by a straightforward application of AGT is type safe, but does not ensure noninterference because
of subtle interactions between security typing imprecision and heap-based flows. We discuss the
key elements, pitfalls, and discoveries of this systematic derivation process in Sec. 6.

To aid the reader, Fig. 3 indicates where important terms, operations and relations are presented,
along with their notation.

4.1 Static semantics

Fig. 4 presents the syntax and static semantics of GSLges.” A gradual security label g € GLABEL is
either a static label ¢ or the unknown label ?, which represents any label whatsoever. Each value
and gradual type constructor is now annotated with a gradual security label.

"In GSLgef, the 0 and prot, () forms and typing rules merely serve to induce corresponding GSLEef forms (Sec 4.2).
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Term Notation Ref | Operation/Relation Notation Ref
Gradual Type U F 4 | Consistent subtyping (U) < P14
Gradual label g F4 | Consistent join (U) y P16
Term t F4 | Consistent meet (U) N F13
Interval 1 P 17 | Gradual meet (U) m P16
Evidence for labels € P 17 | Evidence join (¢ on types) v F 16
Evidence for types € P 17 | Evidence meet (¢ on types) A F 16
Evidence term t P 18 | Gradual meet (¢ on types) n F 16
Frames f.h P 23 | Initial evidence (U) g F 19
Operation/Relation Notation Ref | Reflexive initial evidence (U) J% F5
Consistent label ordering (9) < P 14 | Transitivity (¢ on types) o< F 16
Consistent label join (g) % P 15 | Evidence inversion label (¢)  ilbl F 17
Consistent label meet (g) A P 15 | Evidence inversion ref (¢) iref F 17
Gradual meet (g) r P 16 | Evidence inversion dom (¢)  idom F 17
Evidence join (¢ on labels) v F 15 | Evidence inversion cod (¢) icod F 17
Evidence meet (¢ on labels) X F 15 | Evidence inversion latent (¢) ilat F17
Gradual meet (1) n P 21 | Label Stamping (S v £) % P48
Gradual meet (¢ on labels) m F 15 | Subtyping join (S) Vi F11
Lower-bound-comparison (¢) [<] P 23 | Subtyping meet (S) 8 F11
Initial evidence (g) g F 18

Reflexive initial evidence (9) I F5

Transitivity (¢ on labels) o< P21

Fig. 3. Index of terms, operations and relations used in this article, along with their notation, and reference
to corresponding Figure (F) or Page (P).

The typing judgment I';%;g. + t : U says that the term t has gradual type U under type
environment I', store environment 3, and gradual security effect g.. The typing rules are analogous
to the static typing rules presented in Fig. 1 except that security labels, types, type functions and
predicates are all replaced by their gradual counterparts. For instance, static label ordering < is
replaced with consistent label ordering < :

. _ 4
?gg 9%? 4

l,
18

Intuitively, if consistent label ordering between two gradual labels holds, then it means that the
static relation holds for some static labels represented by the gradual labels. It is always plausible
in the presence of ?, since the unknown label represents any label. Similarly, subtyping is lifted to
consistent subtyping <, whose definition is analogous to static subtyping, but using consistent label
ordering:

<
<

g<g g<g g<g" U sU UsU
Boolg < Boolgz Unity; < Unity Refg Ui < Refg/ U,

UsU UsU  g<9, 05<0

92 , 92 ,
Ui—4 U2 5 U] g U,
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U == Booly| UigU | Refy U | Unity, (gradual types)
g u= €7 (gradual labels)
b == true| false (Booleans)
r u= b|WIx:U.t) | unit|o (base values)
v ou= orglx (values)
t u= ov|tt|t@®t]|iftthentelset|refV t |1t | =t | protg(t) |t=U (terms)
® == A|V (operations)
x:Uel
U)o Ub U
(Ux) I%9cFx:U (D) T390+ bg : Boolg () [; %5 ge + unity @ Unity
. Tox:Up;:3:9" -t U
(Uo) o:UeX WA 1,259 2
I3 9c Fog: Refy U , g
‘ ¢ ;390 F (A9 x: Ul.t)g (U— 4o
I;%;gc 1 : Booly,
[;%gcvgrt:U T;3;gc F ta : Bool
(Uprot) ge Y9 — (Us) ¢ 9
I;39c + protg(t) :Uvyg IiZgcrt1 ©t2: BOOI(ngz)
s
[;359c F 11 : Unn—4Un2
I35 9c "t/25_UL/ I;%;gc +t: Booly
Uy < U ge < 9’ I%9cvgFt:U I;%:9cvgFty: U
(Uapp) 2 11 gV ~g wif) Je V(L.I 1:U1 Je Y gN 2 i 2
I3 gcrt1t2:U2vyg I;39c Fiftthentyelse tz : (U1 v U2) v g
F;Z;gcktl:Rengl /I‘;Zil—/fz:Uz F;Z;gcl-t:U’
U; s U v ge < label(Us U sU < label(U
(Uasgn) 2 ! AR - ) (Uref) ge ©)
I 2, g¢ F t1:=ty : Unit ;390 refU t : Ref, U
IiZ9c -t :Up
I;3,gc+t:Refy U U, < U
(Uderef) ‘ g (U+) 1> 2
I39!t :Uvyg I39cFtaUy:Us

Fig. 4. GSLges: Static Semantics

The label join and meet operators are replaced with consistent join and consistent meet respec-
tively:

T:/i?:?/\\/'—l—:—l— g;?:?vgz?ifgiT 51’\752251\/52

1A?=?2AL=1 gX?:?XgZ?ifgiL 51X52=€1A€2

These operators recover precise label information when the unknown label interacts with the
relevant boundary element (T for v, and L for X), otherwise the result is always unknown. Intuitively,
this is because any label ¢ joined (resp. met) with T (resp. L), yields T (resp. L), so imprecise
arguments do not perturb the results. But when the relevant boundary is not involved, then varying
¢ can vary the results, a possibility that is captured by using the unknown label as result.
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The join operators for subtyping and label ordering are replaced with consistent join v and
consistent label join v respectively:

Bool,  Boolyr = Bool, Unity ¥ Unity = Unit Refy U ¢ Refy U’ = Ref unu’

9vg') (9v9") (9v9")

g ~ A x 9iAg, ~
(U11—4,U12) V (U21— 4, Uz2) = (Up1 A Uop) — (gl’\‘/"h)(Ulz 3V Uzz)

U ¥ U undefined otherwise

The consistent subtyping meet operator is defined dually (definition in Appendix A.3).

Consistent subtyping join appeals to a gradual meet operator 11 on the referent types. This
gradual meet arises because static subtyping is invariant for the contents of references, so static
subtype join is only defined for references with equal referent types. The gradual meet operator
can be understood as the gradual counterpart of a static type equality partial function equate
(i.e. equate(S, S) = S, undefined otherwise) [Garcia et al. 2016]. Intuitively, if the M of two gradual
entities is defined, then it means that they are possibly equal. For instance, H 11 L is undefined, but
H M ? = H. Formally:

gmng=g
gn?=7?Mg=g
Bool, M Booly =Boolyry
Unit, M Unity =Unitgny
Refy UM Refy U =Refyny UNU’

929,

g2 9
U=, Uz NU{— 57Uy =(U1 N U{) — 5,9 (U2 N Uy)

Finally, The SSLgef rules (Sapp) and (Sasgn) from Fig. 1 have compound premises that combine
both label join and label ordering, e.g. £ v { < {’. One subtlety we discovered while applying
the AGT methodology is that these premises lose precision when lifted compositionally: simply
replacing join with consistent join and label ordering with consistent label ordering yields different
results than when lifted in aggregate; we discuss this further in Sec. 6. Therefore rules (Uapp) and

(Uasgn) use the consistent bounding predicate,which is defined algorithmically as: m =
91 < g3 A g2 < g3. Technically, we could have used this definition to split each premise, but treating
the predicate atomically matters when we consider the dynamic semantics.

4.2 Dynamic semantics

To present the dynamic semantics of GSLgef, we first define a reduction relation for an internal
language GSLg, that directly mirrors GSLgef, except that all terms are augmented with some
evidence information that justifies why the term is well-typed according to the gradual type system.
During reduction steps, units of evidence are combined to form new evidence that supports type
preservation between a term and its contractum. If the combination succeeds, reduction goes on;
if the combination fails, a runtime error is raised. We first explain what evidence is, then how
GSLges programs are elaborated with evidence information into GSL‘;ef, and finally how evidence
is combined, yielding the GSLFRef reduction rules.
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Evidence for consistent judgments. Evidence captures why a consistent judgment holds. To
explain this concept, we begin with consistent judgments about security labels, then consider the
more complex consistent judgments about types.

We use the metavariable ¢ to range over evidence, and write ¢ F g; < g to say that evidence ¢
supports the plausibility that g; < g, holds.

For instance, consider the consistent ordering judgment ? < L. Even though the unknown
label generally denotes any security label, consistent ordering insists that this ? can only denote
labels that are bounded from above by L. Furthermore, this consistent ordering judgment yields
no additional information about the right-hand side, which is already precise. We capture this
learned information by representing evidence as a pair of static label intervals, noted (11, 1,), where
1= [6,0] I (g,1) v g1 < g2 then 1; and 1, represent inferred range restrictions for g; and g,
respectively. Therefore,

([LLL[LL)F?2<L
By analogous reasoning, the consistent judgment H < ? is initially justified by the evidence
([H, H], [H, T]), gaining precision about the right-hand side. Interval precision is defined as con-
tainment over intervals, i.e. [(, {»] C [¢], 5] if and only if £{ < ¢; and {, < {;. Precision between
interval pairs (11,1,) E (11,15) is defined pointwise.

We represent evidence as pairs of intervals, rather than pairs of labels, essentially because pairs
of labels are not precise enough to support gradual security. The formal rationale is involved, so we
defer it to Sec. 6. For some intuition, though, consider the program true; :: Booly :: Bool; :: Booly.
Evaluating it ultimately involves combining evidence for three consecutive judgments:® ¢ F ? < H,
¢, H < ?,and & F ? < L. The program should fail at runtime because an H security value should
not be coerceable to L, so these three evidences should not compose. Unfortunately, pairs of labels
are not precise enough to ensure this: they forget the intermediate step through H. In contrast,
pairs of label intervals retain enough precision to warrant the expected runtime failure.

To justify consistent judgments about types like consistent subtyping, we lift label evidence to
type evidence ¢ by naturally lifting intervals to types: type constructors are now marked with label
intervals instead of labels. For instance:

<BOOI[L,L], BOOI[L,L]> + Bool, < Bool|
The syntax of evidence is as follows:

E € GETYPE, 1 € INTERVAL, ¢ € EVIDENCE

1 ou= ({0, 0) (intervals)

E Bool, |E—l>,E | Ref, E | Unit, (type evidences)
£ (E,E) | (1,1) (evidences)

Note that we use the same metavariable ¢ to represent both label evidence and type evidence, since
which kind of evidence is meant is always clear from the context.

Terms with evidence. Each well-typed term of GSLger is recursively elaborated into a GSLg¢
term by decorating it with evidence for the consistent judgments used to establish its well-typedness.

8in a way that we make precise below.
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The syntax of GSLg,¢ terms follows:

t u= v|et@, et et @et|if et then et else ¢t |

ref? et | let | et =, et | protgqgg(et) | et (terms)
r == b|Wx:U.t) | unit|o ‘ (base values)
u = ryl|x (raw values)
v u= uleu (values)

During reduction, the actual type of a subterm may evolve to a consistent subtype of the statically-
determined type. For this reason, each term is augmented with evidence for their immediate sub-
redexes (i.e. all subterms that have to be reduced to a value for computation to proceed), justifying
why the subterms are consistent subtypes of the types demanded statically by the outer term
constructor. For instance, in the term ¢,#; @ &:15, €, justifies #; being a consistent subtype of Bool,,,
the type deduced during type checking. In particular, #; could be such a consistent subtype because
it is a value that was ascribed type Bool,, using an explicit ascription. In fact, GSLg.f ascriptions
are represented simply as evidence-augmented terms ¢t in GSLp,: the evidence ¢ holds all the
computationally-relevant information about consistent subtyping. For instance, the GSLges term
(10, == Inty) =2 Inty is translated to e5(e110, ), where €; + Int. < Int; and & + Int; < Inty.

Note that in addition, some terms carry extra evidences that are needed during reduction to
justify type preservation. A conditional if ;1 then &1, else &5t3 carries evidences ¢, and ¢; that
justify that the type of each branch t; and t3 is a consistent subtype of the type of the conditional

expression. For instance, if U, and Us are the types of t; and 5 respectively, then ¢, + U, <: U ¥ Us,

where mg is the consistent lifting of the ternary static judgment T; <: T, ¥/ T5. Similarly, a
protection term prot, ; & g2(est) carries a security effect g, (and its evidence ¢;), which represents
the security effect of the subterm ¢; specifically, g, is the join of g; and the current security effect.

Values are either raw values u or evidence-augmented raw values cu. The latter correspond to
ascribed values v :: U in GSLgef: the evidence ¢ confirms that the ’s type is a consistent subtype of
the ascribed type U.

Several terms—applications, references, assignment, and protection—have evidence in addition
to that of their subterms. This extra evidence supports the consistent label ordering judgments
of their corresponding typing rule, which relate to the current latent effect label. For instance, in
the term refU ¢t, the evidence ¢’ supports the consistent label ordering judgment g, < label(U).
For uniformity, we overload the metavariable ¢ to denote both label and type evidence, since the
difference is always clear from the context. Evidence attached to subterms is type evidence, and
evidence attached to the security effect or to an expression symbol (@, ref, :=, or prot) is label
evidence.

Introducing evidence. Fig. 5 presents rules for elaborating GSLgef source terms to evidence-
augmented GSLg terms. This elaboration is akin to a cast insertion translation [Siek and Taha 2006],
but simpler because it inserts evidence uniformly [Garcia et al. 2016]. Basically, each consistent
label and type judgment in Fig. 4 is replaced by an evidence-computing partial function called an
initial evidence operator (J). An initial evidence operator computes the most precise evidence that
can be deduced from a given judgment. For instance, given a consistent label ordering judgment
g1 < g3, the initial evidence for it is computed as follows:

I < g2]] = intr(bounds(g;), bounds(g,))
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[;3;9c F 11 ~ t] : Refy U [i¥59c oy~ 1) : Uy
& = gU [[Refq Ul]] &y = g[[Uz < Ul]] £3 = g[[gcv/g_WUl)]]
T ‘
(Tassgn) T35 9c F =ty ~> e1t] =, et : Unity
I;39cFt~>t' U’ I33;9c Ft~> t':Refy U
e =9[U’ < UJ &3 = I[ge < label(U)] ¢ = YV [Ref, U]
(Tref) (Tderef) - ; —
;%90 F refU t ~ refg e1t’ :Ref L U I3 9.t~ et :Uvyg
T [;3gckt~>t U =3[0 s U

[;3,9cFt Uy~ et’ : Uy

where $°[g] = 9[g < g] and Y°[U] = I[U 5 U]

Fig. 5. GSLge: elaboration to GSLEef terms

The bounds function produces the label interval that corresponds to a given gradual label, i.e.
bounds(?) = [L, T| and bounds(€) = [(,(]. The interior operator intr computes the smallest sub-
intervals of its arguments that include all plausible orderings.” Given two intervals 1; and 1,,
intr(11,12) yields the greatest pair of sub-intervals (17,15) £ (11,12) such that each label ¢; in the
interval 1] is less than some label ¢; in 1}, and each label in 1 is greater than some label in .
Formally:

intr([€11, C12], [Co1, Co2]) = ([L11, 12 A Laz), [C11 v Lo, Ca2])

%In Garcia et al. [2016], the interior and initial evidence operators coincide under the name “interior” because both operate
on pairs of gradual types. By distinguishing between intervals and labels, the present development induces a corresponding
distinction between these notions.
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This operation only changes the upper-bound of the lower interval and the lower-bound of the
upper interval. The resulting intervals are well-defined because we only use this operator in
after consistent label ordering is already known to hold.

Similarly, the initial evidence of a consistent judgment m is computed as

QHM]] = intr(bounds(g,) v bounds(g;), bounds(gs))
This definition uses join of intervals, defined as [(1, 3] v [£], 5] = [€1 v €1, {2 v {3]. For instance,

the initial evidence for consistent judgment ? v H < ? is:

g[mﬂ =intr(bounds(?) v bounds(H), bounds(?))
=intr([H, T],[L, T])
=([H, TL[H, T])

A generalized definition of J, considering any consistent bounding judgment can be found
in Fig. 18. The definition of J extends naturally to compute the initial evidence for consistent
subtyping judgments (the complete definition can be found in Fig. 19). For instance, in the (Tif)

rule, 4[U, <: U, ¥ Us] computes the initial evidence for the consistent lifting of the fact that the
type of the first branch is a subtype of the type of the entire conditional expression.

Rule (T ::) recursively translates the subterm ¢, and the consistent subtyping judgment U; <: U,
from (S =:) is replaced with 9[[U; < U,], which computes evidence ¢ for consistent subtyping. This
evidence is eventually placed next to the translated term t’. The ascription itself is erased because
it does not affect the results of the computation.

Rule (T'app) works similarly. Since #; is not constrained by a consistent subtyping judgment, the
rule generates evidence for reflexive consistent subtyping: that the type is a consistent subtype

of itself, I [U;;—>,Us2]. This seemingly vacuous evidence evolves nontrivially as a program

reduces. Evidence for the judgment m is computed as [[m ], and placed next to
the @ symbol, since it does not logically belong to any subterm.

The rest of the translation rules are analogous: each term is translated recursively, judgments
are replaced by functions that determine the corresponding initial evidence, and the evidence for
reflexive consistent subtyping 9 is associated to otherwise unconstrained types.

As an example, consider the GSLgef program x:=true,, with current security effect L and envi-
ronment I' £ x : Ref; Booly. It elaborates to GSLEef as follows:

T;.;LFx~ x:Ref; Booly T;.;LF true; ~ true; : Bool,
&1 = 9V [Ref; Booly] = (Ref[ ., 7] Booly, ij Ref} . 1 Boolfy, hy)
& = J[Bool; < BooIH]] = (Bool 1- Boolpr 1)

e = 9Ly ? < H] = (L. lH,HJ>

I'; ;L F x:=true; ~ ¢1x :=;

Tassgn
(Tassgn) estruer : Unit |

3

Evolving evidence. During reduction, evidence for consistent judgments must be combined to
justify each reduction step. This combination is realized by two operators: consistent transitivity for
label ordering and consistent join monotonicity

The consistent transitivity operator o= attempts to combine evidence for g; < g; and g < g3
to produce evidence for g; < g. Since < is not in general transitive, o< is partial, giving rise to
runtime errors. For instance, both H < ? and ? < L hold, but can they be combined to deduce that
H < L? Of course not, otherwise high- conﬁdence data could flow to low-confidence positions. To
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understand this failure of consistent transitivity, consider the initial evidence for these judgments,
([H,H],[H, T]) and ([ L, L], [L, L]). They cannot be combined because “they do not meet in the
middle”, i.e. the middle intervals [H, T] and [ L, L] share no labels in common, which would justify
transitivity. This intuition is formalized as follows:

(11,121) 0~ (122, 13) = A (11,121 M2, 13)
where [fl,fz]n[[{,fé] = [flvf{,fz/\fé] if 51\/51 <€2 /\fé
and AS([61, 6], 61, 60,167, 65 ]) =

{1, Lo N NE | [E v € v €], 6y i & <&y, €1 <&, €1 <&

The meet operator M denotes the intersection of two intervals. Given three intervals 11, 12, 13, the
A= operator calculates, if possible, a pair of intervals (1], 1;) £ (11, 13) such that transitivity of label
ordering through elements of 1, is always plausible. Both operators are undefined if their side
conditions do not hold.

The consistent join monotonicity operator v reflects another facet of reasoning about consistent
ordering relationships. Recall from Fig. 2 that during reduction, labels are sometimes joined, either
for stamping values or for augmenting the security effect. Similarly, in GSLg,; evidence must be
combined to support new consistent judgments that involve these joined labels. Consistent join

monotonicity combines evidence for g; < g and gs < g4 to produce evidence for g, m G4
the consistent lifting of the static judgment ¢; v €5 < €5 v £4.

(s12) ¥ (11 1) = (v 11,12 V 1)

In contrast to consistent transitivity, this operator is total.

Lifting these label operators to types is direct, albeit verbose, and can be found in Appendix A.5.
These type operators inherit properties from the label operators, e.g. consistent transitivity of
subtyping o< is partial just like consistent transitivity of label ordering.

Reduction rules. Fig. 6 presents reduction semantics for GSLy,;. Reduction operates on config-

urations C, which consist of a term and a store, and a security effect. Specifically, ¢; | y; 5 ty | 1o
denotes the reduction of term #; in store y; to term t, in store y, under security effect g.; the label
evidence ¢ confirms that the runtime security effect is a sublabel of the label that was used statically
to type check the original term (and is preserved by reduction).

The semantics is defined using two notions of reduction, — and — ... The rules directly mirror
the rules of SSLgef (Fig. 2), except that they also manage evidence at subexpression borders and
combine evidence as needed to justify the preserved typing of the contractum. If evidence fails to
combine, the program ends with an error.

A word about notation: to select evidences for sub-components of types, we use evidence
inversion functions [Garcia et al. 2016]. For instance, given a function type evidence ¢, idom(e)
(resp. icod(¢)) retrieves the type evidence of the domain (resp. co-domain). Similarly, ilat retrieves
latent effect evidence from the evidence for a function type, and iref performs likewise for reference
types. Finally, given type evidence ¢, ilbl(¢) yields the corresponding label evidence.

We now describe each reduction rule in turn.

e Rule (r1) reduces a binary operation by joining the evidence of both operands to confirm
that type preservation holds.

o Rule (r2) reduces a protected value by stamping the security effect of the prot on the value
and joining both evidences accordingly. We stamp g; on the value to prevent it from leaking
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(r1) e1(b1)g, ® e2(b2)g, |

(r2) prot,, 5, £292(e3u) | p

(r3) fl(lg’x :Ut)y @, 2u|lp —

(r4) if e1by, thentp else t3 | p

(r5) refg eu | p
(r6) lerog | p
(r7) £10g =, E2 |

51(8274) —<: {

ggC
—

£9c
—

€9

o

ggc

EgC
—

ggC

(2 o<

error
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(e1 v e2)(bn [8] b2) 5, | H

(3ve)uvag)lp

error if ¢] or ¢ are not defined

{protimm o191 cod(e1)([5u/x]0) |

where:
¢ = (e ¥ ilbl(e1)) o= &3 o= ilat(e1)
ey = &5 0~ idom(ey)

91=9c v 9)

{prot”bl(&)gl£’g’(szt2) | g ifb = true
Protip(eyg, € 9 (e3t3) | p if b = false
where:

e = eV ilbl(er)

9’ =9V

{ol [ ulo = &'y ge)l

error if (e o= ¢7) is not defined

where:
o & dom(u)

¢ = eV (e0% &)

Protipyce,)ge 9’ (iref (e1)v)
where:
plo)=v
e’ = eV ilbl(er)
9 =9cvyg

{unitL | ulo— &' (uv (ge v 9))]

é‘ng

—:Cx(Cu{error})

error if ¢’ is not defined, or ¢ [ <] ilbl(¢’")does not hold

¢’ = (e 0" iref(e1)) v ((¢ ¥ ilbl(e1)) o= 3 o~ ilbl(iref (1))

where:
/,1(0) ="y
fe)u
if not defined

—>.: EVTERM X (EVTERM U { error })

Fig. 6. GSLp,: Dynamic semantics
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information to the current context when g; is more confidential than the current security
effect g.. Note that g,—which represents the join between ¢; and the current security effect
gc—is not used in this rule; it is used during reduction of the protected subterm.

o Rule (r3) reduces a function application either to a protected body or to an error. The
term reduces to an error if consistent transitivity fails to justify that the type of the actual
argument is a consistent subtype of the formal argument type. This prevents an evident
invalid information flow from the actual argument to the formal argument. Also, to prevent
implicit flows via the store, an error is signaled if consistent transitivity fails to confirm that
the latent effect of the function is greater than both the current security effect and that of the
function. If the function application is valid, then the body is protected at the security level
of the function. Label g7 represents the security effect that is used to reduce the body, where
&7 confirms that g7 is no more confidential than the latent effect g’.

e Similarly, rule (r4) reduces a conditional expression by protecting the chosen branch. The
resulting prot term is constructed using the dynamic information of the conditional.

e Rule (r5) reduces a reference term to a fresh location. To prevent invalid implicit flows,
the current security effect is stamped on the stored value. The term reduces to an error
if consistent transitivity fails to confirm that the current security effect is lower than the
statically-determined security level of the reference content U.

e Rule (r6) reduces a dereference term. In the dynamic semantics of SSLgef, dereferencing a
store location causes the actual security of the location to be stamped on the resulting value.
Here, the term reduces instead to a protected expression, which is equivalent but simplifies
the proofs.

e Rule (77) is critical to ensuring noninterference. It can reduce to an error, and thereby
preventing either implicit or explicit invalid flows, for three reasons:

(1) the security level of the stored value should be no more confidential than the statically-
determined security level of the reference content (explicit flow).
(2) both the current security effect and the actual security level of the reference should be no
more confidential than the static security level of the reference content (implicit flow).
(3) the evidence of the current security effect must denote possible labels that are necessarily
lower than those denoted by the evidence of the stored value (implicit flow).
The third condition above, highlighted in gray in Fig. 6, is expressed with the lower-bound
comparison operator | <| between evidences:

([6r, ], [, Ga]) L) (161 G 165, 6] = b < 4

This check is necessary to ensure noninterference, and as explained in Sec. 6.3, it arises not

from the type preservation argument, but from the noninterference argument. In Sec. 4.3 we
illustrate each of these three scenarios.

The — <. reduction rule uses consistent transitivity to combine, if possible, strings of evidence

that accumulate on a raw value. It fails with a runtime error if the evidence cannot be combined.

Sec. 4.3 presents an example of such a reduction.
Finally, contextual term reduction is specified using term frames f and evidence frames h:

f hle(]]
h

t= O@¢t|eudn|0@, ¢t |eu@,O0|enO]|ifOthenetelsect|!o|O:=; £t|£u::€|:||ref£]|:|

The reduction rules for frames are presented in Fig. 7. Rule (R f) reduces under term frames. Rule
(R—>) reduces a term to either a term or error, using — from Fig. 6. Similarly Rules (Rh) and
(Rproth) reduce the subterm using the evidence-combining reduction — .. Rule (Rprot) allows
the protected subterm to step under a higher security level, which may be a sublabel of the one
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£9c £9c
t|lp — r reCu{error} tlpy —t' |y
R—) 0 (Rf) g0
tlp—r flellp — fIE1 W
il p niq%t’|,u’ v — < e'u
(Rprot) 90 (Rh) 90 :
prot(clgls’gé(gt) | p — protflgle’gé(ft’) | 1’ hlev] | g +— hle'u] |
, £9c
v — <. 'u t|p +— error
(Rproth) o0 (Rferr) o0
protﬂgle’gé(w) |p — protﬁglf’gé(s’u) | 1 flt]| p > error
A
£V —> <. error t —— error
(Rherr) <éq (Rproterr) L >
hlev] | g > error protglqlf’gé(gt) | p = error
£V — <. error
(Rprotherr) "
prot,, qls'gé(ev) | 4 > error

Fig. 7. GSLEef: Evaluation frames and reduction

determined statically. Finally, rules (Rferr) and (Rproterr) propagate errors when the subterm
reduces to an error, and rules (Rherr) and (Rprotherr) propagate errors when evidence fails to
combine.

4.3 Examples of Reduction

To illustrate the runtime semantics of GSLges we first illustrate the three scenarios for which an
assignment can fail, as per Rule (r7).

(1) Consider the following program, which attempts to assign a high-confidentiality value into a
low-confidentiality reference, and its translation (under security effect .L):

L+ ref™ 200:=(10y = Int;) ~ ¢ : Unit,

Abbreviating [ L, T]as ?, [(,{] as £, (1,1) as (1), and _ for irrelevant evidence, we have:
Ly,
I F>7e101 := £10y

where ¢; = (Ref Int ) F Ref Int, < Refy Int, &, = (Inty, Intpy,17) F Inty < Int;. Then as
(& 0= iref(e1)) = (Inty, Intyy 77) o= (IntL) is not defined, the term reduces to an error, as
expected.

(2) The following program attempts to update a low-confidentiality reference under a high-
confidentiality security effect. Considering a security effect L, a location I o, : Ref, Int,
the program and its translation are:

L + if truey :: Bool, then o0, :=10 else unit ~ ¢ : Unit,
The conditional reduces to the first branch under a security effect H.

L,
I — prot_HslH(_(gzol =g, _101))

where ¢y = (H,[H, T]) J_m? and & = (Ref, Int ) + Ref, Int. < Ref, Int.. Also,
because the static security effect of the assignment is ?, we have &3 = ([L,L],L) ?v L < L.
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Then as ((e1 v ilbl(ez)) o= &5 o= ilbl(iref(e2))) = (H,[H, T]) o= ([L, L], L) o= (L) is not defined,
the term reduces to an error, successfully preventing an invalid implicit flow.

(3) Consider a program fragment similar to the previous one, with security effect L, a variable
x : Booly, and a location 0, : Ref | Int;:

L +if x : Bool, then 0,:=10; else unit, ~ ¢t : Unit,

Suppose as well that u(o) = €,0,, where ilbl(e;) = ([L, T],[L, T]) - ? < ? (i.e. the stored num-
ber and heap cell have not acquired any security commitments yet). If x is truey, then the
first branch is taken:

t F>"prot yerH( (o) == 104))

where & = (H,[H, T]) + LvH< Lv? Since €1 | <] ilbl(e;) is not defined, because H% 1,
the program reduces to an error. The problem is that if x were changed to falsey, then the
unchanged imprecisely labeled contents of o could be treated as low-security and thereby
used to leak information about x, using for instance a test of lo that conditionally assigns to
some other low-security reference (for more see the example of Sec. 2, and Sec. 6.3).

Type-based reasoning. Finally, we revisit the mix and smix functions from Sec. 2, which illus-
trate how GSLgef preserves type-based reasoning principles in the gradual setting. The desugared

GSLgef program follows: '’

mix = (Apub : L.(Apriv : ?.(if pub < priv then 1| else 2) : L)),
smix =mix:L—H—>L

smix 1 5

This program elaborates to the following GSL,; program:
mix = (Apub : L.(Apriv : 2.([L, L], L)(if (?)((L)pub < (?)priv) then (L)1 else (L)2|)))L
smix =(L—> [H,T] - L,L > H— Lymix
(H = DL — H = Lysmix @1}y (1L @ gy, (L H)5L

A trace of the program is given in Fig. 8. As before, we abbreviate [L, T| as ?, [{, (] as ¢, and (1,1)
as (1). We omit the security effect of the reduction, which is always (1)L, as well as the heap, since
the program is pure. The program fails as expected because low-security evidence is attached to
the conditional term by a static ascription, which fails to combine with the high-security evidence
of the value produced by the conditional. In other words, reduction fails to prove that H < L.

4.4 GSLges: Safety and Graduality

GSLges satisfies a standard type safety property, whose proofs are in the companion technical
report [Toro et al. 2018]. More precisely, type safety is formulated for the evidence-augmented
language GSLy,, and hence appeals to a corresponding typing judgment. As expected, this typing
judgment, denoted I'; 3; eg. + ¢t : U, is based on the GSLgef typing judgment.l ! The only difference is
that the security effect g, is enriched with evidence ¢. This evidence accounts for how the runtime
security effect can evolve to (consistently) lower levels than the security effect originally determined
by the type system.

19For brevity, we only show the labels of base types, and omit latent effect annotations on pure functions.
1The full definition of the GSLg,¢ type system can be found in Appendix A.3; the (straightforward) theorem that elaboration
preserves typing is in the companion technical report [Toro et al. 2018] .
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(H— (L= H = L)L = [HT] > LL— H = Lmix @, (1) @ 1) (L H)S5L
> (H = (L= [H,T] 5 LL— H = Lmix @y 1y (D1L) @7 (L HS5L
+—(H — L)( prot 1y, ¢'(((H. T] = L H = L)) ) @ i, (L. H)5L
where u = (Apriv : 2.([L, L], L)(f (2)((LY(L)Y1L < (?)priv) then (L)1, else (L)2)L
and ¢ = (L, T)L
— (H = D([H. Tl = LH > L) @ 1) (LH)S5L

— ([H,T] = LH = Lu @ 1, (LHS5L

prot 1 ¢ ((L) (L. LL LG (2)( (L)L < ()(L.[H. T])5L) then (L)1, else (L)2,))
+prot (1 ¢ (L (L LLLYGE 2)((L1L < (2)(L [H, T)5L ) then (L)1 else (L)21))
sprot gy ¢ ((L([L. LL LYGF (2)( (L1 < (L [H. TD5L ) then (L)1, else (L)20))
+prot 1 ¢ (L) (L. LL LG ()L [H, Tl)truer) then (L)1, else (L)2,))
|—>prot<L>L¢'((L)([J_, L], Ly(if ((L,[H, T])truey) then (L)1 else (L)2| ))
—prot 1 ¢’ ((L)([ L L1.L) protq vy é’((L1L) )

—sprot 1y, ¢'((L) ([L. LI L)(L.[H, T, )
——error (L,[H, T]) o= ([L, L], L) is undefined

[
[

Fig. 8. GSL‘;ef: Example reduction

PropPosITION 4.1 (TYPE SAFETY). If;X;egc + t : U, and consider y, such that ¥ + y, then either:

e tisavaluev
€gc
e t |y — error

ot|p 5 | g and ;%" ;eg. v t' : U for someX 2 3 such that 3" + p’

Additionally, by design, the type system of GSLges is crisply and smoothly connected to that
of SSLges. First, the two typing judgments are crisply connected in that the GSLges judgment
conservatively extends the SSLgef one.

PROPOSITION 4.2 (STATIC CONSERVATIVE EXTENSION). Let ks denote SSLgef’s type system. Then
for any static language termt € TERM, -;3; L. +s t : S ifand only if ;5; €. F t : S.

Second, the two typing judgments are smoothly connected in that each well-typed GSLgef
program (thus each SSLges one) preserves well-typing as its security information is made less
precise, a property known as the static gradual guarantee [Sick et al. 2015]. Precision orders the
static information content of gradual type or labels from most to least. Type and label precision are
defined as follows:
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Definition 4.3 (Type and label precision).

g1 E 92 g1 E 92
gE? gEg Bool,, C Booly, Unitg, T Unitg,
UinEUxn Up2CUxz 9115921 9125 922 g1 E 9 Ui C U,

912 922 Ref,, Uj C Ref,, Uy
U11— ¢y, U12 E Uz1—4,, Uz o 9

Type and label precision are naturally lifted to term precision.

PROPOSITION 4.4 (STATIC GRADUAL GUARANTEE). Suppose gc1 E gez and ty C t.
If;559c1 F t1 : Uy then 55 gea F ta : Uy where Uy E Us.

This guarantee is best understood in reverse: if a simply-typed program (where all security labels
are ?) has a security-typed counterpart (where all security labels are precise), then GSLgef statically
accepts every intermediate security typing of that program: type checking is continuous with respect
to security precision, so security information can be added in any order and at any rate [Siek et al.
2015].

Siek et al. [2015] also present a dynamic gradual guarantee, which relates the execution behavior
of programs that only differ in their precision. Specifically, if a program takes a step, then the same
program with less precise (or fewer) type annotations also takes a step, i.e. reducing precision
does not introduce new runtime errors. The formal statement of the guarantee can be found in the
companion technical report [Toro et al. 2018]. Unfortunately, we have uncovered a tension between
the dynamic gradual guarantee and noninterference. To ensure noninterference, the dynamic
semantics of GSLger includes a specific runtime check (highlighted in gray in Fig. 6) which breaks
the dynamic gradual guarantee. Dually, without this check, GSLgef satisfies the dynamic gradual
guarantee, but does not enforce noninterference for all programs. We discuss this subtlety in more
detail in Sec. 6.3.

Nevertheless, an interesting conservative extension result holds for the dynamic semantics.
Specifically, static GSLgef terms never produce errors at runtime.

PROPOSITION 4.5 (STATIC TERMS DO NOT FAIL). Let STATICTERM be the static subset of GSL;ef
terms, i.e. with fully-static annotations, and STATICSTORE the set of stores whose codomains are subsets

of StaTICTERM. Then consider t € STATICTERM, ;i € STATICSTORE, and €, such that s = J[[€, < '].

ZC .
If ;3¢ v t : U, then either t is a value, ort | u, = t; | i, with t' € STATICTERM and

y’ € STATICSTORE.

4.5 Prototype Implementation

We have implemented GSLgef in an interactive prototype available online at:
https://pleiad.cl/gradual-security/.
The implementation, realized in Scala, supports all of GSLgef plus let-bindings. Given a source
program, it either shows the result of the elaboration to GSLy,,, or reports a static type error. If the
source program is well-typed, the evidence-augmented term can be explored interactively, either
collapsing or expanding premises of its well-typedness, including evidences. The user can then
reduce the term step by step, similarly to PLT Redex’s trace facility. At each step, the full typing
derivation of the term can again be explored. The reduction shows how evidences are combined by
consistent subtyping transitivity, eventually ending up in a value or a runtime security error.

All examples presented in this paper are available as pre-loaded source examples.
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5 GSLger: NONINTERFERENCE

This section establishes the type soundness of GSLges, i.e. that gradual security types ensure nonin-
terference. Noninterference formalizes the intuition that low-security observers of a computation
cannot detect changes in high-security inputs. Therefore noninterference inherently reflects a
relationship between different runs of the same program with different inputs. We establish noninter-
ference for GSLgef using logical relations [Heintze and Riecke 1998; Zdancewic 2002]. More precisely,
because general references introduce nontermination, we apply step-indexed relations [Ahmed
2004]. As standard, we focus on termination-insensitive noninterference: interference between two
executions is only acknowledged when both terminate in values that are observably different. In
line with prior work on gradual security [Disney and Flanagan 2011; Fennell and Thiemann 2013],
we consider runtime check errors to be akin to non-termination, because in principle the semantics
could deal with errors by diverging and directly reporting the error through a secure channel.

Observing values. The security type of a value dictates both an observation protocol and the
clearance required to observe it. Consider a value + v : U; —, U,, and an observer with security
level £,: Can ¢, observe the value? If so, what observations can it make? First, ¢, cannot make
any observations if its security level does not subsume that of the function (g« ¢,). If clearance is
granted (g < &), then £, may make observations in accordance with the structure of v’s type: it
may construct another value v’ : U; and apply it to the function; the observations that £, can make
of the result are then dictated by the type U, v g.

The predicate obsVal,_, defined formally below, intuitively captures what it means for a value v of
type U to be observable at {,: {, must be consistently greater than the security label of U. To account
for the gradual security setting, we need to extend this intuitive notion in two ways. First, observa-
tion must deal with the potential for values to carry type ascriptions, such as v = truey :: Bool,. An
observer at security level L must not observe the underlying high-security value. The key intuition
is that the observation should ultimately be equivalent to applying the source language context
if O :: Bool| then true| else false to the value, thereby asserting credentials and then using them.
Doing so would trigger a runtime check error, which amounts to a non-observation. In GSLg,,
v would be represented as an evidence value ctruey, where ¢ confirms that Booly < Bool,. We
capture the observability of the underlying value by defining the notion of observable evidence at a
given observation level. Then, an evidence value v = ¢u is observable if its label evidence (ilbl(¢))
is observable.

Definition 5.1 (Observable evidence). Suppose observation level £, and an evidence judgment
¢ F g < g’ for some g and g’. For the evidence ¢ to be observable at ¢,, it must be possible to
confirm g < ¢, using consistent transitivity of label ordering through g’. Formally:

obsEv‘Z;(g) & 0~ J[g’ < {,] is defined

Second, observation must account for dynamic security effect clearance: observation leaks a
value from its context, so the observer must have the proper credentials. Recall that execution
happens under a dynamic security effect g that, at runtime, can be consistently lower than the
security effect originally determined by the type system. Therefore the dynamic security effect
is accompanied by evidence ¢ that confirms that g < g’, where g’ is the static security effect.
Observation is allowed if such evidence is observable, ie. g < l,.

Adding these two refinements of observability to the original notion of observable value yields
the following definition.
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Definition 5.2 (Observable value). Given an observation level £,, we define that a value v, typed
as U, is observable as:

obsValg)(v) = g=<lA ((v =qu) = obsEv‘ZD(ilbl(gl))> where g = label(U)

Security logical relations. We define logical relations between both computations and values
in Figs. 9 and 10. The notions of related values and related computations are mutually recursive,
as explained below. Note that the logical relations are only defined for pairs of GSLg,¢ terms that
have the same type U, so simple type safety ensures that the behaviors dictated by U will produce
defined behavior (including runtime error). To make the relations well-defined in the presence
of nontermination, we index them on the number of steps k that the observer £, may take. If no
inequivalent observations are made after k steps, the terms are deemed equivalent. Ultimately
we require that ¢, observes equivalence for any arbitrary number of steps, which implies that
nonterminating computations also respect the noninterference guarantees. This is the essence of
step-indexing [Ahmed 2004].

The definition of related values is presented in Fig. 9. We use notation g; to denote the evidence-
augmented security context ¢;g; . The notation %; g, + (g1, v1, 1) z’go {92, V2, ) : U indicates that
the triple of security context g;, value v; and store py, is related to the triple of dynamic security
context gp, value v, and store p; at type U for k steps under store typing ¥ and static security
context g. when observed at the security level £,. For two such triples to be related, four conditions
must be satisfied:

(1) The security effects must be related under security effect g., meaning they denote execution
contexts that are either both above ¢, (high-security), or both below (low-security). Formally,
two security effects are related if their underlying evidences are either both observable or
both not observable:

Jc FE101 X, E202 & (obsEv‘gZ(sl) A 0bsEvy® (&) V (mobsEvy’ (e1) A ﬁobsEv‘ZJ,Z(sz))

where ¢; F g; < ge.

(2) The stores must be related for k steps under store typing %, notation X +p; zlgo Uo. This
means that, for locations that are common to both stores,'? the stored values are related at
Jj < k steps. Formally:

S b AE &= Ygediei b 9i < gerge Fo1 e, G20 <K ZFop,
Vo € dom(y;) N dom(yiz), 3 ge + (G, p11(0). 1) %) (Ga. p12(0), prz) = Z(U)

In particular, stored values must be related at all related security effects gi, §». This generality
is necessary because all reference operations involve stamping the current security effect (and
its evidence) onto the stored value, and doing so must preserve relatedness. For instance, two
runs of a program can update a store location with different values under a high-security effect
because both will be stamped high-security, and thus indistinguishable by a low-security
observer £,.

(3) The values must both have the same type U under an empty type environment and valid
store type.

(4) The values must be either both observable or both not observable. If the values are not
observable, they are deemed equivalent. If they are observable, then they must be related at
their specific type, as specified by the auxiliary relation obsReliE‘;‘;U, defined by case analysis
on U.If U is either Bool,, Unit, or Ref, U’, two values are related simply if their raw values

12 For simplicity and without loss of generality, like Austin and Flanagan [2009], we assume that a new reference in two
related executions is allocated at the same address.
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%5 ge F (d1,v1, 1) zl}g (g2, v2, p2) : U & gc vg1 =¢, G2 ANZ + 1 z’EU H2 A 52 di Fop t UA

(obsValZ(vi) \Y% ﬁobsValg)(vi)) A ((obsValgo(vi) A obsEv‘Zi (¢)) = obsReliz‘gZ’U(gl, v1, f1, 92, vg,yz))

obsReIi:‘Z’U(g],vl,pl,gg,vg,pz) < rval(vy) = rval(vg) if U € {Booly, Unity, Ref, U’}
506025 U, 93
,9c, Ut—g5, Uz N .
obsRel} "’ (G v s Gosv2 ) & V< k VU = Ul — g Uy, VU,

Yg.,Y§! = ¢lgi, where ¢ t g] < 9e, st Gi <¢, g1,

s
e11 F Uli{%] Up sU' ez v U s U, and e3; + gl v 941 < 945, We have:
Vol 1}, 3% C 33 s ge b (91, 0] p1t) &) (G20 v, 13) UYL, dom(ui) € dom(u),

5 ge b (G (61101 @gy, €1201), 1) = (G2, (61102 @y, €1203), 13) : C(Uz Y 951)

Fig. 9. Related values

Sige F(G1ti ) A, (Go.taupiz) 1 C(U) & ge vy ~¢, Go NE Hun %5, 2 AV§]. st i <¢, §f and
g
-;2;5?{ it U,Vj <k, (t,- | pi r—)jtl{ | ,u; = I,z

k—j . . ~ k—j ;A
B bl <57 iy A (irred(e]) A imed())) = 35 g+ (Gt ) <57 (s thoph) s U)

Fig. 10. Related computations

are equal (rval strips away checking-related information such as labels and evidences). Two
functions are related if their application to two related argument values, in related stores, for
J < k steps, are related computations, as explained below.

The definition of related computations is presented in Fig. 10. First, two triples of security effect,
term, and store are related computations for k steps at type U if the security effects and the stores
are related, as defined previously. Second, the terms must have type U under any observationally
higher security effect §’.!> We say §’ = ¢’g’ is observationally higher than § = &g, notation
g <¢, g if —@bsEviZ(s) = ﬂobsEv‘gi(e’), where ¢ - g < g. and ¢’ + g’ < g/. For instance, in the
static language it is the case that for any ¢, H <, H v ¢, because by monotonicity of the join
Hy¢, = Hv &/{,. Additionally, for any j < k, if both terms can be reduced for at least j steps under
security effect g;, then the resulting stores should be related for the remaining k — j steps. Finally,
if the resulting terms are irreducible, they must be related values for the remaining k — j steps at
type U, as defined previously. The logical relation relates computations that do not terminate as
long as the stores are also related after k steps.

Noninterference. Armed with these logical relations, we can state a semantics-driven notion of
noninterference, and prove that well-typed terms of the internal language are sound with respect to
it. The judgment I'; 3; § |= ¢t : U says that term t is semantically well-typed, meaning that it respects
the security protocol U for all observers, substitutions, stores, and steps [Ahmed 2004].

3This requirement is motivated by the proof, in order to obtain a stronger induction hypothesis [Toro et al. 2018].
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Definition 5.3 (Semantic Security Typing).

[;3jFt:U & V¢ €LABEL k > 0, p1, ps € SUBST and py, ji2 € STORE, Yg.,J = €g,
£+ g < ge, such that 3 + p; and T5 35 g, + (g, p1, 1) =5, (Js p2s ia) »
we haveX; gc F (g, pi(t), pn) =5, (§, pa(t), p2) : C(U)

The definition above appeals to a notion of related substitutions. Indeed, the term ¢ may have free
variables, indicating “input parameters”. The term is semantically well-typed if applying related
substitutions (and stores) yields related computations at type U, for any number of steps k, and
for any observer ¢,. Two substitutions are related if they map each variable in the term to related
closed values:

Definition 5.4 (Related substitutions). Tuples (g1, p1, pt1) and {ga, p2, pi2) are related on k steps
under I', ¥ and g., notation I'; 3; g, + {41, p1, 1) zlgo (92, p2, h2), if pi ET, 2 g z’tfo 1z and

Vx € dom(T).%; ge + (g1, pr(x). pi) ~5, (G2, pa(x). p12) : T(x)

Note that because a low-security observer equates all high-security values, the actual substitu-
tions and stores can be wildly different, up to the strictures that the logical relation imposes on
their types.

Finally, Security Type Soundness says that the syntactic type system enforces noninterference.

PROPOSITION 5.5 (SECURITY TYPE SOUNDNESS). [;3;Grt:U = I;3Gl=t:U

6 DERIVING GSLges WITH AGT (ALMOST)

So far the presentation of GSLges has focused on describing the language as it is and its properties,
without explaining how it came to be designed that way. Several definitions in both the static
and dynamic semantics may seem to come out of nowhere, and hard to accept without further
justification.

This work originated in part from our desire to apply the Abstracting Gradual Typing (AGT)
methodology [Garcia et al. 2016] in a challenging setting. Indeed, AGT has been shown to be
effective in different contexts: records and subtyping [Garcia et al. 2016], static semantics of gradual
effects [Bafiados Schwerter et al. 2014, 2016], gradual unions [Toro and Tanter 2017], as well as
refinement types [Lehmann and Tanter 2017] and set-theoretic types [Castagna and Lanvin 2017].
But AGT has never been applied to a type discipline that denotes a relational property over multiple
executions.

Therefore, we have systematically derived GSLgef from SSLger using AGT. This methodology,
which starts from considering gradual types as abstractions of static types, drove the entire design
of GSLgef. The abstract interpretation framework of AGT provides definitions—semantically-defined
notions—which may be hard to implement directly. From these definitions, we devise equivalent
algorithmic characterizations—easily implementable, but hard to convincingly justify informally.
AGT also explains how to derive the dynamic semantics of a gradual language based on the type
safety argument of the static language. In Sec. 4 we try to convey guiding intuitions, but in this
section we show how the definitions are not driven by intuition, but rather formally justified by
AGT. Each algorithmic characterization from Sec. 4 is equivalent to its semantic definition, obtained
using AGT and presented hereafter. These equivalences are proven in the companion technical
report [Toro et al. 2018].

Before diving into the subtleties of applying AGT to security typing, we quickly describe the
main elements of the AGT approach as spelled out by Garcia et al. [2016]: its inputs, steps, and
outputs.
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AGT in a nutshell. The AGT methodology proposes to derive the static and dynamic semantics
of a gradual language in the following manner:

(1) Deriving the statics.

(a) Start from a language with a fully-static typing discipline, including the particulars of its
type safety proof.

(b) Define the syntax of gradual types, and give them meaning via a concretization function,
which maps gradual types to sets of static types; then define the corresponding most precise
abstraction function, forming a Galois connection.

(c) Lift type predicates and functions used in the type system of the static language through
the Galois connection to obtain the gradual type system.

(2) Deriving the dynamics.

(a) Define the structure of evidence for consistent judgments, which represents justification for
why such a judgment holds; this representation depends on a Galois connection—usually
the same as the one used for deriving the static semantics.

(b) Reduce gradual programs by reducing gradual typing derivations decorated with evidence,
mirroring reasoning steps of the static language’s type safety proof, hence exploiting the
correspondence between proof normalization and term reduction [Howard 1980].

Therefore, the “inputs” to AGT are only the static language, and the Galois connection(s) that
give meaning to gradual types and evidences. As “output”, one obtains the static and dynamic
semantics of the gradual language, together with the guarantee that it is type safe, is a conservative
extension of the static discipline, and satisfies the gradual guarantees.

Note that, as alluded to above, in order to achieve an implementation one must also provide
algorithmic characterizations of the operators obtained through the abstract interpretation frame-
work. Often these algorithms can be calculated by induction on types, but sometimes it requires
trial-and-error. In any case, the Al-based definition provides the baseline against which to formally
validate such characterizations.

Applying AGT to security typing. As mentioned above, applying AGT ensures by construction
that the derived gradual language is type safe and satisfies the gradual guarantees. In prior work,
we applied AGT to a pure language with security typing, and found the resulting language to
satisfy noninterference [Garcia and Tanter 2015]. However, in this work, where the languages
support mutable references, applying AGT to SSLg.s yielded a gradual language that violates
noninterference! By applying AGT, we surely obtained a gradual language that was type safe
and satisfied the gradual guarantees, but unfortunately, the crucial semantic property of security
types was broken. In brief, we had to apply two refinements. The first was proposed in the AGT
methodology, though not needed in prior work. The second is novel, but conflicts with the dynamic
gradual guarantee.

This section reports on these wrinkles and refinements so that future efforts to apply AGT to
rich type disciplines can build on our experience. In particular:

e Sec. 6.1 sets up the basics to derive the static semantics of GSLges with AGT, which was a
successful endeavor. In the process, we identified one subtlety (about compositional lifting)
that is worth highlighting.

e Sec. 6.2 explains the AGT approach to deriving the dynamic semantics of the gradual language.
Here, we discover that evidence must use a more precise abstraction than the one used in the
static semantics. While this possibility is briefly mentioned in [Garcia et al. 2016], it was not
necessary in other applications of AGT.
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e Sec. 6.3 discusses a crucial point related to enforcing noninterference in the presence of
references, and hence potential implicit flows. This observation led us to add an extra check
to GSLges’s dynamic semantics. The check ensures noninterference, but breaks the dynamic
gradual guarantee.

6.1 Deriving the Statics

Following the AGT approach, we give meaning to gradual security labels directly in terms of the
original static security labels. The driving intuition is that the unknown label ? represents any label
whatsoever, while a gradual label £ represents a single static security label. We formalize this with
a concretization function.

Definition 6.1 (Label Concretization). y : GLABEL — P(LABEL)
y(0)={¢}
y(?) = LaBEL

Concretization immediately induces the notion of precision, which orders the static information
content of gradual labels from most to least:

Definition 6.2 (Label Precision). g1 E g if and only if y(91) C y(g2).

In order to exploit AGT to gradualize SSLgef, we also require an abstraction function to precisely
summarize a set of static labels as a single gradual label (round hats x denote sets of x):

Definition 6.3 (Label Abstraction). a : P(LABEL)—GLABEL:

a({t})=¢
a(0) is undefined

a(?) = ? otherwise

The y and a functions are tightly connected by two properties that together form a Galois
connection [Cousot and Cousot 1977].

PROPOSITION 6.4 (a 1s SOUND AND OPTIMAL). If € # 0 then,
(i) £ S y(a(0)).

(i) If€ C y(g) then a(C) C g.

Soundness (i) means that @ always produces a gradual label whose concretization over-approximates
the original set. Optimality (ii) means that « always yields the best (i.e. least) sound approximation
that gradual labels can represent.

The meaning of gradual security types is derived from the meaning of gradual security labels.
Therefore, we naturally define a Galois connection for gradual security types (see Appendix A.3).

Lifting predicates and functions. Following AGT, we exploit the Galois connections to lift
all predicates and functions over labels and types from SSLgef to obtain the definition of their
counterparts in GSLg.f. In essence, each gradual entity (label, type) represents some set of static
entities, so a consistent predicate holds among gradual entities so long as the underlying static
predicate could plausibly hold. For instance, consistent ordering on gradual labels is defined as
follows:

Definition 6.5 (Consistent label ordering). g1 < g2 & {1 < {; for some ({1, ;) € y(g1) X y(g2)-
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Consistent ordering conservatively extends static label ordering because each static label, when
treated as a gradual label, concretizes to a singleton set that contains only itself; conservative
extension is central to the concept of graduality [Siek et al. 2015]. On the other hand, consistent
ordering holds universally for the unknown label ?, since it concretizes to all possible static labels.

Similarly, the join of two gradual labels is defined by lifting static label join:

Definition 6.6 (Gradual label join). g1 v g2 = a({{1 v €2 | (€1,62) € y(g1) X y(g2) })

The gradual join of two gradual labels is the best abstraction of the set of all plausible static joins.
For more insight, recall its equational characterization in Sec. 4: the unknown label disappears
when joined with T, while it otherwise survives all joins. This is an emergent property of lifting:
we did not anticipate it.

Compositional vs. aggregate lifting. One unanticipated subtlety observed in Sec. 4 involves
the compound premises of the (Sapp) and (Sref) rules, such as £, v £ < ¢’. One might be tempted
to lift this premise compositionally as g. v g < g’. But Garcia et al. [2016] explicitly warn against
blindly lifting static predicates compositionally: compositional lifting must be proven (for instance,
they show that lifting their subtyping premises compositionally yields the same result as lifting
them aggregately). Here it matters! Consider the definition induced by AGT:

Definition 6.7 (Consistent bounding).

91V g2 < g3 & {1 vy < 3 for some ({1, 62, 63) € y(g1) X y(g2) X y(93)

This definition is not equivalent to compositional lifting. For instance, the relation HY ? < L
holds, but we know that no static label ¢ satisfies Hv ¢ < L (because H v ¢ must be at least as high as
H).'* In fact, precise lifting becomes critical when we reason about combining such lattice relations
in the dynamic semantics. To the best of our knowledge, this is the first instance of aggregate lifting
affecting the application of AGT.

6.2 Deriving the Dynamics

Garcia et al. [2016] derive the dynamic semantics of a gradual language by reduction of gradual
typing derivations (augmented with evidence), thereby exploiting the correspondence between
proof normalization and term reduction [Howard 1980]. This approach, which directly exploits the
proof of syntactic type safety for the static language (SSLgef in our case), provides the direct runtime
semantics of gradual programs, instead of the usual approach by translation to some internal cast
calculus [Siek and Taha 2006].

Since writing down reduction rules over (two-dimensional) derivation trees is unwieldy, Garcia
et al. [2016] use intrinsically-typed terms [Church 1940] as a convenient flat notation for derivation
trees. Intrinsic terms are heavy notationally because they carry all type annotations, yielding to
reduction rules that are hard to read. To alleviate this burden, we have chosen to present the dynamic
semantics by reducing evidence-augmented terms, which are more lightweight notationally, and
establish a more direct connection with the traditional translational approach. The counterpart of
this choice is that we had to present a translation from source GSLgef terms to evidence-augmented
GSLg,¢ terms. Apart from this cosmetic difference, the central approach to reduction is the same:
evidence is combined during reduction, producing either new evidence to support the plausibility
of the contractum, or a runtime error if no evidence remains, thereby refuting type safety.

14To be honest, despite the warning of Garcia et al., we first overlooked the issue and applied compositional lifting, assuming
it would hold. We then observed that the resulting design loses enough precision to miss some evident inconsistencies, with
dramatic consequences for security.
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In essence, GSLg,; terms are intrinsic terms from which computationally irrelevant static an-
notations have been erased. Proofs of theorems about GSLgef’s dynamic semantics need these
annotations, so they use intrinsic terms. The companion technical report formalizes the relationship
between intrinsic terms and evidence-augmented terms by giving a translation from intrinsic terms
to evidence-augmented terms [Toro et al. 2018]. We show that, intrinsic terms can always be erased
to GSLg, terms, and that the process can be reversed for well-typed GSLy, ¢ terms. Furthermore,
related intrinsic and GSLy, terms either reduce to related terms or yield errors. Therefore the
theorems about intrinsic terms transfer to GSLg,¢ terms.

Reduction and consistent deductions. All instances of combining evidence in the reduction
rules are dictated by SSLgef’s type safety proof. To illustrate this deep connection, we now analyze
a case of the SSLgef type safety proof and describe how to lift the argument to GSLg.s. Consider the
assignment case of SSLgef’s preservation proof, which in essence reduces a type derivation @ to a
new one and updates the program counter ¢, and store p.

0:5€X D1
D= 32 lcrop:RefpS 350 rv:Sy Sp<:S {£e vl < label(S)
%€ Fop:=v : Unity

The relevant reduction rule (Fig. 2) follows:

[C
op=v | g — unity | plo v v € v L]

The fact that @ reduces to -; %; £, + unit, : Unit, is immediate, but we must also prove that the
stored value v v €], v € respects the store type, i.e. S; v €, v € <: S. Since -; 2; €, - v : S; and S; <: S,
it suffices to show that £/ v £ < label(S). We do so as follows. Since v is monotone with respect
to < in both arguments, we can combine ¢, < ¢, (assumed in the statement of preservation) and
¢ < € (deduced by < reflexivity) to deduce ¢ v £ < €. v {. Finally, since < is transitive, we combine
the above with the £, v ¢ < label(S) to deduce ¢/ v ¢ < label(S). To recap, this “reduction” applies
reasoning steps with a computational flavor: it composes < relations to deduce new ones, using
both join monotonicity and order transitivity.

In the gradual setting, transitivity of ordering of gradual labels does not always hold: e.g. H < ?
and ? < Lbut H £ L. As such, transitivity of consistent ordering is plausible but not definite, so
we have to check. How? Here is the key intuition: recall that a consistent judgment like H < ?
means that £; < ¢, holds for some pair of labels (¢4, £;) drawn from the concretizations y(H) = { H }
and y(?) = LABEL respectively. We do not know which pair, so we must consider all plausible ones,
i.e. { (H,H),(H, T) }: the rest are surely wrong so we discard them. Similarly, the plausible pairs
for ? < T are { (£, T) | £ < T }. Now, given these two sets of plausible orderings, is transitivity
plausible? Yes, because two plausible deductions arise: 1) H < Hand H < T implies H < T;
and 2) H < T and T < T implies H < T. When collected, the deduced pairings collapse to the
singular expected result: { (H, T) }. If we replay the same reasoning for H < ?and? < L, however,
we deduce 0, which means that transitivity is not plausible: it has been refuted. An analogous
process applies for join monotonicity, as well as transitivity of consistent subtyping, yielding sets
of pairs of candidate subtypings.

In both of the above deductions, we reason imprecisely yet still deduce definite results: a single
possibility in one, and none in the other. But in general, imprecision begets imprecision. The
main source of complication is that static safety arguments deduce ordering relationships by
interleaving transitivity and monotonicity arguments, so corresponding consistent deductions
must mirror them. Furthermore, it would be especially burdensome to explicitly track sets of pairs
of labels at runtime, let alone the sets of pairs of types that arise when reasoning about consistent
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subtyping. This is where AGT suggests to use an abstraction of the possible static candidates,
evidence. Evidence of a consistent judgment is a pair of abstractions of sets of static entities that
justify a consistent judgment. Which abstraction to use turns out to be a crucial decision in order
to preserve noninterference, as discussed next.

Problems with evidence as gradual labels. The “natural” abstraction of sets of labels are
gradual labels, as used in the static semantics. In fact, Garcia et al. [2016] use the same abstraction
to represent both runtime evidence and static gradual types; we initially followed suit. However,
the first major subtlety we uncovered while deriving GSLgef’s dynamic semantics is that using
gradual labels (and consequently, gradual types) for evidence yields a design that achieves both
type safety and the gradual criteria, but violates noninterference!

This problem manifested in two parts of the noninterference proof. First, the noninterference
proof relies on the associativity of consistent transitivity."> However, consistent transitivity of label
ordering is not associative if gradual labels are used to represent evidence. Recall the program
true; :: Booly :: Bool; :: Bool|, introduced in Sec. 4.2, which we expect to fail at runtime, and which
ultimately involves combining three consistent label ordering judgments: & + ? < H, &, - H < 2,
and £ F ? < L. If we use a pair of gradual labels to represent evidence, eventually we have to
calculate (e, 0= &y) 0" e5. But &y = (?,H), e, = (H,?), and &5 = (?, L), then & 0= & = (2,?) and
(2,7) o= &3 = (?,L), so no runtime error is produced. Note that £; 0= (& 0= ¢3) fails as expected,
because ¢, o< &3 is not defined, but this is not the composition order that arises at runtime.

Second, the proof of noninterference relies on the observational completeness of the consistent
join operator:

LEMMA 6.8. Suppose e, + g < g1 and e, v g < gp such that e, Y &, F g} v 93 < 91V ga.

Then (—@bsEv‘Zi(sl) \Y ﬂobsEv%i(Ez)) — ﬂobsEvégi\/gz (&1 v &).

The analogous static lemma, i.e. (ﬁobsEv?L(fl) \Y% —@bsEvZ(fz)) = —|0bsEv2 sz({’l v £3),
holds trivially by the very definition of the join, but this property fails to hold in the presence
of the unknown label. Suppose ¢/ + H < ? and &, + ? < 2. If we use a pair of gradual labels to
represent evidence, then ¢/ = (H,?), &} = (2,?), and ¢] v ¢, = (?,?) losing information about H .
But —obsEv; ((H, ?)) and obsEv; ((?,?)), therefore invalidating the lemma.

Representing evidence as intervals. These observations forced us to seek a more precise
abstraction whose composition (through consistent transitivity) is associative and preserves the
observational completeness of consistent join. Since it suffices to know whether the upper- and
lower-bounds of the plausible static labels overlap to deduce the plausibility of consistent ordering,
intervals seem to be a fitting abstraction.' Indeed, this abstraction is sufficiently precise to guarantee
the desired properties.

15Note that associativity of cast composition is also critical for space-efficient semantics of gradual typing, e.g. Siek and
Wadler [2010]. We conjecture that associativity may be a fundamentally desirable property, and intend to pursue this
question.

160One could design a gradual security language that uses label intervals instead of gradual labels right from the start, including
in the static semantics. While this would unify the abstractions used in the statics and dynamics, it would yield a gradual type
system that rejects more secure programs than GSLg.s does. For instance, the program (if false| :: ? then 1y else 2) =: L, is
accepted and runs without errors in GSLges. But if we use intervals in the static semantics, then the security level of the
conditional expression which boils down to the join between ?, H and L, would be [L, H], therefore the program would be
rejected statically. Applying a ? ascription to 1y would fix this program.
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Definition 6.9 (Interval Concretization). y, : INTERVAL — (P(LABEL), where
INTERVAL = {[(, (] € LABEL? | & < &5}

v([61,6:]) = {€ | € € LaBEL, {; < £ < {3}
Definition 6.10 (Interval Abstraction). a, : P(LABEL) — INTERVAL
a,(0) is undefined a,({€; }) = [AL;,v(;] otherwise

With evidence based on intervals, (¢, o= &) o= £3 and £, o= (&; o= ¢3) are equivalent. Back
to the example, now ¢; = ([L,H],[H,H]),e, = ([H,H],[H, T]) and ¢35 = ([L,L],[L,L]), then
£1 0% g5 = ([L, H], [H, T]). Because ([, H],[H, T]) o~ 3 is undefined, a runtime error is raised,
avoiding the breach of noninterference. Also, the observational-monotonicity of the join is preserved.
Now ¢ = ([H,H],[H,T]) and & = ([L, T],[L, T]), then ¢] ¥ & = ([H, T],[H, T]) and now
—|obsEv?|_(([H, T],[H, T])) as expected.

Lifting consistent lattice relations. We now explain how the definitions of consistent tran-
sitivity and join monotonicity are semantically justified. As discussed in Sec. 6.1, premises such
as {c v £ < ¢’ must be lifted as aggregates. In fact, such a judgment is likely the consequence of
similar deductions from earlier reduction steps. For instance ¢ must be some lattice expression
F(¢;) comprising joins (and meets) of source program labels ¢;. Therefore, to mirror static type
safety reasoning steps at runtime, and catch inconsistencies if they arise, we must generalize each
ordering premise in a derivation and consider it as some lattice relation F;(€;) < F»((;). The notion
of evidence must consequently account for the plausibility of consistent lattice relations:

(1, 12) + F1(g3) < Fa(gj)
The definitions of consistent join monotonicity and consistent transitivity then follow directly from
AGT by consistent lifting.
Definition 6.11 (Consistent transitivity for label ordering).

o< : INTERVAL? X INTERVAL? — INTERVAL®
(11.121) 0~ (22,13) = @?({(C1, £3) € y2((1.13)) | 3 € 1i(121) N 1i(122).60 < E A E < L3})

Consistent transitivity produces evidence for all plausible instances of consistent ordering that
can be deduced using transitivity from the plausible instances of ordering represented by the two
inputs. By design, a?(0) is undefined, so consistent transitivity is also undefined if no plausible
pairings remain to support a deduction.

Definition 6.12 (Consistent join monotonicity). v : INTERVAL? X INTERVAL? — INTERVAL?

e1vey = 0512({“1752)) | 3(C11, tr2) € }’,2(51), (b1, b2) € Y;Z(fz)-fl = livla, € = Ciavlan, € < £2})

Consistent join monotonicity is analogous, but note that due to lattice and interval properties,
consistent join monotonicity is really a total function. Also, the {; < ¢, condition is superfluous;
we present the definition in this form to preserve the general structure of consistent deduction
definitions.

The algorithmic characterizations from Sec. 4.2 are equivalent to the above definitions. More
importantly, we can prove that these operators indeed yield valid evidence for the combined
consistent judgments.

PROPOSITION 6.13.  Suppose &1 + FIME) and ey + FzME)
Then &1 v & + F11(gi) v F21(97) < F12(95) v F22(35)
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PROPOSITION 6.14. Suppose ¢; F FM) and &, + FZM).
Ife; o= &y is defined, then ¢, o= & + Fi(g;) < F3(gx)

From labels to types. Finally, in addition to reasoning about consistent label ordering, the
dynamic semantics must track and check the plausibility of consistent subtyping. Since (consistent)
subtyping is induced by (consistent) ordering, the reasoning in question arises by lifting the same
constructions to gradual security types, consistent subtyping, and consistent subtyping join and
meet.

Just as we extend gradual labels g to gradual security types U (e.g. Int,) in the source language, so
do we extend label intervals 1 point-wise to type intervals E (e.g. Int,) and corresponding notions of
evidence for consistent subtyping ¢ (e.g. (Int,,, Int,,)), which represent sets of pairs of candidates for
plausible subtyping. We introduce evidence judgments ¢ + U; < U, to associate runtime evidence
with particular consistent subtyping judgments. The entire development mirrors the one for labels,
and does not convey any new insights (see Appendix A.5).

6.3 Policing Dynamic Heap Updates

Although adopting label intervals for evidence of consistent label judgments addressed some aspects
of the noninterference proof, this refinement alone is not sufficient.

To illustrate the remaining problem, recall the example of implicit flows from Sec. 2, in particular
the second version of the example, which has some missing static annotations.

fun x: Booly =>

1

2 let y: Ref Bool, = ref true,

3 let z: Ref Bool. = ref true_

4 if x then y := false, else unit
5 if 'y then z := false, else unit
6 1z

This program is accepted statically and also runs without errors: if x is truey then the program
reduces to true|, and if x is falsey it reduces to false: a clear breach of noninterference!

To understand the problem, consider what happens for the different values of x. When x is truey
the assignment in line 4 under security effect H is valid, because H < ?. In that moment we know
that the security level of the content of y, must be higher than H. But when «x is falsey, in line
5 we assume that the security level of the content of y is lower than L. In other words, under
supposedly-related executions we get contradictory evidence for y. Notice that in the assignment
at line 4, the judgment H < ? holds, but so does its negation H<7 ?. To preserve noninterference, we
must ensure that its negation never holds.

To recover noninterference, we add an extra check to the assignment reduction rule (r7) from

Fig. 6:

€100 1=, E2U | e unit, | plo = e'(uv (g v 9))]
109 e 2L TH error if ¢/ is not defined, or ¢ | <] ilbl(¢"") does not hold

where p1(0) = ¢”’u’. The highlighted check ensures that if the security effect is not observable, then
the content of the heap to be replaced must also be not observable.!” This concept is formalized in
the following lemma, which is used in the noninterference proof:

17This check is analogous to the no-sensitive-upgrade check introduced by Austin and Flanagan [2009], taken to the gradual
context, and hence involving unknown labels, evidences and consistent judgments.
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LEmMMA 6.15. Consider ¢; + g < g1 and & F g5 < g2. Then (—uobsEv‘Zi(gl) Ae L] ) =
ﬂobsEv‘Zi(Ez),

With the additional check, if x is truey, the program fails at runtime, preserving noninterference.

The necessity of the check shows up in the noninterference proof for the if case. When two
computations have related non-observable conditionals, the booleans can be different. This may
lead to two related computations that reduce different branches under a high-security context.
At that point, we must enforce that those different executions only write high-security values to
the heap. In other words, as long as both executions reduce under high-security contexts, their
executions can desynchronize only on private information. Formally, the following lemma should

hold:

LEMMA 6.16. Consider -;3;e9. + t : U, g2 and p such that, ¢ v g. < 9., —uobsEv‘Zi(e) and X vy,

andVk > 0, such thatt | 2 Ky | o',

(1) Yo € dom(p")\ dom(p), ﬂobsValg,(y’(o)).
(2) Yo € dom(p") N dom(p) where 11’ (0) # p(o),
(a) ﬁobsVal[gL(/J(o)), and
(b) —obsValy. (1'(0)).

Without the additional check in rule (r7), we cannot prove (2.a): before updating a reference, the
current content should be non observable. And as we can see in the example above, without the
check, the reference before the assignment would be observable, hence breaking the Lemma.

In its current formulation [Garcia et al. 2016], AGT derives the dynamic semantics of the gradual
language from the type safety argument of the static language. Here, we are facing a typing
discipline in which type safety does not imply type soundness (i.e. noninterference), and hence, the
methodology falls short of naturally preserving that property. This suggests that extending AGT
to ensure type soundness of the derived gradual language might require adapting the conceptual
framework to take the purely static type soundness proof as a source of design insight.

Noninterference vs. Dynamic gradual guarantee. Although the extra check above allows
GSLgef to ensure noninterference, it sacrifices the dynamic gradual guarantee. Recall that this
guarantee says that removing a static security annotation cannot introduce new runtime errors.

Consider the following example:

1 fun x: Booly =>

2 let y: Ref Booly = ref truey
3 if x then y := falsey else unit

The program is accepted statically and runs without error as it does not break noninterference. If
we remove the type annotations on line 2:

1 fun x: Booly =>

2 let y: Ref Bool, = ref true,

3 if x then y := falsey else unit

then the program is conservatively rejected at runtime, because of the additional check for assign-
ments. This behavior violates the dynamic gradual guarantee.'®

To sum up, if decreasing the precision of a type annotation results in performing an assignment
to a reference whose content now has an unknown security label, and that assignment occurs under
a non-public security effect, a runtime error can be raised, whereas the more precise program did

18Removing the additional check on assignments recovers the dynamic gradual guarantee, but it breaks noninterference:
there is no free lunch in presence of mutable references.
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not fail. More precisely, even in such situations, a runtime error will only be raised if the dynamic
security information about the stored value up to the point of the actual assignment is lower than
the current security effect. For instance, in our example above, if we modify the security level of the
boolean in line 2 to H (leaving the type of y as it is), then the program performs a valid assignment
on a reference whose content has a statically-unknown security level, but dynamically H; therefore
no runtime error is raised. Unfortunately, beyond pure and read-only programs, it seems impossible
to provide any useful syntactic characterization of the programs for which the dynamic gradual
guarantee holds, because both the current security effect and the accumulated evidence about a
given value are essentially dynamic information.

7 RELATED WORK

Static and dynamic information-flow control techniques have been extensively studied in the
literature. The area is too vast to exhaustively review here: we refer to [Hedin and Sabelfeld 2012b;
Russo and Sabelfeld 2010; Sabelfeld and Myers 2003] for broad overviews of the area. This section
first focuses on security type systems, as well as some specific approaches to dynamic information
flow control, given the static-to-dynamic spectrum that gradual security typing covers. We also
discuss existing proposals that combine static and dynamic checking. Finally we relate our work to
other efforts to gradualize advanced type disciplines.

Static information flow control. Volpano et al. [1996] present one of the first type systems
for information flow analysis, developed for a first-order imperative language with conditionals
and loops. They present and formalize the first soundness result for a security-typed language,
namely that altering the initial values of locations cannot affect resulting values of locations with a
lesser security level.

Subsequently, Heintze and Riecke [1998] present a security-typed higher-order language called
the Secure Lambda Calculus (SLam). SLam is a functional language extended with sums, products,
and recursion, that supports both confidentiality and its dual notion, integrity [Biba 1977]. They
introduce the prot expression, which we also use, to increase the ambient security level for the
dynamic extent of evaluating a term. The noninterference proof for SLam is also based on logical
relations. The authors extend SLam with concurrency and references. They prove that the resulting
language is type safe, but they do not prove noninterference, deemed too problematic in a concurrent
setting. SSLpes is also a higher-order language with references, but it does not support sums, products,
recursion and concurrency. We prove noninterference for both GSLgef and SSLgef. Extending GSLgef
to richer types and concurrency is a challenge worth addressing in future work.

To consolidate different related efforts, Abadi et al. [1999] develop the Dependency Core Calculus
(DCC), an extension of the lambda calculus that tracks dependencies such as security, partial
evaluation, program slicing and call-tracking. In particular, they show that different languages such
as SLam can be translated to DCC. They present a semantic model of DCC that helps to provide a
simple proof of noninterference. It would be interesting to study the application of AGT to DCC, to
provide a general account of gradual dependency tracking.

JFlow [Myers 1999; Myers and Liskov 1997], which later evolved into Jif [Myers and Liskov
2000], is a practical extension of the Java language that protects both confidentiality and integrity
of sensitive data. Jif supports statically-checked information flow annotations, a decentralized label
model with principals, automatic label inference, and security label polymorphism, all integrated
with object-oriented features like class inheritance, as well as exceptions, among other features. Jif
supports runtime label tests that can be used to encode explicit security casts, although such casts
break type-based reasoning about noninterference. Scaling up GSLgef to cover the feature set of Jif
would open the door to a practical implementation of gradual security typing.
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Zdancewic [2002] proposes A5EC, a simple security language similar to SLam, and proves nonin-
terference using logical relations. He then extends the language with references, yielding A3£S,
which was the starting point for our design of SSLges. Unlike SSLgef, the operational semantics of
ASEC includes additional checks to control whether it is safe to assign to references; the type system
then makes these checks redundant. In SSLgef, we omit these checks, and the runtime only tracks
security levels. The runtime checks needed in the gradual setting arise as evidence combination.
Also, Zdancewic does not prove noninterference for A3%% directly, but instead by a CPS translation
to a lower-level imperative language with explicit continuations, for which noninterference is
established [Zdancewic and Myers 2001]. This setting permits studying information flow with
concurrency and as such could be a judicious starting point to study the interaction of gradual
security typing and concurrency.

Much work on static information flow analysis focuses on declassification, which is the limited,
intentional, and controlled release of confidential information. Declassification is outside the scope
of this work, though a very interesting perspective for future work; we refer to [Sabelfeld and
Sands 2009] for an introductory survey.

An important distinction in information flow analysis is whether an analysis is flow-sensitive,
i.e. whether memory cells are allowed to store values of different security levels at different times.
Hunt and Sands [2006] explore families of sound flow-sensitive type systems, indexed by the choice
of the security lattice. In particular, they show that every program typeable in a flow-sensitive
static type system can be translated to an equivalent program typeable in a flow-insensitive type
system. SSLgef is a flow-insensitive purely static analysis; GSLges inherits flow-insensitivity for its
static semantics. However, at runtime the security level of references is allowed to vary (through
evidence composition) within the bounds imposed by the static type of the reference. This means
that a reference that is created with an unknown security label can store values of any security
level at different times. This leads us to sharing challenges faced by dynamic information-flow
control techniques, discussed hereafter.

Dynamic information flow control. Russo and Sabelfeld [2010] show that static mechanisms
can be more precise than dynamic ones about certain kinds of information flows. Indeed, non-
interference can be characterized as a 2-safety property, meaning that it can only be refuted by
observing two different executions of the same program with different inputs. This makes it par-
ticularly challenging for dynamic information flow control, which traditionally makes decisions
based on a single execution. Most work on dynamic information flow analysis therefore monitors
a 1-safety property that conservatively approximates noninterference, but has the advantage of
being observable in a single execution. Such approximations necessarily introduce false alarms,
especially when mutable references are involved.

To avoid implicit leaks through the heap in a purely dynamic information-flow analysis, Austin
and Flanagan [2009] introduce a no-sensitive-upgrade check to prevent implicit security leaks
through partially-leaked data, i.e. data produced from updates to public heap data that depend on
private information. We adapt this approach to GSLgef, imposing an extra check when assigning to
references. Subsequently, Austin and Flanagan [2010] propose a more permissive analysis, where
partially-leaked data is allowed, but carefully tracked to ensure that it is upgraded before being used
in conditional tests. This allows programmers to iteratively add security upgrades to partially-leak
data only when needed, through multiple executions of a program.

Later, Austin and Flanagan [2012] introduce a completely different approach: faceted execution,
which simulates multiple executions of a program for different security levels in a single run. A
faceted execution yields a faceted value, which in a traditional two-point lattice is a pair of a public
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and a private value. This novel approach enables a characterization of noninterference as a 1-
safety property, without introducing false alarms. It does however raise questions regarding how to
efficiently implement such faceted executions, especially in the presence of complex security lattices.
Faceted execution was recently extended to support dynamic information flow with exceptions,
declassification and clearance [Austin et al. 2017]. It would be interesting to explore whether basing
GSLgef on faceted execution might yield a gradual security language that fully respects the dynamic
gradual guarantee, by avoiding the extra runtime check in assignments.

Stefan et al. [2017] present a dynamic information-flow control system called LIO. Contrary
to most approaches to dynamic information flow, LIO does not modify the underlying language
runtime semantics, being implemented as a Haskell library. LIO supports both mutable references
and exceptions. Exceptions are used to recover from security monitor failures, preserving both
confidentiality and integrity. The possibility of securely recovering from runtime security exceptions
is an interesting perspective to study in the context of gradual security typing. More generally,
recovering from runtime type errors raises a number of questions about the metatheory of gradual
typing, because doing so can directly affect the dynamic gradual guarantee as well as type-based
reasoning (e.g. it becomes possible to encode explicit type tests).

Hybrid information flow control. To resolve the tension between flexibility and soundness of
flow-sensitive analyses, Russo and Sabelfeld [2010] propose a general hybrid approach, in which
a static effect analysis is used to dynamically upgrade the security level of variables of untaken
branches of conditionals, thereby preventing implicit leaks through the heap. This hybrid approach
is developed on top of a (first-order) imperative language. Moore and Chong [2011] later show how
to implement this hybrid approach more efficiently using additional static analyses.

A variety of hybrid information-flow control systems have been investigated, whose designs
combine static and dynamic techniques that buttress one another to balance permissiveness and
efficiency. Note that although gradual typing also combines static and dynamic techniques, hybrid
approaches differ essentially from gradual ones. The key specificity of gradual typing is to smoothly
support the continuum between static and dynamic checking based on the (programmer-controlled)
precision of type annotations [Siek and Taha 2006; Siek et al. 2015]. This central notion of type pre-
cision is absent from hybrid approaches, in which the balance between static and dynamic checking
is often driven by other concerns—such as the (un)decidability of a static predicate [Knowles and
Flanagan 2010], or the need to pre-compute information for enhancing runtime checking.

Chandra and Franz [2007] implement hybrid security information flow control for the Java
Virtual Machine. The operational semantics permits policies to change during execution. To prevent
invalid implicit flows through the heap, they perform a static analysis of effects similar to Russo and
Sabelfeld [2010]. Information about conditionals is gathered ahead of execution, then used to update
labels at runtime, as if all branching alternatives had been taken. They also statically determine
when the current security effect can be lowered again after a conditional. Performing an effect
analysis statically to drive runtime monitoring is appealing as it could obviate the extra assignment
check in GSLges that compromised the dynamic gradual guarantee. However, in the setting of a
higher-order imperative language, the effect analysis could easily become too conservative or too
demanding for programmers. Combining gradual security and gradual effects [Bafiados Schwerter
et al. 2016] may temper this issue, but represents a considerable challenge in itself.

Shroff et al. [2007] present a dynamic information flow system based on runtime tracking of
indirect dependencies between program points, allowing a lazier, hence more flexible, detection
of implicit flows. In particular, they track indirect dependency between dereference points and
branching points. They present two languages, one that captures dependencies statically, and one
that uses multiple executions of a program to record dependencies. This is yet another approach
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to runtime tracking that is worth considering in order to achieve a more flexible gradual security
language that fully respects the dynamic gradual guarantee.

Hybrid approaches can also support programmer-controlled flexibility. Buiras et al. [2015]
propose Hybrid LIO (HLIO), a flexible monadic information-flow control library for Haskell. HLIO
is not gradual in the sense that it does not include an unknown security label; instead, HLIO
provides a primitive to explicitly and selectively defer label-ordering checks to runtime. Their
approach to defer static typing constraints to runtime can even be exploited to postpone type
checks beyond security label constraints, opening the door to hybrid type checking in Haskell. In
contrast, as a gradual security language, GSLef supports a notion of unknown security information
and implicitly mediates the interactions between static and dynamic security checking.

Gradual security typing. Most directly related to our proposal is prior work on gradual security
typing, which combines static and dynamic checking with the express intent of supporting a smooth
migration between both checking disciplines by introducing a dynamic (i.e. statically unknown)
security label. Disney and Flanagan [2011] and Fennell and Thiemann [2013] pioneered what we
describe in Sec. 1 as a check-driven approach to gradual security typing, starting from dynamic
checking. Both develop notions of blame tracking and prove blame theorems for their semantics. It
is important to recall that these approaches, while dubbed “gradual”, are based on explicit security
casts, and are therefore more akin to cast calculi than to gradual languages. In particular, this
means that these languages do not respect the gradual guarantees by design, including the static
one, because changing the precision of type annotations requires adding/removing explicit casts.
Additionally, as discussed in the introduction, both proposals break type-based reasoning about
noninterference.

Recently, Fennell and Thiemann [2016] extend their prior work on gradual security typing with
references to the object-oriented setting, in a language called LJGS. Like Jif, LJGS performs local
inference of security labels, and supports polymorphic security signatures. Local variables in LJGS
are typed in a flow-sensitive manner, whereas both SSLg.r and GSLger are flow insensitive regarding
security levels. Although LJGS is based on explicit casts like prior work, its semantics differ in
important ways. For instance, recall the example given in Sec. 1:

let mix : Intp - Inty — Intp =
fun pub priv => if pub < (Int. & Inty)priv then 1. else 2_
mix 1 5p

This example does not type check in LJGS because the target type of a security cast cannot be
less secure than the source type. The only way to write this example is to go through the dynamic
security level explicitly:

let mix : Intgp - Inty — Intp =
fun pub priv => if pub < (Inty & Int;) (Int; & Inty) priv then 1. else 2

mix 1. 5_

This well-typed program fails at runtime because (Int, < Inty) upgrades 5, to 54, but (Int, &
Int;)5 is not defined. This approach to upgrade the security level of values that are cast to the
dynamic label using the statically-determined source label seems to restore type-based reasoning
about noninterference in LJGS. Interestingly, the change in semantics in LGJS is solely motivated
by the design goal to avoid having to dynamically track security labels of statically-typed program
fragments, so the relation with type-based reasoning appears to be accidental.

Similar to the approach of Russo and Sabelfeld [2010] and Shroff et al. [2007] discussed above,
LJGS relies on a side-effect analysis to tracks the updated variables in method bodies. More precisely,
when typing a method, LJGS generates a set of constraints that represent the information flow
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dependencies between parameters and return values, as well as two sets of effects: a local effect that
lists the variables modified in branches of a conditional, used to update local variables of untaken
branches; and a global effect that records the security types whose fields may be updated with
sensitive information. This type analysis and constraint/effect inference is facilitated by the fact
that classes in LJGS are not first-class entities, i.e. all class definitions are top-level and known
ahead-of-time. This means in particular that at every call site, one statically knows the precise
inferred constraints and effects of methods (modulo a standard subsumption criteria to account
for subtyping). In a setting with higher-order types, this information would be more complex to
track. Additionally, the inferred global effect of a method is insufficient information per se for the
dynamic information flow control part of LJGS. Therefore, LJGS also appeals to an external effect
analysis (left opaque) to obtain precise information about heap write effects.

Gradualizing expressive typing disciplines. Since the initial formulation of gradual typ-
ing [Siek and Taha 2006], there has been many efforts to gradualize advanced typing disciplines,
like typestates [Garcia et al. 2014; Wolff et al. 2011], ownership types [Sergey and Clarke 2012],
annotated type systems [Thiemann and Fennell 2014], effects [Bafiados Schwerter et al. 2014, 2016;
Toro and Tanter 2015], refinement types [Jafery and Dunfield 2017; Lehmann and Tanter 2017],
parametric polymorphism [Ahmed et al. 2017; Igarashi et al. 2017], and the security type systems
discussed above, among others.

Since the formulation of the refined criteria for gradually-typed languages [Siek et al. 2015],
however, only refinement types [Jafery and Dunfield 2017; Lehmann and Tanter 2017] have been
shown to fully respect such guarantees. This work contributes to the general research agenda of
gradual typing disciplines by explicitly attempting to achieve both the gradual guarantees and a
rich semantic property, like noninterference. Indeed, noninterference is not implied by type safety;
in contrast, soundness of refinement types directly follows from type safety. We have shown that
GSLger does respect the static gradual guarantee (as opposed to other gradual security type systems);
but GSLg.f must sacrifice the dynamic gradual guarantee due to a modification of the runtime
semantics that is necessary to enforce noninterference in the presence of mutable references.

Initial work on gradual parametricity [Igarashi et al. 2017] also suggests that parametricity
may be incompatible with the dynamic gradual guarantee, unless one is willing to tweak the type
precision relation; even then, the dynamic gradual guarantee is left as a conjecture. Ahmed et al.
[2017] prove parametricity for a polymorphic cast calculus—not a source language—and also leave
the gradual guarantees as an open question. Therefore, further work is needed to fully understand
if and how the gradual guarantees can be reconciled with rich semantic typing disciplines, and if
additional design criteria for such gradual languages should be devised.

8 CONCLUSION

We develop a novel, type-driven approach to gradual security typing, in which gradual security
types provide strong security invariants, while admitting flexible programming idioms. This is the
first work to address the gradualization of a rich typing discipline in which type safety does not
imply type soundness, while pursuing the most elaborate formulation of criteria for gradually-typed
languages [Siek et al. 2015], and preserving type-based reasoning principles. This means that the
amount of static checking is entirely driven by the precision of static security annotations, and that
programmers can reason modularly about the noninterference guarantees of program fragments
by just looking at types.

Using the AGT methodology [Garcia et al. 2016] to derive the gradual security language GSLgef,
this work sheds light on key semantic issues in the design of gradual languages. AGT was central
in our endeavor to separate the elements of the design that follow by systematically following the
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methodology from those that require careful consideration. In particular, we identify a tension
between the smooth continuum on the static-to-dynamic spectrum that the gradual guarantees
mandate, and the semantic property of noninterference, which manifests in GSLgef because of
mutable references. This tension also raises interesting questions for the principled design of
gradually-typed languages, whenever the semantics of types has a relational flavor. In particular,
while we have addressed noninterference, relational parametricity remains to be addressed. Overall,
this work suggests that it might be necessary to extend AGT to integrate the purely static type
soundness proof—as opposed to only the type safety proof—as a source for the design of the
dynamic semantics of a gradual language.

Within the context of gradual security typing, our work leaves open the question of whether it is
possible to reconcile both noninterference and the dynamic gradual guarantee. Specifically, it would
be informative to study whether other approaches to sound dynamic information flow control
could help us recover the dynamic gradual guarantee. We believe that there might be an inherent
incompatibility between the strictness required to enforce a hyper-property like noninterference,
and the optimistic flexibility dictated by the dynamic gradual guarantee.

Another interesting track for future work is to explore a “pay-as-you-go” [Siek and Taha 2006]
semantics, which only introduces runtime checks for imprecisely-typed expressions, as well as
scaling the security discipline to other language-based security features such as integrity, flow sen-
sitivity and declassification. Additionally, we want to explore the applicability of Garcia and Cimini
[2015]’s approach to type inference in gradual languages to address security label inference [Pottier
and Simonet 2003] in GSLgef.
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A ADDITIONAL DEFINITIONS

In this appendix we present additional definitions that were not included in the main body of the
paper. Proofs are in the companion technical report [Toro et al. 2018].

A.1 SSLges: Static semantics

In this section we present additional definitions of the static semantics of SSLgef. The join between
types and labels is defined as follows

Bool, v £’ = Bool(sye

6[) 7 c
(S1—¢S2) v U’ = S1—(¢y)S2
Ref[ Sv = Ref(gvg/) S

Figure 11 presents the join and meet type functions.

vV : TYPE X TYPE — TYPE

Bool, ¥ Booly = BOO|(gvg/)

le [PYNA
(S11—¢512) ¥ (S21—> ¢ S22) = (S11 2 521) S (ever)(S12 ¥ S22)
Refy SV Refy S = Refpypr) S
S v S undefined otherwise

A: Typre X TYyPE — TYPE
Boolg A Booly = Bool(gas)

l, A
(511—>£512) N (S21—¢S22) = (Su v521) = (ene(S12 1 S22)
Refy SARefpr S = Ref(ppery S
S /AS undefined otherwise

Fig. 11. SSLgef: Join and meet type functions

Definition A.1 (Valid Type Sets).
valid{Si})  valid({Si2 }) valid({S; })
valid({ Ref¢, S; })

valid({ Bools, }) valid({ i1~ Siy 1)

valid({ Unitg, })

A.2  SSLger: Noninterference definitions

In this section we present definitions and properties of noninterference for SSLget. Figure 12 presents
the full definition of step-indexed logical relations.

Definition A.2. Let p be a substitution, I' and ¥ a type substitutions. We say that substitu-
tion p satisfy environment I' and %, written p |= I';Z, if and only if dom(p) = T and Vx €
dom(T), V¢, T;3; €. + p(x) : S’, where S” <: T'(x).

Definition A.3 (Related substitutions). Tuples ({1, p1, 1) and

(€2, p2, 12) are related on k steps, notation I'; X + (€1, p1, p11) zlgo (o, p2, pi2), if pi FTZ, 2 F 1 z’go
1z and

Vx € T2+ (b, pr(x), pr) %, (Lo, pa(x), pi2) : T(x)
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2k <f1,’01,y1> zlgo <52,vz,y2> S = O e, OANE F g zlgo o A 2585 F v; :Slf,S{ <: S,

A (Ongo(fi,S) .0 ObSRe[i:?o(fl,7)1,/11,52,,7)2,[12))

obsReIi’g (1,01, 1, €2, 02, p12) = (rval(vy) = rval(vy)) if S € {Booly, Unity, Refy S'}

I .
obsReﬁ:Z—’fSZ(fl,vl,m,fz,vz,yz) = Vi<kVECE,S k(0] 1)) ¥ (b, 05, 115) ¢ Sh,

Sk (01 0], 1) &) (G, 02 05, ) C(S2 Y 9)

>k (fl,tl,[,q) zlgo <€2,l’2,p2> :G(S) — e, o A+ H1 %IEO Ha N il kot 351{,51{ <:S5,Vj < k
i —j
(ti L =t i = S e~ apA

. ’ ’ 7 k—j ’
(irred(t]) = 3" F (bt 1) = 7 (Cos by, p15) 2 9)

Sk zlg H2 &= Xk AV, =g, Co, ] < k,Yo € dom(py) N dom(pz)
2+ pi(o) ) ¥y, (L2 12(0), p2) = 2(0)
1 e, 9 — Obsgu(f,') \Y ﬂObS[o(fi)
g1 — gz &= dom(u1) C dom(uz)
obse (£,S) &=  obsg (£) A obsg, (label(S))
obsg () &= (<4,

Fig. 12. Security logical relations

Definition A.4 (Semantic Security Typing).

;%4 =t:S & V{, € LABEL, k > 0, p1, p» € SUBST and p1, i, € STORE
such that 3 + p; and T; 3 + (€., p1, pi1) zlgo (€c, 2, p12) , we have
5 k(e pr(t) 1) &5 (Ces pa(t), p2)  C(S)

PRroPOSITION A.5 (SECURITY TYPE SOUNDNESS). IfI;%; 6. Ft:S] = VS,S] <: S, T34, =t:S
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A.3 GSLRges: Static semantics
In this section we present some additional definitions needed in gradualizing SSLgef.

Definition A.6 (Type Concretization). ys : GTYPE — P(TYPE)

: y(@)
ys(Booly) = {Bool; | € € y(9) } Ys(Ui-gU2) = ys(UD =5 (g 1s(Ua)
ys(Unity) = { Unit, | £ € y(g) } ys(Refy U) = {Refy S | € € y(g),S € ys(U) }

Type concretization induces notions of precision and abstraction.
Definition A.7 (Type Precision). U; E Uy, if and only if ys(Uy) C ys(Uz).
Definition A.8 (Type Abstraction). as : P(TypE) — GTYPE
as({Boolr, }) = Bool, (7)) as({Unit, }) = Unity 77y,

G a7y _ - _
0(5({ Sil_’(’iSiZ }) = 6(5({ Si1 }) I a({Z})“S({ Si2 }) 0(5({ Ref{,’i Si }) = Refa({z_}) 0(5({ Si })

as (:9\) is undefined otherwise

PROPOSITION A.9 (s 1s SOUND AND OPTIMAL). Assuming S valid:
(DS ys(as) (i) IfS € ys(U) then as(5) C U.

Definition A.10 (Gradual label meet).
GiAhge=a({li Al | (61, 6) € y(g1) X y(g2) })-

URU

X Type X TyPE — TYPE

Bool, A Bool,s = Bool, ~
g g (9r9) _
9V

e e ~ ¥
(U114 U12) N (Ua1— ¢ Upz) = (U1 ¥ Uz) —
’_ - ’
Refy U ARefy U’ = Ref(gAg/) Uunu
U AU undefined otherwise

g7y U2 N Uz2)

Fig. 13. GSLgef: consistent meet

Definition A.11 (Gradual label join). 91V g2 = a({€1v €z | (€1, 2) € y(g1) X y(g2) })
Definition A.12 (Label Meet). g1 M g2 = a(y(g1) N y(92)).

Definition A.13 (Type Meet). Uy MU, = as(ys(Ur) N ys(Ua)).

Also, we introduce a function label, which yields the security label of a given type:

label : GTYPE — LABEL

label(Booly) = g label(Unity) = g label(Uy —, Uy) = g label(Ref, U) = g
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x:UeTl
X)———— b I
(Ix) I3 e9cFx:U (Ib) I;%;egc + by : Booly W ;%5 e9¢ + unity @ Unity
o 0:UEeX w Lox:Upelg'vt:Up & =92(g")

I;2:69c F oy : Ref, U , g
ge T % g 3ege (A9 x: Upt)g Uli)gUz

_ IiZege -t U
[;3e’glvt: U egr U U kg <g e kU < Uy
(Iprot) — (Ie)
T;3¢e9c F protgzq,s’gé(flt) :Uvyg [;36g9c F e1t 1 Uy

g -,
Ti¥iege b ti iU erv U sUnn—43Uiz e2r e U e3kgoivg <y’

ke

(lapp) =
IXegc b et @, 22 : Uiz v g

I3 690+t : Uy &1 F Up < Booly e'gl = (e v ilbl(e1))(gc v 9)
r;z;é"gél-tlez 62FU2$U2?}U3 F;Z;E’gél-t3:U3 €3|-U3SU2€/TU3

(1if) ——
T;3;¢e9c b if e1t1 then ety else e3t3 : (U2 v Us) v g
[;Xeg9c Ft1:Up e1FUp S Booly, ;3690 Ft: U’
I;%egc b2 : Uz &2+ Up < Booly, arU <U & F gl < label(U)

(I®) (Iref)
[i35egc F ert @ enty BOOlglﬂ\Zqz T;3¢e9c0 F refg et : Ref, U

[iXege kt: U '+ U < Refy U

(Ideref) —
[;3e9c F1e't:Uvyg
[;X;e9c F t1 2 Refy UY e1 - Refy Ul < Refy U
25 ege Fia - U et Uy < U &3 F gé v g < label(Uy)
(Tassgn) -
I;35eg9c b e1ty i=¢, €2tp : Unity

Every type rule has the extra premise ¢ + g, < ge.

Fig. 14. GSLEef: Static Semantics
(1,12) M Q4,15) = (u Mg, M) (1,12) K1, 13) = (1 Ags 12 AL)

Fig. 15. GSLp, Auxiliary functions for the dynamic semantics (Labels)

A4 GSLg,: Static semantics

The static semantics of GSLg; is presented in Figure 14.

A5 GSLp.: Dynamic semantics

In this section we present additional definition of the dynamic semantics of GSLy,. Auxiliary
functions for evidence for labels are presented in Figure 15. Auxiliary functions for evidence for
types are shown in Figure 16, and the inversion functions for evidence are in Figure 17.
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Bool, M Bool,y = Bool,,/ Ref, E; M Ref, E; = Ref,qy E1 M E>
7 1M1,
(EllihlElZ) M (E21—2>,{E22) = (E11 M Ez])z—)zm—”; (E]z m Ezz) E M E’ undefined otherwise

Iz ~ 12
Bool,, Y 12 = Bool Ei—,E2vi3 = Ei— Ref,, E Y13 = Ref

(llvlz)EZ

(11v12) (1 Vlz)
17 ~ 17
BOO|,1 KNy = BOO|(1 i) Eq —Z>,1E2 A3 = Eq —2)(11X13)E2 Ref,1 EXiy = Ref( /\zz)
(E1,E2) v (1,12) = (E1 v 11, E2 V 12) (E1,E2) K (11,12) = (E1 K11, E2 K1)

’

12 ~ 2 ~ I lz ~
Bool,, v Bool,, = Bool, <, Ey—, Ep v E{— Ej = Ey AE{—>(“%;)E2 v E;
Ref,, E1 v Refy E1 = Ref( ) E1 M E;] Bool,, A Bool,, = Bool(ll/\l )
12 ~ ~
Ei—, E2 /\El—> 'Ez =F VE1 ( Ty )Ez /\Eé Ref,l Ei1 A Ref,; E{ = Ref(ll”/‘\’l;) Eim E{
(E1,E2) v (E{,E5) = (E1 YV E{, E2 V E5) (E1, E2) K (E{,E5) = (E1 K E{, E2 X E5)

AN, 12,13) = (11.15)
A<(Bool,,, Bool,,, Bool,,) = (Bool, , Bool,;)

A< (Es1, Eo1, Enn) = (E5q,Efy)  A<(Erz, Eza, Es) = (Ef,, E5y)
AS(11,12,13) = (1],15) AN (113, 112,111) = (115 111)

’ v

<: 111 112 113 I
A (E11—y, E12, E21—1, B2, E31— 1, E32) = <E11—>'512,E —>’E/2>

AN(1,12,13) = (1],15)  Ej =E1ME;, E}=E;MNEs
A<'(Ref,, Eqi,Ref,, Ez, Ref,, E3) = (Ref,i E’, Reflé EL)

(E1,Eg1) 0= (Eg2,E3) = A<'(E1, Eg1 M Egg, E3)

Fig. 16. GSLEef: Auxiliary functions for the dynamic semantics (Types)

Definition A.14 (Type Evidence Concretization). Let yg : GETYPE — P(TYPE) be defined as fol-
lows:

ye(Bool,) = {Bool, | £ € y,(1) }

Yr(l )
YE(Ei—=,, E2) = ye(E1)— 1) YE(E2)

ye(Ref, E) = {Ref, S | € € y,(1),S € ye(E) }

where — is the set of all possible combinations of function types, using each member of the sets
obtained by the yz and y, functions.
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ilbl((Bool,,, Bool,,)) = (11,12)
ilbl({Unit,,, Unity,)) = (11,12)
ilbI((Ref,, Uy, Ref,, Up)) = (i1,12)

1, 1
ilbI((Ey—,, Bz, E{—y E5)) = (1,17)

iref((Refll E1, Ref,z Ez)) = <E1,E2>
iref((E1, E2)) = undefined otherwise

. L2 ’ 1 ’ ’
idom((Ey—5,, By, E{—, E})) = (E{, E1)

idom({E1, E2)) = undefined otherwise

v

icod((E1—, Ez. E{— E3)) = (Ez. Ej)

icod({E1, E2)) = undefined otherwise

Fig. 17. GSLEef: Inversion functions for evidence

Definition A.15 (Evidence Concretization). Let
Ye, : GETYPE? — P(TypE?) be defined as follows:

Ye,((E1, E2)) = {(51,52) | S1 € ye(E1), S € ye(E2)}

Definition A.16 (Type Evidence Abstraction). Let the abstraction function ag
GETYPE be defined as:

ax({Bool¢, }) = Bool, (7,

Cei — o a({l}) _—
ar({Sini—¢,S2 ) =ae({Su}) — (7S D)

ap({Refg, Si }) = Refal({?i}) ap({Si})

aE(§) is undefined otherwise

53

: P(TyprE) —

Definition A.17 (Evidence Abstraction). Let a, : P(Type?) — GETyPE? be defined as follows:

a.(0) is undefined
ae({ (S1i:S20) }) = (ap({ S1i }), @p({ S2: })) otherwise

ProposITION A.18 (¢, 15 SOUND). If ¢ is not empty, then rc y,(a,(?)).
PROPOSITION A.19 (@, 1s OPTIMAL). If? is not empty, and £ C v.(2) then a; (Z) Cu
PROPOSITION A.20 (ap 1S SOUND). vaalid(g) then S C yE(aE(g)).

PropPOSITION A.21 (ag 1s OPTIMAL). vaalid(g) andS Ye(E) then aE(g) CE.
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bounds(?) =1[1,T]
bounds() = [¢,{]
bounds(x1 v x2) = bounds(x1) v bounds(xy)
bounds(x1 A x2) = bounds(x1) A bounds(xz)
bounds(x1 Mx2) = bounds(xy) M bounds(xz)
bounds(Fy(xi) v F2(xi)) = bounds(F1(x7)) v bounds(F2(x7))
bounds(F1(x;) A F2(X7)) = bounds(F1(x;)) A bounds(F5(X7))
bounds(Fy(x;) M Fo(x;)) = bounds(Fy(x7)) M bounds(Fy(€;))

bounds(F1(g7)) = [(1.(2]  bounds(Fz(gj)) = [{1. (5]

J(F1(91..--gn) < F2(gn+1, ---gn+m)) = ([{1. L2 A 3], [C1 v £, 65])
where F; : GLABEL” — GLABEL and F, : GLABEL™ — GLABEL.

IO(F(g1s s 9n) = I(F (g1, s gn) < F(g1s - Gn))

Fig. 18. GSLgef: Initial evidence for gradual labels

With concretization of security type, we can now define security type precision.

Definition A.22 (Interval and Type Evidence Precision).
(1) 1 is less imprecise than 15, notation 1; E 1,, if and only if y,,(11) C y,(12); inductively:
3 <y <y
[£1,€2] € [£3, 44]
(2) E; is less imprecise than E,, notation E; C E,, if and only if yg(E;) C yg(E>); inductively:
EyyCEy  EpCExp
1 Cop nCuo 1 Ey nCiw  ECE

Bool,, C Bool,, 7 1, Ref,, E; C Ref,, E;
Ei1—,E12 C Eyy—,,Ep

A.6 GSLges: Translation to GSLf{ef

Figure 18 presents the initial evidence function for consistent label ordering. The initial evidence
function for consistent subtyping is presented in Figure 19 using the following definition of operation
pattern:

Definition A.23 (Operation pattern).

PT € GParTERN, P! € LPATTERN

PT == _ | PT op” PT (pattern on types)
opT == Vv | A | N (operations on types)
Pt == _ | PCop’ P’ (pattern on labels)
(2

| A | M (operations on labels)

op

<
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() =

LftP(P] v Py) = LiftP(P]) v LiftP(P})
liftp(Pl APTY = lifiP(P]) A LiftP(P])
lifgp(Pl n Pl liftP(P]) N liftP(PT)
invert(_)
invert(PlT Y PZT )
invert(PlT A PZT )
invert(PlT r P2T )
tomeet(_)
tomeet(PlT v P2T )
tomeet(PlT A PZT )
tomeet(PlT r PZT )

;nvert(PlT )A invert(PZT )
invert(PlT )V invert(PZT )
invert(PlT )n invert(PZT )

;omeet(PlT ) tomeet(PZT )
tomeet(PlT ) tomeet(PzT )
tomeet(PlT ) tomeet(PzT )

IIUAPG(E) < BPGE)] = (11, 12)

9[G1(Booly,) < Gz2(Booly,)] = (Bool,,, Bool,, )

O linvert(Go)(Tyr) <: invertG(Tm)] = (Eyy. EL)  9[G1(Tra) <: GoTi)] = (Erz. Ezo)
I[LftP(G1)(Cir) <: LftP(G2)(j1)] = (111, 12)
IliftP(invert(Gy))(E) <: liftP(invert(Gy) ()] = (122, 121)

gi2 9gj2 1 1
J[G1(Ui1—>;,Uiz) <: Gz(Uj1;>gj1sz)]] = (E11—51,, E12, E21—1,, Ea2)

I[UAP(G1)(Er) <: LftP(G2)(E)] = (11, 12)
9[[tomeet(G1)(U;) <: tomeet(G2)(U;)] = (E1, Ez)
Y[[tomeet(G2)(Uj) <: tomeet(G1)(U;)] = (E}.E})

I[Gi(Refgy, U;) <: Ga(Ref g, Uj)] = (Ref,, Ey M E], Ref,, E; ME})
where G; : GLABEL" — GLABEL and G2 : GLABEL™ — GLABEL, and G1(x1, ..., Xn) = PlT(xl, s Xn)s

Go(x1, .., xp) = PgT(xL e Xm)-

IO(F(Uy, -, Up)) = I[F(Us, .., Up) <: F(Ur, o0y Un)]

Fig. 19. GSL‘CRef: Initial evidence for gradual types
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