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KeETJE JR [BDPVV16]

Family of AE algorithms: MonkeyDuplex + KECCAK-f (*).
KETJE JR: 5x5x8=200 bits, » = 16, claim= min (96, k).

1) Initialization: K and N in internal state + 12 rounds
(most analysis).

2) P, processing: the state S; = S7||S¢ outputs C; = P,®S!
and updates as S;,; = KEccak-f(C;||SY).

3) Tag extraction after 6 rounds.
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Results

» With 2 rounds:

State recovery on the original KETJE JR and on
tweaked KETJE JR both with increased rate of
40 bits and complexity of 2%V and 2.

» With 3 rounds:

State recovery on the original KETJE JR with increased
rate of 40 bits (21°) and 32 bits (2%%).
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Basic attack (r = 40)

)+ g2(v \

Ded )+g1(v
Cauee Guess
B Known bits ] Bits derived from u B Bits derived from v
[ Bits computed as f(u) + g(v) B Known bits used to sieve

3/10



Basic attack (r = 40)

With 3 outputs:
time complexity cannot be better than 220073+

For » = 40: attack on 2%, but no hope for smaller rates.

One more round!
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Best Time Complexity Attack (r = 40)
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theta

The last round

If we have a look at exploitable relations...
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Equations
by

C7
€0
bs
C3
€4
az + d;
as + ds
€2
€6
ea + do
e6 + de

T040Y140 + ebl(A ) + £} (A+)

Y2472 347 + Y207T307 + L, (A ) + £ (A+)

T100Y200 + T040Y140 + Y247T347 + Y207T307 + ffO(Ai) + sz(Ai)
Y044T144 + £, (A ) + ¢ (A+)

T243Y343 + T203Y303 + £, (A ) + £ (A+)

Y1042204 + Y044T 144 + T243Y343 + T203Y303 + 524(Ai) + 5‘24(141)
23109210 + Loy g, (AL) + €04 (AD)

Y344T 444 + £a6+d5(A ) + £ o+ds (A+)

T102Y202 + £, (A ) + ¢/ (A+)

Y106T206 + £, (A ) + ¢ (A+)

y212(x312 + T112) + €€2+d2(z4 ) + 5 o+ds (A+)

x216(Y316 + Y116) + £€6+d6(A ) + £66+d6(A+)

(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)
(11)
(12)
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Finding solutions

Two lists of size 2190720%2+5 — 965 (yellow and violet bits).
» First output: 40 bit linear filter (grey).
Plus 5 + 5 linear filter from the guessed parity and...
» ...10 quadratic equations involving 10 variables linearly
and 11 quadraticaly (per list):
Variables involved in the 50 linear equations define 2°"
possible pairs of sublists of size 2'° to merge with
respect to the quadratic ones (parallel matching):

Time complexity of 2°V x 2219 = 2715
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(More) Recent Improvements: r = 32

Works on a version with r = 32 (using some improvements):

» Guess 8 after the second x and 7 bits from each

half (previous equations become linear): size of the
lists 2100—16*2+5—7—4 — 262.

» Invert the last yv: We consider 22 outputs, until one
verifies the conditions where the unknown bit of the
output does not affect the previous wanted equation.

» Time complexity:

212 214—|—8 > 262—|—1 214—|—8 . 262+62—12—42 :292
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Conclusion and Future Work

New direction analyzing message processing.

It needs higher rates to work so not a threat.

To reduce the rate:

one more round?

New ideas needed:
4 lists to merge considering 4 rounds?
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Two Short Announcements



1. Open PhD and Post-doc positions

In the context of the QUASYModo ERC project:
Symmetric cryptography for the post-quantum world.

Cryptanalysis and/or design (2 PhD, 2 post-docs).

Contact me if interested !



2. FSE 2018 (and 2019)

5-7 March in Brugges (general chair Elena Andreeva).
We hope to see you there!
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Next co-chair: Yu Sasaki (+ Florian, - me)
FSE 2019: in Paris (general chair Jérémy Jean)



