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Nowadays there is growing awareness of the importance of Systems of Systems (SoS) which are large-scale systems composed of complex systems. SoS possess specific properties when compared with monolithic complex systems, in particular: operational independence, managerial independence, evolutionary development, emergent behavior and geographic distribution. One of the current main challenges is the impact of these properties on SoS security modeling and analysis. In this research proposal, we introduce a new method incorporating a process, a language and a software architectural tool to model, analyze and predict security architectural alternatives of SoS. Thus security will be taken into account as soon as possible in the life cycle of the SoS, making it less expensive.

I. INTRODUCTION

Systems-of-Systems (SoS) are large-scale concurrent and distributed systems, comprised of complex systems [START_REF] Jamshidi | System of Systems -Innovations for 21st Century[END_REF]. Mair was more specific by defining the SoS as a collection of systems that must have five principal characteristics to differentiate them from complex monolithic systems [START_REF] Maier | Architecting principles for systems of systems[END_REF]: -Operational Independence of the elements: Each system of the SoS constituent systems may possess its own goals, and must be able to operate independently in order to achieve these goals.

-Managerial Independence of the elements: Each system of the SoS constituent systems may belong to different organizations/entreprises and they do operate independently, being managed at least in part for their own purpose.

-Evolutionary Development: The SoS's format is unstable, its development is subject to several insertions, modifications and suppressions of systems, functions and / or goals during its life cycle. -Emergent Behavior: The main functions and purposes of the entire SoS do not remain in any constituent system, they emerge from the cumulative actions and interactions between these constituents.

-Geographic Distribution: The SoS constituent systems are geographically dispersed, accordingly the exchange between systems can be disrupted by disagreements between different national regulations.

Several other features can describe the behavior of the SoS, particularly [START_REF] Boardman | System of systems -the meaning of OF[END_REF]: -Autonomy: Describe the capacity of a SoS's constituents to make decisions and achieve goals independently or together.

-Belonging: A system could be a member of the SoS if it has a role in enhancing the value of the system's objective.

-Connectivity: Constituent systems employing different protocols, vocabularies and data models could be able to exchange their information.

-Diversity: SoS is a complex system benefiting from the diverse and varied functions of its constituent systems. These characteristics make the SoS a challenging domain with a fast (nearly exponential) growing for the past thirty years [START_REF] You | Bibliometric and social network analysis of the sos field[END_REF], in wich Europe is seeking global leadership as indicated by the T-AREA-SoS project 1 . These specific characteristics also impact the non-functional properties of SoS. One of these properties is security, on which we will focus. Traditionally, security deals with confidentiality, integrity and availability of data [START_REF] Avizienis | Basic concepts and taxonomy of dependable and secure computing[END_REF]. How these security properties could be described and verified in the context of SoS where different constituent systems communicate, coalesce and interact? II. MOTIVATING SCENARIO An additional reason of the fast growing interest in SoS is the wide variety of its application domains, notably, defense and national security, intelligent transportation systems, aerospace, cyberspace, healthcare, electrical power grid and many other areas. Among 194 primary studies2 , Klein identifies that defense and national security is the most frequently discussed domain [START_REF] Klein | A systematic review of system of systems architecture research[END_REF]. Therefore, in this paper, we present a motivating scenario inspired from the maritime safety and security case study presented in [START_REF] Trivellato | A semantic security framework for systems of systems[END_REF].

A. Scenario Description

This case study describes an SoS composed of geographically dispersed constituent systems: a Maritime Security Center (MSC) and three National Navy systems (Danemark, Netherlands and Italy). We model this SoS as a UML component diagram (Figure 1), to describe not only the SoS constituent systems and their input and output interfaces but also the basic components of each constituent system. As we can see in the diagram, the two main components that interact are the Maritime Security Center and the National Navy. The this section we review some approaches that aim to handle security architecture engineering of SoS. [START_REF] Bodeau | System of systems security engineering[END_REF] address the security coupling/integration into the SoS architecture. In [START_REF] Delmas | Formal methods for exchange policy specification[END_REF] some security design properties like completeness, consistency, etc. are verified throught policies. [START_REF] Meland | The challenges of secure and trustworthy service composition in the future internet[END_REF] evoke the necessity to analyze conflicts between security and functional requirements. The possible cumulative effects of a single security incident on multiple constituent systems are examined by [START_REF] Kotzanikolaou | Interdependencies between critical infrastructures: Analyzing the risk of cascading effects[END_REF] and [START_REF] Dahmann | Security engineering in a system of systems environment[END_REF]. The considerable number of interactions between users and SoS or its constituent systems increases the number of attacks, hence security mechanisms should accordingly scale up [START_REF] Ciampi | On Securing Communications among Federated Health Information Systems[END_REF]. These works are more oriented towards the SoS security in general or throughout the whole software engineering process not only the design process as we propose to focus. In contrast, other researches differ from what we propose by the fact that they handle the architecture of SoS without detailing security concerns: [START_REF] Eusgeld | System of systems approach for interdependent critical infrastructures[END_REF] and [START_REF] Farroha | Agile development for system of systems: Cyber security integration into information repositories architecture[END_REF] explicit the challenge of modeling SoS in a way to enable security design. In [START_REF] Kalawsky | Using architecture patterns to architect and analyze systems of systems[END_REF] architectural patterns are used to architect and continuously analyze SoS. The last two papers that we analyze here target both security and design of SoS: [START_REF] Duren | Designing and operating through compromise: Architectural analysis of ckms for the advanced metering infrastructure[END_REF] discuss a design for evolution to maintain operations regardless of the SoS state, while [START_REF] Merabti | Critical infrastructure protection: A 21st century challenge[END_REF] describe the importance of designing solutions that consider the security issues without clearly detailing these solutions. In conclusion, none of the papers presented above really address the security challenges at the architectural stage of the software engineering life cycle process of an SoS. In contrast, in our proposal we discuss methods and tools to model and analyse security of an SoS taking into account its design evolution.

V. CONCLUSION

The proliferation of SoS in the last years make it an important research field with a wide application in many domains. The specific characteristics of SoS impose many security challenges that need to be properly addressed and described in the design of SoS. In this research proposal we modeled a motivating SoS scenario in the domain of maritime safety and security using UML component, sequence and class diagrams and we presented a possible way to add security policies to the model, based on existing security design patterns. Then we extracted specific security design challenges and generalized them into more generic security architecture challenges. We also discussed modeling languages, architectural tools to model and deal with the specific security characteristics of SoS. An important contribution of our work is to take into account security at an early stage in the life cycle of the SoS to minimize the effects/costs of the later changes. It might also be useful to treat other security aspects, in addition to access control, such as identification or authorization. The ultimate validation of the approach will be performed by applying it to validation of the approach will be performed by applying it to a case study similar to the described motivating scenario.
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