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Abstract—This paper investigates the secrecy connectivity prob-
ability for wireless networks with transmit antenna selection in the
presence of randomly located eavesdroppers. Firstly, we propose
an antenna selection scheme for use at the base station with a
half-duplex receiver to enhance secrecy connectivity performance.
Then in order to further improve the secrecy connectivity, a
full-duplex (FD) receiver, which broadcasts a jamming signal
while receiving the downlink message, is considered in this
work. The probabilities of secrecy connectivity are given in the
closed form and integral form for half-duplex and full-duplex
receivers, respectively. The derived analytical results are verified
by Monte Carlo simulations. The resulting analysis shows that the
application of antenna selection at the transmitting base station
and full-duplex communication at the receiving terminal leads to
significant improvements in secrecy connectivity.

Index Terms—Physical layer security, stochastic geometry, se-
crecy connectivity, antenna selection, full-duplex

I. INTRODUCTION

Unlike a traditional cryptographic system [1], physical layer
security is based on Shannon theory using channel coding
to achieve secure transmission. Due to the broadcast nature
of wireless communications, both the intended receiver and
eavesdropper may receive data from the source. But if the
capacity of the intended data transmission channel is higher
than that of the eavesdropping channel, the data can be
transmitted at a rate close to the intended channel capacity
so that only the intended receiver can successfully decode the
data. This is the principle of physical layer security, where the
level of security is quantified by the secrecy capacity which is
the capacity difference between the intended data transmission
and eavesdropping channels.

Based on information-theoretic security (ITS), more re-
cently, many works have considered ITS over wireless chan-
nels, from cooperative relay and jammer networks [2], [3],
buffer-added relay network [4], multiple-input multiple-output
communications [5], [6], full-duplex networks [7], cognitive
radio networks [8], distributed beamforming [9], [10], among
other topics. However, all these works not only assumed a
small number of nodes, but also assumed the locations of
eavesdroppers are known. It is impossible to obtain the location
of eavesdroppers in practice. For this reason, in 2006, Haenggi
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provided a powerful method to model the random location
distribution of the nodes in wireless networks [11], [12].

The impact of random eavesdroppers’ locations to secrecy
performance has been investigated [13]-[17]. Actually, the
location distribution of unknown eavesdroppers can be de-
scribed accurately by using the Poisson point process (PPP)
or binomial point process (BPP). In [13], the locations of
multiple legitimate pairs and eavesdroppers have been assumed
as independent two-dimensional Poisson point processes, and
the average secrecy throughput in such a wireless network has
been studied. Then, the multiple input multiple output (MIMO)
transmission with beamforming scheme was considered in [14],
[15] to enhance the secrecy performance. In order to further
improve the secrecy performance, [16], [17] exploited artificial
noise against randomly distributed eavesdroppers. However, the
complexity of the system is dramatically increased by using
multiple antennas with beamforming. Therefore, in our paper,
we consider the transmit antenna selection scheme to replace
the beamforming technique, which not only can improve
the secrecy performance, but also can achieve full diversity.
Furthermore, full-duplex transmission, which was previously
considered difficult to implement due to the associated self-
interference, is now an attractive alternative in physical layer
secrecy [7] because of the recent advances in the fields of
antenna technology and signal processing [18]. Therefore, full-
duplex antenna at the user equipment was considered.

In this paper, we investigate secrecy connectivity in wireless
networks with randomly located eavesdroppers. Then in order
to enhance secrecy connectivity, transmit antenna selection
and full-duplex communication at the receiving terminal are
considered in our work. The contributions of the paper as
follows:

« We propose the transmit antenna selection scheme at base
station and full-duplex receiver to enhance the secrecy
connectivity in the present multiple randomly located
eavesdroppers.

e« We obtain a closed-form and integral closed-form ex-
pression of the secrecy connectivity probability for the
half and full-duplex receivers with the antenna selection
scheme.



The remainder of the paper is organized as follows: Section
II presents the system model and problem formulation; Section
IIT and IV analyze the secrecy outage probability for half-
duplex and full-duplex UE with antenna selection, respectively;
Section V gives numerical simulations to verify the analysis;
finally, Section VI summarizes the paper.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

In this section, we consider a secure transmission from the
base station (BS) to one operating legitimate user equipment
(UE)!. Without loss of generality, we locate the BS at the origin
of a circle and locate the UE at a fixed point. A circle of
radius R V C R? containing M identical eavesdroppers which
are uniformly distributed according to a spatial binomial point
process (BPP), ® and the density of eavesdroppers outside of
V is zero have been considered as Fig. 1. To be specific, we
assume the BS is equipped with K antennas with half-duplex
mode; M passive eavesdroppers are equipped with a single
antenna which performs half-duplex mode so that they do not
transmit and receive simultaneously; the operating legitimate
UE is equipped with a hyper-duplex antenna which can easily
switch between the HD and FD mode according to the system
performance. We assume that eavesdroppers do not collude in
this model.

@  Eavesdropper

— Information link
— — » Eavesdropper link

— . =p Interference link
-+ - - Self Interference link

Fig. 1. The wireless network with randomly located eavesdroppers.

In our work, all channels are assumed to undergo path loss
and independent Rayleigh fading effects as h;; = Oijdi_ja/ %,
where « and d;; denote the pathloss exponent and the distance
between two nodes, ¢ and j, respectively. The fading coefficient
O;; is a complex Gaussian random variable with unit variance.
Therefore, the corresponding channel gains |h;;|* are indepen-
dently exponentially distributed with mean value A;;, and the
average channel power is defined as \;; = E[|h;;|*] = di;",
where E[-] denotes expectation. We assume that the channels
are quasi-static so that the channel coefficients remain un-
changed during one packet duration but independently vary

from one packet time to another.

UIf there are several users in the target cell, only one user is operated
through user scheduling (e.g. random user selection).

B. Secrecy Connectivity

We now define secrecy connectivity based on classical
wireless wiretap system with multiple random eavesdroppers
and the FD UE. The model for an HD UE can be inferred
from the FD case, as we will discuss later. We assume that the
channel state information (CSI) between the BS and the UE is
known by the BSZ. Therefore, the BS is able to send x5 to the
receiver UE by selected antenna ¢th at the time slot ¢, and the
same time the receiver sends jamming signal x; to potential
eavesdroppers. Therefore, the received signal at the UE can be
written as:

yp.u(t) = V/Pehp,u()zs(t) + v/ Prhuo (), (t) + nU(?l,)

and the eavesdropper E. intercepts the signal from the BS as

yp.. (t) = V/Pehp,p. ()2s(t) + VPuhup, (D, (t) + nEz(t)a

(2)
where Pp and Py denote the transmission power for the BS
and the UE, respectively, and ny and ng denote the additive
white Gaussian noise (AWGN) noise at nodes U and F.,
respectively. For notational convenience, the time index ¢ is
ignored below unless otherwise noted necessary. In order to
design the network parameters to achieve the maximum level
of secrecy, we consider a worst-case assumption®, namely,
a% — 0, as done in [19]—[21]. Therefore, based on the antenna
selection at the BS, the end-to-end capacities from the BS to
the UE and from the BS to the worst-case E, can be obtained
as:
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where B, = arg mz}?((\hBiUP). Then the probability of se-
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crecy connectivity is the probability to have a positive secrecy

capacity, which can be defined as (see [22])

P, =P(Cpy — Cpp,. >0), )

where PP(-) denotes the probability operator.

ITI. SECRECY OUTAGE PROBABILITY FOR A HALF-DUPLEX
UE

In this section, we study the secrecy outage probability with
antenna selection at the BS. According to (1) and (2) without
the second left term?, the end-to-end SNR at the UE and the

2This can be achieved by feeding back CSI from the UE to the BS directly.

3Note that we consider the worst-case which means the eavesdroppers
know the CSI between the BS and eavesdroppers and between the FD UE and
eavesdroppers.

4Self interference does not exist in the HD receiver. And the interference
also does not exist in the eavesdroppers.



worst eavesdropper can be obtained as:
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respectively. Thus, the secrecy outage probability is given by
2
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We assume all channels are independent and identically dis-

tributed (i.i.d.); consequently, the cumulative distribution func-
tion (CDF) of vpy is given by

Py =P <1]. (7)
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1=0

where C%. = K!/[i!(K —1)!] is the binomial coefficient. Then,
the CDF of ypg can be calculated to be
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where v(,-) denotes the incomplete gamma function, (a)
follows from the independence of the random variables
{|hB.E.|*; E. € ®}, (b) holds by using the a Euclidean metric,
and (c) can be obtained by (3.381.8) in [23].

From the calculations above, one can deduce that the secrecy
outage probability of the HD UE can be obtained as
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where Ky (z) is the first order modified Bessel function of the
second kind and (a) holds when o = 2. Closed-form results

for Ps(fl ) are not available for general «; hence, we constrain
this analysis to the practical case where a = 2, which is
representative of line-of-sight (LOS) conditions. Indeed, we
will show later that low secrecy outage probabilities result for
a fairly small BS/UE separation, thus lending credence to the
focus on the LOS scenario.

IV. SECRECY OUTAGE PROBABILITY FOR A FULL-DUPLEX
UE
In this section, the secrecy outage probability for a full-
duplex UE is investigated. By using (3), the secrecy outage
probability can be written as

P hi,ul?
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where, for brevity and ease of exposition, we let Pp = Pl

Now we let z; = PBmz}g<(|hBiU|2) and 7o = |hyyl?
K2

Therefore, the CDF and probability density function (PDF) of

z1 and x9 can be written as
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respectively, where \,, is the SNR of residual self-

interference. The CDF and PDF of =z = "‘il are given by

Pz =P <1, (11)

za:ldBU
ml xl

(12)

K ny - the (13)
. ae
— C(l K3 BU
; K( ) dP;B +Z$)\uu
and
K
fm(l') :Zcz ( 1>z+1
=0
s, (18)
(PB + i$>\uudaU + PB)\uu). PB
d%’U( +Z.7J)\UU)

h A
Lettin = max (% Ul
&Y= eM BE / E

that the CDF of y can be written as (15), which is shown at the
top of the next page, where (a) follows from the independence

of lﬁf Ejlz : B, € ®, (b) holds since the CDF

|hp. g, |? ) v
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and (c) holds by using the a Euclidean metric. For the case
o = 2, the CDF of y can be written as (17) at the top of this

), it is possible to show

(16)

SIn fact, the secrecy outage for Pg # Py can be obtained by using the
same analysis.
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page, where 0 = \/d; +2d%,R%(y — 1) + R4 (y + 1)2.
Then, by using (14) and (17), one can write the secrecy outage
probability of the FD UE as

P =1 — /Oo Fy (2) fo(x)dx. (18)
0

Although (18) is in an integral form, it can easily be evaluated
numerically using standard software packages.

In order to provide insight into the behaviour of this system,
we analyze the case when the radius of the circular domain
R grows large while keeping the distance dpy constant.
According to (15.c), when R — oo, the CDF of y can be

written as y M
FR~>oo —
) = (A7)

Substituting (14) and (19) into (18), we can easily get a close
form when the number of eavesdroppers is given. For brevity,
we only provide the secrecy outage probability when M = 2
for brevity. This result is given by (20) at the top of the next
page, where

19)

Y1 = — dii N2 i 4 2d5 PeAuni® + (20w — 1)d% Phi
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21
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(22)
and Ei(l,a) = [° Mdt is the exponential integral

function, which converges for a > 0. In the next section, we
detail numerical results that verify this analysis.

V. SIMULATIONS

In this section, simulation results are given to verify the
above analysis. In the simulations, we assume the noise vari-
ance 0'(2] = 1, the transmission-power-to-noise ratio Pg/ 0[2] =
Py/o? = 50 dB, and the simulation results are obtained
by averaging over 10° independent Monte Carlo trials. The
pathloss exponent is taken to be a = 2.

Fig. 2 verifies the secrecy outage probabilities for the HD
UE (cf. (10)), where we let dgy = 10 m and R = 100 m.
Both the simulation and theoretical results are presented, which

are shown to perfectly match. Furthermore, it is clear from
these results that the secrecy outage probability decreases as the
number of transmit antennas increases. By analyzing (9) as M
grows large, it is easy to see that the secrecy outage probability
for the half-duplex case increases exponentially with /M.
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Fig. 2. Theoretical vs numerical secrecy outage probabilities for the
HD UE in the presence of different numbers of eavesdroppers, where
dpy =10 m and R = 100 m.

The comparison between the theoretical and numerically
obtained secrecy outage probabilities for the FD UE is shown
in Fig. 3, where we let A, =5 dB, dgy = 10 m and R = 50
m. Again, the theoretical results generated with the help of
(18) are well matched to the simulation results. Moreover, it
is clear that the secrecy outage probability decreases as the
number of eavesdroppers decreases or the number of transmit
antennas increases. Again, this behavior is roughly exponential
in M.

According to [18], radio transmissions always encounter
a bandwidth constraint that limits maximum self-interference
cancellation. Therefore, it is useful to consider how residual
self-interference affects the secrecy connectivity performance
of the FD scheme. Fig. 4 compares the secrecy outage prob-
abilities for the HD and FD modes with respect to different
Auu, Where dgy = 10 m, R = 100 m and M = 30. It is
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Fig. 3. Theoretical vs numerical secrecy outage probabilities for the
FD UE in the presences of different numbers of eavesdroppers, where
dpy =10 m and R = 50 m.

clearly shown that as the residual self-interference increases,
the secrecy outage probability of the FD case is adversely
affected. Obviously, there is no self-interference for the HD
scheme; hence, the performance is constant for all A, in this
figure. Of more interest is the observation that the secrecy
outage probabilities of the HD mode with the proposed antenna
selection scheme (K = 10) or non-selection (K = 1) are
always less than for the FD mode when A, is less than about
11 dB. This information can be employed in practice to switch
between HD and FD modes given the bandwidth constraints of
the system. Since the available system bandwidth of modern
communication links can change based on channel quality and
the prescribed quality of service, this observation could be of
great importance in future cellular networks [18].

Fig. 5 shows the secrecy outage probability of the FD
UE plotted against the radius of the circular domain. Both
the simulation and theoretical results for the secrecy outage
probability are provided, which confirms the asymptotic result
given in (20). Note that convergence to the asymptote is
fairly fast (by about R = 100 m), which shows that the
asymptotic result yields a good approximation for cellular
networks operating with similar cell radii [24].

VI. CONCLUSION

In this paper, we proposed a method of enhancing secrecy
connectivity performance in wireless networks with randomly
located eavesdroppers, which relies on the use of transmit
antenna selection at the base station and an FD scheme at the
UE. Closed-form and integral expressions of the secrecy outage
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Fig. 5. The secrecy outage probability of the FD UE vs the radius of
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probability for the HD and FD UE modes have been obtained
(respectively), and these results have been confirmed by nu-
merical simulations. Furthermore, we developed an asymptotic
theory of the secrecy outage probability for the FD UE mode.
Our results provide useful insight and analytical tools as well
as a solid basis for further study.
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