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Abstract—Due to the development of V2V communication, such  Attacks against safe driving support services using a cloud also
safe driving support as collision prevention and adaptive cruise pose a threat because the intentional transfer of camouflage
control has been achieved. Furthermore, in recent years, in  data to a cloud Camouﬂage acts are on the rise. Attackers
l?r']?st'?;‘)a?snod ;gsrgi’:)]l‘é”'(‘i?‘;gnc‘évgk:nﬁn?clc;‘:ignier;ﬁé “SSJQE g?ﬁ’:l\eu cloud a camouflage information that pretends to be involved
nication is generally called V2X communication. Through V2X in an accident. As a type of .Vehlc.l.e disguising acts, various
communication, vehicle’s peripheral information can be shared camouf_la_ge acts ha‘_’? be_en 'den.“fled’ such as Camoqflaglng
with other vehicles on a cloud server. However, the influence POth driving and position information as well as the vehicle’s
of inappropriate information on the cloud must be addressed. ~condition. In this research, we focus on camouflage position
By faking vehicle information, a system using a cloud server, information among all of the data received by a cloud from
perhaps deliberately causing congestion and/or accidents. In this vehicles and detect them by mutually monitoring the position

research, we propose a method that detects camouflage data information of vehicles using V2X communication.
from all of that aggregated data on a cloud server using V2X

communication and utilizing the surrounding vehicle information. II. ANALYSIS THREAT OF TRANSMISSION DATA

We also analyze possible threats and the requirements for the data There are things researching the detection of malicious ve-

that are sent to a cloud, clarify security, and evaluate the proposed . X R . ! o
method’s implementation. We detected 93% of the camouflage hicles in V2X communication [4] [5], but in reality malicious

data, and improved the detection rate 100% by increasing the Vvehicles are ambiguous. In this section, we analyze attacks
threshold value of the proposed method and, enhancing the effect ON Yehlde Communlce}tlon'and show what kind of malicious
of guaranteeing the data’s reliability. Furthermore, we showed Vehicles to be solved in this research.

the false positives of the proposed method and its execution

processing time and examined feasibility. A. Threats, Requirements, and Resolution example
Keywordsvehicle security; V2X communication; detecting cam-  Tapje | shows analysis of the transmission data to a cloud
ouflage data. server. The threats include eavesdropping attacks, falsifica-
. INTRODUCTION tions, and spoofing. Spoofing attacks are divided into vehicle

| N h i tic drivi d VZ\})retense and data camouflage. Vehicle pretense means that
n recent years, research on automatic driving an attackers pretend to be other vehicles. For example, even
communication is being conducted in the Intelligent Transpor{hough one vehicle doesn’t have any trouble, an attacker

Systems (ITS) field. In addition to providing V2V communica- ; ; :

X . : . pretends to be the vehicle and then calls the police with a
tion using the V\?Q:cular Ad hoi. Net\/\{?r:k (V’S‘NET)’.Veh']f?es ie that it had an accident. An example of data camouflage is
\C/aérl]: ecr(])?slrgr]]ir:?cationcevriTt]rT':Jargfeisioc?wme q B?/ap :aeest?;;%? Vgﬂi hen a vehicle’s own position information or status is masked.
cles can also do V2C communication with a cloud server using?t Security requirements about threats includes confidential-
mobile lines, and the kinds of communication we mention!®: completeness, node reliability, and data reliability. To
here are generally referred to as V2X communication. WhileSUPPly %onf|gent|agtydand tc;‘ompletenelfs, data en(t:)ryptlon r'ls
vehicles perform V2X communication, a cloud server canPOPosed and can be done by a secret key or an ID base cipher.
collect various kinds of information, and we can create aNode reliability identifies vehicles that are pretending to be

Local Dynamic Map (LDM) [1] for cooperative driving from oth'er v_ehlcles. The Public Key Infrastructure (PKI) metho_d,
the collective management of road and vehicle informationhich is adapted by the vehicles, is one good resolution
This type of communication sometimes is referred as probe

information systems [2] or floating car data (FCD) [3]. In

addition, various systems and services can be provided, such as TABLE I. ANALYSIS THREATS ABOUT TRANSMISSION DATA

the simplification of such management tasks as summarizing THREAT [ REQUIREMENT | COUNTERMEASURE |
operation results, analyzing operation trends, summing u Eavesdropping Confidentiality Encryption
tasks, and simplifying the input of daily reports. Falsification Completeness Encryption

Spoofing [ Vehicle pretense | Node reliability PKI

On the other hand' In a SyStem using a cloud server | Data camouflaging| Date reliability Target of this research

camouflage data transfer to a cloud influences a syste
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Certification authority B Presuppositions

1 1
v v

e, 1) A safe channel has been secured by a preliminary
Qi relationship of mutual trust among all vehicles and

 validity of the cloud server

cate g 2) Vehicles and the cloud have been mutually certified
beforehand.

3) Relationships of mutual trust have been built by a
base station with a cloud server.

Electronig certificate

“"Position
information

=X with certificate

=0 a
Vehicle

% Cloud C. Definition of Terminology in Proposed Method
6 e \ehicle ID
.

The ID used by a vehicle during V2V communication; a public
ID that is different for every vehicle.

e V2C Vehicle ID

The ID used for peculiar questions during V2C communica-
tion. This secret ID is not available to others. V2C Vehicle and
Vehicle IDs are uniquely related.

Fake information sender

Figure 1. PKI to adapt to vehicles

\ Is this information true?

Cloud . .
§§/ | caught an accident at point P | ¢ Via Base Station (BS) ID
This unique ID in a relay base station for V2C communication.
It adopts bidirectional one time ID signaling, and establishes
' s its life-time.
Fake info sender e  Peripheral Vehicle (PV) ID

(Malicious vehicle)
The ID received by a vehicle from other vehicles by V2V

Figure 2. Problem of settling by this research R
communication.

because the certificate guarantees vehicles. Data reliabiliy se of Base Station Information in V2C Communication
prevents attackers from camouflaging data. It doesn't involve

resolution at all. When sending position information using V2C communi-
cation, a vehicle attaches the V2CVehiclelD to its position
B. Difference Between Node and Data Reliability information and sends it to the cloud. The relay base station

n the V2C communication, is encapsulated and make a header
rom the ViaBSID in the position that was sent from a vehicle.
he V2CVehiclelD for all of the vehicles preserve the regis-
ration beforehand in the cloud, which knows a request that

Node reliability means that a cloud server trusts a particula
vehicle and believes that it isn't pretending to be a differen
vehicle. The previous section showed that, PKI measure

adapts to the vehicles to resolve the problem. A cloud mlghcan confirm vehicle’s identify by checking the V2CVehiclelD.

be able to verify the electronic certification and confirm the_l_he ossible communication rande covered by a base station’s
transmitter information by the mechanism shown in Figure 1. P ; gec y
area and the ViaBSIDs are also registered with cloud.

This research focuses on such data camouflages, as de- Fi 3 indicat le of b tation inf i
scribed in Figure 2 in spoofing acts. Since the data encryption Igureé S indicates an example of base station information

In V2C communication. The vehicles possess V2CVehiclelD;

and PKI don't confirm whether the received data are cam; : . ;
ouflage, the problem, which is resolved by these methods, ighe base stations possess ViaBSIDs. The V2CVehiclelDs are

different from the one we focus on in this research. We propos egarded as either V2@ or V2C_B, and ViaBSID, where the

a method that can handle such examples as when the giv sle str;t_hons \;avrr(]a unlquer,]_|s| mad? by B\?zlcor BS2 as s;.mple
matter, which guarantees the reliability of the data in an acttXpianations. Yvhen a venicie periorms _communication,
it obtains the information that the cloud will a relay base

camouflages vehicle data. station as well as its position information: ViaBSID and

1. PROPOSAL V2CVehiclelD.
In this section, we propose a method to detect camouflage Figure 4 shows a countermeasure example of a position
data from among data sent to the cloud. data camouflage act. We can detect the position information
that is being camouflaged at another base department using the
A. Outline relay base station information in V2C communication.

Vehicles use V2X communication. When they send theire - qing peripheral Vehicle Information in V2V Communica-
position information to a cloud server, they also send othe ion
information than just their position. In this research, the clou
detects camouflage data from the received data using the relay Vehicles exchange VehiclelDs with nearby vehicles using
base station information in V2C communication and peripheralV/2V communication. A vehicle views the other vehicles other
vehicles in V2V communication. We explain them separatelyehicles in the potential V2V communication area as periph-
to simplify the movement outline of proposed technique. eral vehicles. A VehiclelD that is received from a peripheral
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N V2C Vehicle ID | Vehicle ID Position Via BS ID | V2C Vehicle ID | Vehicle ID Position PV ID
V2C_A A Position P1 BS1 V2C_A A Position P1 C, D

V2C_B B Position P2 BS2

Cloud Cloud L=

% V2V communication range

S

BaseStation BS1 BaseStation BS2

| o &
=%

Vehicle

V2C Vehicle ID V2C_A V2C Vehicle ID V2C_B
= V2C Vehicle ID V2C_A
Vehicle ID A Vehicle ID B
Vehicle ID A
Position Position P1 Position Position P2 . .
Positon Position P1
Figure 3. Use example of base station information in V2C communication PV ID C, D
Figure 5. Use example of peripheral vehicle information in V2V
— . .
Check Via BS ID communication
> Exceeds base station coverage area
Cloud % Check PV ID
% > Exceeds V2V communication range
) Cloud
BaseStation BS1 BaseStation BS2 L=

Send camouflage
location information

Send camouflage
location information

Figure 4. Advantage of using base station information

vehicle is regarded as peripheral vehicle information (PVID). Figure 6. Advantage of using peripheral vehicle information
In our proposed technique, only VehiclelD information is
exchanged by V2V communication.
When a vehicle sends its position information to a cloud ot exceed the area, the cloud trusts the received position

the V2CVehiclelD, its VehiclelD, and the PVID are attached by/nformation. Vehicles acquire peripheral vehicle information
V2V communication. The PVID shows a guarantee that nearb{/SiNd V2V communication and mutually monitor it. This helps
vehicles are in the V2V communication possible area. Figurdn€ cloud detect camouflage data.

5 shows an example of peripheral vehicle information by : .

V2V communication. Vehicle A communicates with the othersE’ica?ti%tﬁCt'on Method of Camouflage Data With V2X Commu-
vehicles in the area where V2V communication is possible
and acquires VehiclelDs from Vehicles C and D. Vehicle A Our proposed technique is a combination of the two
handles the acquired VehiclelDs as PVIDs and verifies theidescribed above by using V2X communication (Figure 7).

nearby position with peripheral Vehicles C and D. The cloud receives not only the position and the VehiclelD

Figure 6 shows a countermeasure example of a positiomfoymation data but also the datal atta_ched to_the peripheral
data camouflage act. We assume that a malicious vehiciehicles and the relay ba_\se_stanon information monitored
camouflaged its position information. The cloud confirms theMutually by V2X communication. Camouflage data can be
PVID sent with the position information from a vehicle, detected through these data, as described in Figure 8.
and compares a vehicle’s position information that is rele- The V2CVehiclelD is used in the first step on Figure 8.
vant to the PVID with the information of the vehicle that Next, we verified whether the data received by the cloud were
transmitted. When comparing the position information thatsent from a vehicle. Second, we compared the ViaBSID with
is outside the possible V2V communication area, the cloudhe position information of a transmission vehicle to confirm
determined that the received position information has beewhether it exists in the area covered by the relay base station.
camouflaged. However when the position information doedVhen the position information of the transmission vehicle
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V2C Vehicle ID | Vehicle ID Position ViaBSID | PV ID
TABLE II. SIMULATION PARAMETER
s V2C_A A Position P1 BS1 C, D
. V2C_B B Position P2 BS2 E Simulator Scenargie2.0
— Vehicle number 158 [cars] (five of the send camouflage positions.)
Vv2Cc_C C Position P3 BS1 A Area 1000 [m]x 1000 [m]
Cloud V2C_D D Position P4 |  BS1 A Communication mode ARIB STD T109 LTE
. Use frequency band 700 [Mhz] 2.5 [GHZz]
Vac E t Position P> BS2 B Communication interval 100 [ms] 1.0 [g]
Lo Radio spread model ITU-R P.1411 LTE-Macro
BaseStation BS1 BaseStation B! Base station ground clearande 1.5 [m]

consider the practicality of our proposal from the evaluation
obtained.

A. Simulator

In this paper, we used Scenargie [6] as a simulator to
evaluate the performance of our evaluation of the proposed
Figure 7. Use example of peripheral vehicle information in V2X method. Scenargie is a network simulator developed by Space-

communication Time Engineering (STE). By combining expansion modules,
like LTE, V2V communication and, multi-agent simulation
can be constructed. In addition, sinc_e communicatio_n systems
and evaluation scenarios are becoming more complicated, this
j\ ingenious simulation has greatly reduced the effort required to
Step 1 Step 3 create scenarios. Examples include GUI scenario creation, map
W;ff/rzcg\‘;:::;'le —— corresponding to data, the graphical information display of a communication
PV ID system, and a radio wave propagation analysis function.

Not applicable
Step 2 B. Evaluation Model
Step 4

Search vehicles

Compare position . . . .
info \f/ith \23 BS ID Compare position info For the evaluation environment, we used a 1 square kilo-
) with corresponding meter square Manhattan model and the simulation parameters
Mismatc vehicle Threshold 3 X
T Misratch loop times) shown in Table Il. We set the number of vehicles to 158 [cars]
and the range to 1kn?] because the average car density
across Japan is 158 [cdsi?]. The ITU-R P.1411 model
— nd- is a radio wave propagation scheme that considers road map
Regard data ( Trust the data ) information, and radio waves are attenuated based on the shape

as camouflage, of the road, so we compared our model with a two-ray model

using direct waves and reflected waves from the ground. This
Figure 8. Camouflage data detection procedure to a vehicle send data model closely resembles reality.

exceeds the area covered by the relay base station, we assupe
that consistency can't be maintained, and that the position™”
information was authorized by camouflage data. A camouflage Figure 9 shows the per-threshold detection rate of the
act in another base department is stopped by this step. kamouflaged data from data aggregated in a cloud server. A
the third or fourth stage, camouflage data are detected basedmouflage data transmitted to a cloud could be detected at
on vehicle information near the transmission vehicle usingl00% by increasing the proposed method's threshold. How-
a PVID. The third step’s adjustment-lessness occurs when @ver, when the threshold was low, completely detecting all

vehicle, which doesn't exist around the transmitter, is regardedf the incorrect data was impossible. The reason is shown in
as a peripheral vehicle. It isn’'t possible to camouflage anothefigs. 10 and 11. The former shows an example where location
nearby vehicle because a mutual VehiclelD exchanged foihformation can be disguised in a possible range within a range
peripheral vehicles by the V2V communication. The positionin which peripheral vehicles and the V2V communication

information of the data, which didn't reach the prescriptiverange are possible. In this case, since peripheral vehicles
number of times, or peripheral vehicles and the data whiclyuarantee camouflage information from a malicious vehicle,

couldn’t maintain consistency, are identified as camouflage alamouflaging the position information becomes possible. Fig-
the fourth stage. We can treat a location’s camouflage beyongre 11 show a collusion between malicious vehicles. Since
the possible V2V communication area and make the data mongey guarantee mutual position camouflage information, there
credible by setting up specified execution count. The dataare trying to fool the cloud into trusting the camouflage data.

which didn’t meet the condition, violates authorization andin other words, this is an inadequate PVID to help with

Evaluation of Camouflage Data Detection

cant't be trusted in the second, third, or fourth stages. data spoofing. These problems can be addressed by increasing
the prescribed number of times (threshold values) shown in
IV.  EVALUATION AND CONSIDERATION Figure 8. By increasing the threshold values, we can create

To evaluate the usefulness of our proposed camouflage datiae situation shown in Figure 12 and it is possible to limit
detection method, we calculate the evaluation. And then weleception by malicious vehicles.
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100%
98%
96%
94%
92%
90%
88%
1 2 3 4 5

Prescribed number of times (threshold value)

‘ Camouflage act within this range

Camouflage data detection rate

Figure 12. Restriction on camouflage acts accompanying increase in

Figure 9. Detect rate of the canﬁuﬂage data in cloud concentration data information on peripheral vehicles

100%

| Camouflage act within this range o0%

Positi 80%
s Y [}

A : B 7%
= e

g 60%

) : 8 50%
o

Q 40%
©

E 30%

Position 2 o

10% I
Figure 10. Camouflage acts in V2V communication coverage with peripheral - [ |
vehicles 1 2 3 4 5 6 7 8 9 10

Prescribed number of times (threshold value)

Collaboration between

. - Figure 13. False positives by threshold value under Japanese average vehicle
malicious vehicles

density (158[caréfm?]) environment

70%
Figure 11. Collusion between malicious vehicles .
D. Evaluation of Misdetection Rate "
Figure 13 shows the false detection rate (false positives) 1 I = i
0% - — -
2 3 4 5 6 7 8 9 10

of the proposed method based on the average car density in 1

Japan. The method’s threshold is the amount of information B Average car density in Japan B Average car density in Japan
data Of the perlphera| Vehicles that iS necessary for a C|Oud Prescribed number of times (threshold value)

to trust the information. In the previous section, we found
that an increase in the threshold improves the detection rate
of the camouflage data. Here, we consider the false positive
detection rate, (false positive), regarding whether a cloud trusts

information on vehicles that are not conducting camouflaggicie density zone, since much peripheral vehicle information
at_:t|V|t|es. In the simulation environment shown in Table I, can pe acquired by V2V communication, even if the threshold
Figure 13 shows that not all 158 cars are doing camouflagg increased, an increase in the false detection rate can be
acts and the false positives were measured. By increasing t'%‘%‘lppressed. Therefore, we found that the proposed method is
threshold value, the false detection rate improved. _Increas,in.g1ore effective in areas with high vehicle density. Actually, the
the threshold value in the average Japanese vehicle densipfiyence of camouflage acts of vehicle information is great
erroneously detects normal communication as abnormal. i areas with high vehicle density. The proposed method, can
Therefore, the false positives under the average vehiclguarantee that the information transmitted by vehicle to a cloud
density environment in Osaka, which has the highest average better in areas where more peripheral vehicles exist than in
car density in Japan, are indicated by Figure 14. In a high veareas with fewer peripheral vehicles. Our proposed method is

@
3
R

False positive rate
s 5 3
g & g

N
3
R

=
5
X

Figure 14. False positive comparison with Osaka average vehicle density
(1128 [carskm?]) environment
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TABLE IlIl. ENVIRONMENT IN THE PROCESSING TIME
MEASUREMENT

0S
Processor

macOS Sierra
1.6GHz Intel corei5

Memory 8GB 1600MHzDDR3
Script Python
Data base MySQL

TABLE IV. PROCESSING TIME OF UNJUST MEASURE TO A
VEHICLE OF SEND DATA

[ Threshold ][ Detected in step2] Detected in Figure 8's step4 Usual end |

1 0.1[ms] 0.31[ms] 0.31[ms] [1]
2 0.1 031,053 053
3 0.1 0.31,0.76 0.76
Z 0.1 0.31,0.96 0.96 2]
5 0.1 031,12 12
5 0.1 031,14 14
7 0.1 03L16 16 (3]
8 01 031,18 18
9 0.1 [0.31,2.0] 2.0
0 0.1 [031,2.2] 22 4]

useful in traffic congestion zones where self-vehicle spoofing
acts have a huge impact.

E. Measurement of Processing Time -

In the evaluation environment shown in Table Ill, the
processing time necessary for the detection of camouflage
data is evaluated by Table 1V, based on the detection method
of camouflage data in Figure 8. The processing time of one
vehicle is shown. By using BSIDs, camouflage data can be
detected at the beginning of the processing by the proposed
method, and the processing time becomes relatively fast. In the
detection method using PVIDs, the processing time is different
for each threshold. By increasing the threshold value, the
detection procedure of camouflage data by PVID is repeated.
Even during the repetition, since the processing time changes
depending on whether the comparative data can be found
relatively early or in the final stage, a range was set for the
processing time up to Step 4. A case where no camouflage
data is not detected is defined as normal termination and
the upper limit of the processing time at that threshold is
indicated. As the threshold of the proposed method increases,
the processing time required for normal termination increases.
We must determine the threshold values based on the V2C
communication delay and the allowable range of the delay
times of safe driving support systems.

V. CONCLUSION

In the Intelligent Transport Systems (ITS), using a cloud
server is inevitable. For providing a safe driving support
service using a cloud, camouflaging vehicle information and
spoofing a vehicle are threatening. In this research, we used
V2X communication, obtained information from various ob-
jects, and described measures against vehicle spoofing. We
proposed a method that detects camouflage data from the
information transmitted by vehicles to a cloud. By using the
information of a relay base station in V2C communication and
the peripheral vehicle information using V2V communication,
measures are taken against camouflaging vehicle information.
By increasing the proposed method’s threshold, the detection
rate of camouflage data was improved and vehicle information
was made more reliable. Our proposed method can be adapted
to depopulated regions by changing the amount of the data of

Copyright (c) IARIA, 2017. ISBN: 978-1-61208-573-9

peripheral vehicle information required as the detection rate
improves based on car density. In overcrowded vehicle ares,
we confirmed that our proposed method is the most effective.
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