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Dependable Perception of Infrastructure-Based Automation

Automation in complex dynamic environments, such as are found in the domains of industrial or transport industries, demands for an infrastructure of collaborative sensing and compute nodes with a high level of dependability. The key challenge is to establish a dependable perception capability of dispersed sensor fields. We here outline a general approach that adopts the concept of quality of information as an assessment framework. Simulation studies of selected aspects are presented at the example of a roadside sensor infrastructure that generates dynamic maps to support automated driving.

I. INTRODUCTION

As cyber-physical systems (CPS) are penetrating a larger part of industrial and transport sectors there is an increasing concern about the inherent dependability of such systems. One of the main challenges for the future is that in many applications there will be safety goals on the overall system, because the implementation of control strategies can affect the lives of users. A typical example is a traffic management system that remotely operates vehicles. Hence, most important research needs emerge in the field of dependability for CPSs. The term goes back to the 1960ies and has since seen a convergence of definitions. The constituents of dependability are the five vectors safety, reliability, availability, integrity and maintainability [START_REF] Algirdas Avižienis | Basic Concepts and Taxonomy of Dependable and Secure Computing[END_REF].

We see evidence that in all traffic-related scenarios that go beyond classic telematics or fleet management applications, the decisive success factor will be the support of safety goals on the vehicle level, which needs to be facilitated by the rest of the system. Likewise, in Industry 4.0 the safe operation of industrial equipment (robots, hazardous machinery etc.), in a mixed environment including human operators on the factory floor, mandates the fulfillment of safety goals. In most generic terms we seek to research the fundamental technology to use real-time networking and adaptation in infrastructurebased control and computation systems, in order to make these systems more dependable. While a traditional safety approach assumes a static system and treats all deviations from a predefined configuration of the state space as unsafe, we strive to find ways to establish desired dependability levels while adapting the system in response to faults, quality of information (QoI) and quality of service (QoS) impairments.

II. QUALITY OF INFORMATION

In order to assess the overall dependability of a dispersed infrastructure, a beneficial approach is to address logical sub-systems with individual metrics that directly relate to the relevant system properties, and eventually evaluate dependability as a result of QoI of sensor fields, QoS of communication links and the dependability of infrastructure compute platforms. All of them contribute to the level of safety in the edge nodes which are interacting with human users, and thus require the compliance with safety goals. Fig. 1 illustrates this line of reasoning, using an example from the transport domain. Focusing on the perceptional elements here, we identify the Fig. 1. Illustration of the concepts of QoI, dependability, and QoS. In combination, they can be used to define an overall dependability metric of the system. main work items to harness the quality of information concept:

• Define an appropriate QoI metric, • Demonstrate that a dependable infrastructure can provide a level of QoI which satisfies the full scope of intended use cases (even without dynamic adaption) for the same cost function, • Demonstrate that a critical QoI can be maintained through dynamic reconfiguration, even under extreme conditions. We expect the multi-perspective approach of remote environment sensing to eventually outperform simple agent-based perception. In the following, we discuss a roadside sensor field for traffic automation as a prominent example of a infrastructurebased perception. Selected relevant aspects concerning the above work items are spotlighted.

III. ROADSIDE SENSOR INFRASTRUCTURE

The information output of a roadside sensor infrastructure is typically represented by a dynamic map of the perceived environment. In this context, we consider the dominant attributes of a QoI assessment to be availability, completeness, correctness, timeliness and accuracy [START_REF] Lee | AIMQ: A methodology for information quality assessment[END_REF], [START_REF] Wiltschko | Probabilistic model to describe and evaluate information quality[END_REF]. The information processing chain starts with the individual sensor measurements. At this level, the QoI attributes are for instance affected by sensor failure rates, sensing resolution, detection probability, as well as the sensitivity to noise, clutter and ghost targets, or the delay and quality of the digital signal processing. Second, the deployment of the sensor field plays an important role for the overall detection capability. It mostly affects the coverage of road surveillance, as reflected in the QoI attribute of completeness. Eventually, the individual sensor detections are transmitted to a central instance such as an edge computing platform, and combined in a dynamic map using multi-sensor data fusion. A variety of plausibility checks (see e.g. [START_REF] Obst | Multi-sensor data fusion for checking plausibility of V2V communications by vision-based multipleobject tracking[END_REF]) may be adopted to assure correctness of the resulting information, while a significant level of timeliness needs to be maintained to guarantee real-time constraints.

In Fig. 2 (lhs) we compare selected design configurations for a roadside infrastructure prototype with respect to the achieved detection completeness. The underlying simulation model is a field of virtual RADAR sensors, with two neighboring sensors being separated by a typical distance of two guiding posts. Assuming state-of-the-art sensor capacities in terms of resolution and detection probability, we count the number of vehicles that are on average detected in passing the sensor field, within a predefined road segment. The sensor data fusion process includes a detection clustering scheme, as well as multi-object tracking with linear Kalman filters [START_REF] Kalman | A New Approach to Linear Filtering and Prediction Problems[END_REF], which can be applied before or after merging individual detections. By comparing to the ground truth, we can infer the QoI attribute of completeness depending on the deployment scheme. The parameters of our simplified traffic model are chosen such as to represent a typical highway scenario, and are based on data recorded at the Autobahn A9 close to Munich [START_REF]Unpublished Raw Data[END_REF]. We find that the studied candidate designs provide dynamic maps with a high degree of completeness of 95% and more, given a sufficient sensor range. Fig. 2 (rhs) illustrates a self-adaptation mechanism to mitigate sensor failures. Here, we simulate the outage of an individual sensor in the RADAR field. Assuming that the system is aware of the situation -e.g. by using sensor heartbeat monitoring -the tracking parameters of the preceding sensor can be altered such as to compensate for the loss of coverage. In the simulation we were able to recover a significant portion of the lost information by an appropriate adaptation of the KF coasting time, i.e. the sensor prediction range.

IV. CONCLUSION AND FURTHER RESEARCH

Using the example of a roadside sensor network we have presented an approach to assess the dependability of infrastructure-based perception. An exhaustive analysis furthermore requires to study the propagation of the full set of QoI attributes across the information processing chain, the definition of safety goals etc. Data fusion elements such as tracking are shown to have an important influence on the overall QoI, and need to be balanced carefully. Another subject of investigation is to identify dynamic fault mitigation strategies, in order to make the system more resilient.

Fig. 2 .

 2 Fig. 2. (Lhs) Completeness of road traffic detections by a RADAR sensor field, using different candidate designs (see center). Each two neighboring sensors are 50m apart, the update time is 100ms. While the sensor range is varied, the field of view is fixed to 30 • . (Rhs) Completeness of a selected design (1) simulating the outage of a single sensor. By self-adaptation of the KF parameters of the preceding sensor (coasting updates increased from 5 to 15 timesteps), a substantial portion of the information loss can be compensated.