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Tailoring the Method Set in IEC 61508-3 Ed2

Novel design and technology often calls for novel methods. In this work we briefly outline a semi-quantitative/qualitative approach to formalizing the evaluation of tailored and new methods against the phase specific property tables given in IEC 61508 Ed2 Annex-C. This work is part of the OSADL SIL2LinuxMP [1] project.

Problem Statement

Using (safety) standards can be challenging -just as (we can imagine) writing them. One of the main problems is, that the authors of a safety standard try to capture the state of the art when it comes to context, but also when suggesting suitable methods. Unfortunately the state of the art is subject to (often rapid) change, and what has been a hot topic a few years back may be unusable for current problems. To mitigate this, safety standards like IEC 61508 make it possible to replace a method recommended by the standard with more suitable ones. However, while the possibility is stated, no guidance on how to systematically substitute a legacy method with a current one is given.

Over the last years we have developed a systematic method for replacing methods. In the following we give a high-level introduction to the general idea of this approach which we have called AnnexQ as an additional Annex to IEC 61508 [START_REF]Functional safety of electrical/electronic/programmable electronic safetyrelated systems -part 3: Software requirements[END_REF].

Approach

With the introduction of Annex-C in IEC 61508 Ed2, a set of properties against which a new method can be checked is available. This formalization is based on semi-quantitative ranking of the contributions to each phase property. Then for any method that is proposed to replace or amend an existing method, a ranking matrix is created and compared to a reference matrix. This reference matrix is created from tallying the recommended methods. With this matrix one can now identify gaps in the method set and also (at a qualitative level) estimate the severity of the gaps.

The numeric translation is done in first approximation as summarized in Table 1.

Rigor Full Coverage Partial Coverage R1 3 1 R1 6 2 R3 10 4 Table 1: Pseudonumeric ranking of Rigor/Coverage
The strong derating is to discourage methodstacking and to limit attempts at "number fixing". The numeric values must be read as qualitative here. Also note that methods not necessarily contribute to all properties -the basis for evaluation are the property tables in 61508 Annex-C.

Gaps are due to methods not being applicable in a particular context or for a particular team (competency) or may emerge due to a particular property building on assumptions that do not hold for an element at the technical level. As an example (see Table 2) a pre-existing software element that did not follow a rigorous design methodology and is subjected to a retro-specification effort will not be able to claim any contribution of the specification process for freedom of intrinsic specification errors thus this property is ranked with 0 in the above example. Gaps also can result from methods not being applicable to the full extent of an element and thus the contribution is derated (above semi-formal methods are ranked with 1 rather than 3).

Formalized Flow

The semi-quantitative method previously outlined is embedded in the overall flow based on IEC 61508 Ed2 as shown in Figure 1. The goal of the structuring is to have a sound argument structure suitable not only for an initial certification but also one that considers maintenance over the life-time of the project. Note, that standards derived from IEC 61508 do not provide an interpretation of the methods, which are not always what "common engineering wisdom" expects it to be. Therefore a tracing back to IEC 61508 is required (a basic safety standard that gives insight into the methods as well as additional references to additional material in part 7) allows to reuse this approach effectively in any domain.

Conclusion

Applying methods simply because they are listed in the tables of a safety standard will eventually fail to induce the safety properties that were aimed for. As with all safety related activities structuring the approach taken into processes that are amenable for review and audit over the life-time of the system is mandatory. Where method recommenda-tions are not adequate, a maintainable, conservative and formalized approach to guide adjustments to the method set is proposed.

The impact of methods on systematic capabilities can not be quantified. Nevertheless a pseudo quantitative ranking may help uncover gaps and answer the question of "How much is enough" in a traceable way.
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