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ABSTRACT

All Information-Centric Networking (ICN) architectures
proposed to date aim at connecting users to content di-
rectly, rather than connecting clients to servers. Surpris-
ingly, however, although content caching is an integral of
any information-Centric Network, limited work has been re-
ported on information-centric management of caches in the
context of an ICN. Indeed, approaches to cache management
in networks of caches have focused on network connectivity
rather than proximity to content.

We introduce the Network-oriented Information-centric
Centrality for Efficiency (NICE) as a new metric for cache
management in information-centric networks. We propose a
method to compute information-centric centrality that scales
with the number of caches in a network rather than the num-
ber of content objects, which is many orders of magnitude
larger. Furthermore, it can be pre-processed offline and ahead
of time. We apply the NICE metric to a content replacement
policy in caches, and show that a content replacement based
on NICE exhibits better performances than LRU and other
policies based on topology-oriented definitions of centrality.
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1 INTRODUCTION

Under the pressure of rapidly increasing bandwidth demands,
Internet Service Providers (ISP) have been trying to offload
traffic away from their networks onto local caches, either
co-located with access points of WiFi networks, base stations
of small cells, or provided by end users in an ad-hoc fashion
[1]. The nodes around the end-user form a network from
which the consumer can retrieve the content opportunis-
tically. However, selecting what content to cache at these
nodes is a complex problem: while the most popular content
should be available to most users, it is expected that there
will be some redundancy in the caches that are reachable by
a given user. Indeed, putting the most popular content in all
caches (as a cache replacement policy such as LFU or LRU
attempts to emulate) would result in excessive redundancy
and a waste of caching capacity.

It has been known [2, 3] since the days of web caching
that the coordination of the caches yields better performance.
However, as Section 2 elaborates, prior work on networks of
caches has focused primarily on caching policies in which
each cache makes decisions independently of others or its
network placement, or policies that take into account the
network connectivity of caches. Centrality [4] is a concept
from graph theory typically applied to social networks. It is
used to find important nodes in a graph. A high centrality
score reflects a high topological connectivity for a node in
the network. Typical centrality measures are: degree (the
number of directly connected nodes), closeness (the average
length of the shortest paths between the node and all other
nodes in the graph); betweenness (the number of shortest
paths between all pairs of nodes in the graph going through
a specific node), and eigenvector centrality (a measure of
node influence in the network). Recent work on networks of
caches has used the centrality of caches for content place-
ment [5] [6]. However, using centrality solely based on a
graph representing the topology of a network fails to address
the fact that the primary role of caches in an information
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centric network (ICN) is to bring users and content closer
to each other, rather than ensuring that a user is close to a
specific node or type of node.

The main contribution of this paper is the introduction
of an information-centric approach to cache management
that scales with the number of caching sites rather than the
number of content objects, which would not be feasible.

Section 3 introduces NICE, the Network-oriented
Information-centric Centrality for Efficiency as a metric of
centrality for caches that focuses on the main objective of
an ICN, which is to bring users closer to content, while
taking into account the location of caches and content in a
network. Equally important, we introduce a scalable method
to calculate NICE without a priori knowledge of the content
placement, based only upon pre-computed combinations
of caches holding a specific content object. Expanding on
the definition of betweenness centrality, for a cache c, its
NICE betweeness is calculated as a function of the number of
shortest paths that include c for content x, the popularity of
content x, and the number of shortest paths from the users
to content x. We also consider a NICE closeness. These are
defined more formally in Section 3.

Section 4 demonstrates the utility of the NICE metric by
presenting a cache replacement policy and algorithm that
take into account the NICE value of a node to update its cache.
Namely, we suggest to replace content only if it increases
the NICE value of the cache.

Section 5 presents the results of our evaluation of the
proposed NICE-based cache replacement policy by simula-
tions using a large number of scenarios. The results show
that the proposed NICE-based cache replacement algorithm
outperforms typical centrality schemes, or schemes without
coordination. Section 6 concludes the paper along insights
into future directions.

2 RELATED WORK

Content caching has been studied for some time by the re-
search community, spanning a wide spectrum, including
small cell networks (SCNs) [7, 8], content distribution net-
works (CDNSs) [9] and information-centric networks (ICN)
[10]. For example, Sourlas et al. [11] study making distributed
cache management decisions in order to efficiently place
replicas of information in dedicated storage devices attached
to nodes in an ICN. Similarly, Wang et al. [12] address the
distribution of the cache capacity across routers under a
constrained total storage budget for the network. The au-
thors found that network topology and content popularity
are two important factors that affect where exactly cache
capacity should be placed. Dabirmoghaddam et al. [13] [14]
and Fayazbakhsh et al. [15] argue through analytical mod-
els and experiments that caching content should be done at
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caches near consumers; however, these works assume that
caching decisions are made by each cache independently of
others.

Several works [16—18] consider the joint routing and
caching problem. The goal is to place the content in the
cache on the path, so that the cache is reachable by users
for a wider range of content. Rossini and Rossi [19] consider
the intersection of caching policy within a node, of meta-
caching between nodes, and the joint impact of routing, to
demonstrate a significant improvement when meta-caching
(whether or not to consider an object for caching based upon
the other caches) and routing decisions are tightly coupled.

Yu et al. [20] considered on-path caching as a method
to increase path capacity, while Ramakrishnan et al. [21]
devised a content placement mechanism which improves on
the joint utilization of a set of caches.

Pantazopoulos et al. [22] define a “conditional between-
ness centrality” and uses this metric to chooses which nodes
will cache the content. The Socially-Aware Caching Strategy
(SACS) [23] for content-centric networks (CCN) uses social
information in order to privilege Influential users in the net-
work by pro-actively caching the content they produce. The
authors detect the influence of users within a social network
by using the Eigenvector and PageRank centrality measures.

Rossi et al. [24] present a caching approach for ICNs in
which the sizing of the content store is based upon central-
ity. The authors exploit different centralities (betweenness,
closeness, stress, graph, eccentricity and degree) to allocate
content storage to nodes. It is proposed that a simple degree
centrality-based allocation is sufficient to allocate content
storage capacity. Similarly, Chai et al. [25] show that a higher
cache-hit rate can be achieved if content is cached at high
betweenness centrality nodes.

A few efforts [2, 3] study the coordination of caching poli-
cies in networks of caches and show the benefit of collabora-
tion in terms of offloading the wide area network. However,
this prior work assumes that all caches are accessible by all
users, whereas we focus on a scenario in which caches are lo-
cally accessed by consumers and distributed throughout the
network. MuNCC [26] is a collaborative caching scheme for
low cache population networks and uses degree, closeness
and betweenness centrality for content placement. However,
such node-centric centrality does not address the needs of
an Information centric network where the users reachability
to content is of importance rather than to the high centrality
nodes.

Cache replacement policies have been studied for a long
time. For instance, Fagin [27] and Che [28, 29] have con-
sidered the LRU replacement policy which evicts the Least
Recently Used. Others [30] have studied FIFO replacement
policy, the performance of interconnected caches [31], or



NICE: Network-oriented Information-centric Centrality for Efficiency

Table 1: List of Notations

Notation | Description
V ={v} | Set of n nodes
E® Set of edges between nodes
X = {x} | Set of N content objects
C.(v) Cache at node v
cwlel Cost of content access from server/local link
Pm Miss probability
C/S Common/different content in cache
Dx Popularity of content object x
cp Cache permutations
d(u, x) Distance from user u to content x
o(u,x) no. of shortest paths b/w user u and content x
0u(u,x) | no. of shortest paths b/w user u and
content x passing through node v

TTL policies [32], or other multi-level cache replacement
policies [33].

Ren et al. [34] took a step in the direction of this paper by
considering the topological relationship between the content,
the cache and the user. The proposed MAGIC algorithm
replaces content in the cache if the next content offers a
larger gain. However, this attempt considers only the latest
request from a single user, whereas our use of centrality
attempts to capture the relationship between a set of users,
a set of content and a set of caches.

We argue that the network connectivity of caches relates
to the content only partially, and there is a clear need to
consider the content reachability by consumers in the net-
work. Our review of prior work reveals that this has not
been addressed by the vast majority of previous work. The
work by Khan et al. [35] is the one exception. They consid-
ered content centrality in the context of fog networking, but
without taking into account content popularity, and with-
out considering the application to cache management and
replacement policy. A well connected node in the network
is not necessarily closer to end-users requesting the content.
To the best of our knowledge, this paper provides the first
proposal to compute an information-centric centrality metric
that considers the network structure for cache management.

3 NETWORK-ORIENTED
INFORMATION-CENTRIC
CENTRALITY FOR EFFICIENCY

3.1 Connectivity and Caching Model

We consider an edge network with n nodes where both
wired/wireless communication links exist between nodes.
The connectivity between nodes is modeled by a graph
G(V,E?) where V = {vy,...,v,} is the set of nodes and
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E? = {ejr | vj,vr € V,j # k} is the set of edges e model-
ing the existence of a communication link between nodes j
and k.

We assume that during a particular time period the con-
necting graph topology is relatively stable and the nodes will
stay connected for a while. We consider a network where
consumer interests are forwarded along the shortest path
(number of hops) towards the content providers. However, it
is possible that due to mobility or frequent topology changes,
a shortest path between two nodes is not guaranteed and
the consumer interest may not be forwarded on the shortest
path to the content provider.

The nodes in the graph may cache content by providing
a capacity C.(v) of cache storage at node v € V. This cache
capacity could be equal to 0 for nodes who cannot or do not
wish to provide storage.

We assume an ICN in which nodes forward requests (or
interests) for specific content objects along the shortest paths
to the content objects. If there are several shortest paths,
then the network splits the flows equally among the shortest
paths.

We define the set of known content objects as X =
{x1,...,xn} for a catalog of N pieces of content, where x; is
an indivisible content object or chunk in the network. With-
out loss of generality, we consider individual content chunks
x € X. In practice, larger size content can be composed of
several such content chunks.

We assume that at least one node contains a content object
at all time, and we denote it as the origin server node. This
is a practical requirement to ensure the content is served,
but this requirement has no impact on the content-based
centrality we describe subsequently.

Each content object has a popularity. More specifically,
we define by p, the probability that a node requests content
object x, where X, p, = 1. We assume that this probability
distribution is constant over the considered time period. The
content popularity estimation is done offline by the content
provider and is not affected by errors since it is aware of the
overall user interests for the content and uses this knowledge
to compute the content popularity.

Individual nodes do not need to have global knowledge
about the content popularity in the network, rather the
content provider should have this knowledge. The content
provider can even compute a dynamic content popularity
where the server can provide the nodes with real-time con-
tent popularity at different times and locations either period-
ically or upon the nodes request. We assume the server has
sufficient computational capabilities to do so. The frequency
of re-doing such computation depends on how frequently
new content are updated by the provider and how the con-
tent popularity varies with respect to different locations and
times. We simply assume that the caching nodes are aware of
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the distribution py, either because it is periodically provided
by the server or by using some empirical estimate from the
interests that the caching node observes.

3.2 A Network-oriented
Information-centric Centrality Metric

In graph theory, centrality values indicate the importance
that nodes hold in a graph. They are typically used for iden-
tifying critical nodes in networks. There are several typical
centrality metrics, including the node degree, the closeness
centrality (namely, the average length of the shortest path
between the node and all other nodes in the graph), the be-
tweenness centrality (the number of times a node acts as a
bridge along the shortest path between two other nodes),
eccentricity (the inverse of the distance to the furthest node),
and many others.

However, the ubiquitous use of caches in an ICN shifts the
importance of the nodes. A cache at the edge of the network
has low centrality by most common centrality measures, but
is actually critical in reaching and storing the content that
is requested by consumers. If the probability of a hit in the
cache is, say 60%, then even if an upstream node fails in the
network, the network will still satisfy 60% of the consumers’
requests. It is clear that new centrality metrics are needed
for ICNs.

We propose the Network-oriented Information-centric
Centrality for Efficiency (NICE) metric. For closeness, NICE
is defined as the inverse of the sum of the distance from the
user to the content, that is:

NICE, = (Syxd(u,x))”" (1)

where u is the set of users, x is the set of content, and d(u, x)
is the distance on the shortest path from u to x. Figure 1
shows an example, which we detail in the next section.

For betweenness centrality, NICE is defined as the sum of
the ratio of the number of shortest paths from all users to
all content objects that passes through the node to the total
number of shortest paths between all the (user,content) pairs
weighted by the popularity of each content object.

Formally, for probability distribution p, for content x and
if 0, (u, x) is the number of shortest paths from user u to
content x going through node v and o (u, x) the total number
of shortest paths between u and x, then:

oo (U, x)

NICEy(v) = Zy xpPx (2)

o(u,x)

We can normalize this to a measure between 0 and 1 if
needed. Figure 2 shows an example, which we detail in the
next section.
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Origin
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Figure 1: An example of Content-based Centrality
(Closeness)

S Io] i
C common Degree: 1 _— N content
S specific -
@ NICE: 3N-3C-415/6
@ Degree: 4
NICE: N+55/6

Degree: 4

‘\ IC common
\ NICE:/C/2+3N/2+75/6 S specific

\ Degree: 4 NICE: S+N/2
NICE: N c \ / Degree: 2 /
Degree: 2 common g /
S specific ~—
‘ NICE : N+5/3

Degree: 3

/@ NICE: N
Degree: 2

g ()

Figure 2: An example of Content-based Centrality (Be-
tweeness)

3.3 Example of NICE

3.3.1 Closeness. Figure 1 shows a simple network where
users connect through nodes vy, v; and vs to access the con-
tent. Assume that each cache can hold one piece of content,
and that we have pieces of content xy, X3, x3, ... with proba-
bility p; > p2 > ps > .... Further, assume that the distance
of a link between the v;’s is ¢; (for some local link cost) and
the distance between v, and the server is c,, (for some wide
area link cost). In practice, ¢,, >> ¢;.

If we assume each cache works independently, v;, v, and
vs all cache x;. The Least Frequently Used (LFU) cache
eviction policy would keep the content most frequently re-
quested. Least Recently Used (LRU) evict content that has
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not been recently requested, and typically keeps the most
frequently requested content. Obviously both are poor con-
tent placement strategies as a significant fraction (1 — p;) of
the traffic travels the greater distance c,,.

A much better content placement approach is to cache all
three for x1, x; and x5 in the local network. Define by p,, the
miss probability 1 — (p; + p2 + ps3).

If the content is placed as x; in vy, x3 in v, and x3 in v,
then we can compute the distance from v; to the content,
namely p,,(c; + ¢iy) + 2(p2 + p3)c;. The distance from v, to
the content is p,,(c; + ¢y) + (2p1 + ps)cy; and the distance
from vs to the content is p,,, (c; + ¢y ) + (2p1 + p2)c;. The total
distance is 3p,(c; + cy) + (4p1 + 3p2 + 3p3)cy.

Since p; > p, > ps, we see it is beneficial to put the content
x1 in vy, x5 in v3 and x3 in v;. In this configuration, the
distance to the content becomes p,,(c; + ¢yy) + 2(p1 + p2)c; for
U1, pmlcr+cyw)+(p1+2ps)c; for vy and pp, (cp+c40) +(p1+2p2)c;
for v for a total of 3p,,(c; + cvw) + (3p1 + 3p2 + 4ps)cy.

Since p; > ps > ps, the latter placement puts the content
closer to the users. The distance to the content is the measure
of centrality. Nodes v, and v; are better connected to the
content than v; due to the extra link joining them. They have
higher content centrality. Therefore it makes sense to place
content such that the content-based centrality is increased.

On this simple topology, the expression of the distance to
the content requires computing paths from all users to all
content objects.

3.3.2 Betweenness. We now consider betweenness NICE.
Figure 2 shows a graph, where node S is the server, and
holds a copy of all the content, nodes vy, vs and vy are cache
nodes, the users are nodes (a), (b) and (c) and the other nodes
Ug, U3, U4, v7 and vg act as relays.

Rather than identifying exactly which content is in the
cache, for simplicity we have assumed on this figure that
the content is distributed in blocks, where the capacity C, is
divided into C content objects that are the same at all caching
nodes, and S content objects that are unique to this cache.
We assume, for ease of explanation only, that all content is
equally likely.

Figure 2 also indicates the NICE value of each node, and the
degree centrality as well. The (non-content-based) Between-
ness centrality of this graph has little meaning, underlying
the need for ICN-specific centrality measure. Computing
the betweenness centrality between all the nodes does not
capture that only (a), (b) or (c) issue requests, nor that only
v1, Us, Ug and S can respond to these interests. For this reason,
we do not include this metric on this figure.

To compute the NICE value, let us consider node vs in
this figure. The user (a) will send traffic to vs only for the
content that is specific to vs. The common content C will be
served by v; for user (a). For this vs-specific content, half of
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the requests from (a) will go to vs, and half will go to S, as
both are four hops away from (a) and therefore both are on
the shortest path to this content. Therefore the contribution
from (a) is S/2, as all S content are equally likely.

For user (D), there are three paths to the content that is
vé-speciﬁc: V7 — U5 — U3 — S, OY U7 — U5 — U3 — Vg O U7 — V5 —
vg — . Two out of these three paths end at vs therefore (b)’s
contribution is 25/3. Finally, user (¢) sends requests for the
content that is v;-specific through either the 3-hop path to
vy or the two 3-hop paths to S, including one through v for
a total of S/3. All the vg-specific requests from (c) end up at
ve for a total of S. Half of the common content C from (c)
ends up at vg, the other half goes to vs, adding C/2. Finally,
the rest of the content requests go to the server S and half of
these follow a path through v (the other half goes through
vs), adding (N — C — 35)/2. Summing all these contributions
yield S + N/2.

The other nodes’ content-based centrality can be com-
puted in an identical manner, by identifying the contribution
to each of the other contents from each user. It should be
obvious from this simplified example that computing content-
based centrality may become complicated, especially once we
take into account the content popularity and an increasing
number of users. In the previous example, it was straightfor-
ward to take into account the popularity, by identifying the
aggregated probability that a piece of content was in C or
was specific to one of the v;. However, in practical systems,
this gets unwieldy.

We address next how to efficiently compute the NICE
value at a node. While we have presented of NICE for two
centrality metrics, we now focus exclusively on betweenness
centrality as it is a linear expression and therefore easier to
work with in practice.

3.4 Scalable Computation of
Content-based Centrality

Computing the content-based centrality from Equation 2
may get extremely difficult, since the catalog X may be very
large, and it requires knowing the content placement as well
as the probability distribution p, as well.

For this, we propose performing an offline computation
for a combination of caches first. Note that this scales with
the number of caches, and not with the number of content,
dramatically reducing the complexity.

More formally, denote by {cy, . ..cpn,} the set of m nodes
v; € V such that C.(v;) > 0. These are the caching nodes in
the network.

A piece of content can be in any 0 < k < m of these
nodes. There are 2{¢--~¢=} potential combinations of caches
a content can belong to. Denote by cp (for cache permutation)
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an element of 2{¢--~¢m} that is a set of anywhere between
0 and m caches.

For each of these combinations, we compute once the NICE
value of a single item of popularity 1 located at the caches
in this combination cp, and no other item anywhere else.
That is we consider that content x is the only content that
is requested and is placed at the caches ¢; € cp. We can
compute the NICE value for x and cp at node v.

We do this for all the combinations and store the value
for each ¢p € 2{¢v~m} Namely, we compute NICE,(v)
for all such ¢p cache combination and store the outcome in
a table at each cache.

In practice, adding more copies of the same item in more
caches has a decreasing marginal utility, and the network
operator may set a limit on the number of copies for any piece
of content. Therefore we do not have to compute the NICE
value for every cp € 2{¢---~m}. we can start by computing
NICE(v) for node v with cp of cardinality 1, 2, and keep
increasing until we reach the limit set by the operator. We
can then stop the process and start with another node w.

While this process is still relatively complex, it scales with
the number of cache combinations, and has to be done offline
and only once.

To compute the NICE value of a specific content placement,
we only need to look up the cache permutation cp(x) of
content x. A content object x will belong at any point of
time to one cache set cp(x) and the NICE(v) can therefore
be computed by:

NICE(v) = ExexpxNICEp(x)(v) (3)

where NICE,,(x)(v) was pre-computed ahead of time.

4 CONTENT REPLACEMENT
ALGORITHM IN THE CACHE

4.1 Algorithm

Equipped with the tool of content-based centrality and a
method to compute it efficiently, we now use it to optimize
the cache replacement policy in ICN and network of caches.

Algorithm 1 depicts our proposed cache replacement pol-
icy. The intuition of the algorithm is simple. If adding a new
content into the cache c; increases NICE(c;), then the oper-
ation is carried on. Otherwise, the content is not added.

The system is initially empty of any content. Then, when
content arrives at the cache and the cache is not full, it is
added. When the cache is full, the distributed content place-
ment is optimized at each caching node using Algorithm 1.

We denote by NICE, (v) the contribution of x to NICE(v),
namely NICEy(v) = pxNICEp(x)(v).

J. Khan et al.

Algorithm 1: Content Replacement Policy

1: INPUT: NICE,,Cc(v), pxVx € Cc(v), cp(x)
2: OUTPUT: cp(x) C 2{ev-embvy e X
3: Initialize C.(v) = ¢ for allv € V
4: for each new arrival y,p, € X at cache c; do
5:  if y ¢ ¢; then
6: z = arg min(NICE,(c;)),
x€Ce(c;)
7: cp=cp(y)Uc;
8: if NICE,(v) < pyNICE,,(c;) then
= cp(y) = cp(y) U ci,
10: ep(z) = cp(2) \ i,

11: else

12: nothing, y is not cached
13: end if

14:  endif

15:  return cp(y), cp(z)

16: end for

The algorithm generates the replacement policy in the
cache, while attempting to always increase the content cen-
trality of the cache. Because content centrality increases, the
content always gets more reachable.

In this algorithm, at node v, the only computation that
is required is the difference between p, NICE,,(,)(v) where
the content placement cp(y) assumes y is cached at c;, and
pzNICEp;)(v). Since NICE,, is computed ahead of time,
the only operation is to know cp(y) and cp(z) as well as p,
and p;.

The values cp(y) and cp(z) should be provided by the pro-
tocol to update the routing tables, especially since this update
is required to take advantage of the new objects in the cache.
py and p; need to be either periodically provided by the
server, or estimated by empirically monitoring the rate of
interests for y and z.

4.2 Convergence

Theorem: Algorithm 1 converges to a stable content place-
ment policy

The content placement algorithm only increases the NICE
value at each cache for each content inclusion/eviction de-
cision. Hence, it suffices to show that a finite number of
increases to NICE values occur at any node.

We have a finite number of pieces of content, and a finite
number of permutations; therefore, the increment to a NICE
value is bounded below by the smallest change in NICE by
which it may occur by either : (a) moving one piece of content
from one cache to another, (b) adding a piece of content to a
cache, or (c) removing a piece of content from a cache. Since
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the increment is bounded below, Algorithm 1 will converge
in a finite number of decisions.

5 NUMERICAL EVALUATION

We evaluate NICE using the named-data networking module
of the NS-3 simulation platform (ndnSIM [36]). The topolo-
gies we considered in our analysis are obtained from a pub-
licly available [37] dataset of a large scale realistic mobility
trace of Kéln, Germany where a large number of nodes, vehi-
cle in this case lie on top of the street network. The K6ln 6 X6
km? city center is divided into 36 neighborhoods comprising
25 nodes. This reflects a city-wide network of edge nodes in
an urban environment. The data contains the position of each
node in x-y co-ordinates in meters for a duration of 24 hours
where we extracted the topology (connectivity) of the 2, 986
nodes at three distinct time snapshots. Three different large
scale topologies are used in order to validate the efficiency
and scalability of NICE in a real edge caching environment.
The topologies are snapshots of the network connectivity at
time t = 0, t = 30 and ¢ = 60 minutes, respectively.

Each unique content chunk is of 1KB size and for the 10°
contents, we can have up to 1000,10, 000, or 100, 000 content
chunks in the cache size of 1IMB, 10MB and 100MB respec-
tively. Thus, the content catalog of 10° chunks completely
fits into the 100MB cache size.

In our simulations, we consider an edge network with
routers and small cell devices cache near the end users where
we do not assume that all nodes in the ICN network are
caching nodes due to their resource limitations. Therefore,
30% of nodes are caching enabled corresponding to 900 out of
the 2, 986 nodes. The total network-wide cache size is 900MB,
9GB and 90GB for individual node cache sizes of 1IMB, 10MB
and 100MB respectively. While further extending the storage
capacity is indeed beneficial to study, however, due to the
storage constraints at our computing server, the total cache
could not exceed 1TB of storage.

5.1 Simulation Scenario

The consumers are located at the leaf nodes in each topol-
ogy representing the edge of the network while the pro-
ducers are non-leaf nodes in the topology capable of receiv-
ing interest messages. In each simulation, the consumers
and producers are randomly chosen resulting in different
nodes as consumers and producers from the previous sim-
ulation run. Each consumer randomly generates interests
following a Zipf distribution (with varying Zipf parameter
0.5,0.75, 1, 1.5) where the interests are forwarded using the
ndnSIM default NFD forwarding strategy “best-route" with-
out modification. We generate the workload of typical web
traffic with minimum content size of 1KB and a catalog of
10° contents.
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The simulation scenario implements consumer nodes
which generate up to 10° unique content requests varying
the cache size from 1, to 10 and to 100 MB. We run each set of
parameters for a total of 100 times, each with a new random
seed to generate consumer interests.

Any provider node already caching the content responds
to the consumers’ interests. 30% of the nodes are consumers,
30% are providers/caching nodes with homogeneous storage
sizes and the remaining nodes act only as relay nodes in the
Information-centric Network.

We implement the cache replacement policy where the
node caches the content that maximizes its respective NICE
(considered here only to be betweenness NICE). Besides NICE,
we implement three different cache replacement approaches
for comparison:

e Centrality-based: We cache popular content at high
Degree, Closeness, Betweenness and Eigenvector central-
ity nodes. For each of these centrality metrics, we rank
the nodes by centrality, and populate the cache by
placing the most popular content at the highest cen-
trality node, the next most popular content at the next
highest centrality node, and so on until all caches are
full.

e Non-centrality based: We implement a collaborative
approach where all the nodes in the network pool their
cache space to form one large LRU buffer. This caches
the most popular content in the network, but without
topological considerations.

e Non-collaborative based approach: (LRU-
Individual) Each node implements an LRU policy
independently of the other nodes. This is a my-
opic greedy local policy, however it is commonly
considered in Information-centric Networks.

The following performance metrics are used to evaluate
NICE along the benchmark cache replacement approaches:

e Cache Hits: This the average number of content re-
sponses from the caching nodes, calculated as the ratio
of the number of content chunks served by the cache
to the number of received interests by the nodes.

e Distance to content (Hop count): This is computed
as the distance in terms of average number of hops
traversed by the content en route to the consumer. A
lower number of hops traversed by the content high
reflects better content reachability.

e Delay in content retrieval: This is measured as the over-
all delay in retrieving all content requests generated
by nodes.
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Figure 3: Hit rate comparison by varying cache size (Zipf parameter=1) for centrality-based NICE, Degree,
Closeness, Betweenness, Eigenvector, non-centrality based or social-unaware (LRU) and non-collaborative (LRU-
Individual) caching.
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Figure 4: Hit rate comparison by varying Zipf parameter (cache size=100 MB) for centrality-based (NICE, Degree,
Closeness, Betweenness, Eigenvector), non-centrality based or social-unaware (LRU) and non-collaborative (LRU-
Individual) caching.

5.2 Simulation Results 100MB). Figures 3a, 3b and 3¢ show results for each topol-

5.2.1 Cache Hits. We observed the cache hit rate for each ogy. The first observation is that the average cache hit rates
scheme: (i) NICE, Degree, Closeness, Betweenness and Eigen- achieved differ with respect to topology and cache size. Fur-
vector centrality, (i) non-centrality based (LRU), and (i) thermore, we trivially observe that for all topologies there is
LRU-Individual where individual nodes cache indifferently, an increase in the cache hit rate with increasing cache size.

i.e. no collaboration on cache replacement. In Figure 3 we
compare the hit rate of our approach for three topologies
from the Koln trace and three cache sizes (1IMB,10MB and



NICE: Network-oriented Information-centric Centrality for Efficiency

ICN 18, September 21-23, 2018, Boston, MA, USA

~
o
—
s}
=
~
o

[ L RU-Individual
[ Degree
[ Closeness
[_1Betweenness
[Eigenvector | |

~
~
T

w

o

w

o
T

w
w
T

~n
~
T

Average Distance (Number of Hops)
— o
Average Distance (Number of Hops)
o
[

— o
T T

o

o

o

o
T

o
o

—

=s)

[
~
o

[ L RU-Individual
[ Degree

[ Closeness
[IBetweenness
[ Eigenvector | |

[ L RU-Individual
[ Degree

[ Closeness
[IBetweenness
[Eigenvector | |

~

w
o

w

Average Distance (Number of Hops)
R
——
=
i
]

o
o

o

10 100
Caches Size (MB)

(a) Topology 1

Caches Size (MB)

(b) Topology 2

10 10 100

Caches Size (MB)

(c) Topology 3
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Figure 6: Hop count comparison by varying Zipf parameter (cache=100MB) for centrality-based (NICE, Degree,
Closeness, Betweenness, Eigenvector), non-centrality based or social-unaware (LRU) and non-collaborative (LRU-

Individual) caching.

Further, we see that NICE achieves a high cache hit rate
when compared to all other approaches. It resulted in a max-
imum of 83% hit rate for Topology 1, 60% for Topology 2 and
70% for Topology 3.

Similarly, Figure 4 show the hit rate comparison for each
topology by varying the Zipf parameter. Here as well, NICE
outperforms the other schemes where there is a substantial
difference (up to 2x) for low values of Zipf parameters. This

is because other schemes fail to cache the maximum number
of popular content objects for low Zipf parameter values. We
also observe that all the centrality schemes resulted in sub-
stantially higher hit rate than the case LRU-Individual, which
achieves the lowest average hit rate (below 50% overall) thus
confirming the well-known benefit of collaborative caching.
However, the caching decision in our case is fully distributed:
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Figure 7: Average delay in content retrieval for all in-
terests (Zipf parameter= 1, Cache size= 100MB)

each node assesses the benefit on content centrality locally.
NICE captures locally the impact on the overall network.

The comparative analysis of cache hit rate on three differ-
ent topologies, three caches size and four variants of Zipf
parameter reveals that NICE achieves a better hit rate and
in a scalable manner.

5.2.2 Distance to content (Hop Count). We also compute
the average distance to content from the consumers. Figures
5 and 6 show the average number of hops the content tra-
verses from the caching node which responds to the interest,
to the consumer.

Figure 5 compares the hop count for each topology by
varying the cache size. We first observe that NICE results in
the fewest number of hops overall (around 2 hops), where
the case of LRU (both with and without collaboration) yields
highest distance to content. In terms of distance, there is not
much difference between the compared centrality schemes
however, we observe that in general, centrality-based cache
replacement approaches result in better performance.

Note that other centrality measures, such as closeness or
eccentricity, are specifically tuned to use shortest paths and
in result minimize the distance to retrieve content. However,
the proposed content-based betweenness centrality seems to
perform well in this regard without requiring it to consider
the nodes in the shortest path for content retrieval.

Similarly, Figure 6 compares the average hop count for
each scheme by varying the Zipf parameter. We observe a
variation in the hop counts between different centralities,
however we observe that most of the schemes are successful
in providing content within two hops, though, NICE achieves
relatively better results, i.e. within a distance of 2 hops, for
all variations of Zipf parameter. However, we see that LRU
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(both with and without collaboration) fails to provide content
within 2 hops for most of the cases.

The hop count analysis overall suggests that centrality
based cache replacement, and NICE in particular, provides
an efficient and scalable approach to enhance cache perfor-
mance in Information-Centric Networks.

5.2.3  Delay in content retrieval. To validate the time effi-
ciency of the proposed content replacement approach, NICE,
we compute the average delay in seconds for the content
retrieval using each scheme. Figure 7 shows the average de-
lay observed using each topology, for a cache size of 100MB
and Zipf parameter = 1. We observe that NICE is able to
achieve the least delay among the compared schemes. The
topology 2 yielded high delay values (around 0.1s to 0.12s)
where NICE showed similar results as the compared schemes
due to the high delay in retrieving content for all schemes in
this particular topolology. However, overall it outperformed
the other compared schemes when evaluated on different
topologies such as shown in Figure 7 for Topology 1 and 3.

Thus, we can infer that NICE is an efficient content re-
placement approach in ICN with respect to delay. Overall
evaluations on a city-wide network shows that NICE is a scal-
able solution to cache content at the network edge and closer
to large number of consumers in an urban environment.

6 CONCLUSIONS AND FUTURE
DIRECTIONS

We observed that Information-Centric networks require a
new approach for cache management, as well as new graph
theoretical measures. The current definitions of centrality
are inadequate when dealing with connecting users to con-
tent. These measures are agnostic to the opportunity for
the network to keep content in the caches. Therefore well-
connected users in the traditional sense of centrality may be
poorly connected in the sense of content-based centrality, if
what they are looking for is not locally available.

We described NICE, a content-based centrality, and gave
examples based both upon closeness and betweenness cen-
trality. We showed a more scalable method to compute such
centrality. We applied NICE to a content replacement policies
in the caches. Our simple NICE-based cache replacement pol-
icy evicts content whenever the insertion of a new content
object improves the content-based centrality of the node.
This cache replacement policy performs extremely well in a
set of simulations against LRU and graph centrality based
policies. In our evaluations, we have shown that, while mak-
ing a local, distributed decision to either keep or evict content
in the cache, the NICE-based policy distributes the content
in the network so that its average distance and delay to the
users is lower and the cache hit rate is higher than the other
benchmarks.



NICE: Network-oriented Information-centric Centrality for Efficiency ~ ICN 18, September 21-23, 2018, Boston, MA, USA

Future work is to evaluate other forms of content-based
centrality, i.e. based upon closeness centrality and eccentric-
ity along a practical implementation of NICE over NDN.

REFERENCES

[1] Xiaofei Wang, Min Chen, Tarik Taleb, Adlen Ksentini, and Victor Leung.
Cache in the air: exploiting content caching and delivery techniques
for 5g systems. IEEE Communications Magazine, 52(2):131-139, 2014.

[2] Alec Wolman, M Voelker, Nitin Sharma, Neal Cardwell, Anna Karlin,
and Henry M Levy. On the scale and performance of cooperative web
proxy caching. ACM SIGOPS Operating Systems Review, 33(5):16-31,
1999.

[3] Li Fan, Pei Cao, Jussara Almeida, and Andrei Z. Broder. Summary
cache: A scalable wide-area web cache sharing protocol. IEEE/ACM
Trans. Netw., 8(3):281-293, June 2000.

[4] Stephen P Borgatti. Centrality and network flow. Social networks, 27
(1):55-71, 2005.

[5] Kassio Machado, Azzedine Boukerche, Eduardo Cerqueira, and An-
tonio AF Loureiro. A socially-aware in-network caching framework
for the next generation of wireless networks. IEEE Communications
Magazine, 55(12):38-43, 2017.

[6] Ikram Ud Din, Suhaidi Hassan, Muhammad Khurram Khan, Mohsen
Guizani, Osman Ghazali, and Adib Habbal. Caching in information-
centric networking: Strategies, challenges, and future research direc-
tions. IEEE Communications Surveys & Tutorials, 19(4), 2017.

[7] Ejder Bastug, Mehdi Bennis, Marios Kountouris, and Merouane Deb-
bah. Cache-enabled small cell networks: Modeling and tradeoffs.
EURASIP Journal on Wireless Communications and Networking, 2015
(1), 2015.

[8] BN Bharath, KG Nagananda, and H Vincent Poor. A learning-based
approach to caching in heterogenous small cell networks. IEEE Trans-
actions on Communications, 64(4):1674-1686, 2016.

[9] Kenza Hamidouche, Walid Saad, and Mérouane Debbah. Many-to-

many matching games for proactive social-caching in wireless small

cell networks. In Modeling and Optimization in Mobile, Ad Hoc, and

Wireless Networks (WiOpt), 2014 12th International Symposium on. IEEE,

2014.

Michele Mangili, Fabio Martignon, Stefano Paris, and Antonio Capone.

Bandwidth and cache leasing in wireless information-centric networks:

A game-theoretic study. IEEE Transactions on Vehicular Technology, 66

(1):679-695, 2017.

Vasilis Sourlas, Lazaros Gkatzikis, Paris Flegkas, and Leandros Tassiu-

las. Distributed cache management in information-centric networks.

IEEE Transactions on Network and Service Management, 10(3):286-299,

2013.

Yonggong Wang, Zhenyu Li, Gareth Tyson, Steve Uhlig, and Gaogang

Xie. Design and evaluation of the optimal cache allocation for content-

centric networking. IEEE Transactions on Computers, 65(1):95-107,

2016.

[13] Ali Dabirmoghaddam, Maziar Mirzazad Barijough, and J.J. Garcia-

Luna-Aceves. Understanding optimal caching and opportunistic

caching at "the edge" of information-centric networks. In Proceedings of

the 1st ACM Conference on Information-Centric Networking, ACM-ICN

’14, pages 47-56, 2014. ISBN 978-1-4503-3206-4.

Abhigyan Sharma, Arun Venkataramani, and Ramesh K Sitaraman.

Distributing content simplifies isp traffic engineering. ACM SIGMET-

RICS Performance Evaluation Review, 41(1):229-242, 2013.

Seyed Kaveh Fayazbakhsh, Yin Lin, Amin Tootoonchian, Ali Ghodsi,

Teemu Koponen, Bruce Maggs, K.C. Ng, Vyas Sekar, and Scott Shenker.

Less Pain, Most of the Gain: Incrementally Deployable ICN. In Proceed-

ings of the ACM SIGCOMM 2013 Conference on SIGCOMM, SIGCOMM

[10

[t

[11

—

(12

—

(14

[l

[15

=

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

’13, pages 147-158, 2013. ISBN 978-1-4503-2056-6.

V. Sourlas, P. Flegkas, and L. Tassiulas. Cache-aware routing in
information-centric networks. In 2013 IFIP/IEEE International Sym-
posium on Integrated Network Management (IM 2013), pages 582-588,
May 2013.

Jin Wang, Jing Ren, Kejie Lu, Jianping Wang, Shucheng Liu, and Cedric
Westphal. An optimal cache management framework for information-
centric networks with network coding. In IFIP/IEEE Networking Con-
ference, June 2014.

Haiyong Xie, Guangyu Shi, and Pengwei Wang. TECC: Towards
collaborative in-network caching guided by traffic engineering. In
2012 Proceedings IEEE INFOCOM, pages 2546—2550, March 2012.
Giuseppe Rossini and Dario Rossi. Coupling caching and forwarding:
Benefits, analysis, and implementation. In Proceedings of the 1st ACM
Conference on Information-Centric Networking, ACM-ICN ’14, 2014.
Yu-Ting Yu, Francesco Bronzino, Ruolin Fan, Cedric Westphal, and
Mario Gerla. Congestion-aware edge caching for adaptive video
streaming in information-centric networks. In IEEE CCNC Conference,
January 2015.

Abinesh Ramakrishnan, Cedric Westphal, and Athina Markopoulou.
An efficient delivery scheme for coded caching. In IEEE International
Teletraffic Congress ITC27, September 2015.

Panagiotis Pantazopoulos, Ioannis Stavrakakis, Andrea Passarella, and
Marco Conti. Efficient social-aware content placement in opportunistic
networks. IFIP/IEEE WONS, pages 3-5, 2010.

César Bernardini, Thomas Silverston, and Olivier Festor. Socially-
aware caching strategy for content centric networking. In Networking
Conference, 2014 IFIP, pages 1-9. IEEE, 2014.

Dario Rossi, Giuseppe Rossini, et al. On sizing CCN content stores by
exploiting topological information. In INFOCOM Workshops, pages
280-285, 2012.

Wei Koong Chai, Diliang He, Ioannis Psaras, and George Pavlou. Cache
“less for more” in information-centric networks. In International Con-
ference on Research in Networking, pages 27-40. Springer, 2012.
Travis Mick, Reza Tourani, and Satyajayant Misra. Muncc: Multi-hop
neighborhood collaborative caching in information centric networks.
In Proceedings of the 3rd ACM Conference on Information-Centric Net-
working, pages 93-101. ACM, 2016.

Ronald Fagin. Asymptotic miss ratios over independent references.
Journal of Computer and System Sciences, 14(2):222-250, 1977.

Hao Che, Ye Tung, and Zhijun Wang. Hierarchical web caching sys-
tems: Modeling, design and experimental results. IEEE j.Sel. A. Com-
mun., 20(7), September 2002.

Christine Fricker, Philippe Robert, and James Roberts. A versatile
and accurate approximation for LRU cache performance. In 2012 24th
International Teletraffic Congress (ITC 24), pages 1-8, Sept 2012.

Asit Dan and Don Towsley. An approximate analysis of the Iru and
fifo buffer replacement schemes. SIGMETRICS Perform. Eval. Rev., 18
(1), April 1990.

Valentina Martina, Michele Garetto, and Emilio Leonardi. A unified
approach to the performance analysis of caching systems. In IEEE
INFOCOM 2014 - IEEE Conference on Computer Communications, pages
2040-2048, April 2014. doi: 10.1109/INFOCOM.2014.6848145.

Daniel S. Berger, Philipp Gland, Sahil Singla, and Florin Ciucu. Exact
Analysis of TTL Cache Networks: The Case of Caching Policies Driven
by Stopping Times. In The 2014 ACM International Conference on
Measurement and Modeling of Computer Systems, SSGMETRICS ’14,
pages 595-596, 2014.

Nicolas Gast and Benny Van Houdt. Asymptotically Exact TTL-
Approximations of the Cache Replacement Algorithms LRU(m) and
h-LRU. In 2016 28th International Teletraffic Congress (ITC 28), vol-
ume 01, pages 157-165, Sept 2016.



ICN ’18, September 21-23, 2018, Boston, MA, USA J. Khan et al.

[34] J.Ren, W. Qi, C. Westphal, K. Lu, J. Wang, S. Liu, and S. Wang. MAGIC: [36] Spyridon Mastorakis, Alexander Afanasyev, and Lixia Zhang. On the
a distributed max-gain in-network caching strategy in information- evolution of ndnSIM: an open-source simulator for NDN experimenta-
centric networks. In Proceedings of the IEEE INFOCOM workshop on tion. ACM Computer Communication Review, July 2017.

Emerging Name-Oriented Mobile Networking, April 2014. [37] Sandesh Uppoor, Oscar Trullols-Cruces, Marco Fiore, and Jose M

[35] J. A. Khan, C. Westphal, and Y. Ghamri-Doudane. A Content-based Barcelo-Ordinas. Generation and analysis of a large-scale urban ve-
Centrality Metric for Collaborative Caching in Information-Centric hicular mobility dataset. Mobile Computing, IEEE Transactions on, 13
Fogs. In IEEE/IFIP Networking Workshop on Information-Centric Fog (5):1061-1075, 2014.

Computing, June 2017.



	Abstract
	1 Introduction
	2 Related Work
	3 Network-oriented Information-centric Centrality for Efficiency
	3.1 Connectivity and Caching Model
	3.2 A Network-oriented Information-centric Centrality Metric
	3.3 Example of NICE
	3.4 Scalable Computation of Content-based Centrality

	4 Content Replacement Algorithm in the Cache
	4.1 Algorithm
	4.2 Convergence

	5 Numerical Evaluation
	5.1 Simulation Scenario
	5.2 Simulation Results

	6 Conclusions and Future Directions
	References

