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ABSTRACT The passenger access system (PAS) is a complex mechatronic train onboard module with
high reliability and safety requirements. This module fulfills one of the dozen main onboard functions
onboard train. Consequently, any related fault occurrence may have a serious impact on the safety and
availability of the whole train operation. In this context, developing effective automated monitoring and
diagnostic techniques for the PAS, as early as from the design phase of the system, becomes an essential
and challenging task. In this paper, we carry out a monitoring study on this system, while considering a
sufficiently high-level abstraction perspective that allows for adapting discrete event models representing the
behavior of the system. First, we establish a Petri net behavioral model that includes the nominal operating
mode as well as various faulty behaviors. Then, based on the established Petri net models, a fault detection
approach is used to investigate the diagnosability property and synthesize the diagnosers regarding different
predetermined classes of failures. Finally, we show how the outputs of the diagnosability analysis can help
make efficient design choices that allow for improving the safety of the whole system.

INDEX TERMS Railway safety, fault monitoring, passenger access system, Petri nets, modeling.

I. INTRODUCTION
Safety critical systems are systems whereby human safety
depends on the correct operation of the system. In such
systems, failures may lead to serious human and material
damages [1]. Railway control systems are considered as being
safety-critical [2], [3] since their failures may cause serious
consequences such as loss of human lives, severe injuries, and
a large scale of material and environmental damages as well
as considerable economic penalties.

From the engineering point of view, to comply with the
requirements of the safety-related standards and to achieve
the desired safety level (referred to as the Safety Integrity
Level or SIL), much attention needs be paid to railway control
design and adequate monitoring and diagnosis means needs
be developed [4]–[7]. In fact, the purpose of monitoring
and fault diagnosis is to detect, isolate and locate failures
as early as possible. In the context of railway applications
and in order to fulfill the performance, comfort, and safety
goals, developing effective monitoring techniques becomes
essential from as early as the design phase of the system.
In particular, having efficient train onboard diagnosis tools
is of a great interest since this minimizes, or even prevents,
downtime by effectively detecting and identifying failures.

A. THE PASSENGER ACCESS SYSTEM
The passenger access system (PAS hereafter) is a
safety-critical module that fulfills one of the main func-
tions onboard passenger trains. It is a complex mechatronic
distributed module that manages the transit of passengers
between the station platform and the train [8], [9]. The pas-
senger access function is implemented partly within the train
central control (in the locomotive cab, and prevented from
being used by unauthorized persons), and partly locally at
each train coach.

From the diagnosis point of view, the PAS is considered
as one of the high failure-rate subsystems of onboard railway
systems. Indeed, although the PAS makes up only 2-3% of
the cost of the passenger rail cars, experience with railway
systems has shown that the PAS system is responsible for
30 to 40% of the failures in operating trains; moreover, it is
estimated that they are responsible for as much as 25% of
themaintenance costs [10]. Furthermore, for passenger trains,
the malfunctioning of the PAS is one of the main causes of
delays, and can be a source of accidents that may involve
passengers and/or train crew. Indeed, a failure impacting one
single door panel on a passenger train at a station often causes
delay on the concerned train and impacts the whole operation
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on the line [11]. Whether localized passenger door controls
affect Mean-Time-Between- Failure (MTBF) or Mean-Time-
To-Failure (MTTF) currently seems to be unknown [12].
Emergency situations continue to occur and, at times, they
result in occupant casualties. In certain cases, the delay,
difficulty, or inability of passengers and crew to evacu-
ate the train can contribute to the number and the degree
of severity of casualties in emergency situations (fire for
example).

B. FAULT DIAGNOSIS OF THE PAS SYSTEM
As reported in [13], the existing approaches for fault diag-
nosis of railway on-board systems can be divided into two
categories: data-driven and model-based methods. In gen-
eral, model-based diagnosis uses logical and mathemat-
ical models of the monitored system, while data-driven
diagnosis uses models learned from training available
data for nominal and degraded conditions [14]. Regard-
ing the diagnosis of the PAS, both approaches have been
investigated.

Pereira et al. [15] dealt with the train door fault prediction
using data mining techniques, where an efficient low-pass fil-
ter is proposed to reduce the false alarm rate. In [16], an esti-
mated mathematical model obtained from a test-rig data set
is used to guide the fault diagnosis of some mechanical and
electrical failures in electric train doors. The main obstacle of
this approach lies in the signal noise and therefore it is more
applicable for fault review. Amathematical model is also pro-
posed in [17] by using parameter estimation approach to get
the physical parameters of the system on different working
conditions. Then, the principal component analysis [18] and
rough set theory are brought into play in order to perform
the diagnosis task. In [19], an ontology approach based on
the knowledge space of the system is developed to guide
the fault detection process and better automated knowledge
discovery to improve diagnosis of pneumatic train doors.
Lehrasab et al. [11] have dealt with the same issue using
dynamic neural network fault diagnosis method. Based on
data recorded using a test bench, the Han et al. [20] design
a probabilistic discriminator, which is used to perform the
online predictive diagnosis by discriminating between normal
signals and suspicious signals of the door system due to mal-
functions or exterior events. Recently, Cauffriez et al. [21]
have investigated the Bond graph formalism to generate a
reference model of a mechatronic train door system and then
proposed a global model-based diagnosis system for the gen-
eration of fault indicators and residual thresholds in presence
of door failures (motor failures, superelevation, etc.). One can
notice that even-though there are valuable results in the afore-
mentioned works, they particularly dealt with mechanical,
electrical, or pneumatic failures based on the (physical) sys-
tem behavior. However, they do not consider the logical and
sequential failures which may affect the (discrete) dynamic
of the system or its control unit, such as communication and
synchronization failures.

C. FAULT DIAGNOSIS IN DISCRETE EVENT SYSTEMS
From a theoretical point of view and at a high level of abstrac-
tion, discrete event systems (DES) are more suitable for
monitoring and model-based diagnosis of complex dynamic
systems, due to the convenience of their associated means
of analysis [22]–[25]. In particular, using DES formalisms to
model railway control systems allows for expressing the sys-
tem specifications, assessing operational requirements and
performing re-design [24]–[26]. Besides, the use of DES
modeling formalisms is highly recommended in railway stan-
dards (IEC 61508-3 and EN 50128) to design SIL3 or SIL41

safety-critical systems. In particular, the Petri net formal-
ism (PN) has proved to be a powerful framework for the mod-
eling, control and verification of railway systems [25], [27].
This is mainly due to its mathematical foundation and expres-
siveness capabilities, its graphical representation, and the
existence of a wide range of software tools for simulation and
formal analysis of PNs. In addition, the several extensions of
PNs, such as (time/timed, stochastic, colored and continuous
PNs) allow for handling various classes of complex dynamic
systems from different modeling viewpoint (discrete, contin-
uous, and hybrid systems).

Regarding monitoring and fault diagnosis, PNs have been
widely investigated in the literature and several approaches
have been developed (see the recent overview [28] and ref-
erences therein). In fact, the aim of PN based diagnosis
methods is to use the structure, the analytical capabilities,
and the intrinsically distributed nature of PN models to
reduce the computational complexity of diagnosis problems
by avoiding the exhaustive enumeration of the system’s state
space, as well as to deal with some classes of infinite state
systems [29].

D. CONTRIBUTION
The present study deals with the diagnosis of some main
failures which may affect the PAS from the DES point of
view. The investigated failures are the output of a preliminary
risk analysis (PRA) that has been carried out on the PAS.2

In a DES framework, fault diagnosis is often a model-driven
process which consists in determining the occurrence of
faulty events, based only on the observable part of the sys-
tem behavior. Therefore, model-based diagnosis requires a
complete modeling of the system behavior, considering both
its nominal and faulty behaviors. In the present study and
for the purpose of performing diagnosis analysis on the PAS,
we firstly establish discrete models to depict the behavior of
the PAS sub-systems, using the Petri net formalism (PN). The
elaborated PNmodels describe the main operational behavior
of the global system, including the nominal operating mode
and various faulty scenarios. Based on the established PN
models, a diagnoser-based approach, which is called semi-
symbolic diagnoser technique (SSD), is used to investigate

1SIL for Safety Integrity Level, which is relative level of risk-reduction
provided by a safety function.

2The PRA is not within the scope of the present paper.
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the diagnosability of the PAS model with respect to a set
of predetermined failures. In particular, the SSD technique
synthesizes a semi-symbolic diagnoser which is used to verify
diagnosability. The symbolic representation of the system
state-space allows us to tackle the combinatorial explosion
problem, which arises when dealing with such large complex
systems.

This article is an extension of a conference paper [30],
in which a brief preliminary PAS model and diagnosis
mechanisms have been presented. Regarding the conference
version:

1) we propose a global PAS modeling, while extending
the normal behavior of the PAS, adding the emergency
procedure, and integrating a reset mechanism.

2) we deal with three types of failures which may affect
the nominal operation of the PAS.

3) In order to analyze the fault diagnosis of the system,
we consider an efficient diagnoser-based approach,
which performs diagnosability analysis on the PN
model without requiring a preliminary generation of the
marking graph (as it was the case in [30]).

The remainder of this paper is organized as follows: in
Section II, the main components of the PAS are described,
while roughly discussing the system operating functions.
In Section III, some preliminary notions and notations related
to the Petri net and fault diagnosis in the DES framework are
presented. Section IV is devoted to the PN modeling of the
PAS sub-systems and their dynamics. Section V discusses
the diagnosability analysis based on the global elaborated
model. Finally, Section VI draws some concluding remarks
and points to some future extensions.

II. THE PASSENGER ACCESS SYSTEM: MODELING
AND ANALYSIS
In this section, we give a rough description of the PAS and
its operation, while sketching out its emergency scenarios
and reviewing the main malfunctioning that may impact its
nominal behavior.

A. PAS - GENERAL ARCHITECTURE
In a passenger train consisting of a series of connected
vehicles, the role of the PAS is to manage the passenger
flows (entrance and exit) by controlling the opening/closing
of the train doors. The general authorizations (doors open-
ing, unlocking, etc.) are managed by the central control
module and operated by the train driver while, locally,
passenger-operated open/close control is provided at each
individual door. Each train door is equipped with an actuator
(using electric or pneumatic motors). This latter is com-
manded by a local control system which, besides local sig-
nals, receives orders and information that are valid for the
whole train from the central control located in the driver
cab (e.g. train speed, opening authorization from the driver
or from a central controller). Depending on the situation, the
opening of the door can operate automatically or only if a
passenger issues an opening request (e.g., by pushing a button

FIGURE 1. Control part of the PAS [31].

on the train door) [31]. Generally, there exist two types of
train door accesses, the first one is set up on the extremity
vehicles, equipped with a gap bridge, while the second type
is set up on the intermediate vehicles equipped only with
a movable step. Indeed, the control of extremity vehicles
considers the case of persons with baby strollers and people
using wheelchairs.

In general, the PAS consists in two main parts: (i) the
operative part and (ii) the control part. The operative part
contains three subsystems:

1) Door (DR): a subsystem (often)3 composed of two
opposite-moving sliding leaves which are driven by
electric/pneumatic motors;

2) Movable Step (MS): it bridges over a wide gap formed
between the platform and the train, in order to prevent
passengers from falling. Particularly, it facilitates the
access for persons with reduced mobility;

3) Gap Bridge (GB): it has the same structure and
mechanism of MS, and is used to facilitate the access
of people in wheelchairs or with baby strollers. The
deployment and retraction of the gap bridge are
performed by controlling the gap bridge engine ade-
quately, and by reading the filling gap stop point
sensors.

These three sub-systems are considered as
interd-dependent for two reasons [33]:
• Mechanical reason: the three sub-systems are all inte-
grated into a rigid frame and do not interact mechani-
cally.

• Electronic reason: the three sub-systems are controlled
by the same electronic door control unit, which ensures
the interface between the information/commands sent
from the driver cabin and each sub-system.

The control part of the PAS is composed of two modules,
as illustrated in Figure 1:

1) Central Controller: also called Main Door Control
Unit (MDCU), is an onboard module embedded in the
driver cabin, which collects information about the train
status (position, speed, etc.) from the sensors onboard

3Other types of door exist [32]: sliding, plug, bi-parting, bi-folding,
hinged, etc.
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FIGURE 2. The nominal operating cycle.

the train and track-side equipment and sends the con-
trolling authorization (resp. commands) regarding the
opening (resp. closing) of train doors to the local con-
trollers.

2) Local Controller: also called Door Control Unit
(DCU), is a module embedded in each train vehicle,
which analyzes the information and command requests
of the MDCU (opening authorization, closing order,
etc.) and the local information (opening request by the
passenger, emergency alert, etc.) and then sends the
appropriate local (electrical/mechanical) commands to
the operative part (door, movable step and gab bridge).
The most important task of the DCU is to ensure a safe
operation of the door opening and closing operations.

B. THE PAS - GENERAL BEHAVIOR
In this section, we describe the PAS behavior while con-
sidering the main commands and (discrete) sensing infor-
mation used by the PAS components. The scheme depicted
in Figure 2 shows the normal operational cycle of the PAS,
which is divided into three segments σ1, σ2, σ3.
1) Segment σ1: it indicates the train approaching, where

the PAS collects information about the train status from
the sensors on board the train and track devices (by
means of the MDCU and further connected modules);

2) Segment σ2: in this segment, the PAS manages the
doors opening/closing according to the information
gathered (opening side, platform type, etc.) and the
passenger requests (door opening requests, etc.);

3) Segment σ3: it represents the train leaving phase, where
the PAS resets its initial status and starts a new opera-
tion cycle.

1) MDCU FUNCTIONS
The main information required for the MDCU in order to
issue general control orders are:
• Train Speed (TS): this information is generated by the
ATESS4 unit (a system that captures and processes data
related to safety) and the WSP unit (wheel slide protec-
tion). Two speed thresholds need to be monitored by the
PAS:
– Speed v ≤ 1 km/h: this is a necessary condition to

authorize the doors to unlock in emergency mode;
– Speed v ≤ 0, 5km/h: this is a necessary condition to

authorize the doors to open in nominal mode [31].

4Abbreviation of‘‘Acquisition et Traitement des Évènements de Sécurité
en Statique’’.

• Station Platform Type (SPT): this information is pro-
vided by the balise reader unit, which captures the sig-
nals sent by track-side balises (here at the entrance of
a railway station) and indicates whether the platform
of the next station is low or high. In the case of a low
platform, the movable step must be deployed in the
intermediate train vehicles, in opposition to the case of
a high platform, where only the gap bridge is deployed.

• Station Platform Side (SPS): this information is also
provided by the balise reader unit. It indicates on which
side the train must open the doors at the upcoming
station (on the right or on the left).

The controlling commands generated by the MDCU and
sent to the DCUs are:

• Opening Permission (OP): this command is manually
ordered by the train driver. It allows the opening of
the train doors if the train is stationary at the station
(i.e., measured speed v ≤ 0, 5 km/h);

• Imminence Closing (IC): this command is ordered from
the driver cabin in order to indicate the imminent closing
of all the train doors. A sound alarm signal is then
emitted from each DCU until all the train doors are
completely closed;

• General Closing (GC): this command is issuedmanually
by the train driver and orders the beginning of the door
closing process to all DCUs. It is worth noticing that
this command has the ultimate priority over all the other
commands except the emergency opening command;

• Gap Bridge Cancellation (GBC): this command is
manually ordered by the train driver. It cancels the
deployment of the gap bridge in the extremity vehicles
(if there are no people in wheelchairs or with baby
strollers present).

2) DCU FUNCTIONS
In addition to the controlling commands received from the
MDUC, each DCU also receives (from the passengers) the
following local orders:
• Passengers Request (PR): each train door is equipped
with a push-button that can be pressed by passengers to
request the opening of the door;

• Emergency Door Release (EDR): this request can be
emitted by the passengers (or crew) in case of emer-
gency situations, e.g., fire alarm. It usually requires a
cover to be removed or broken and then activated by a
hand-pull alarm. It should be noted that the door opening
following an EDR request is proceeded only when speed
v ≤ 1 km/h.

Moreover, the phases of train door opening/closing pro-
cesses are indicated by some light/sound signals controlled
by the DCU. These signals are used to help impaired pas-
sengers locate door actuation push-buttons or the doorway
opening. Regarding the sound alerts, a unique tone is emit-
ted that maintains a sound level in the approximate range
of 2-5 dB above the ambient sound level. This allows the tone
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to stand-out from the environment noises. These light/sound
indicators correspond to:
• Opening Permission Signal (OPS): this is a continuous
light signal located in the interior panel of train doors.
It is often associated with the opening push-button, and
indicates that the door can be opened.

• Passenger Request Consideration Signal (PRC): this is
a flashing light signal associated with the opening push-
button. It acknowledges passenger requests for door
opening;

• Imminent Closing Signal (IMC): this is a sound alarm
signal that indicates the imminent closing of all the train
doors. This signal is emitted from each local door control
panel until the complete closing of the doors.

Figure 3 summarizes the functional architecture of the PAS
and the distribution of the sensor signals and command flows
among the PAS sub-modules.

FIGURE 3. Functional architecture of the PAS.

C. THE PAS EMERGENCY EGRESS/ACCESS
One of the most critical functionalities of the PAS is the
management of the emergency evacuation. Indeed, emer-
gency situations (e.g., derailments, onboard fires, etc.) require
passengers to exit a rail car with (or without) the intervention
of the train crew5 [34].

In fact, emergency egress from a passenger train is a
complex process that depends on a number of dynamic fac-
tors. Namely, various variables that affect the time neces-
sary for passengers to exit from a passenger train in an
unusual or emergency situation must be considered. It should
be noted that no methodology exists so far for evaluat-
ing the passenger rail car emergency egress system as a
whole, or the effects on egress time of failures that may
affect this system [35]. Nevertheless, safety standards and
guidelines prescibe some general requirements as follows
(i) the safest place for passengers is onboard the train, (ii) the
doors are locked and passengers are unable to open them
even in emergency situations unless the train driver orders
the unlocking of the doors, (iii) most emergency situations
can be managed without taking passengers off the train, and
(iv) passengers are only allowed to open and self evacuate in
case of an extreme emergency situation.

5Besides doors, each train car must be equipped with a combination of
emergency windows.

In our study, we only consider extreme emergency situa-
tions where passengers are allowed to open and self evacuate
provided that the evacuation conditions are fulfilled. In these
cases, an emergency brake is launched following the EDR
request. Thus, the operational scenario of the PAS is as
follows:

1) the DCU receives the EDR signal and transmits it to the
MDCU (in order to inform the train driver);

2) the DCU proceeds to unlock the doors once the train
speed v ≤ 1km/h;

3) once the PR button is pushed, the doors open without
needing the MS or GB devices to be deployed. Such an
operational sequence serves to speed up the evacuation
procedure;

4) finally, the doors remain open until the reset action of
the PAS, which indicates a return to a normal situation.

Remark: it is important to stress that the preferred means
of train evacuation following an emergency would be (as it
is currently) for the driver to stop at the closest station, open
doors in front of the platform and allow for the train crew to
control passenger egress from the train. Passengers opening
the doors themselves and self evacuating is a last resort that
would only occur in the most extreme situations in which
remaining onboard the train could involve a greater danger
than that incurred by exiting the train [36].

D. DYSFUNCTIONAL ANALYSIS
Due to its movable components and the frequent interaction
with passengers, the PAS is subject to various types of failures
and often brings a great proportion of failures that occur
onboard trains.

It is commonplace that the frequent failures of the PAS
bringmuch inconvenience to passengers and seriously impact
the whole quality of service. Consequently, the safety of the
PAS has always been considered as a crucial concern for
railway operators, who strive to understand, reduce the risks
and improve the reliability of the PAS.

In the current study, we are mainly concerned with techni-
cal aspects related to the logical behavior of the PAS. More
precisely, our goal is to determine whether the occurrence of
some predetermined failures can be detected and identified
based on the observable part of the PAS behavior. According
to the preliminary risk analysis (PRA) and the failure mode,
effect and criticality analysis (FMECA) carried out on the
PAS [37], [38], the failures which may affect the system func-
tioning can be roughly classified into two types, regarding
their occurrence mode.

1) permanent Failures: once such failures occur, they
do not disappear (i.e., the system remains indefi-
nitely faulty as long as adequate maintenance oper-
ations are not carried out). Often, they induce train
immobilization for repair. Examples of permanent
failures that my affect the PAS are: the door get-
ting stuck opened/closed, the MS (GB) getting stuck
deployed/retracted, the asynchonization between the
door opening and the MS deployment, etc.
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2) Intermittent Failures: such failures occur intermit-
tently. Generally, they do not cause train immobiliza-
tion; however, they affect its nominal behavior andmay
reduce its availability. Often, intermittent failures affect
the electronic and software devices in the system; for
instance, sensor devices, door actuator controller cards,
and the spot/sound indicator devices.

III. MODELING AND DIAGNOSIS USING PN
A. PETRI NET MODELING
PNs are a mathematical and graphical notation for model-
ing parallel and distributed systems. They allow for com-
pact representation of the system state-space and offer
good expressiveness, particularly for depicting concur-
rency and synchronization with non-deterministic behav-
ior [39]. Formally, A PN is Place/ Transition structure
N = (P,T ,Pre,Post), where:

• P = {p1, . . . , pi} is a finite set of places;
• T = {t1, . . . , ti} is a finite set of transitions;
• Pre and Post are the pre- and post-incidence mappings.

Below, we discuss some notions and notations related to
PNs.

◦ C = Post − Pre is defined as the incidence matrix.
◦ A marking is a vector m ∈ N|P| that assigns a

non-negative integer to each place. We denote by m(pi)
the marking of place pi.

◦ A marked PN (N ,m0) is a PN N with a given initial
marking m0. For short, a marked PN will be called PN
in the sequel.

◦ A transition ti ∈ T is enabled by marking m if m ≥
Pre(·, ti), denoted by m [ ti >. A transition ti enabled by
markingm can fire, yielding to a markingm′ = m+C ·Eti,
where Eti ∈ {0, 1}|T | is a vector in which only the entry
associatedwith transition ti is equal to 1, the other entries
are 0.

◦ Amarking m′ is then said to be reachable from marking
m by firing transition ti, also denoted by m [ ti > m′.

◦ A sequence of transitions s = t1t2 . . . tk is executable at
marking m, if ∃m1,m2,mk−1 s.t. m [ t1 > m1 [ t2 >
· · · mk−1 [ tk >. This can be denoted as m [ s >.

◦ The reached marking m′ is computed by m′ = m + C ·
π (s), and denoted by m [ s > m′, where π (s) =

∑k
i=1 Eti

is the firing vector corresponding to s.
◦ A marking m is reachable in (N ,m0) iff there exists a

firing sequence s such that m0 [s > m. The set of all
markings reachable from m0 defines the reachability set
of (N ,m0) and is denoted R(N ,m0) (may be infinite).

◦ We denote by L the predix-close language generated by
(N ,m0).

◦ APN (N ,m0) is bounded if the number of tokens in each
place does not exceed a finite number b ∈ N for any
marking reachable fromm0. In this case, the reachability
set of the PN is finite.

PARTIAL OBSERVABILITY MODELING
Often, in complex systems, for cost or technical reasons it is
not possible to install enough devices for collecting all the
information which is needed to monitor the system behavior.
This is referred to as partial observability and can be depicted
using a partition T = To]Tu, where To is the set of observable
transitions (whose firing can be directly detected by sensor
readings or those corresponding to control commands), and
Tu is the set of unobservable transitions (whose firing depicts
some internal activity that can not be captured directly).
Moreover, in order to take into account the faulty behavior of
the system in our modeling process, we also consider that the
set of unobservable transitions is partitioned into two subsets
Tu = Tf ] Treg where Tf is the set of fault transitions while
Treg corresponds to regular unobservable transitions.
In order to extract the observable behavior, we use a projec-

tion mapping: Po : T ∗→ T ∗o , which erases the unobservable
transitions in any given firing sequence u ∈ T ∗. The inverse
projection operator P−1L is defined as P−1L (v) = {u ∈ T ∗ ∩
L| P(u) = v} for v ∈ T ∗o . Simply, P−1 re-generates the system
executions (sequences of transitions) that correspond to some
given observable sequences.

B. FAULT DIAGNOSIS
Fault diagnosis of DESs is often discussed through two main
problems: (offline) diagnosability analysis and (online) diag-
nosis [40].

DIAGNOSABILITY ANALYSIS
Diagnosability is a property that refers to the ability to detect,
isolate and locate the fault occurrences from the observable
behavior of the system within a finite delay. The diagnosabil-
ity property of a PN is defined as follows:
Definition 1 (Diagnosability of PNs): A PN (N ,m0) is

said diagnosable w.r.t. fault set Tf and projection mapping
Po if there do not exist two sequences u and v in T ∗ satisfying
the following conditions:
• ∀tf ∈ Tf , tf /∈ u, i.e., no transition tf belongs to sequence
u;

• ∃ tf ∈ Tf such that tf ∈ v and the suffix of v starting
from tf can be arbitrarily long;

• Po(u) = Po(v).
According to Definition 1, a PN is diagnosable if after each
firing of a faulty transition, one can infer with certainty that
the model executes a faulty behavior, within a finite delay
after the fault occurrence, based only on the captured obser-
vations.

ONLINE DIAGNOSIS
The diagnosis activity is in the main concerned with deter-
mining which faulty transition, if any, explains a given
observed sequence of transitions. Indeed, online diagnosis
consists in determining the current status of the system
(faulty or normal) from the online observed behavior.

Formally, the online diagnosis problem can be defined as
follows: Given a PN N , To and Tf are the sets of observable
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and faulty transitions, respectively. For an observed firing
sequence ω ∈ P(L ∈ T ∗), the diagnosis function 4 :
Po(T ∗) × Tf → {N ,F,U} assigns a diagnosis status to ω,
w.r.t. fault set Tf , as follows:

• 4(ω,Tf ) = N if ∀u ∈ P−1L (ω),∀tf ∈ Tf : tf /∈ u,
which means that no fault transitions exist in all the
firing sequences, that are consistent with observation ω;

• 4(ω,Tf ) = F if ∀u ∈ P−1L (ω), ∃tf ∈ Tf : tf ∈ u, which
means that, at least, one fault transition exists in each
firing sequences consistent with observation ω;

• 4(ω,Tf ) = U if ∃ u1, u2 ∈ P
−1
L (ω) s.t. (∀tf ∈ Tf : tf /∈

u1) and (∃tf ∈ Tf : tf ∈ u2), which means that at least
two firing sequences consistent with the observation ω
exist such that one firing sequence is fault-free while the
other one contains at least one faulty transition.

The so-called diagnoser-based approaches were the pio-
neer approaches that deal with both issues (i.e., diagnosabil-
ity analysis and online diagnosis) [40]–[43]. The main idea
behind these approaches is to construct a diagnoser automa-
ton, which is a deterministic observer built from the system
model itself. A necessary and sufficient condition for ana-
lyzing the diagnosability property using the diagnoser-based
approach was established in [40]. Moreover, for the systems
which are checked to be diagnosable, the diagnoser can be
used to perform online diagnosis.

C. THE SEMI-SYMBOLIC DIAGNOSER APPROACH
Recently, we have proposed a diagnoser-based approach,
called the semi-symbolic diagnoser approach (SSD for
short)allow for a subst, which is based on a variant of the clas-
sic diagnoser approach introduced in [22] and [40]. The SSD
technique has some features which allow for a substantial
gain in time and memory consumption [44]. These features
consist in:

• explicitly separating the normal and the faulty mark-
ings in each diagnoser node. Such a distinction serves
to track the faulty and fault-free traces in the diag-
noser paths more efficiently [45], [46]. Such a node
structure allowed us to formulate simply the necessary
and sufficient condition for diagnosability established
in [40];

• using an on-the-fly depth-first search procedure, for both
synthesizing the diagnoser and checking diagnosability
simultaneously;

• practically, the SSD uses a semi-symbolic representa-
tion of the diagnoser state-space in order to reduce the
memory needed to construct the diagnoser and speed
up the verification process. In other words, we combine
the enumerative and symbolic representations to encode
the diagnoser state-space. The main idea consists in (i)
using binary decision diagrams (BDDs) to encode and
handle the two sets of markings in each diagnoser node,
and (ii) keeping an explicit (enumerative) encoding
for the (observable) transitions that link the diagnoser
nodes.

It should be noted that the necessary and sufficient condi-
tion for diagnosability is stated under the classic assumptions
for fault diagnosis of PNs, namely:
• the PN is deadlock free, i.e., every reachable marking
enables at least one transition to fire;

• the PN is bounded with an upper bound b ∈ N∗,
i.e., ∀p ∈ P,M (p) ≤ b;

• the PN has no cycles composed exclusively of unobserv-
able transitions;

• the faults are considered to be permanent, i.e., when a
fault occurs the model remains infinitely faulty.

Theorem 1: A PN model is said to be diagnosable if and
only if no F−indeterminate cycle exists in the diagnoser.6

The SSD approach is implemented in software tool devel-
oped in C++ and called DPN-SOG tool [47]. Using this
tool, we have conducted several benchmark-based experi-
mental comparisons using various existing DES diagnosis
approaches [41], [44]–[46]. These experimentation have
shown that the SSD approach shows a relatively high effi-
ciency and scalability, which allows for dealing with real
complex systems (see [44]). The results obtained from the
above-mentioned works have motivated our choice of the
SSD approach to conduct the fault diagnosis complex systems
such as the PAS system investigated in this study.

IV. A PN BEHAVIORAL MODEL
In order to perform a fault diagnosis study on the PAS,
we firstly need to establish (PN) behavioral models to
describe the dynamics of the PAS subsystems. Such PNmod-
els will serve as a basis for the diagnosis analysis and shall
satisfy some behavioral properties, (i.e., liveness, bounded-
ness, extendability, reversibility, etc.).

The global model is built progressively by composing
the subsystem models while integrating their mutual inter-
dependencies. To describe the PN models, let us consider the
following notations for all developed models:
◦ full black colored transitions indicate observable transi-

tions, while the others indicate unobservable ones.
◦ blue colored places and transitions serve to implement

the mutual inter-dependencies between the submodels,7

namely, command and sensor information exchanged
between the system components.

In the subsequent section, we discuss the PN models
developed for the various subsystems. A description of the
places and transitions meaning in the various models is given
in Tables 3, 4, and 5.

A. THE MDCU MODEL
The model for the MDCU behavior is given in Figure 4.
This model enables to generate the logical sequences of
controlling commands, which are sent to the DCU. We con-
sider that, initially, the train is stopped at a departure station.

6We should note that the correctness of SSD approach has been demon-
strated in [46].

7For instance, blue place To_P40 output from T4, in Figure 4, indicates
the existence of an arc outgoes from transition T4 to place P40 in Figure 6.
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FIGURE 4. PN model for the Main Door Control Unit.

FIGURE 5. PN models for (a) the platform selection and (b) the gap
bridge.

The logical controlling sequence is as follows: from the initial
position (marked placeP1), the train driver orders the opening
permission (T1) to unlock the doors, on the left (resp. right)
side of the train when P6 (resp. P7) is marked. This order
can be sent to the DCU when the train speed is less than
0.5km/h (i.e., when P10 is marked). It should be noticed that
the opening permission is sent to each door individually. To
close all the doors, the train driver sends two signals: (i) the
imminent closing signal (T3) and then (ii) the general closing
signal (T4). The model gets back to its initial state once it
receives the functional cycle ending signals (from transitions
T25 or TR).

The PN models for the station platform selection and
the gap bridge deployment/cancellation are shown in
Figures 5 (a) and (b), respectively. Before reaching the sta-
tion platform, the balise unit indicates, to theMDCU,whether
the station platform is low or high. This is depicted in the PN
model by the XOR-split structure from marked place P13 and
transitions T12 (for the low station platform) and T13 (for the
high one). It is worth recalling that these information items
are used by the DCU to decide whether or not to deploy the
movable steps. The same PN structure is used to model the
gap bridge deployment/cancellation, with marked place P16
and transitions T14 and T15. All these information are then
sent to the DCU through places P14, P15, P17 and P18.

B. THE DCU MODEL
Figure 6 depicts the PN model for the train door open-
ing/closing processes. The door opening can be launched only
if the DCU receives the opening permission command from
the MDCU (T17) and provided that the passengers request to

open the door by pressing the push-buttons in the inner and
outer door faces (T16). The door opening process is preceded
by the deployment of movable steps in case a low station
platform is selected (place P34 and transition T30 implement
this requirement). In the case of a high station platform,
the door opening begins without the MS deployment (the set
of places/transitions P36,P37,P38,P41,T31 and T32 imple-
ments such a requirement).
The behavior of the MS, in the case of a low sta-

tion platform, is modeled by the place/transition cycle
P30,T26,P31,T27,P32,T28,P33,T29, which starts with the
MS deployment (represented by transition T26) and termi-
nates with the MS pending (represented by transition T29).

The door closing process begins when the imminence
closing command is received from the MDCU, which is
represented by transition T21. Sound and light warning sig-
nals (places P29 and P25 respectively) are firstly emitted to
indicate the imminent closing of the doors. When the general
closing command is received from the MDCU, which is
represented by transition T22, the doors move to close (P26).
In the case of a low station platform, the door closing is
followed by the retraction of theMS (T28 and T29). Transition
T25 indicates the end of the operating cycle and the PNmodels
reach their initial status.

It should be noted that the PN model in Figure 6 depicts
the door opening/closing behavior for intermediate train vehi-
cles, since they are equipped with movable steps. The PN
model for doors in the extremity vehicles can be obtained by
replacing the movable step process by the gap bridge one,
since they have a similar operational cycle.

C. THE EMERGENCY PROCEDURE MODEL
Figure 7 depicts the PN model for the emergency procedure
which is launched once a passenger pushes the EDR button
(modeled by transition T33), which, in turn, activates the
emergency brake. It is worth noticing that once the emergency
procedure is launched, a mode change is operated and the
‘nominal’ mode is deactivated. The door opening can then
operate when passengers request to open the door by pressing
the push-button in the door (T16), but only when the train
speed is≤ 1km/h. Once the evacuation procedure is finished,
the doors can be closed from the external door side (which is
represented by transition T36). As mentioned earlier, in the
emergency case, the MS are not deployed in order to speed
up the evacuation process.

The emergency procedure is always followed by the reset
(re-initialization) process of the PAS components which
brings the system to the initial state of its nominal behavior
so as to be ready to start a new operation cycle. The set of
places/transitions of the reset mechanism is depicted with
green color in Figure 8.

The global PN model of the PAS nominal behavior is
depicted in Figure 9. Colors are added to differentiate
between the various modes. The normal behavior is illus-
trated with black color, while the emergency mode is with
orange color. As shown before, the reset mechanism is
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FIGURE 6. PN model for the door opening/closing processes.

FIGURE 7. PN model for the PAS emergency process.

illustratedwith green color and themutual inter-dependencies
places/transitions are in blue. It is worth noting that, for the
sake of space and clarity, the PN model in Figure 9 depicts
only one (left) side of the PN doors. The right side doors can
be connected to the MDCU in the same way; such a connec-
tion can be implemented in the model through transition T11.
Moreover, the PN models for n−doors PAS can be obtained
by duplicating n models of the train door (cf. figure 6) and
connect each of them to the MDCU PN model (cf. Figure 4).
Some inter-dependency place/transition should be added to
ensure the synchronization between the doors according to
the operational policy adopted for the system. For instance,
we consider in our study that in an emergency case, once a
passenger activates the EDR button on one side, all the doors

on this side are unlocked, while on the doors on the other side
remain locked. A different choice can be easily adopted.

D. MODELING FAULTY BEHAVIOR
The above description discusses the nominal behavior of the
PAS. In the present study, we consider three types of failures
that may affect the system behavior. We recall that these
failures have been determined based on a preliminary risk
analysis performed on the PAS.

1) OPENING DOOR ASYNCHRONIZATION (F1)
This fault type consists in an asynchronization between the
door opening and the movable step deployment. In fact, in the
nominal case, theMS deployment precedes the door opening.
However, in some cases, the door may open simultaneously
or before the MS has been completely deployed. Such a con-
figuration can be due to transmission delays or malfunction
of the MS actuator, and corresponds in Figure 10 (a) to the
firing of faulty transition F1. It is obvious that such a failure
could cause danger situations related to the falling down of
passengers.

2) CLOSING DOOR ASYNCHRONIZATION (F2)
This fault type consists in an asynchronization between the
door closing and the movable step pending. In fact, it is
similar to the situation above (F1), where the MS begins
pending before the entire closing of the door. Likewise, such a
configuration can also be due to transmission delays or mal-
function of the door actuators (electric motors), and corre-
sponds in Figure 10 (b) to the firing of faulty transition F2.

3) UNEXPECTED EMERGENCY DOOR OPENING (F3)
In the emergency procedure, the train speed must be less than
1km/h to allow the door opening. In some cases, the door
may start opening before the train speed reaches this thresh-
old. Such a configuration can be due to a (speed) sensing
problem, or to some transmission delays. It is depicted in Fig-
ure 10 (c) by the firing of faulty transition F3.

V. PN MODEL ANALYSIS
In this section, we firstly analyze the PN models of the PAS
established here-before, and then we discuss the diagnosabil-
ity of the global model regarding the predetermined failures
F1, F2, and F3.

Firstly, it should be noted that the global PN model pre-
serves some interesting properties that allow themodel to cor-
rectly implement the operational logic of the system. Indeed,
the global PN model is bounded , live , and reversible . These
properties are checked by means of the TINA tool [48].

The state space of the PNmodels for 1−, 2−, and 4−doors
are enumerated in Table 1 to give a rough idea on the state
explosion phenomenon. Both the cases of nominal (fault-
free) behavior and the global behavior including failures
are considered separately. One can observe that the size of
the reachability graph (markings and arcs) grows quickly
as the number of doors increases. Moreover, one can see

VOLUME 6, 2018 41627



A. Boussif, M. Ghazel: Model-Based Monitoring of a Train PAS

FIGURE 8. PN model for the reset mechanism.

FIGURE 9. The global PN model of the PAS.

that the same number of markings is generated for both
normal and global models, with respect to the number of
doors, while the number or arcs is different. This is basically

due to the fact that the failures mainly disturb the transi-
tion sequences without impacting the number of reachable
markings.
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FIGURE 10. The faulty transition modeling.

TABLE 1. Features of the PAS models.

The diagnosability analysis of the developed model
is performed using our DPN-SOG tool, on a Ubuntu
PC (CPU:2.5GHz, RAM:16GB). The obtained results
are summarized in Table 2. Thereafter, we highlight
the main observations that can be derived from our
analysis.

Firstly, the analysis made with the help of DPN-SOG tool
shows that failures F1 and F2 are diagnosable, while failure
F3 is non diagnosable, with respect to the various numbers of
doors. Therefore, both failures F1 and F2 are detectable upon
a finite number of observable events, according to Theorem 1.
On the contrary, for failure F3, there is no finite delay that
allows us to detect the occurrence of faults. Secondly, we can
also observe that the state spaces of the generated diagnosers
(State and Trans. columns in Table 2) grow considerably
regarding the state spaces of the marking graphs in Table 5,
which straightforwardly affects the elapsed time for analyz-
ing diagnosability and the required memory for handling
the diagnosers. Besides, DPN-SOG spends more time for
analyzing the non-diagnosable models than the diagnosable
ones, since the tool generates and analyzes all the critical sce-
narios which cause non-diagnosability. Such an output is very
interesting as it helps determine the sensor map during the
design phase and guides the reconfiguration and maintenance
operations

After that, based on the DPN-SOG outputs, we discuss the
scenarios (transition sequences in the PN models) which bet-
ter explain the diagnosability verdict in a 1−door PASmodel.
We notice that the same reasoning holds for the n−doors PAS
models (n > 1).
• For Failure F1: the system executes a normal behavior
if in any transition sequence, the firing of transitions
T16 and T17 is (not necessarily directly) succeeded by
observable transition T20. Otherwise, failure F1 must
have occurred, and transition T21 succeeds transitions

T16 and T17, without any firing of T20. It should be noted
that the PAS model is diagnosable regarding failure F1
thanks to the sensors that allow the capturing of the
occurrence of T20 and T21 corresponding events.

• For Failure F2: the MS starts retracting before the clos-
ing command is received from the MDCU (transition
T22), i.e., before the door is completely closed. In such
a scenario, failure F2 is immediately detected since
the observable command corresponding to T22 has not
appeared in the logic operating sequence, i.e., observ-
able transition T21 is preceded by observable transi-
tion T24.

• For Failure F3: this failure is related to the emergency
procedure. In fact, F3 may or may not occur right after
the activation of the emergency process, i.e., the firing
of transitions T33 and T16. For both cases and during
the entire emergency procedure, the same ensuing fir-
ing sequence T35,T6,TR1, . . .TR occurs and leads the
model into an ambiguous status. Indeed, from a diagno-
sis point of view, such a critical scenario corresponds to
an indeterminate cycle in the diagnoser, whichmakes the
model non-diagnosable and, thus, F3 non-detectable.

It is worth noting that for diagnosble failures F1 and F2,
the diagnosers generated using DPN-SOG tool can be used to
perform the online diagnosis tasks according to the technique
proposed in [40]. In fact, the role of the diagnoser (as a
deterministic automaton) is to carry out the state estimation
of the PAS system online and emit verdicts regarding its
behavior (normal or faulty) based on the observations cap-
tured online. The diagnoser is generally implemented as a
dedicated module as part of the onboard train supervision
and control devices. It can be implemented using Oriented
Objects languages (Java, C++, etc.) [49] or Hardware Lan-
guage (VHDL, Verilog) [50]. To perform the online diagno-
sis, the diagnoser module takes as input the signals gathered
from the sensors and the commands issued from the door
control unit, and determines the current state of the targeted
system and the verdict regarding its behavior (i.e., if a fault
has occurred or not and if so which one).
Regarding the non-diagnosable failure F3, the correspond-

ing diagnoser cannot be used for the online diagnosis, since it
would fail to detect the fault occurrenceswith certainty. In this
case, the set of deployed sensors needs to be endowed by
adding new sensors in order to make some non-observable
transitions observable (or also by modifying the sensor map).
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TABLE 2. Diagnosability analysis for n−doors PAS.

TABLE 3. Meanings of places and transitions of the PN models (1).

Such an operation is known in the fault diagnosis field as
the sensor placement’s / sensor optimization [51]–[54]. For
instance, a preliminary analysis of the critical scenarios gen-
erated in the case of failureF3 shows that it is sufficient to turn
transition T34 to become observable, by adding a dedicated
sensor device, to ensure the diagnosability of failure F3. In
fact, the determination of the unobservable transitions to be
turned observable is often a fastidious task and cannot be
done by a manual analysis of the critical scenarios. Besides,
developing efficient algorithms to deal with critical scenarios

TABLE 4. Meanings of places and transitions of the PN models (2).

is an interesting and emerging research topic in the DES
community [29].

Finally, it should be noticed that, in practice, the developed
technique can be used to assess the design choices made and
shall be used from as sonna s the design phases. Indeed,
analyzing diagnosability gives valuable information to guide
sensors’ placement.
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TABLE 5. Meanings of places and transitions of the PN models (3).

VI. CONCLUSION
In this paper, we have investigated the fault diagnosis of
the passenger access system, which is a safety-critical main
module onboard passenger trains. The system behavior is
abstracted as a DES and modeled using PN formalism so as
to apply DES fault detection and identification techniques.
Firstly, the PN behavioral models for the PAS components,
including their normal and faulty modes, are developed and
then integrated to obtain a global behavioral model. The
diagnosability analysis of the obtained model is then car-
ried out using a diagnoser-based approach, with the help of
DPN-SOG tool.

Our future research in this topic will be twofold: regarding
the system modeling, we plan to endow our PN models with
timed information and use some extensions of PN formalism,
namely timed/time PNs; thus, further diagnosis techniques
can be brought into play to enhance the diagnosis process.
Regarding the diagnosis process, we wish to investigate some
issues related to sensor placement/optimization, since this is
an essential task in the system design cycle to enhance its
reliability and optimize the system engineering as a whole.

APPENDIX
PLACES AND TRANSITIONS MEANINGS
See Tables 3–5.
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