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Abstract—Regarding the fact that individuals have different
interactions with biometric authentication systems, several
techniques have been developed in the literature to model
different users categories. Doddington Zoo is a concept of
categorizing users behaviors into animal groups to reflect their
characteristics with respect to biometric systems. This concept
was developed for different biometric modalities including
keystroke dynamics. The present study extends this biometric
classification, by proposing a novel adaptive strategy based
on the Doddinghton Zoo, for the recognition of the user’s
keystroke dynamics. The obtained results demonstrate compet-
itive performances on significant keystroke dynamics datasets.

Keywords-Authentication; Password security; Keystroke dy-
namics; Adaptive strategy; Doddington Zoo; Users classifica-
tion.

I. INTRODUCTION

The security of password based applications is one of
major concerns nowadays regarding the proliferation of
web and mobile applications. Moreover, these applications
are the target of various hackers attacks according to the
recent statistics achieved by Hackmageddon [1]. Keystroke
dynamics is an emerging solution to reinforce logical access
control. It is a behavioral modality that verifies the typing
manner of the user in addition to the verification of the
syntactic conformity of the password [2], [3]. The main
disadvantage of the keystroke dynamics modality is the
variability of the typing manner of users over time [4],
[5]. In fact, it changes according to several factors like
the user’s emotional state, their activeness, the password
mastery; etc.

Adaptive strategies, are one of the most interesting so-
lutions to remedy to the intra-class variations [6], [7] for
behavioral biometric systems. They consist in updating the
biometric reference template describing the typing rhythm of
the user at each access verification. These strategies depend
generally on five parameters [8]:

« Reference modeling : which defines the representation
of the user’s model. It can be represented by a single
sample, a gallery or a cluster;

« Adaptation criterion : which decides to launch the
adaptation process;

o Adaptation mode :
supervised;

« Adaptation periodicity : which can be online or offline;

o Adaptation mechanism : which determines how to
apply the modifications to the reference. It can be an
additional, replacement or combined mechanism.

which can be supervised or semi-

These adaptation strategies are promising solutions to
intra-class variations for behavioral biometric modality
among them the keystroke dynamics one, which we
consider in this paper. But, applying the same adaptation
mechanism to all users is not the best solution, as the users
behaviors are generally different. Doddington Zoo is a
concept that ensures users analogy with animal groups [9].
It consists in grouping users according to their behavioral
specificities when dealing with the authentication process.
For that purpose, we propose a novel adaptation method
that is appropriate to the user’s typing rhythm. The main
contribution of this paper is to propose a user dependent
template update strategy based on the Doddington zoo
classification. To the best of our knowledge, none work
has been done to apply the Doddington zoo concept for
updating the reference template of keystroke dynamics data.
This methodology is applied on real data coming from two
well known datasets in the literature.

The reminder of this paper is organized as follows. In
the next section, we present some related works concerning
Doddington Zoo categorization. In section III, the proposed
adaptive strategy specific to the keystroke dynamics of
each user’s category is described. Section IV details the
experiments and the obtained results. Finally, conclusions



and perspectives are drawn in section V.

II. RELATED WORK

Doddington et al. [9] proposed an animal zoo grouping
four animals categories, to model users behaviors:

o Sheep: corresponds to users who are easily recognized;

o Goats: describes users who are particularly difficult to
recognize;

o Lambs: represents users who are easily imitated;

« Wolves: depicts users who are capable to imitate others
easily.

These users classes were differentiated by calculating
the False Rejection Rate (FRR) and the False Acceptance
Rate (FAR) of each user according to [9]. Referring to
Doddingtons menagerie, sheep are characterized by high
genuine (similarity) matching scores whereas goats are
characterized by low genuine matching scores. Lambs
have similar matching problems as goats, by having high
impostor matching scores (FAR).

Besides, sheep generally dominate the population of the
700, goats as well as lambs constitute only a small fraction
of the population. However, the wolves category constitutes
a large portion of false rejection and acceptance rates.

Further, Yager and Dunstone [10] distinguished four other
animal categories of users by considering simultaneously
both the genuine and impostor matching scores, for each
claimed identity:

o Chameleons: corresponds to users who are easy to
recognize and easy to attack. They are a sub-category
of goats and lambs;

« Phantoms: depicts the users characterized by rejections
of genuine and impostor queries. They are a sub-
category of goats class;

o Doves: represents the best users because they are easy
to recognize and difficult to attack. Doves are a sub-
category of sheep class;

o Worms: regroup the worst users as they are difficult to
recognize and easy to attack. Worms are a sub-category
of goats and lambs.

Otherwise, in [11], the authors distinguished between the
users’ classes using the personal entropy and relative entropy
for biometric menagerie of online signature verification.
Personal entropy is computed using only genuine data. It
serves to differentiate between sheeps and goats class of
users. Relative entropy is calculated with both genuine and
impostor data. It helps to distinguish lambs class. Once these
three groups are specified, it is easy to recognize the other
groups, as depicted in Figure 1.

Sheep Goats
2 3

Lambs

Personal Relative Entropy

s

/
Qmeleons /

Personal Entropy

Figure 1: Entropy based classification of the Doddington
Z0O0 animals according to [11].

In this paper, except the wolves group, we consider all of
the zoo groups. The wolves group is eliminated because we
are not interested in modeling impostors.

III. USER DEPENDENT ADAPTATION STRATEGY

This paper investigates a novel adaptive strategy that
takes into account the specificities of each user to remedy
to its intra-class-variations. Figure 2 depicts the proposed
authentication process based on the keystroke dynamics
modality.

A. Enrollment phase

Two samples are considered initially to register the typing
manner of the user. Indeed, for all password-based applica-
tions, users are usually asked to type their password and to
confirm it when creating an account.

B. Verification phase

During the authentication process, the verification is
performed by the K Nearest Neighbor (KNN) classifier
based on Hamming, Euclidean, Statistical and Manhattan
distances. Afterwards, a vote is ensured by a Genetic Al-
gorithm (GA) to calculate the final score. These distances
are chosen because they demonstrated the best performances
when compared to other distances as detailed in [12].

C. Adaptation phase

We detail here the different components of the adaption
Strategy.

1) Reference modeling : At the beginning, the reference
template is composed of two samples to remedy to the
tedious learning phase while aligning with the account
creation process for web and mobile applications. After
that, each novel query considered in the adaptation phase
is added to the user’s reference. Then, we obtain a gallery
of samples describing the typing rhythm of the user which
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Figure 2: Description of the keystroke authentication process

maximum size is initially set to 10.

2) Adaptation criterion: Different adaptation criteria
were proposed in the literature [13], [14], [15]. We are
interested in the adapted thresholds criterion that has been
proposed in [16]. It has the advantage to use the double
threshold verification [13] while maintaining the thresholds
user dependent and adapted as time elapses. The adapted

thresholds are managed by equation (1).
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where p; is the average of the mean vector of the
reference of the user j, o; is the standard deviation of the
standard deviation vector of the reference of the user j and
T; is the threshold value specific to user j during session .



3) Adaptation mode: The adaptation is ensured in
a semi-supervised mode thanks to the KNN classifier
combined with the GA. If the global score is lower than the
adapted thresholds, the query is used to update the reference.

4) Adaptation periodicity: The adaptation is executed
online, immediately after the query acceptation.

5) Adaptation mechanism: Concerning the adopted
mechanism, we combine two existing approaches: the grow-
ing window and the sliding window mechanisms [17]. These
mechanisms are frequently used for keystroke dynamics
modality [18], [19]. The growing window mechanism is used
to enlarge the size of the reference until the maximum size
is reached. The sliding window is afterward considered to
maintain a fixed reference size. Hence, the nomenclature is
called ”double serial mechanism”.

D. User classification

During the two first update sessions, we start to classify
users into two groups: sheep and goats. We are first
interested to only these two groups because we focus on
the most representative groups of the Doddington zoo.

Thereby, over the growing window phase, we assume that
users, whose number of accepted queries has not overcome
3 samples during the update session, are not easily
recognized. So, they are classified as goats. The rest of the
users, those whose number of accepted queries is greater
than 3, are classified as sheep, as they are easy to recognize.

For the sliding window mechanism, the size of the ref-
erence is no more significant as the maximum size of the
reference is reached. So, we considered the Entropy measure
to distinguish between the considered users groups. In fact,
it was demonstrated in [11], [20] that the higher the user’s
entropy is, the more the error rates increase. Thereby, both
Personal and Relative Entropy are calculated according to
equations (2) and (3) respectively. For this fact, the Personal
Entropy of the reference ref; containing N samples of the
user j is measured according to equation (2):

N
Entropy; = — Z 7'efj(t)(i) log (ref; (t)(i)) 2)
i=1

The Relative Entropy is equally calculated according to
equation (3), where attagq; is a matrix containing N samples
of the keystroke dynamics of multiple users other than the
user j:

' 1 X . re i (@)
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Therefore, starting from session 4, we use the Entropy
to classify users. We initially distinguish the lambs class.
Once users of this class are defined, we determine during
the following sessions the remaining classes of the zoo.
Once session 6 starts, classes of worms, doves, chameleons
and phantoms take place and classes of sheep, goats, and
lambs disappear.

For each class, we use specific adaptation parameters.
Concerning goats and worms classes, which are character-
ized by a high intra-class variation according to the different
conducted experiments, we increased the maximum size of
the reference to 15 in order to enrich the description of
the keystroke dynamics of the users. The maximum size of
phantoms class should be higher because this class is diffi-
cult to describe. Regarding the lambs, worms, chameleons
and phantoms classes, stricter thresholds are needed to
minimize the acceptance of the impostor attacks. These
thresholds are generated based on equation (4).

g
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The fixed parameters for each user category are detailed
in Table I.

Table I: Specific parameters according to user’s category

User category  Reference size Thresholds

Sheep 10 Adapted thresholds
Goats 15 Adapted thresholds
Lambs 10 Stricter thresholds
Worms 15 Stricter thresholds
Chameleons 10 Stricter thresholds
Doves 10 Adapted thresholds
Phantoms 20 Stricter thresholds

IV. EXPERIMENTS AND RESULTS

The proposed approach was tested on two public
databases: WEBGREYC and CMU. WEBGREYC [21]
database, contains 60 samples from 45 users. The CMU
database [22] includes 400 biometric samples of 50 users.

A. Data stream generation

We managed user samples during the adaptation sessions
as follows. Two samples of each user are considered during
the enrollment phase in order to create the reference. For
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Figure 3: Obtained performances and the distribution of users classes for WEBGREYC database.
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Figure 4: Achieved performances and the distribution of users classes for CMU database.

each adaptation session, 8 new queries are introduced to
the authentication system. These queries are divided into 5
genuine samples and 3 impostor ones. Thus, we considered
12 adaptation sessions for the WEBGREYC database and
80 adaptation sessions for the CMU database.

B. Results and Comparisons

To evaluate the performance of the proposed approach,
we consider two evaluation metrics : the Error Equal Rate
(EER) and the Area Under Curve (AUC).

The obtained results show an improvement in the
performance of the strategy as demonstrated in Figures
3a and 4a. Adding doves, phantoms, chameleons and
worms classes, improved the EER performances by 0.6%
for the WEBGREYC database and by 0.2% for the
CMU database. Furthermore, when compared to the same
adaptation approach without biometric menagerie, the user

specific adaptation approach ensures an improved EER
performance of more then 2% for CMU database and 5%
for WEBGREYC database.

We also depict the distribution of users categories among
all adaptation sessions for the two considered databases.
The sheep class includes the majority of users as shown in
Figures 3b and 4b.

To illustrate the benefits of the consideration of 7 classes
of the Doddington zoo in the proposed approach, we com-
pared it to the same adaptation approach without biometric
menagerie and with the consideration of only 3 classes
conducted in [23], namely sheep, goats and lambs. As
demonstrated in Tables II and III, the proposed approach
show improved performances as it proposes an adaptive
strategy that is the most appropriate to the user’s specifici-
ties. In fact, the considered users’ categories encompass a



wider variety of users. Hence, the adaptation method acts
according to each user’s particularities.

Table II: Comparison of the proposed adaptation strategy for
WEBGREYC database

Adaptation strategy EER AUC

Without Doddington menagerie 5.3% 0.02
Biometric menagerie based on 3 classes 0.8 %  0.003
Biometric menagerie based on 7 classes  0.2% 0.002

Table III: Comparison of the proposed adaptation strategy
for CMU database

Adaptation strategy EER  AUC

Without Doddington menagerie 23%  0.004
Biometric menagerie based on 3 classes  0.3%  0.001
Biometric menagerie based on 7 classes  0.1%  0.0001

V. CONCLUSION

In this paper, we put forward a user specific adaptation
strategy based on the Doddington Zoo concept. It consists
in applying an adaptive strategy related to each user class.
So, regarding users who suffer from a large intra-class
variation, we enlarge the reference size to capture more
variabilities. Moreover, for users that are more vulnerable to
impostor attacks, we apply stricter thresholds to eliminate
as much as possible the false accepted queries in our system.

The Doddington zoo is a biometric menagerie that applies
an analogy between users and animals characteristics, and
it was efficient for discrimination between users. A large
number of the zoo classes is considered in this work,
thus demonstrating enhanced performances. Besides, the
proposed approach has the advantage of being conform to
the web and mobile applications that generally consider
only two password acquisitions (the second is to confirm
the firts typed one) when creating a new account. So,
we consider only these two samples to create the user’s
reference.

As perspectives to this work, we aim to apply and model
impostor attacks to reinforce the security of our authentica-
tion system.
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