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INTRODUCTION

The term "interconnection" is related somehow to information exchange between two or more entities. Depending on the particular context considered, these entities can be very different, ranging from biological organisms to electronic devices or even abstract concepts like equations.

With the advance of science and technology, we are now able to build and control complex interconnected systems. In fact, our modern society relies heavily on those systems every day with important tasks such as water and electricity distribution, transportation, communication, etc. All of these systems are comprised within what is known as "critical infrastructure systems" (Goetz and Shenoi, 2008).

Interconnected systems are prone to faults or failures that can modify their internal dynamics in an undesirable way. These faults can be viewed as input signals injected to either actuators, sensors or the process itself, but also as signals affecting the communication channels or the interconnection variables among subsystems [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF].

Modern technological systems are equipped with robust control schemes to ensure their correct operation as well as to make them tolerant to disturbances, noise and/or faults [START_REF] Noura | Fault -tolerant Control Systems: Design and Practical Applications[END_REF]. Considering particularly the case of tolerance to faults or failures, these controllers are known as "fault-tolerant". One common strategy to achieve fault tolerance considers the fulfillment of two tasks: fault diagnosis and control reconfiguration [START_REF] Blanke | Diagnosis and Fault -Tolerant Control[END_REF]. Fault diagnosis concern is to obtain as much information about the fault as possible while control reconfiguration involves certain adaptation of the overall control scheme considering the information gathered during fault diagnosis step. An efficient fault diagnosis system is very important to achieve fault-tolerance since control reconfiguration strategies tend to get better with more information about faults affecting the system.

Control and fault diagnosis of large-scale interconnected networks are tasks with some design challenges due to the particular characteristics of each network. An engineer trying to design a control or fault diagnosis scheme for an interconnected network should take into account the order of the overall network (number of variables involved in the process), the complexity within dynamics of the components (nonlinearities, interconnection dynamics) and the availability of information (measurements, sensor location, communication capabilities). In addition, it is always a good idea to consider also a certain amount of scalability to ensure that with little extra effort, the overall system properties are maintained even if it is required to add more components to the network.

Typical fault diagnosis schemes known as centralized schemes assume that a single processing unit executes the fault diagnosis task and all the information related to the system is transmitted to it. The characteristics of largescale interconnected networks make these assumptions hard or even impossible to verify. Moreover, the communication and computational cost are high and the scalability of the overall system poor (the effort to include structural changes in the network suppose a complete redesign of the diagnosis scheme). Ways to deal with these difficulties can be found on non-centralized schemes, where the diagnosis task is shared among a number of diagnosis agents, and the information is not supposed to be available at a single point.

Quantitative observer-based non-centralized fault diagnosis schemes for large-scale interconnected systems has been under study in the last decade. A pioneering contribution was the work of [START_REF] Ferrari | A fault detection scheme for distributed nonlinear uncertain systems[END_REF], where a distributed fault detection scheme was proposed. This work was later improved to use overlapping state sets among subsystems by adding a consensus type term to the estimation equations [START_REF] Ferrari | Distributed fault diagnosis with overlapping decompositions: An adaptive approximation approach[END_REF]. Complete distributed fault diagnosis schemes can be found in [START_REF] Boem | Distributed fault detection and isolation of continuous-time non-linear systems[END_REF] and [START_REF] Ferrari | Distributed fault detection and isolation of large-scale discrete-time nonlinear systems: An adaptive approximation approach[END_REF] for continuous and discrete-time systems respectively. A common aspect of all these works is that all states are assumed to be measured. This assumption was dropped in [START_REF] Boem | Distributed fault diagnosis for continuous-time nonlinear systems: The input-output case[END_REF], where only partial state measurements were considered. A more recent paper covers also the problem of time delays to further improve the applicability of the scheme [START_REF] Boem | A distributed networked approach for fault detection of large-scale systems[END_REF]. All these works consider adaptive approximation of the interconnection function and dynamic fault decision thresholds to improve the performance of the diagnosis system.

An alternative to the adaptive approximation is the use of unknown input observers (UIOs). The fault diagnosis algorithm, in this case, uses a bank of UIOs in a "generalized observer scheme" (GOS) fashion [START_REF] Chen | Robust Model-Based Fault Diagnosis for Dynamic Systems[END_REF]. The application of UIOs for non-centralized schemes considers also the interconnection function decoupling, with the advantage that it does not need any assumption over such interconnection function. These ideas were successfully used by using monolithic systems to diagnose state faults [START_REF] Shames | Distributed fault detection for interconnected secondorder systems[END_REF] and later extended by [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF] to cover sensing and communication channel type of faults and using local models, thus improving the scalability of the scheme. This paper is organized as follows. Section 2 presents a description of a general class of interconnected systems; in particular, interconnected double-integrator networks are described. Section 3 presents a review of different architectures used for fault diagnosis with particular emphasis on those based on the use of observers, either using monolithic or non-monolithic system models. Section 4 includes a qualitative comparison including the advantages and disadvantages of using different architectures. Section 5 presents some conclusions.

INTERCONNECTED SYSTEM DESCRIPTION

The system under study, in general, is a non-linear multiinput multi-output dynamic system described by a set of differential equations in state-space form. This system referred as monolithic or global system

Σ : ẋ(t) = f (x(t), u(t), d(t), t), y(t) = g(x(t), u(t), d(t), t), (1) 
where x(t) ∈ R n , u(t) ∈ R m , y(t) ∈ R p are the state, input and outputs vectors of the system and d(t) ∈ R q is a vector representing some external unknown signals such as disturbances or noise.1 It is important to note that this model is a general one since no assumptions are made over functions f and g, nonetheless, each FDI scheme makes some assumptions to simplify its task. A common assumption used on FDI schemes for large-scale distributed interconnected systems is that system (1) can be modeled also with a set of N models known as local subsystems or local models [START_REF] Blanke | Diagnosis and Fault -Tolerant Control[END_REF] Σ I : While for linear time-invariant systems there are some techniques to decompose the overall system into purely local and purely interconnection dynamics (refer to [START_REF] Langbort | Distributed control design for systems interconnected over an arbitrary graph[END_REF]), this decomposition for the general nonlinear case is usually not possible or very difficult to accomplish. So, it is common that FDI schemes designed for nonlinear models consider another type of decomposition detailed later in this section.

   ẋI (t) = f loc I (x I (t), u I (t), d(t), t) +f int I (x I (t), ūI (t), d(t), t), y I (t) = g I (x(t), u(t), d(t), t),
Within general description (2), it can be also considered the case of a collection of N interacting subsystems, for example, robots or electronic devices; where each one has its own set of actuators, sensors, and local dynamics (see Fig. 1). A control scheme is also considered (either centralized, decentralized or distributed). It is worth noting that the interaction between subsystems can be physical (where subsystems are physically connected to others) or induced by the control scheme, for example, in flocking of multi-agent systems, where a collection of mobile agents are supposed to move all together in a given direction while avoiding contact with other robots and some possible obstacles in their way [START_REF] Olfati-Saber | Flocking for multi-agent dynamic systems: Algorithms and theory[END_REF].

From a fault diagnosis point of view, one particular case of special interest is presented in [START_REF] Boem | Distributed fault diagnosis for continuous-time nonlinear systems: The input-output case[END_REF]. Authors of this work have considered a MIMO uncertain system whose dynamics are given by Σ :

ẋ = A x + f (x, u) + η x (x, u, t), y = C x + η y (x, u, t), (3) 
where x ∈ R n , u ∈ R m , y ∈ R p are the state, input and outputs vectors, the term A x + f (x, u) represents the known dynamics with A being an n × n matrix and 

f : R n × R m → R n .
C is a p × n matrix representing the nominal output. η x and η y are unknown functions representing model uncertainties, perturbations and/or noise that might affect the dynamics of the system.

The distributed FDI scheme proposed by [START_REF] Boem | Distributed fault diagnosis for continuous-time nonlinear systems: The input-output case[END_REF] assumes that system (3) is decomposed into N subsystems Σ I with the following structure

Σ I : ẋI = A I x I + f I (x I , u I ) + g I (C I x I , u I , z I ), y I = C I x I + η y, I (x I , u I , t), (4) 
where x I ∈ R n I , u I ∈ R m I and y I ∈ R p I are the local states, inputs and outputs respectively, z I ∈ R q I is a vector comprising the interconnection variables. A practical way to represent subsystems (2) or (4) and their interactions is through the mathematical concept of graph [START_REF] Mesbahi | Graph Theoretic Methods in Multiagent Networks[END_REF]. A graph G(V, E) is a mathematical entity that is formed by two sets: a set of nodes V and a set of edges E (see Fig. 2). Two ways to use this concept in the design of non-centralized diagnosis schemes are trough what are called as structural and fundamental graphs. A structural graph is a graph in which nodes represent the variables of the monolithic system and the edges represent interactions among such variables. In a fundamental graph, the nodes represent subsystems (2) and the edges the interaction between them [START_REF] Ferrari | Distributed fault detection and isolation of large-scale discrete-time nonlinear systems: An adaptive approximation approach[END_REF].

Interconnected Double-Integrator Systems

A class of interconnected systems that is of particular interest for control design and therefore for fault diagnosis is the one comprising the so-called interconnected secondorder or interconnected double-integrator systems. Taking as a starting point a fundamental graph such as Fig. 2. Each node represents a subsystem whose dynamics can be modeled by a second-order state-space model

Σ I : ẋ1, I = x 2, I , ẋ2, I = u I + v I , (5) 
where I = 1, . . . , N , x 1, I and x 2, I are the local states of subsystem I, v I : R → R is a function of time representing the action of an external input on subsystem I. u I is a function representing the interaction between subsystem I and its neighborhood ν I (comprising the subsystems that share a link with subsystem I following the fundamental graph of the network). A general expression for functions u I can be found in [START_REF] Shames | Distributed fault detection for interconnected secondorder systems[END_REF].

u I = -κ I x 2, I + J∈ν I w IJ [(x 1, J -x 1, I ) + γ(x 2, J -x 2,I )], (6) 
where κ I , γ ∈ R + and w IJ > 0 is a weight parameter which somehow represents the "strength" of the interaction between nodes I and J.

The corresponding monolithic system computed from subsystems (5) and local inputs( 6) is

ẋ = A x + B v, (7) 
where

x = [x 1, 1 , . . . , x 1, N , x 2, 1 , . . . , x 2,N ] T is the overall state, and v = [v 1 , . . . , v I ]
T is a vector including all external inputs v I . A and B are 2N × 2N and 2N × N matrices respectively, with the following structure

A = 0 N ×N I N -L -γL -K , B = 0 N ×N I N ,
where 0 N ×N is a N × N matrix with all zero entries, I N is the N × N identity matrix, K = diag([κ 1 , . . . , κ I ]) and L is the weighted Laplacian matrix of the network whose entries are L IJ = -w IJ ∀I = J and L II = I =J w IJ , I, J = 1, . . . , N .

The monolithic system ( 7) is useful to represent a number of real world networks such as a collection of mobile robots, where the local states x 1, I and x 2, I can be interpreted as the position and velocity of each one of them and the interaction is not a physical one but induced through control law (6); and also an electrical power grid where each node represents a bus of the network, local states are the phase angle and its derivative and the external inputs v I represents power injected or drawn from bus I. In the case of a power grid, the interaction between subsystems (buses) is a physical one since they are supposed to be interconnected following an interconnection graph or diagram [START_REF] Shames | Distributed fault detection for interconnected secondorder systems[END_REF].

ARCHITECTURES FOR FAULT DETECTION AND ISOLATION

According to [START_REF] Boem | Distributed fault detection and isolation of continuous-time non-linear systems[END_REF], an architecture is "a combination of hardware and software used to implement and execute the control or estimation task". This definition refers to the physical system used to compute the elements of fault detection (in the case of quantitative fault diagnosis schemes), the communication network or devices used to transmit valuable information obtained from the system altogether with a design strategy that fulfills the requirements of the overall system.

Control, estimation and fault diagnosis architectures can be classified into two general classes: centralized architectures and non-centralized architectures:

• In a centralized architecture, the overall control, estimation or fault diagnosis is performed by a single entity with all the available knowledge (inputs, outputs, model). Related to model-based strategies to perform such tasks, a single model that represents the dynamics of the system is assumed. Fig. 3 shows a pictorial representation of different architectures used in fault diagnosis schemes. An important thing to note is that the layout of each architecture is independent of the system to be diagnosed. One can design a fault diagnosis scheme based on a centralized architecture even if the system to be diagnosed is represented as a distributed or interconnected one, a way to do so taking as a starting point a collection of state-space systems is to form an overall state and after doing so, use algebraic relations to form an overall set of differential equations. Also, non-centralized architectures can be used on monolithic systems, this is done by performing a decomposition over the monolithic model as commented previously.

Another type of architecture that is not covered by the classification we have done so far is one called hierarchical architecture. This type of architecture is not different from the other ones in terms of available information and system decomposition. Hierarchical architectures are just mixtures of other architectures on different layers of diagnosis, so, first, a non-centralized architecture might be used to achieve some "local" fault diagnosis decision which can be communicated later to another fault diagnosis agent that is designed to process all local fault diagnosis decisions to compute a "global" one.

Observer-based non-centralized FDI methods for interconnected systems

As we have pointed out, system decomposition is a useful tool to overcome the complexity challenge that is caused by the number of interactions in a large-scale interconnected system. In principle, with a good decomposition we can reduce the computational burden of each computing unit running a part of the overall fault diagnosis algorithm ("distributing" computational effort over a number of machines), nonetheless the design procedure should take care some other restrictions, first of all, the decomposition should be made in such a way that some properties for each subsystem are ensured, for example, detectability or observability properties.

A reasonable assumption is that the structural graph of the monolithic system under consideration should be weakly connected, this implies that every variable influence or is influenced by another one. If this assumption is dropped then there are groups of variables naturally decoupled from others thus forming perfectly decoupled subsystems, in the sense that one is completely independent of others.

In this case, one can simply solve the problem of FDI independently for each subsystem (using any architecture if its particular conditions are satisfied). One straightforward consequence of this assumption is that after decomposition, there will be some subsystems whose dynamics will be influenced by variables of other subsystems (interconnection variables), in a more precise way and following equation (4), g I (C I , x I , u I , z I ) ≡ 0 for at least one I ∈ {1, . . . , N }. This fact result being a challenge for observer design since the interconnection function acts as an input to a particular subsystem and is not assumed to be known, so it should be taken into account either in the observer design itself or by a suitable threshold definition as explained in the following sections.

3.2 Observer-based non-centralized FDI using monolithic models.

One way to deal with the existence of unknown interconnection functions g I in observer-design is to leave aside the decomposition itself.

The fault diagnosis scheme is designed taking as a starting point a monolithic model of the system with the only difference compared with centralized architectures being that in the non-centralized one, the fault diagnosis task is divided among N fault diagnosis agents. The noncentralized nature of this scheme is that the available system information (inputs and outputs) is assumed to be different for each agent. Also, it is considered that no agent can have access to all inputs and outputs from the monolithic system.

An example of this idea applied to a network of secondorder interconnected systems (5) can be found on [START_REF] Shames | Distributed fault detection for interconnected secondorder systems[END_REF] article. The authors of this work have taken as a starting point the monolithic system (7) to prove that a bank of Unknown Input Observers (UIO) can be locally designed to perform fault diagnosis.

Each fault diagnosis agent is composed of 2 (|N I |+1) UIOs (where |N I | is the cardinality of the set containing all the nodes that share a link with node I, this is, nodes J ∈ {J = 1, . . . , N }|w IJ = 0 and is called neighborhood set of I or just neighborhood of I), each of one decoupled from a fault signal affecting one state of one subsystem in the neighborhood of I (following the fundamental graph).

The model used by each fault diagnosis agent is

ẋ = A x + B v + E i, I f i, I (t), y I = C I x, (8) 
where y I is the output information available an node I which is suppose to include independent measurements from both states of node I and its neighborhood, so matrix C I should be a 2 (|N I |+1)×2 N full row rank matrix, f i (t) is a fault function while matrix E f, I is a column vector called fault distribution vector (or matrix if applicable)

and it has all 0 entries but one 1 at a position related to the state from which it is expected for the observer to be decoupled, for example to decouple a fault in the first state of the first subsystem and following the same overall state definition as in (6), vector E fx 1, 1 = [1, 0, . . . , 0] T .

Each UIO from a local diagnosis agent I is based on the well-known LTI structure (Chen and Patton, 2012

) żi = F i z i + T i B v + K i y i xi = z i + H i y I (9)
where the design matrices F i , T i , K i , H i are chosen so that the following conditions are satisfied.

F i = (A -H i C i A -K 1, i C I ), T i = (I -H i C I ), K i = K 1, i + F i H i , 0 = (H i C I -I) E i, I
K 1, i should be chosen so that the all the eigenvalues of F i lie on the left-hand side of the complex plane.

The fault decision logic is made following a generalized observer scheme (GOS) in which every residual in the bank is compared to a threshold. A fault f i (t) is detected and isolated if the following conditions are fulfilled:

r i (t) < Θ fi r j (t) ≥ Θ fj ( 10 
)
where the residual signals are

r i (t) = y I -C I xi (11)
It is worth noting that even when the models used by each local fault diagnosis agent are based on the monolithic system, the strategy presented in this section can be considered as a decentralized one since the authors did not assume that all the information is available at a single place and there is no information exchange among different local fault diagnosis agents (LFDAs). It is also important to note that by a proper choice of matrices E i, I this scheme can be extended to diagnose sensing faults or communication channel type of faults modeled as a changes in parameters w IJ in (6) [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF].

In spite of the reach of this scheme, two desired characteristics of FDI for large-scale interconnected systems aren't achieved. This scheme still has applicability problems due to its high need for computational resources since each LFDA should estimate 2 N (|N I | + 1) states (for example the 7th LFDA of the fundamental graph on Fig. 2 should estimate 156 states since N = 13 and |N i | = 6). Scalability is also an issue since if it is needed to add more nodes to the network, the model at each LFDA agent should be modified to include the dynamics of these new systems, making it difficult to scale much further.

A way to overcome the high computational burden issue can be to reduce the number of agents supervising each node. If we take a close look at the architecture used, each node is supervised by the agents related to every node on its neighborhood and the LFDA related to himself. This fact has the added advantage that the overall FDI scheme has a lot of redundancy making it robust to failures on LFDAs. A trade-off can be made by sacrificing this redundancy to reduce the total number of states that need to be estimated. As pointed out by [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF] "the objective is to select a minimum number of observer nodes that covers all the nodes in the network". Solutions to this already studied problem called a "set cover problem" can be found in [START_REF] Grandoni | A note on the complexity of minimum dominating set[END_REF].

Another way to reduce complexity and enhance scalability is to decompose the monolithic system and use local models at each FDI agent, such idea has been studied by [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF] and applied on second-order interconnected networks and also on a more general class of continuous and discrete time nonlinear interconnected systems [START_REF] Boem | Distributed fault diagnosis for continuous-time nonlinear systems: The input-output case[END_REF] and [START_REF] Ferrari | Distributed fault detection and isolation of large-scale discrete-time nonlinear systems: An adaptive approximation approach[END_REF] respectively). where G(V, E) is a fundamental graph of a second-order interconnected system. The dynamic behavior of a subsystem I associated with subgraph ĜI ( VI , ÊI ) is given by:

FDI using distributed models

φ ĜI (t) = A ĜI φ ĜI (t) + B ĜI v ĜI (t) + ψ ĜI (t), ( 12 
)
where φ ĜI is the local state related to the subsystem induced by subgraph ĜI formed by the states of the nodes V ĜI arranged first the first states of all nodes and then the second states (φ

ĜI = [x 1, 1 , . . . , x 1, | VI | , x 2, 1 , . . .], x 2,| V| ).
A ĜI and B ĜI are matrices with the same structure as in ( 7) but related to the subgraph. As one can see, the only structural difference between the system (12) and the monolithic system ( 7) is that the local one has an extra term ψ ĜI which act as an external signal and represents, in this case, the interconnection function of subsystem I. This interconnection function is not assumed to be known due to either lack of knowledge of the function itself or lack of knowledge about the arguments (interconnection states) of the function.

The fault diagnosis scheme is similar to the one presented by [START_REF] Shames | Distributed fault detection for interconnected secondorder systems[END_REF] but based on local models ( 12) making the assumption that the interconnection function ψ ĜI has the following structure

ψ ĜI = E ĜI ψ I (t), ( 13 
)
where E ĜI is a full column rank matrix where each column has all zero entries but one 1 at the position where the node affected by the external signal is located. Considering the effect of faults in local dynamics, the dynamics of each local subsystem are given by

φ ĜI (t) = A ĜI φ ĜI (t) + B ĜI v ĜI (t) + E ĜI E i, I ψ I (t) f i, I (t) . ( 14 
)
From this expression it is easy to verify that an UIO structure ( 9) is applicable considering E e i, I = E ĜI E i, I as an extended unknown input distribution matrix. The existence of such UIO, in this case, depends on the information that we suppose to be available at subsystem I. As in the case of monolithic models, this information is related to local input v ĜI and output signals y I = C I φ ĜI which are both states of a subset of nodes V s ⊆ VI .

A question that remains open is how to chose the decomposition of the monolithic system into local subsystems (12).

To give an answer to this question it is convenient to start thinking in the smallest order subsystem possible, that is to consider the local model of only one node I (eqn.

(5)). In this case φ ĜI = [x 1, I , x 2, I ] and the system model based on structure ( 12) is

φ ĜI (t) = A ĜI φ ĜI (t) + E ĜI ψ I (t)b (15) 
where

A ĜI = 0 1 0 0 , E ĜI = 0 1 ,
and ψ I (t) = u I (t) defined on eqn. ( 6) and considering a fundamental graph G such that ĜI ⊆ G. The fault diagnosis scheme proposed by [START_REF] Shames | Distributed fault detection for interconnected secondorder systems[END_REF] and extended by [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF] would assume in this case that an LFDA with two observers should be designed to detect and isolate faults in the local subsystem I4 . The fault distribution matrices related to state faults are E 1, I = [ 1 0 ] related to a fault in the first state of node I and E 2, I = [ 0 1 ] to diagnose faults appearing in the second state. It is simple to see that the observer designed to be insensitive to faults with distribution matrix E 1, I will in any case be insensitive also to faults appearing in the second state since E 2, I = E ĜI and E e 1, I = 1 0 0 1 E e 2, I = 0 0 1 1 so, one cannot apply a decision logic such as in (10) to detect and particularly to isolate faults. This impossibility arises from the use of over-simplified local models (since in the previous section we discussed the problem of fault diagnosis using monolithic systems, which is a completely opposite problem from decomposition perspective). To overcome this problem we have to incorporate more nodes and interactions to the local models, for example, nodes in the vicinity of a given node I. In that case, the problem will be that some observers will decouple at the same time faults in the second state and interconnection functions, thus making impossible to isolate such faults. To be able to diagnose the same faults as in the monolithic system case, we have to add to local models, nodes from all the vicinity of a given node I but also nodes that are linked to those nodes in the vicinity (2-hop neighbors of I), and in any case the measurements related to them also.

The authors of the work taken as a base to this section ( [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF]), had proved that the graph that minimizes both measurement transmission cost and computational burden, given that the same weight is assigned to both measurement transmission and computational burden, is one called proximity graph of node I. The proximity graph P I ⊆ G includes on its node set, nodes from the vicinity of a given node I and every node that shares a link with at least one of them, and its edge set is composed of all the edges linking nodes in the vicinity of node I plus the edges incident to at least one of the nodes in the vicinity.

3.4 FDI using distributed models and adaptive techniques to approximate the interconnection function g I An alternative to the use of UIOs to decouple the effects of the interconnection function in residual dynamics is the use of adaptive approximation techniques to learn or approximate these effects. This work has been developed and extended by different authors starting with the work of [START_REF] Zhang | A robust detection and isolation scheme for abrupt and incipient faults in nonlinear systems[END_REF] that was applied to distributed networks to diagnose faults appearing in state equations [START_REF] Boem | Distributed fault diagnosis for continuous-time nonlinear systems: The input-output case[END_REF]. This scheme also has been successfully used to diagnose sensor faults following a distributed architecture [START_REF] Reppa | Distributed sensor fault diagnosis for a network of interconnected cyber-physical systems[END_REF].

The fault diagnosis scheme, in this case, is designed using a hierarchical architecture with two layers: a first layer to obtain some local fault diagnosis decisions and a second layer to determine a global fault diagnosis decision as well as to coordinate the actions of agents in the first layer [START_REF] Boem | Distributed fault diagnosis for continuous-time nonlinear systems: The input-output case[END_REF].

The first layer is composed by N local fault diagnosers each of one considering one local subsystem (4) after a decomposition of a monolithic system. Local fault diagnosis on each of these fault diagnosers is achieved by implementing two algorithms with different objectives: 

I = J W (I, J) s A (s J ) J xJ + f (s J ) J (x J , u J ) +ĝ (s J ) J (y J , u J , z J , φJ ) + L (S J ) J (y J -ŷJ ) (18)
• An algorithm is formed by a bank of N F I observers called Fault Isolation Estimators (FIE), where N F I is the cardinality of a predefined fault set containing all faults considered for fault diagnosis.

• Each observer on the bank will be designed considering the effect of one particular fault in the fault set, so, if we consider the difference between output estimates and the real output of the system as residual, we will have each residual being insensitive to just one fault. The bank of observers acts following a generalized observer scheme.

It is worth saying that this architecture considers noise and uncertainties. Also, the adaptive approximation of the interconnection function takes some time to adapt its parameters and it can still be imprecise. So, each residual will not be completely zero if it is supposed to be insensitive to a particular fault. This fact adds some com-plexity to fault decision tasks, encouraging the necessity of designing some adaptive thresholds to ensure that no false-positive alarms appear. These thresholds are designed by assuming some boundaries in the uncertainty, noise, and interconnection functions.

• The Global Fault Diagnoser has two tasks to perform:

to coordinate the actions of each local fault diagnoser (to enable either fault detection or fault isolation), and to compute a general fault decision based on local ones.

ABOUT THE CHARACTERISTICS OF FDI ARCHITECTURES.

Recalling that due to the characteristics of large-scale interconnected networks, a "good" FDI scheme should be able to achieve fault diagnosis with some degree of performance, but also deal with three particular challenges: computational burden, communication costs, and scalability. Thus the general performance of each FDI scheme is easily related to its ability to do fault diagnosis with the least amount of computational and communication cost and as easily scalable as possible.

As has been briefly covered in this paper, each FDI architecture presents its own design challenges and has different conditions to be fulfilled by the system to be viable for an application. These challenges become even more demanding if we consider also the restrictions that we pointed out in the previous paragraph.

The first work that we reviewed in this paper uses a monolithic model for observer design. The distributed nature comes from the decomposition of the output vector, reducing the communication cost. Another advantage of this architecture is that since the model has more explicit information about the relations between variables of the system, it is easier to fulfill design requirements. Also, FDI design does not have the necessity to deal with unknown interconnection functions. On the other hand, this architecture requires more or less the same amount of computational effort of a centralized architecture since each LFD need to estimate all the states of the network. Another consequence of the use of monolithic models is that it does not scale well. To keep its diagnosis capabilities, one should change the model on every LFD in the face of changes on the structural graph of the network.

To both improve scalability and reduce the amount of computational effort needed to perform fault diagnosis, local models can be used. As we pointed out, system decomposition always induces the appearance of interconnection functions not assumed to be known a priori. In order to perform fault diagnosis, we have to deal with the interconnection functions. Two ways to deal with this problems are the use of UIOs to fully decouple the effects of this interconnection networks and adaptive approximation to, as the name suggests approximate such function.

Since UIOs decouples completely the effect of the interconnection function, the UIO based scheme needs only to assume that the interconnection function has the form E ĜI ψ I (t), so we only have to assume that we know a priori which variables are directly affected by the interconnection function. Once the fault is decoupled, a GOS is deployed to both detect and isolate faults with the same bank of observers. Another important feature of this scheme is that it does not need a global fault diagnoser to coordinate local ones. Compared to the use of UIOs, the use of adaptive approximation is more demanding in terms of computational requirements because every LFDA needs to run the approximation algorithm, the general observer to deal with fault detection and the bank of observers to perform fault isolation. The main advantage of the use of nonlinear observer with adaptive approximation is that it has more flexibility in terms of applicability, this scheme is suited to a more general class of interconnected networks affected by model uncertainties and noise. The use of UIOs has more restrictive design restrictions, for example, it is suited to be applied on a class of LTI systems, with some observability (detectability) properties. A way to cope with these design restrictions, UIOs require relies on the use of more transmitted measurements.

As an additional remark, it is important to note that both schemes presented uses overlapping decomposition. The scheme based on UIOs does not relies on shared variables in any way, nonetheless this overlapping decomposition gives some degree of robustness of the overall FDI in the face of unreliable local fault diagnosis. The work developed over the use of nonlinear observers with adaptive approximation uses directly this decomposition by leveraging on the redundant estimation of shared variables by more than one LFDA. The local state estimation of at each LFDA is based on a consensus algorithm over such estimated shared variables.

CONCLUDING REMARKS AND PERSPECTIVES

Two different alternatives to board non-centralized fault diagnosis schemes for interconnected networks have been reviewed. These techniques are based on the use of unknown input observers and nonlinear observers with an adaptive approximation to deal with the effects of the interconnection function on the state estimation errors.

It has been discussed also some diagnosis challenges imposed by the nature of large-scale interconnected networks: availability of transmitted information, computational burden, and scalability. The most promising architecture to overcome these difficulties is one based on local models with the least amount of transmitted information. Nonetheless, diagnosis scheme design should consider that there is a compromise between information included in one model and the diagnosing capacities of an FDI based on such model. Thus model over-simplification should be avoided.

As future perspectives on the subject covered, there are still some open problems such as time delays, and system decomposition on nonlinear systems. Another question that remains open is regarding the applicability of these techniques on dynamical structure networks instead of fixed structure ones. For example, if we consider that the interconnection parameters are functions of time and/or internal states.

  of only local variables x I and local inputs u I and f int I is a function representing the interaction of local system I with other elements of the system not considered by local dynamics. Subsystems (2) are induced by partitions of vectors u, y, x 2 into N ≥ 1 sub-vectors. These partitions are {u I , I = 1, . . . , N }, {y I , I = 1, . . . , N } and {x I , I = 1, . . . , N }, where xI and ūI are the components of x and u not considered in x I and u I respectively.
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 1 Fig. 1. General distributed system.
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  Terms A I x I + f I (x I , u I ) and C I x I represents the nominal dynamics and nominal output respectively while the term η y, I represents the uncertainty in the output equation (noise). Function g I comprises both interconnection dynamics and the corresponding local model uncertainty (a part of model uncertainty η x ).

Fig. 2 .

 2 Fig. 2. Directed graph.
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 3 Fig. 3. Architectures used for fault diagnosis.

  [START_REF] Teixeira | Distributed fault detection and isolation resilient to network model uncertainties[END_REF] have extended the results of[START_REF] Shames | Distributed fault detection for interconnected secondorder systems[END_REF] using UIOs to decouple both the effects of the faults and the effects of the interconnection signals (g I (C x I , u I , z I ) for a more general model) on state estimation errors. The authors used a subgraph ĜI ⊆ G,

Following the notation used in[START_REF] Boem | Distributed fault diagnosis for continuous-time nonlinear systems: The input-output case[END_REF], bold letters are used to denote variables related with the monolithic system (1), while non-bold letters are related to subsystems variables.

One should remember that local and global states, inputs and outputs are always functions of time, here and in the following, its explicit relation has been dropped for sake of clarity and brevity

The interconnection variables z I are the states of neighboring subsystems that influence the dynamics of subsystem I trough the function g I .

For simplicity, we have assumed that the faults to be diagnosed are only node faults, but there might also be edge faults affecting the system
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