N

N

Detecting Gaps and Voids in WSNs and IoT Networks:
the Angle-based Method
Madani Bezoui, Ahcéne Bounceur, Loic Lagadec, Reinhardt Euler,
Hammoudeh Mohammad, Abdelkader Laouid, Abdelkamel Tari

» To cite this version:

Madani Bezoui, Ahcene Bounceur, Loic Lagadec, Reinhardt Euler, Hammoudeh Mohammad, et al..
Detecting Gaps and Voids in WSNs and IoT Networks: the Angle-based Method. International
Conference on Future Networks and Distributed Systems (ICFNDS), Jun 2018, Amman, Jordan.
10.1145/3231053.3231089 .  hal-01836035

HAL Id: hal-01836035
https://hal.science/hal-01836035
Submitted on 14 Mar 2020

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://hal.science/hal-01836035
https://hal.archives-ouvertes.fr

Detecting Gaps and Voids in WSNs and loT Networks: the

Madani Bezoui
Université de Boumerdes
Department of Mathematics
Boumerdes, Algeria
Madani.Bezoui@gmail.com

Reinhardt Euler
Lab-STICC CNRS UMR 6285
Université de Bretagne Occidentale
Brest, France
Reinhardt.Euler@univ-brest.fr

Angle-based Method

Ahcéne Bounceur
Lab-STICC CNRS UMR 6285
Université de Bretagne Occidentale
Brest, France
Ahcene Bounceur@univ-brest.fr

Mohammad Hammoudeh
Manchester Metropolitan University
School SCMDT
Manchester, UK
M.Hammoudeh@mmu.ac.uk

Abdelkamel] Tari
LIMED Laboratory
University of Bejaia
Bejaia, Algeria
tarikamel59@gmail.com

Loic Lagadec
Lab-STICC CNRS UMR 6285
ENSTA Bretagne
Brest, France
Loic.Lagadec@ensta-bretagne.fr

Abdelkader Laouid
LIMED Laboratory
University of El-Oued
El-Oued, Algeria
Abdelkader-Laouid@univ-eloued.dz

ABSTRACT

A random deployment of Wireless Sensor Networks (WSNs) is
often the basic structure used in the context of fire forest detection,
military applications or any situation where the zone-of-interest
is not accessible by humans. The main problematic in this kind of
deployment is the formation of gaps or voids, which represent a
zone which is not covered in the network. This reduces significantly
its Quality of Service and can lead to serious problems, like a non-
detected starting fire, the presence of unexpected persons or attacks,
etc. Therefore, detecting zones that are not covered by the WSN
is of great importance. In this paper, we present a new method
allowing to detect gaps and voids in WSNs or in IoT networks by
using some characteristics of the angles of the polygon formed
by the boundary as determined by the D-LPCN algorithm. These
angles can be interior or exterior. Characterizing the angles of the
polygon formed by these boundary nodes allows to specify whether
this boundary is a gap or a void, in case where the obtained polygon
is interior. Since D-LPCN is fault-tolerant, the simulation results
show that it is possible to use it for the detection of faulty nodes
and intrusions.!
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1 INTRODUCTION AND RELATED WORK

Improving the connectivity of a Wireless Sensor Network (WSN) or
of an IoT network [1] is one of the main ways to improve its Quality
of Service (QoS) in terms of communication, target detection and
cyber-security. In general, this kind of problematic arises as a gap
or a void in the case of a random deployment of the network. All
the existing methods present solutions avoiding gaps or voids, but
most of them do not show how these voids are detected. In such
a case, it is not possible to use them reliably and in a secured way
especially when a void is caused by faulty or hacked nodes. In [2],
[3] and [4], it has been highlighted that a wormhole attack poses a
serious threat to ad hoc networks and WSNs.

Also, most of these methods deal mainly with voids in terms
of communication, and they make use of greedy algorithms. A
few approaches deal with target detection, and they use mainly
statistical methods.
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In this paper, we present as a complement to the existing meth-
ods, a procedure allowing to determine whether there exists a region
in the network which is not covered. If that is the case, the location
of that zone can be determined. This will help to not only improve
the QoS, but also to take appropriate decisions about the existence
of that zone.

Since the proposed method deals with the three QoS parameters
cited previously, we will use the notation Gap and Void to designate
such a zone in terms of communication and detection. These two
terms are defined in Section 2.

In [11], a right-hand based method to anticipate voids and a rout-
ing protocol are proposed to bypass them. In [5], a method based
on the locations of the transmitter node is presented to determine
the left or right side of the network to route messages by avoiding
voids.

In [7], the authors propose a system avoiding opportunistic voids,
which is based on energy variance and depth to achieve energy
balance. This technique is used to avoid empty regions and allows
to balance energy especially within Underwater Acoustic Sensor
Networks.

In [8], a topological approach is introduced that requires only the
topology of the network’s connectivity, without any prior knowl-
edge of node positions, or network timing. This approach captures
the basic topology of deviations and thus locates wormholes tracing
the sources leading to such exceptions. Another area of application
of the algorithm presented in this work is trap coverage, introduced
in [6], where the size of a coverage hole is defined as an indicator
of the quality of coverage.

The authors of [5] have classified the existing techniques into
two types:

o the right-hand rule which is to share the borders in several
communication sessions [10],

e the backpressure rule, in which data packets tend to be
pushed back to the upstream nodes for alternative routes [9].

In this paper, we propose a new algorithm based on geometric
calculation to determine whether a polygon corresponding to an
uncovered zone in the network is interior or exterior. If the polygon
is interior then it is possible that it is a gap or a void. Additional
calculations on the obtained radio communication polygon or on
the area covered by the detection zones of the sensor nodes will
be done in order to determine if this interior polygon is a gap or a
void.

The remainder of the paper is organized as follows: Section 2
introduces the notions of Gaps and Voids. Section 3 presents the
method allowing to determine geometrically if a polygon is interior
or exterior. Section 4 is dedicated to the presentation of the proposed
algorithm. Simulation results are presented in Section 5. Finally,
Section 6 concludes the paper.

2 AYVOID AND A GAP

In this section we will define the notions of a void and of a gap and
the difference between them. We call a gap the area determined by
a set of sensor nodes in terms of radio communication, as shown by
the light gray area of Figure 1 (a). If this area is greater than a given
threshold then it will be considered as a gap. The light gray zone
of Figure 1 (b) is not a gap if we assume that its surface is smaller
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than a given threshold. In this case, we need to determine the type
of the polygon formed, which must be interior. We call a void the
zone which is not covered by the detection area of any sensor node
in a gap assuming that the detection radius is smaller than the
radio communication range. In this case, we need, in addition, to
determine the part of this polygon which is not covered by the
detection area of each sensor node forming it, as shown by the dark
gray area of Figure 1 (c). However, if we assume that the gray zone
of Figure 1 (b) is a gap, this zone is not a void since it is totally
covered by the detection zones of its sensor nodes, as shown by
Figure 1 (d).

In the following, we will present the main contribution of this
paper which is based on a method allowing to determine the nature
of a polygon: interior or exterior.

3 INTERIOR AND EXTERIOR POLYGONS

In order to define the notion of a void geometrically, we will first
define the notions of interior polygon and exterior polygon. If we
run the D-LPCN [12][13][14] algorithm on the polygon of Figure 2
(a), by starting from node A, then we obtain the polygon shown
by Figure 2 (a), where the nodes are visited following their exte-
rior angles. The obtained polygon is exterior. However, if we start
D-LPCN from node B, we will obtain the same polygon, shown by
Figure 2 (b), but the nodes are now visited following their interior
angles. Then the obtained polygon is interior. The main issue in
determining interior and exterior polygons is based on a characteri-
zation of interior and exterior angles of a polygon. Figures 3 (a) and
(b) show that even if we start from the same angle as in Figures 2
(a) and (b), we obtain two polygons of different type.

(@) (b)
Figure 2: Interior and exterior polygons - Situation 1.

Figure 4 illustrates for three examples what is also known as
the Interior Angle Sum Theorem, namely that the sum s of interior
angles of any polygon with n sides is given by:

s=(n—2)x180° (1)

This is due to the fact that each polygon with n sides can be
divided into n — 2 triangles, and we know that the sum of interior
angles of a triangle is equal to 180°.

Using Equation (1), we can, therefore, distinguish interior from
exterior polygons, where the angles are determined with the D-
LPCN algorithm.

One of the advantages of this method is that it works even if there
are inside an interior polygon some sub-graphs that are connected
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()

Figure 1: Gaps and Voids of a WSN.

() (b)

Figure 3: Interior and exterior polygons - Situation 2.

to some of its nodes, as shown by Figure 5 (a). This polygon has
17 nodes and, based on Equation (1), the sum of its interior angles
should be equal to (17 —2) X 180° = 2700°. However, if we calculate
the real sum of its angles, we will find 3060° which is equal to
(19 — 2) x 180°. It is as if the polygon had 19 nodes instead of 17,
which is correct since the nodes A and B are visited twice. Figure 5

Figure 4: Sum of the interior angles of a polygon.

(b) shows the polygon which has the same angles as the polygon
of Figure 5 (a) but which has 19 instead. This polygon clarifies how
the nodes are visited.

We can conclude from this situation that Equation (1) can be
generalized by changing the definition of n which represents in
reality the number of times that all the nodes of a polygon have
been visited.

Now, if we assume that there is no interior connection between
nodes, as shown by Figure 1 (f), and if we start D-LPCN from node
E we will obtain the same polygon as in Figure 1 (e), but it is now
an interior polygon and the formula of Equation (1) will be verified.
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(@)

(b)

Figure 5: Visiting many times the nodes of an interior
polygon.

As we can see, the dark-gray zone is not covered by the detection
zones of the nodes of the polygon.

Another problematic in detecting voids in Wireless Sensor Net-
works is the calculation of the detection area’s surface. In other
words, once the boundary nodes determined, how can we know
that there is an uncovered area? A simple answer is by calculat-
ing the surface of the obtained polygon hull. We can fix a certain
threshold and if the surface is greater than this threshold, we will
consider that a void is detected.

4 THE ALGORITHM

Algorithm 1 is based on D-LPCN presented in [14] where we have
added the code allowing to determine the nature of the found poly-
gon (exterior or interior). We have added line 15 to calculate the
first angle. Since the first angle is based on a fictitious node situated
to the left of the starting node, only a part of the first angle is calcu-
lated. The variable f_angle allows to calculate the other part which
is the angle situated between the fictitious node and the neighbor
node forming the maximum polar angle. This node is also the one
forming the minimum anti-polar angle between the fictitious node
and the neighbors of the starting node. The variable phi_max is
calculated in lines 30 to 32. The variable t_angle of line 16 allows
to calculate the sum of the angles of the polygon. Each node will
receive this value from its previous neighbor (p_angle), and then
add it to the value of its own angle. The same procedure is used for
the number of visited nodes nbr_bn, which is to be compared with
the value given by Equation (1). Once these values are updated,
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they will be sent to the next neighbor n_id in line 18. Lines 36 to
42 concern only the starting node where the received sum of the
angles of the polygon can be correct or not. If it is correct then the
obtained polygon is interior, otherwise it is exterior.

5 SIMULATION AND RESULTS

5.1 Simulation tool: CupCarbon

We have used the simulator CupCarbon [16][17][18] to implement
the proposed algorithm. The advantage of using this simulator is
that it offers an ergonomic interface allowing to implement algo-
rithms in an easy way and to visualize the simulation results during
execution. Figure 6 shows an example of the graphical user interface
of this simulator. It mainly represents an Openstreet-map where
sensor nodes are deployed in a city. The simulation results can be
visualized in terms of sending/receiving messages and marked and
unmarked nodes. It is possible to display messages on each node.
In our case, the nodes of a gap or a void will be marked, and we
will use the option of creating buildings in order to add obstacles
to the network.

Figure 6: CupCarbon simulator.

5.2 Simulation results

In this section we will show the results obtained by executing
Algorithm 1 using the simulator CupCarbon. Note that in this
paper, we assume that the starting node is determined manually.

First, we fix the node with identifier 1 as a starting node and
we run the proposed algorithm. Figure 7 shows the obtained result.
As we can see, the nodes of the gap are marked, and the message
displayed by the starting node is "INTERIOR", which means that
the obtained polygon is interior. Figure 8 shows the detection area
covered by the nodes of the gap. As we can see, the gap is completely
covered by the node and there is no formation of a void.

Second, we move the node with identifier 1 to the boundary of
the network and we run the proposed algorithm. Figure 9 shows
the obtained result. As we can see, the nodes of the gap are marked,
but the starting node is displaying the message "EXTERIOR", which
means that the obtained boundary is exterior and it cannot be
considered as a gap.

Now, let us present two examples, where a gap is caused by an
obstacle. Figure 10 shows some nodes that are isolated because of
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an obstacle. Here, the starting node is the same as in Figure 7 and
the execution of Algorithm 1 will lead to the same result. Figure 11
shows another example where the obstacle forms a special situation
where some nodes are connected to the node forming the interior
polygon. Even in this situation we can see that the obtained polygon
is considered as interior.
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Figure 9: Simulation results (boundary nodes).

must be detected automatically, too. As a solution to this issue,
we propose to run the proposed algorithm by starting from each
node sequentially. This can be done by the Wait-Before-Starting
(WBS) algorithm presented in [15]. Then if the obtained polygon
has an area greater than a given threshold, the obtained boundary
nodes can be considered as a gap. In addition, if the detection zones
lead to a non-covered area, then we can consider that the obtained
boundary nodes represent a void.
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. : Faulty or Hacked nodes

Figure 12: Simulation results (faulty or hacked nodes).

6 CONCLUSION

In this paper, we have proposed a new algorithm to detect gaps and
voids in Wireless Sensor and IoT Networks. The algorithm is based
on geometrical calculation, where the D-LPCN Algorithm [14] is
executed first to determine the boundary nodes of the network in
the form of a polygon. Then we use a geometrical calculation based
on the sum of the obtained angles to determine whether the polygon
is interior or exterior. In case that the polygon is interior and that
its area is greater than a given threshold, this area is considered as
a gap. In addition, if the detection areas of all the nodes forming
this polygon do not cover the entire gap, then it will be considered
as a void. The simulation results show that the algorithm can detect
gaps and voids by taking into account the presence of obstacles.
The main drawback of the proposed method is the determination
of the starting node. We have to start the algorithm from each node
and based on the proposed method, the obtained boundary can be
considered as a void, a gap or none of both. We are working on
methods allowing to find the starting node in an efficient way.
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