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Abstract

Existing Least Significant Bit (LSB) steganography system is less robust and the stego-images
can be corrupted easily by attackers. To overcome these problems Reversible data hiding (RDH)
techniques are used. RDH is an efficient way of embedding confidential message into a cover image.
Histogram expansion and histogram shifting are effective techniques in reversible data hiding. The
embedded message and cover images can be extracted without any distortion. The proposed system
focuses on implementation of RDH techniques for hiding data in encrypted bio-medical images without
any loss. In the proposed techniques the bio-medical data are embedded into cover images by reversible
data hiding technique. Histogram expansion and histogram shifting have been used to extract cover image
and bio- medical data. Each pixel is encrypted by public key of Paillier cryptosystem algorithm. The
homomorphic multiplication is used to expand the histogram of the image in encrypted domain. The
histogram shifting is done based on the homomorphic addition and adjacent pixel difference in the
encrypted domain. The message is embedded into the host image pixel difference. On receiving encrypted
image with additional data, the receiver using his private key performs decryption. As a result, due to
histogram expansion and histogram shifting embedded message and the host image can be recovered
perfectly. The embedding rate is increased in host image than in existing scheme due to adjacency pixel
difference.
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1.Introduction:

Cover Text

Data Security means maintaining the privacy of
data. In order to provide data security, the
technique of steganography was introduced.
Steganography is a technique which hides one S
piece of data within another. It is a best method ‘
of secret communication when compare to .
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Communication Channel

Encryption, Digital Signatures since it maintains e < fs—™ e
confidentiality, integrity and availability of data.
It is an advanced method of cryptography where
the structure of the message is not altered.

Figure 1 explains that a cover image
(original image) along with the message is
encrypted with encryption key and decrypted by
using decryption key to get the cover image and
message exactly. There are many types of
steganography such as text, image, audio, video
and so on. But in this article we focused on
image steganography which means embedding
data in an image.
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Figure 1 : Basic Steganography model

Image Steganography is widely used to
secure private files and documents, hide
passwords and encryption keys, transport highly
private  document  between international
governments,etc. There are many versions of
steganography techniques in spatial domain
methods like least significant bit(LSB) and so
on. These techniques have problems like less
image restoration property.

Reversible Data Hiding techniques such
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as histogram expansion and histogram shifting
are used to embed the message into image.
Histogram expansion which is used to hide the
data inside the image, by means of expanding
the histogram of that image to make space for
the data to be placed, each pixel gets doubled in
the range of 0 to 255. On expansion spacing
capacity of data to be inserted is increased.
Histogram shifting is a technique which works
by compute difference image, generate
histogram bins for expansion then embedding
and finally modification of pixels [17-25]. The
benefits of using histogram shifting are better
recovery image, less destruction ratio and high
embedding capacity.

Homomorphic encryption which
performs action on encrypted text and can check
without decryption where the result will be same
as that of the given original text. In that many
Partially homomorphic cryptosystem is present
that may be either homomorphic addition or
multiplication [26-35]. To enforce more
security, these algorithms like RSA and Paillier
are used. Here, RSA is a multiplication and the
Paillier is an addition homomorphism. These
algorithms perform on their own homomorphic
property which ensures the exact recovery of
cover image on decryption [35-41].

The purpose of this article is to restore
the image exactly on decryption and to keep
hidden data secured. This is a system where
Reversible Data Hiding(RDH) technique is used
along with public-key encryption to keep the
image in encrypted domain where RDH means
restoring image and message as if it was sent.
The main advantage of this article is that it
ensures lossless data hiding and image is kept
safely.

In this article, we implement lossless
data hiding technique using modified histogram
shifting method for embedding patient details
into DICOM image so that on decryption, image
and patients can be recovered perfectly. The
Radiologist gathers the patient details and the
scan report. Those details are sent to the
Steganographer by Radiologist. Then the
Steganographer hide the patient details in the
scan report and encrypt using public key which
is made to be stored in DBserver. Finally, the
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end user on decryption using private key access
the embedded data and DICOM image is as
shown in the Figure 2

Remainder of the article is organised as
follows, Section 2 gives the detailed literature
survey, section 3 elaborates our proposed
methodology and section 4 provides result and
analysis of our proposed method and finally
section 5 gives conclusion of our work.

2. Literature Review:

In Reversible data embedding, information is
hidden in a digital image while decode the
hidden information and original image will be
restore[1]. In Novel pixel-based PVO(PPVO),
sort the content of the pixels by predicting the
pixels. It is used for data embedding [2].Alattar's
method with location map concept improves the
quality of the image embedded and provides
payload of higher capacity[3]. Histogram
shifting modulation which adaptively takes care
of the local specifications of the image
content[4].

The histogram shifting of reversible data
hiding compresses codes of BTC increases the
embedding capacity of secret data into image
[5]. In medical images, there is a possibility of
hiding the important data in a particular image
and recovery of original image is easy[6].The
encryption system and water marking provides
authentication for the data transmission of a
dependent key transformation. The security of
the dependent key system is increased[7].The
diffusion strategy in a random manner is used to
hide the data. By the prediction of data
embedding it improves the pixel measures [8].

Improves the measurement of block
smoothness and further it decreases the rate of
error of the bit extracted [9]. The encrypted
image holds the hidden data and on decryption
the respective image and the hidden data is
recovered perfectly by using the encryption
key[10].Asymmetric  Encryption  Algorithm
(AES) is an example of Bench-mark encryption
algorithm is used to concentrate on the
remaining pixels of the image also used to
encrypt estimated errors occurred. Thus, it
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cannot guarantee to access the original image
with  perfection[11].The  proposed = RDH
algorithm provides a best solution to achieve
exact original image and the secret data [12].

The hidden data is embedded in the
encrypted image without data expansion is the
principle of designing the homomorphic
cryptosystem. In addition, histogram shifting
algorithm provides a real reversibility [13].
Encrypted image-based reversible data hiding
(EIRDH) is same as the existing RDH
techniques. But only difference the data is
embedded in the encrypted domain [14].The
cipher text pixel values include new data into
least significant bit in order to providing the
lossless data scheme [15]. Composite
Residuosity Class Problem of public key
cryptography is  solved by  additive
homomorphic property of Pascal Paillier
cryptosystem [16].

3.Methodology and Approach

We begin by extracting the pixels of DICOM
image. Further, by introducing the histogram
expansion, the pixel of the image is doubled by
copying those pixel to its neighbouring pixel
location. Each pixel and its corresponding copy
of those pixel value and the message are
encrypted by Paillier and RSA algorithms
separately. Then the message is embedded into
the encrypted image. As a result, an intermediate
DICOM image is produced and is stored in the
DB server. The end user access the encrypted
image from the server and decrypt the image
using private key to secure from unauthorized
persons. Finally, the end user retrieve the
original image and the hidden data. In this
concept, Paillier algorithm performs histogram
shifting to embed the message bits securely.
Along  with  this, the  multiplicative
homomorphism of RSA algorithm enables the
image to recover exactly. This concept ensures
the lossless data hiding into the image.

STEPS TO BE FOLLOWED:

This article is mainly focused on medical
application by hiding message in a medical
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image and is properly retrieved by the
authorized person.
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Figure 2 :Architecture of lossless data hiding
and recovery

Step 1: Pixel Extraction

Take a DICOM image as an input image.
DICOM means Digital Imaging and
Communication in Medicine where we can
store, print, transfer information in medicine.
First step is to extract the pixels from DICOM
image and finally generate the histogram for the
input image.

Step 2: Expansion

After extracting those pixel values from the
image, double the pixel values by copying those
pixel to its neighbouring pixel location. This
process holds the histogram expansion by which
we can embed the message along with pixel of
the image. This mechanism provides space for
embedding data in the image.

Step 3: Encryption (sender side)

Further, embedding the data, each pixel and its
corresponding copy of those pixel value and the
message are encrypted by Paillier and RSA
algorithms separately as in Figure 3. Here
Paillier is a homomorphic addition which
performs histogram shifting to embed the
message bits securely whereas RSA performs
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multiplication which enables the receiver to
recover the image exactly.

Pixel _—

RSA

—— E(Pixel)
. :> multiplication
encryption | _____, g(Databit)

Databit ——

pixel . | Paillier —— E(Pixel) |:>
i encryption
Data bit —— — E(Databit)

Figure 3 Server side encryption

Step 4: Generate intermediate image

After encryption, generate an intermediate
(encrypted) image which is entirely different
from the source image, retrieve the pixel values
from the image and finally generate the
histogram for the intermediate image.

Step 5: Decryption (Receiver side)

At last on the receiver side, encrypted image is
decrypted using private key to secure from third
person, also the exact image and data retrieved
as if it was send and finally generate the
histogram for the decrypted image. The Figure 3
and 4 merge to prove the homomorphic

property.

RSA
Decryption

RSA
|Mu|tlp“(atlon | —>

PIXEL AND
SECRET

MESSAGE

Paillier Paillier
Addition [ Decryption

Figure 4 Receiver side decryption

Figure 9 Output Image

4. Experimental Results

Doctor takes a patience medical image as shown
in Fig 5 as a plain image and inferences from
them as secret data. Figure 6 shows the
histogram of the input DICOM image.
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Figure 5 Input Image Figure 6 Input

The input image is subjected to encryption by
histogram expansion and then secret data is
embedded into it by means of histogram shifting
as explained by the above steps. Fig 7 shows the
encrypted image and fig 8 shows the histogram
of the encrypted image.

Figure 7 Encrypted Figure 8 Encrypted

Decryption is done on the Fig 7 as explained by
the above method. Fig 9 shows the recovered
original image and Fig 10 shows the histogram
of the recovered image. Fig 6 and Fig 10 shows
the same bin values for each pixel values of the
input image and recovered image. From this, it
is concluded that original image is recovered
without any loss.

5.Conclusion

Histogram shifting of the encrypted
images and Reversible Data Hiding is achieved
by histogram shifting using homomorphic
properties. Data is embedded in a image to
protect it from the unauthorized user. Data is
expanded and encryption is done by RSA and
Paillier algorithms. Embedded data and exact
image is recovered easily. This article provides
high security to the data and lossless image
recovery after decryption. Comparing with
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various available algorithms using homomorphic
property it provides high security for the end
user who access the data and the image without
any loss and high authentication. Therefore, it
can be applied across different applications such
as hospital management system, military
security and so on.
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