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Abstract: Operating system (OS) is a well-known concept in computer science as an interface 

between human and computer hardware (MacOS, Windows, IOS, Android). In the perspective 

of developing future generation of enterprise systems based on IoT and cyber-physical system 

principles, this paper proposes to develop an enterprise operating system (EOS) that will act as 

an interface between enterprise business managers and enterprise resources performing 

enterprise operations. The paper presents at first a set of requirements and functionalities of 

EOS. Then a survey on existing relevant works is given and mapped to the requirements. After 

that the existing models related to the federated enterprise interoperability are presented. The 

architectures of envisioned EOS and the federated interoperability are outlined. The last part 

draws some conclusions and gives future perspectives. 
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1 Introduction 
 
Today, to be competitive in the market, enterprise operations 

need to be efficiently controlled and coordinated in order to 

react quickly to constantly changing market demands. To 

reach this goal, enterprise operations must be in real-time 

monitored and its resources be integrated as one system. 

 
In the past, considerable efforts have been made to 

develop enterprise integration, enterprise resource planning 

(ERP) and management solutions; however those approaches 

fail to provide satisfactory solutions, especially for SMEs. 

Enterprise integration is still seen as a complex, costly and 

time-consuming task.  
In parallel to the R&D on enterprise integration, ERP 

solutions have been massively implemented in enterprises, 

especially in large and medium size companies. During the 

last couple of years, the image of ERP systems seems to have 

changed from a highly promising into a very demanding 

system (Burnson, 2015). Most of existing ERP solutions in 

the market is proprietary systems. The interoperability 

between an ERP system and other systems in a company 

reminds difficult. Moreover, introducing an ERP solution in a 

company is becoming increasingly in size, rigidity and 

complexity which make the implementation and the updates 

very time consuming, involving high costs and disrupting 

current processes and operations. 

 
In line with the development of the future generation 

enterprise manufacturing systems based on IoT and cyber 

physical system principle, this paper tentatively presents the 

latest development of an enterprise operating system (EOS). 

It aims at setting a loose coupled connection between 

enterprise’s software applications through the federated 

interoperability principle. EOS allows joining existing 

relevant approaches together for complementarities and 

synergies (Burnson, 2015). The cooperating parties can 

accommodate and adjust ‘on-the-fly’ to ensure quick 

interoperability establishment, easy-pass, and dynamic 

environment update. The envisioned EOS will behave as an 

OS of the computer to monitor enterprise resources and 

coordinate enterprise operations. 

 

 
The approach presented in the paper is part of an ongoing 

research activity carried out at IMS laboratory of University 

of Bordeaux to develop enterprise interoperability in order to 

improve the performance and competitiveness of small and 

medium size manufacturing enterprises in collaborative 

environments by executing enterprise models. In the paper 

focus is given on the EOS concepts and principles, the 

requirements and conceptual architecture of EOS as well as 

the technical and implementation architectures based on a 

federated interoperability framework. 

 
The proposed EOS will behave in the same way as an 

operating system (OS) of the computer, but under enterprise 

context. It will act as a system-wide interface between 

enterprise business managers and enterprise resources 

performing daily enterprise operations (see Figure 1). The 

EOS will manage and interpret the enterprise content and 

requests defined by business managers and activities owner, 

trigger various enterprise operations with dynamically 

allocated enterprise resources (human, machining, 

computing), control the processes execution, and monitor the 

status of enterprise resources through various sensing devices 

and front-ends (Chen et al., 2015; Zhiying et al., 2012). 

 
Figure 1 EOS, interoperability interface and the external  

peripherals (see online version for colours)  
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To make this flexible, dynamically configured and real-time 

controlled enterprise a reality, a sound EOS capable of (real-

time) monitoring enterprise resources and operations in order 

to dynamically allocate resources to required activities is 

more than a necessity but a pre-condition. In this context, the 

proposed EOS will be implemented as a new virtual back-end 

platform that allows the dynamic allocation of the enterprise 

activities with its related resources for ensuring the flexibility 

and real-time controlling of enterprise operations. This EOS 

will connect and combine the heterogeneous sensors and 

systems from multi-vendors in order to work as ‘one’ 

configured system.  
One of our motivations to propose EOS is due to the fact 

that today, enterprise operational management is largely 

dominated by traditional holistic enterprise management 

solutions like ERP which is a top-down integrated approach 

that includes in its framework the main enterprise 

applications and operating functions (Burnson, 2015). 

Nevertheless, this solution may constraint the business users 

due to the top-down ‘enclosing’ paradigm. It is difficult for 

an enterprise to implement its tailored solutions according the 

specific needs of each particular enterprise.  
An alternative approach would be to provide loosely 

coupled connections between enterprise’s software 

applications (federated interoperability) with the support of 

only one ‘core central orchestrator’ (EOS).  
Another reason of proposing the EOS is to develop a 

response to the foreseen enterprise evolution towards a new 

generation of modular structured agile ‘smart factory’. The 

proposed EOS will support this Fourth Industrial Revolution 

(or Industry 4.0) with federated interoperability and IoT.  
In other words, EOS is a bottom-up federated approach 

only providing EOS (functions) that allows various 

heterogeneous applications from different vendors to connect 

to EOS and to work together.  
From this perspective, EOS‘s approach presents the better 

perspective for industry in the context of factory of future 

(FoF). It allows connectivity, flexibility and real-time control 

with a bottom-up approach. It also allows providing more 

options for those enterprises with tailored solution, especially 

for SMEs. With a lower cost comparing with ERP, an 

enterprise equipped with an EOS will only deploy and install 

its required heterogeneous applications. Once EOS adopted in 

industry with the federated interoperability approach, a 

foreseen ecosystem would be developed in consequence to 

provide varieties of enterprise applications compatible to 

EOS. 

 

2 Existing works relevant to EOS 
 
Since the beginning of 80’s, several architectures, platforms 

and models have been developed which are relevant in 

developing EOS. Eight approaches were identified and are 

reviewed in this section. 

 
2.1 Existing works 
 
The common object request broker architecture ‘CORBA’ 

was designed for facilitating and enabling the communication 

of systems deploying on diverse platforms, written in 

different languages and implemented on different OSs and 

models. It offers benefits such as inheritance, information 

hiding, reusability and polymorphism. However, CORBA is 

seen more as an enterprise application integration (EAI) 

platform rather than an EOS (Gray and Reuter, 1993). 

 
ENV 13550 was developed in 1990's to support the 

computer integrated manufacturing ‘CIM’. The main 

objective is to support system-wide business process 

monitoring and control (Leadbeater, 1999). ENV 13550 

defines the requirements to express the capabilities of 

environments for developing, executing and integrating 

enterprise models on an open IT based platform. ENV 13550 

focused on enterprise model execution; integration of divers’ 

heterogeneous applications is not well supported as CORBA 

(Shorter, 1997; Zacharewicz et al., 2016). Interoperability 

issues were not addressed in ENV 13550.  
Another well-known work similar to CORBA is EAI that 

provides integration of systems and applications residing on 

different OSs and using different database solutions across an 

enterprise (SCM, ERP, CRM, payroll…) (AMICE, 1993). As 

CORBA, EAI was not dedicated to enterprise process and 

operation monitoring and control that are to be supported by 

EOS. It aims at integration approach rather than loosely 

coupled interoperability (Linthicum, 1999). 

 
Concerning this last point, we must mention the workflow 

management coalition ‘WfMC’ which focuses principally 

around process definition file interchange by using the 

standard ‘XPDL’ which presents a process design format for 

storing the visual diagram and process syntax of business 

process models (Hollingsworth, 1994). Like ENV 13550, 

‘WfMC’ aims at process model execution that is one of the 

main functions in EOS. It is worth mentioning two other early 

works to support integration and interoperability of 

heterogeneous enterprise systems: OSF/DCE and ODP. 

OSF/DCE is used to allow different OSs to distribute 

processing and data across the enterprise. It supports the 

sharing of information and provides services to mask the 

complexity of multi-vendor network environments (Turner, 

2012). ODP describes and builds widely distributed systems 

and applications in a multi-vendor environment (Zurawski, 

2004). Both ODP and DCE are similar approaches aiming at 

supporting system-wide distributed communication and 

sharing of information that is also a core functionality to be 

provided by EOS.  
Further to the above-mentioned works, service orientation 

has gained interest in the middle of 90’s and has been used as 

a basic principle to develop enterprise integration and 

interoperability platforms. To this end, the most well-known 

are enterprise service bus (ESB) and service oriented 

architecture (SOA). The ‘ESB’ is developed in analogy to the 

bus concept found in computer hardware architecture 

combined with the high-performance 
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computer OSs, and used for designing and implementing 

communication between mutually interacting computing 

hardware (Flurry and Clark, 2011). While the ‘SOA’ is an 

architectural style that support service orientation including 

service-based development and outcomes services 

(Salayandia and Gates, 2007). This technique involves the 

interaction between loosely coupled services that function 

independently and enables networked applications to 

cooperate and exchange information. It does not directly 

support functions required by an EOS but providing 

interesting principle to develop the EOS.  
Both ESB and SOA cannot directly be used as an EOS 

but they provide interesting concepts and principle to develop 

and build the EOS (The Open Group, 2012). 

 
2.2 Efficiency of existing techniques for EOS 
 
Considering enterprise resource management (ERM), ENV 

13550 and to a lesser extent the WfMC deal with the human 

and machine resources; the other existing approaches only 

focus on IT resource management specially monitoring and 

control. SOA allows to leverage existing resources and 

integrate them using service-oriented integration techniques. 

It delivers the flexibility and agility that business resources 

require in order to facilitate the combined use of the resources 

to deliver various required services; this is a useful approach 

for EOS (AIIM, 2000; Bieberstein et al., 2005; Favre, 2003; 

Moon and Lee, 2006; Rademakers and Dirksen, 2008; Zaraté, 

2013).  
As for the enterprise process management (EPM), most of 

the existing approaches include this functionality; However, 

in an EOS, the ‘business process’ defined by business users 

and the ‘process’ that is orchestrated to ensure internal 

working of platforms, are both included but the focus is on 

the business process execution. In this sense, ENV 13550 and 

WfMC provide the most interesting concepts and principles 

to define EOS by controlling the process model run-time 

execution (sending command triggering the starting of 

processes, recording the ending status and sending required 

capability to resource management to find/allocate the 

available qualified 

 
 
 
resource) (Chang, 2005; Fagg et al., 1996; Gable, 2002; 

Henning, 2006; Sethi et al., 1995; Vollmer, 2011). 

Referring to enterprise information management (EIM), 

all existing approach support the intercommunication of 

information between the EOS internal and external 

components which is an essential function; However due to 

the heterogeneous data sources in an enterprise, 

interoperability is fundamental to support this function 

(Rasta, 2013; Wainer et al., 2000).  
Concerning the presentation management (PM), this 

functionality is necessary to interact with all resources and 

business users connected to an EOS, ENV 13550 provides a 

set of interfaces and commands between internal and external 

worlds of the platform. It organises the information flow 

between the platform and the enterprise resources, and 

interacts with the human, machine and IT dialogue services 

(CEITON, 2014; Jin, 2009; Wyszkowski, 2011).  
For interoperability management (IM), existing 

approaches did not develop this function to a mature and 

satisfactory level. They are focusing on the enterprise 

integration and none of them proposes the complete solution 

for all the interoperability issues especially to ensure the 

loosely coupled interoperability. A set of interoperability 

utility services needs to be developed to support the use of 

the EOS (Konstantas et al., 2006; May, 2001; Omicini et al., 

2013; Saha et al., 2011; Xu, 2014).  
In conclusion, the existing works are all relevant to 

designing and developing an EOS but they do not support 

and cover all the requirements and functionalities required by 

EOS. Each of them has its particular objectives with specific 

focuses. CORBA and EAI are seen more as an EAI platform 

rather than an EOS. ENV 13550 moved a step towards an 

EOS, but unfortunately the work of ENV 13550 is 

discontinued. The WfMC, ODP and OSF ensure the  
information management by executing the 

intercommunication data exchange, but they do not cover all 

the EOS functionalities. The ESB and SOA developed to 

ensure enterprise integration and interoperability platforms, 

cannot be directly used as an EOS but they provide 

interesting concepts and principle to develop and build the 

EOS. 
 
Table 1 Comparison of existing approaches against EOS requirements   
       

  Enterprise resource Enterprise process Enterprise information Presentation Interoperability 

  management management management management management 
       

CORBA  + + + + + + + + + 

ENV 13550 + + + + + + + + + + + + – 

ESB  + + + + + – – 

WfM  + + + + + + + + + + + + 

EAI  + + + + + + + + + 

OSF/DCE  – + + + + + + + + + 

ODP  + – + + + + + + + + 

SOA  + + + + + + + + 
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Figure 2 Summary of the existing techniques services and efficiencies based on the EOS requirements (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The following notations are used: ‘+ + +’ means that there is 

a strong correlation and that the approach highly fulfils the 

EOS criteria, ‘+’ denotes that there is weak correlation and ‘+ 

+’ is in between, ‘–’ means that the approach does not meet 

the criteria. Table 1 gives an evaluation on the degree of 

relevant of the existing approaches to EOS.  
The results of the comparison have been quantified and 

summarised in Figure 2. 

 

3 Requirements and functionalities of EOS 
 
This section presents a preliminary set of requirements and 

functionalities for developing an enterprise operating system. 

They are inspired from and based on the work specified in a 

pre-European standard known as prENV 13550 ‘Advanced 

manufacturing technology – systems architecture – enterprise 

model execution and integration services’ (CEN, 1999; Chen 

et al., 2015). This pre-European standard benefits from the 

result of European esprit project CIMOSA (Tolk and 

Muguira, 2003). 

 
3.1 Enterprise resource management 
 
ERM is the efficient and effective deployment and allocation 

of an organisation’s resources including: the sets of 

individuals who make up the workforce of an organisation 

and business sector ‘human’, the types of devices and tools 

containing one or more parts that use energy to perform an 

intended action ‘machines’, and the collections of physical 

elements that constitutes computer and communications 

systems as well as software applications ‘IT resources’. ERM 

is essential for EOS, it provides a real-time and global view 

of the ‘occupation’ of the resources in a company by 

monitory the enterprise resources system-wide (available, 

occupied, out-of-order…) (Gray and Reuter, 1993). Main 

required functionalities of ERM are: checking the availability 

of the resources and pre-assigning it when available; 

signalling the process 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
management that those critical resources are reserved; 

matching the required capabilities to the capabilities of 

existing available resources; managing time and performance 

management support of enterprise functions and operations; 

and ensuring that the right resources are allocated to the right 

place at the right time.  
Noting that only the resources connected to EOS is to be 

monitored and managed by EOS, for example those ones 

involved supporting defined processes. IT and automated 

machine resources are to be connected directly to EOS. 

Human resources are connected to EOS via appropriate 

portable interfaces. 

 
3.2 Enterprise process management 
 
EPM is required for EOS to help orchestrating and carrying 

out organisational activities so that operational processes 

defined by the decision makers are executed, aligned and 

integrated. Resources required to execute processes are 

dynamically allocated/de-allocated by ERM. Main 

functionalities of EPM include: registering and managing 

process priorities using the run-time repository service; 

sending commands triggering the starting of processes, 

recording ending status of processes (done, not done, fail…); 

responding to rule interpretation notifications when a process 

is notified as terminated, requesting ERM to take appropriate 

house-keeping action and invoking events handling to 

terminate; checking authorisation to execute a process; 

managing event queues and traceability by time-stamping and 

recording the history of events; escalating exception-related 

processes for persistent and non-persistent errors and damage 

control (Leadbeater, 1999). 

 
 
3.3 Enterprise information management 
 
EIM supports information and data exchange between all 

entities connected to the EOS such enterprise resources and 

business managers (Leadbeater, 1999). EIM is specialised in 
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finding solutions for optimal use of information within the 

organisation, for instance to support decision-making 

processes or day-to-day operations that require the 

availability of data and knowledge. Main required 

functionalities of EIM are: maintaining consistency with the 

system-wide run-time name space; supporting transparent 

access to system and user data stored in several 

heterogeneous database systems; supporting transparent 

access to data with no concern for data location, data 

replication and storage mean type; and ensuring information, 

data confidentiality and security to protect from non-

authorised access. 

 
3.4 Presentation management 
 
PM is concerned with the interface between internal and 

external worlds of EOS. It produces a user interface which 

makes it easy (self-explanatory) and efficient to organise and 

coordinate the communication and information flow between 

enterprise resources and internal entities of EOS including the 

human, machine and applications dialogue services (Gray and 

Reuter, 1993). It is mainly required for: transposing the 

control and information inputs into the appropriate forms for 

the involved functional entities and assigned resources; 

applying object views to extract that part of the information 

needed by the involved resources. 

 
3.5 Interoperability management 
 
IM is a utility service of EOS presented as a precondition for 

a successful integration of the business entities of the 

enterprise involving business process communication, 

cooperation and coordination, enterprise-wide knowledge 

sharing as well as enterprise inter-networking, enabled by 

application and physical components. The federated approach 

aims at bridging the gap from interoperability concepts to the 

implementation of interoperable enterprise systems 

development by allowing quick interoperability 

establishment, easy-pass, and dynamic environment update in 

the heterogeneous and multi-partners environment. 

 

4 Models relevant to federated 

enterprise interoperability 
 
Several models mentioned in this section have achieved some 

success in developing systems interoperability based on the 

federated approach. However, none of them proposes the 

complete solution for all the interoperability issues in order to 

develop an interoperability interface for ensuring the inter 

federates communications and the data connection between 

the components of the EOS and the external peripherals. 

 
 
4.1 Existing models 
 
Levels of information systems interoperability (LISI) is 

mainly used to select pragmatic solutions and a transition 

path for achieving higher states of capability and 

 
 
 
interoperability by focusing on technical interoperability and 

the complexity of interoperations between systems. But LISI 

model does not address the environmental and organisational 

issues that contribute to the construction and maintenance of 

interoperable systems. Organisational interoperability 

maturity (OIM) can be seen as the evolved LISI model in the 

context of the layers developed in the command and control 

support (C2S) Study by extending LISI into the 

organisational layer (Chen et al., 1998). The database 

interoperability and inverted-V model is an overall 

architecture to merge information comprised in 

heterogeneous data sources into one technically consistent 

and semantically coherent information space. However, it is 

only for data but not procedure or architecture (Tolk, 2011). 

The levels of conceptual interoperability model (LCIM) have 

been carried out successfully in simulation domain, but the 

basic premises apply to many complex sets of interoperating 

systems (Tolk and Muguira, 2003). The system of systems 

interoperability (SOSI) extends the existing models by adding 

a focus on programmatic, constructive and operational issues 

which must be managed across the life cycle (Morris et al., 

2004).  
The model driven architecture (MDA) approach focuses 

on portability, interoperability and reusability starting with 

the well-known and long established idea of separating the 

specification of the operation of the system from the details 

of the way the system uses the capabilities of its software 

execution platform. It contributes on building an 

interoperable information and communications technology 

(ICT) model, from enterprise models to technology models. 

MDA also provides flexibility and adaptability to 

accommodate changes at a higher abstraction level. However, 

several studies doubted that MDA will follow the old way of 

integrated computer-aided software engineering to ruin, to 

spend 10% effort to generate incomplete and useless code 

(80% to 90%), but spend 90% effort on struggling in tracing 

down the rest part to achieve perfection. In addition, the 

information is losing during the model transformation, such 

as details of system behaviours (Amber, 2003). The 

soundness of the model driven interoperability (MDI) 

methodology has been demonstrated in the current 

researches, but no full industrial scale validation has been yet 

achieved. Only some projects have been especially carried to 

demonstrate these concepts in an industrial real world 

significant application (Elvesaeter et al., 2007). ADM shows 

its strong power in obtaining information from the legacy 

systems. But, many people doubt on the validity of this 

information for achieving federated enterprise 

interoperability. Architecture driven model (ADM) met the 

same model transformation problems as MDA (OMG, 2010). 

 
The remote method invocation (RMI) allows the 

programmers to write object-oriented programming in which 

objects on different computers can interact in a distributed 

network. The distributed interactive simulation (DIS) defines 

an infrastructure for linking simulations of various types at 

multiple locations to create realistic, complex, virtual worlds 

for the simulation of highly 
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interactive activities. The aggregate level simulation protocol 

(ALSP) describes a collection of infrastructure software and 

protocols for passing the messages between the various 

participants of a distributed simulation (Massei et al., 2013). 

 
The RMI, DIS and ALSP simulation and application 

distribution frameworks can support distributed system 

interoperability, but in varying degrees. None of them can 

fully satisfy the requirement of the federated approach and 

especially as concerned with the component coupling, time 

management, ownership management, environment 

flexibility and data distribution services (Bruzzone et al., 

2005; Buss and Jackson, 1998; IEEE, 1995; Weatherly et al., 

1993).  
The ontology can fully support the conceptual enterprise 

interoperability. However, enterprises require more and more 

dynamic, complex, and advanced interoperability, this kind of 

architectures independently can hardly handle the updated 

requirements (Zacharewicz et al., 2009). 

 
4.2 Efficiency of models for federated 

interoperability concept 
 
Due to the fact that enterprises require more and more 

dynamic, complex, and advanced interoperability, these 

methodologies, technologies, and architectures independently 

can hardly handle these requirements any more. A 

harmonised and reversible high level architecture (HLA) 

based methodology is being implemented as a novel idea that 

combines the existing methods and techniques to develop 

model driven federated enterprise interoperability. This 

methodology will creatively combine the excellences of some 

of these existing methodologies, technologies, and 

architectures, and propose an innovative way to tackle 

enterprise interoperability at service and data levels through a 

federated approach. 
 
Figure 3 Summary of the models’ services and efficiencies 

based on the federated interoperability concept (see 

online version for colours)  
 
 
 
 
 
 
 
 
 
 
 

 

5 Architectures 
 
This section outlines the EOS conceptual architecture, EOS 

technical architecture and the technical architecture of the 

harmonised/reversible development framework in order to 

 
meet the requirements and functionalities identified in 

Sections 2 and 3. 

 
5.1 EOS conceptual architecture 
 
Figure 4 gives the EOS conceptual architecture. This EOS is 

developed and implemented as a new virtual back-end 

platform that allows the decisions makers to connect to and 

communicate through the enterprise systems (hardware, 

software, network, machines…) in an efficient and effective 

way (Chen et al., 2015). 
 
Figure 4 Eos conceptual architecture (see online 

version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Business users and the three types of resources are outside 

EOS. They are connected to EOS to send and receive 

information (data, command...).  
Human type resources are human operators to be 

monitored and controlled by EOS. The sets of individuals 

who make up the workforce of the enterprise. They are 

commercial and purchasing agents, product designers, 

production managers, shop floor operators etc...  
IT type resources are the physical elements that constitute 

computer and communications systems. They include 

computer and other data processing and storage devices, 

enterprise applications such as MRPII planning software, 

shop floor scheduling software, CAD, sale forecasting 

software, CRM software and inventory management 

software.  
Machine type resources are machines, materials and tools 

containing one or more parts that use energy to perform an 

intended action. Machines are usually powered by 

mechanical, chemical, thermal, or electrical means such as 

automated/manual transfer lines, conventional and NC 

machines, robots etc. 
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Business users are not monitored and controlled by EOS; 

they define what and how enterprise operations will be done 

and send commands to resources via EOS.  
Interoperability interface is the interface that includes the 

enterprise processes and required information. It enables 

business interoperability between EOS executed systems and 

the external components related to the EOS.  
As shown in Figure 4, EOS is an interface between 

business users defining what/how business is to be done, and 

the three types of enterprise resources performing defined 

operations.  
ERM dynamically monitors the status of enterprise 

resources, search and allocate suitable resources to operations 

that must be done, and ensures that the right resources are 

allocated to the right place at the right time.  
EPM executes business processes defined by business 

users, sends commands triggering the starting of processes, 

records ending status of processes (done, not done, fail…), 

and executes EOS internal processes/operations.  
EIM manages, protects and supports information and data 

exchange of all kinds between the enterprise’s resources 

connected to the EOS, and ensures information 
 
Figure 5 EOS technical architecture (see online version for colours)  

 
 
 
and data confidentiality and security to protect from non-

authorised access. 

PM is a set of services with appropriate interfaces that 

allow business users and other enterprise resources to connect 

to EOS and receive/send information.  
IM is a set of services that provide necessary mapping 

between heterogeneous resources to make them interoperable 

through EOS (Youssef et al., 2016b). 

 
5.2 EOS technical architecture 
 
As shown in Figure 5, the enterprise activities are executed 

and generated through the EOS internal components at 

beginning from the starting phase.  
At first, each business manager accesses the general-

purpose and vertical software’s interfaces in order to request 

the day-to-day activities and operations. The related software 

sends special commands to connect and communicate with 

the EOS front-end interface called presentation module in 

order to execute the requested job. 
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After that, the presentation module interprets the run-time 

entities and triggers the event which will be registered with 

their associated information through the event registration 

component using the run-time repository service, and 

produces the event handling component.  
Next, the event handling manages the events’ priorities, 

queues and traceability, provides the order identifier, and 

creates the process occurrence. The process occurrence 

manages the process structures and requests scheduling from 

the process scheduling component which interprets the 

process behavioural, information and resource requirements. 

This sub-service checks the authorisation to execute the 

process, retrieves process descriptions from the run-time 

repository, invokes the ERM to allocate the required resource 

capabilities, and forwards the details to the rule interpretation. 

 
Later, the rule interpretation component provides 

functionality to retrieve the sequencing and conditional rules 

associated with the identified enterprise process, maintain a 

state record of all enterprise activities, and respond to 

detected events in order to initialise or terminate the activity. 

 
Subsequently, the activity occurrence schedule created by 

the rule interpretation is forwarded to the interoperability 

component which is responsible of requesting from the ERM 

to assign resources allocated by the process scheduling 

component, invoking the EIM to acquire the object states and 

specify the information object required, requesting from the 

ERM to release the involved resources when terminating an 

activity, and signalling the termination of the current activity 

to the rule interpretation component.  
The resource controlling checks the availability of the 

resources and pre-assigns it when available, responds to the 

interoperability controlling requests in order to assign agents, 

and responds to the process scheduling requests to allocate 

and de-allocate resources. The resource handling component 

ensures the resource optimisation and the resource mapping 

by selecting the appropriate resources after matching the 

capabilities required and by taking into consideration the 

time, performance and priority.  
The PM services are controlled by the resource handling 

component for handling human, machine and IT dialogues.  
The human dialogue provides functionality for presenting 

in graphical format the current status and the past history of 

events, allowing authorised personnel to intervene manually 

in order to modify the contextual parameters at run-time. 

 
The machine dialogue supports the necessary features in 

order to provide access to the various functional capabilities 

of the machine. It provides the functionality required for 

receiving and interpreting responses from the machine.  
The IT dialogue provides functionality for interrogating 

application program interfaces to determine its capabilities, 

providing support for the integration of the functional entities 

implemented by existing IT application programs. 

 
5.3 Harmonised and reversible development 

framework – interoperability interface for EOS 
 
A new framework is presented and will be used as an 

interoperability interface connected to the EOS in order to set 

up interoperability rapidly among existing enterprise 

information systems. This framework will use the existing 

models benefits for creating a novel way to support the 

development of federated approach of enterprise 

interoperability. Thus, the methodology presented will utilise 

MDA to clarify the system architecture and relationship 

among systems, and apply model reverse engineering to reuse 

and align different EOS components and federates to initiate 

a federate enterprise interoperability environment, and use the 

HLA and SOA functionalities as technical support. 

 
This framework is mainly used in order to rapidly 

develop HLA based interface for achieving federated 

enterprise interoperability.  
Primary concepts are separately presented as follow: 

 
 Harmonised: HLA is successful in defining how to 

create a global software execution composed of 

distributed simulations and software applications. 

Meanwhile, MDA becomes the standard for promoting 

the use of models and their transformations to consider 

and implement different systems. However, they both 

still have drawbacks expected to be improved. HLA and 

MDA complement each other by using their 

achievements, and this harmonisation is conducive for 

federated enterprise interoperability. This framework is a 

synthetic framework, which consists of several 

techniques. As the framework in Figure 6 shows, a new 

five steps development life cycle is proposed which 

aligns MDA and HLA FEDEP. MDA is easy to use and 

understand, and tightly bounded with unified modelling 

language, meta-object facility (MOF). It appears to be an 

appropriate choice to overcome the interoperability 

barriers, which is mentioned in the MDI framework 

(Elvesaeter et al., 2007). HLA FEDEP is the standard for 

development and execution of HLA federation. It is 

quite similar to the waterfall development but with look-

back test phase. MDA and HLA FEDEP can be easily 

aligned, because they have several similar steps. In 

addition, this framework uses web services to improve 

the flexibility and compatibility of the HLA (Youssef et 

al., 2016b). The web services allow potential external 

systems to discover the existing HLA federation, and 

then connect to it.

 Reversible: means that this framework uses model 

reverse engineering technique to discover part of the 

models from the legacy system. Model reverse 

engineering technique aims at avoiding rebuilding the 

complete legacy system for a new reuse. The objective is 

to accelerate the development and reduce the cost. As 

Figure 6 illustrates, there are two kinds of dotted arrows, 

which have opposite directions to the five steps 

development life cycle. These two kinds of arrows 

represent two different scenarios of model reversal in
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this framework. This methodology proposes a way of 

using UML models discovered from the existing 

systems to generate HLA FOM that represents system 

static information and HLA federate code block that 

represents system behaviour. 
 
 HLA: means that this framework dedicates to the 

development of HLA based application. The RTI used 

in this approach is an open source RTI, poRTIco. The 

reason of choosing it is not only because of the 

software price, but also the objective of initiating a 

global open framework and receiving comments from 

contributors who can be interested in this idea. In 

addition, as mentioned earlier in harmonised part, web 

services will be used to improve the limitation of the 

traditional HLA.
 
This framework creatively combine the excellences of the 

existing methodologies, technologies, and architectures, and 

propose an innovative way to tackle enterprise 

 
 
 
interoperability at service and data levels through a federated 

approach. 

The goal is to achieve the interoperability among those 

existing federates in a common project context. The steps of 

this approach are presented as follows: 
 
 Step 1 (arrows numbered with ‘1’): model reverse 

engineering is used to discover the models from the 

legacy system. The model discovery is guided by the 

enterprises new requirements and interest. Then, these 

discovered MDA conceptual models go down again 

along the alignment of MDA and HLA FEDEP. It 

means models are generated from code to PSM then 

PIM and CIM level. At each level of the MDA models 

the interoperability problem is tracked according to the 

principle of the MDI framework.

 
Figure 6 Harmonised and reversible development framework for HLA based application (see online version for colours)  
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Figure 7 Scenario descriptions (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 8 Conceptual architecture of the bank’s exchange rate update (see online version for colours)  
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Figure 9 Federates connected to RTI through EOS (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 10 Banking federates exchanging data via RTI (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 Step 2 (arrows numbered with ‘2’): a test of the final 

models obtained by model reverse engineering is 

carried out. After that, the correct models are 

transformed from CIM to code, and generate a federate 

interface, which can plug into the HLA platform and 

transmit the information with other processes’ 

information systems via RTI.

 Step 3 (arrows numbered with ‘3’): if other federates 

want to join this ongoing cooperative project, they also 

need to follow the Step 1 and Step 2, to rewind their 

legacy system into MDA conceptual models, and select 

part of them that can be used for interoperability, then 

generate the federate interface, finally, synchronise with 

other systems.

 
5.4 Case study: bank’s operation 
 
A simulation system in the banking and finance environment 

called ‘exchange rate’ has been developed and implemented 

as a real-world system. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The exchange rate is defined as a rate at which a 

country’s currency is exchanged in terms of another currency. 

The bank’s exchange rates are constantly changing once 

every business day based on current market conditions. In our 

case, the currencies exchanged are EURO and USD. 

 
Every participating application in this system is called 

‘federate’ that interacts with other federates through the run 

time infrastructure (RTI).  
In our case ‘poRTIco’ open source software was chosen 

as a RTI that can support heterogeneous environments. It is 

designed with modularity and flexibility and provides a set of 

software services for the dynamic information management 

and inheritance, in which federates coordinate their 

operations and exchange data during a runtime execution. 

 
This kind of federations is provided by IEEE in order to 

publish and subscribe events between federates. 
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Figure 11 The exchange rate form federate integrated with poRTIco (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 12 The ERM federate integrated with poRTIco (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
As shown in Figures 8 and 9, the EOS internal components 

are connected together and to the external components in 

order to create a new activity (exchange rate update), analyse 

this activity, turn it as a process and execute it 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
through special resources and information (Youssef et al., 

2016a). 

Each EOS component has an essential role during the 

execution through the RTI in order to ensure that the 
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exchange rate new activity is generated based on the 

federated approach. 

As shown in Figure 10, the ‘exchange rate form’ of the 

core banking system and ‘PM’ federates are fully developed 

and implemented using Vb.net programming language on the 

Visual Studio 2010 platform. The other federates, ‘EOS 

interface’, ‘EPM’, ‘IM’, ‘information management’, and the 

‘ERM’ are fully developed and implemented using Java 

language on Eclipse version 6 platform. 
 
1 The exchange rate form of the core banking system is 

connected to the related SQL storage database. It is 

used as a user interface that allows the bank’s branch 

manager to modify the daily currencies rate between 

EURO and USD. 
 
2 The EOS interface is mainly used in order to transmit 

the request job, restrict any operation on the previous 

rate from any teller and create the process. 
 
3 The EPM is mainly used in order to ensure that the 

login username and password are compatible with the 

required privileges and retrieve the exchange rate 

attributes. 
 
4 The IM has two roles: 
 

a to preserve the correct rate value from the 

information management federate 
 

b to request from the resource management federate to 

assign the specified external resources (rate 

application, printer and teller) in order to execute 

the operation. 
 
5 The information management is responsible of sending 

the new exchange rate value to the IM federate. 
 
6 The ERM is mainly used in order to respond to the IM 

federate by checking the availability of the related 

resources and pre-assign it when available. 
 
7 The PM is the federate that modify the exchange rate 

on the rate application, print out the operation receipt 

and notify the teller to use the new exchange rate. 
 
The seven federates are connected together and they are 

communicating through poRTIco in order to publish and 

subscribe events between modules.  
Figures 11 and 12 show a sample of code related to 

federates that are developed in different heterogeneous 

environments and integrated with poRTIco by calling the 

member functions of class RTI:RTIAmbassador which is 

contained in the LibRTI, and by extending and implementing 

the RTI:FederateAmbassador that uses pure virtual functions 

to send messages and requests to the RTI.  
Each HLA federate ensures the execution of two parts: 

 
 
 
1 The federate code block which is the source code of the 

federate developed, implemented and connected to the 

local RTI component using the .Vb and .Jar languages 

from the C# and the java libraries ‘LibRTI’ in order to 

form a complete federate. 
 
2 The local RTI component code ‘LRC’ that provide the 

services for the federate through communication with 

the RTI executive component and the other federates. 
 
As shown in Figure 13, the MoDisco software tool has been 

selected in our case study in order to generate a readable 

UML file in XML format. This tool is an open source plug-in 

of the Eclipse generative modelling technologies (GMT) 

component for model-driven reverse engineering used in 

order to allow practical extractions of models from legacy 

systems.  
The UML file is generated through the ‘KDM to UML 

converter’ after the usage of two existing discoverers: 
 
1 JavaDiscoverer which discovers KDM models from 

java sources 
 
2 CSharpDiscoverer which discovers models from C# 

sources. 
 
As shown in Figure 14, the converted UML models include 

packages, interfaces, classes, and also the properties and 

operations of classes and associations and dependencies 

among the classes.  
In order to generate HLA FOM, a critical phase must be 

occurred by selecting the similar entities among the federates 

participating in this simulation after comparing their UML 

models. However, the .uml file would contain bulk 

information, which is not interesting for HLA FOM 

generation, such as external java package and common java 

data types. Thus, an ‘analyse UML’ sub-module is required to 

select the useful information, and arrange this information. 

 
After the analysis of the UML model, the useful 

attributes are selected and the models are transferred into 

HLA FOM file by following different RTI FOM file format 

as shown in Figure 15. According to the poRTIco RTI FOM 

file format, UML:Class matches to Objects:Class, and 

UML:Attribute matches to Objects:Attribute.  
Federates interact using services proposed by the RTI. 

They can notably ‘publish’ to inform about an intention to 

send information to the federation and ‘subscribe’ to reflect 

some information created and updated by other federates.  
This experimental case study is fully implemented in 

several heterogeneous environments based on the 

interoperability and uniformity principles in order to provide 

a set of domain-independent APIs used to access capabilities 

and features, and to exchange data between federates using 

the XML format. 
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Figure 13 MoDisco configuration and specifications (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 14 UML model (see online version for colours)  
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Figure 15 Generation of FOM file (see online version for colours)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
6 Conclusions 
 
This paper has tentatively presented the requirements, the 

conceptual, technical and development architectures to build 

an EOS for the new generation enterprise systems such as for 

example envisioned in Industry 4.0. Moreover, it also 

outlined the technical architecture of the reversible model 

driven and HLA based framework and methodology for 

implementing a federated approach under the enterprise 

interoperability framework in order to ensure the inter 

federates communications and the data connection between 

the components of the EOS and the external peripherals. This 

framework has the main role to support establishing 

enterprise interoperability dynamically in a heterogeneous 

and multi-partners’ environment, facilitate re-use of models 

and re-engineering sub-systems based on models, and 

allowing extracting from legacy systems and software 

applications relevant information/data for EI engineering or 

re-engineering.  
A case study has been designed, developed and 

implemented in order to test the EOS in the service sector 

using the federated interoperability approach for quick 

interoperability establishment, easy-pass, and dynamic 

environment update.  
The proposed EOS tends to reconciliate two different but 

complementary initiatives for enterprise management and 

control that exist in the market: IT platforms/infrastructure 

and ERP based application packages. 

 
The reason for proposing to develop an EOS is first of all 

to contribute a part of the response to the foreseen enterprise 

evolution towards a new generation of modular 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
structured agile ‘smart factory’ based on cyber physical 

system principles. Traditional factory automation, 

empowered with internet of things (IoT), will operate a 

challenging industrial migration towards the Fourth Industrial 

Revolution (or Industry 4.0). The massive use of connected 

sensors and mobile devices connected to or assisting humans 

will make possible to collect timely real-time information 

throughout the enterprise. Using the real-time data on 

enterprise operations, events and resources, an EOS will 

allow the dynamic scheduling of enterprise operations with 

on-the-fly resources allocation for ensuring the flexibility and 

real-time control of enterprise functions. 

 
The requirements presented in the paper are based on and 

inspired from some existing relevant approaches, in particular 

ENV13550 with necessary generalisation and extension to 

focus on the core functions of an OS for enterprise. The 

proposal is challenging and its success mainly depends on 

two factors. One is the acceptance of EOS in industry as a 

standard to develop an ecosystem providing varieties of 

enterprise application compatible to EOS; the other is the 

‘interoperability’ service that allows other heterogeneous 

non-EOS compatible applications to run on EOS. 

 
Several continuous works and tasks are being executed in 

order to validate and implement our proposed EOS such as: 

 
 refining both requirements and architectures at the one 

hand

 developing a prototype to test the EOS against another 

case study in the manufacturing sector
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 starting some preliminary discussion in relevant 

standardisation working groups such as CEN and ISO 

that deal with integration and interoperability.
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