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A Study of Injection and Jamming Attacks in
Wireless Secret Sharing Systems
invited paper

Arsenia Chorti

Abstract Secret key generation (SKG) schemes have been shown to be vulnerable
to denial of service (DoS) attacks in the form of jamming and to man in the middle
attacks implemented as injection attacks. In this paper, a comprehensive study on
the impact of correlated and uncorrelated jamming and injection attacks in wireless
SKG systems is presented. First, two optimal signalling schemes for the legitimate
users are proposed and the impact of injection attacks as well as counter-measures
are investigated. Finally, it is demonstrated that the jammer should inject either cor-
related jamming when imperfect channel state information (CSI) regarding the main
channel is at their disposal, or, uncorrelated jamming whenthe main channel CSI is
completely unknown.

1 Introduction

The increasing deployment of wireless networks poses security challenges in next
generation dynamic and decentralized networks, consisting of low cost, low com-
plexity devices. Over the last two decades alternative/complementary means to se-
cure data exchange in wireless settings have been investigated in the framework of
physical layer security (PLS), addressing jointly the issues of reliability and secrecy.
One of the most mature topics in PLS is the generation of secret keys via public dis-
cussion, based on either the so-called source model [1, 2] orthe so-called channel
model [3].

Single letter characterizations of the secret key capacitywere derived in [1],
while in [2] it was demonstrated that the secret keys can be generated without any
information leakage to a passive adversary; in [4] these results have been extended
to multiple terminals. Simple secret key generation (SKG) techniques have been
proposed for wireless networks by exploiting the inherent correlation of the channel
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state information (CSI) between a pair of legitimate nodes due to reciprocity [5].
Furthermore, SKG processes over unauthenticated channelshave recently been pro-
posed [6–8], allowing to consolidate the proposed techniques with standard authen-
ticated encryption (A.E.) schemes [9].

However, SKG systems are not robust against all types of active adversaries.
Recently, in [10] the effect of denial of service attacks (DoS) in the form of jamming
was demonstrated to substantially decrease SKG rates; withincreasing jamming
power the SKG rates were shown to asymptotically diminish. In this investigation
the adversaries were assumed to inject constant jamming signals and have been
shown to have a maximum impact on the SKG system when they wereable to
evaluate the channel state information (CSI) in the links between themselves and
the legitimate nodes (partial CSI availability). However,neither the optimality of
employing constant jamming signals nor the scenario of an adversary with imperfect
estimate of the main channel CSI were addressed.

Furthermore, in [11] and it was shown that injection type of attacks allow an
active adversary to act as a man in the middle (MiM) and potentially control (a
large) part of the generated key. A simple heuristic approach to defend against injec-
tion type of attacks was presented in [12] by multiplying thereceived signals with
independent zero-mean random signals, locally generated at the legitimate nodes.
Although the proposed approach allows converting injection attacks to (potentially
less harmfull) uncorrelated jamming attacks, the choice ofthe independent random
signals was not optimized to maximize the SKG rates.

The limited literature on the impact of active adversaries on SKG systems reveals
that a systematic analysis of these types of attacks is timely. In the present study,
we begin with a review of joint SKG and crypto protocols in Section II. Next, we
determine optimal signalling schemes for the pair of legitimate nodes in Section
III, where we also investigate injection type of attacks. Itis demonstrated that by
employing a binary symmetric Bernoulli probing the legitimate nodes can reduce the
injection attack to an uncorrelated jamming attack. Subsequently, jamming attacks
are investigated in detail in Section IV, accounting for theworst case scenario in
which a malicious node might obtain an imperfect estimate ofthe main channel
CSI. This worst case scenario is essential in evaluating realistically the limitations of
employing physical layer security techniques in next generation systems as argued
in [13]. The conclusions of this work are presented in Section V.

2 Secret Key Generation Systems in the Presence of an Active
Adversary

The SKG standard procedure typically encompasses three phases [2]:
1) Advantage distillation: The legitimate nodes exchange probe signals to obtain
estimates of their reciprocal CSI and pass them through a suitable quantizer [14].
Commonly, the received signal strength (RSS) has been used as the CSI parameter
for generating the shared key [15], while in [9,16] the CSI phase has been used.
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Fig. 1 System model of the SKG process. Alice and Bob denote the legitimate nodes and Mallory
an active adversary.

2) Information reconciliation: Discrepancies in the quantizer local outputs due to
imperfect channel estimation are reconciled through public discussion using Slepian
Wolf decoders. Numerous practical information reconciliation approaches using
standard forward error correction (FEC) codes such as low density parity check
codes have been proposed [17], [18], while in [9] the possibility of employing short
Bose, Chaudhuri, Hocquenghem (BCH) FEC codes has also been explored.
3) Privacy amplification: Applying universal hash functions to the reconciled in-
formation ensures that the generated keys are uniformly distributed and completely
unpredictable by an adversary [19]. Privacy amplification ensures that the generated
keys have maximum entropy (i.e., are uniformly distributed). More importantly, it
ensures that even if an adversary has access to (even a large)part of the decoder
output, the final secret key can be unpredictable [20].

The baseline SKG system model in the presence of an active adversary is de-
picted in Fig. 1. Following standard nomenclature of information security, the legit-
imate nodes are referred to as Alice and Bob while the malicious active adversary
as Mallory. The SKG process exploiting rich multipath wireless channels includes
two distinct cycles over which the channel coefficients between Alice and Bob are
assumed to be reciprocal and stationary and then to change independently [20, 21],
i.e., both cycles take place within the channel’s coherencetime1. The main channel
fading coefficient is denoted byH and is modeled as a complex zero-mean Gaussian
circularly symmetric random variableH ∼ CN (0,σ2

H).
Typically, in modern communication systems, tampering attacks are averted by

the employment of public key encryption (PKE) schemes when no pre-shared secret
(i.e., a pre-established key at both Alice and Bob) is available. To be deemed ade-
quately robust, current PKE schemes rely on trapdoor functions such as the Rivest-
Shamir-Adleman (RSA) protocol or Diffie-Hellman (DH) variants with key lengths
of at least 2048 bits. However, the computational resourcesrequired to generate
symmetric keys using RSA or DH are substantial. Even more importantly, increas-
ing computing power and especially the potential of quantumcomputing, threatens

1 This assumption does not affect the nature of the conclusions reached. For more realistic channel
models that account for correlation of the fading coefficients see [22] and related works.
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these schemes. As a result, the key generation phase in the PKE protocol can be a
limiting factor in the performance of resource constrainedsystems such as sensor
networks, and, physical layer security alternatives wouldbe worth exploring [23].

To develop robust algorithms that can withstand tampering attacks, standard sym-
metric key block ciphers and message authentication (MAC) protocols can be used
in conjunction with SKG [6–9,15]. Reviewing such a possiblescheme, let us assume
that Alice wishes to transmit over a wireless multipath channel a secret messagem
to Bob. The following algorithms are employed: the SKG scheme, a symmetric en-
cryption algorithm denoted byEs with corresponding decryptionDs and a MAC
denoted bySign with a corresponding verification algorithmVer .

The SKG procedure is launched between Alice and Bob; at the output of her
Slepian Wolf decoder Alice obtains a secret keyK and a corresponding coset.
She breaks her key in two partsK={Ke, Ki} and uses the first part of the key
to encrypt the message as the ciphertextcipher=Es(Ke, m). Subsequently,
using the second part of the key she signs the ciphertext using the signing al-
gorithm t=Sign(Ki, cipher) and transmits to Bob the extended ciphertext
C= [coset||cipher||t].

Bob checks the integrity of the received ciphertext as follows: from C he ex-
tractscoset, cipher andt. Fromcoset and his own observation he evalu-
atesK={Ke, Ki}. Subsequently, Bob evaluatesv=Ver(Ki, cipher, t); v
is either equal to⊥ if the integrity test failed orcipher if the integrity test was
successful. The integrity test will fail if any part ofC was modified; for example,
if coset was modified during the transmission then Bob would have evaluated a
wrong keyK and the integrity test would have failed. If the integrity test was suc-
cessful then Bob decryptsm=Ds(Ke, cipher).

It is clear form the above that building semantically secureA.E. protocols using
the SKG procedure is straightforward as long as the channel channel probing phase
of the scheme is robust against active attacks. Therefore itis of particular interest
to study man in the middle (MiM) and denial of service attacksduring the channel
excitation phase of the SKG protocol. In the following Sections two such active
attacks during the channel probing are discussed. Firstly,MiM attacks referred to
as ”injection” attacks are investigated in Section 3; an active adversary – Mallory –
tries to control part of the generated secret keyK by spoofing the channel estimation
phase of the SKG scheme. Subsequently, in Section 4, DoS in the form of jamming
are studied. In either case Mallory’s optimal strategy is discussed and respective
countermeasures are proposed.

3 MiM in SKG Systems: Injection Attacks

We begin our discussion of injection attacks by investigating optimal signalling
schemes for SKG systems.
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3.1 Optimal Signalling

Let us assume that Alice and Bob exchange a probe signalX and that their respective
observationsZA andZB, can be expressed as

ZA = XH+NA, (1)

ZB = XH+NB, (2)

whereX denotes the channel input andNA and NB denote zero mean Gaussian
random variables that model the impact of additive white Gaussian noise with
(NA,NB) ∼ CN (0,diag(σ2

A,σ
2
B)). An upper bound on the SKG rate is given by

min[I(ZA;ZB), I(ZA;ZB|ZM)], whereZM denotes the adversarial observation [1], [2].
In Rayleigh fading channels in particular, the above bound can be made tight and
the SKG capacity can be expressed asC = I(ZA;ZB) if ZM is uncorrelated withZA

andZB due to the decorrelation properties of the fading coefficients over short dis-
tances (of the order of a wavelength) [24], [18]. In the following we assume that the
decorrelation property holds.

For the above system model with an average power constraintE[|X|2] ≤ P and
assuming the adversary’s observation is independent fromZA, ZB, the input distribu-
tion of X maximizing the secret key capacityC = I(ZA;ZB) is discrete with a finite
number of mass points, similarly to the optimal input distribution of Rayleigh fading
channels without CSI at the transmitter and the receiver [25]. To verify the validity
of this statement we begin by formulating the signalling optimization problem as

max
p(x)

I (ZA;ZB) (3)

s.t.E[|X|2]≤ P.

where p(x) is the pdf ofX. (1), (2) correspond to the two-look channel [26, pp.
290] with input variableXH and power constraintE[|XH|2] = E[|X|2]E[|H|2] =
E[|X|2]σ2

H ≤ Pσ2
H . The input distribution that maximizesI (ZA;ZB) is Gaussian [26]

while the convexity of the mutual information dictates transmitting with maximum
power.

Remark 1:SinceH ∼ CN
(

0,σ2
H

)

, scalar signallingX =
√

P preserves the
Gaussianity of the input and is therefore optimal. This is the standard signalling
method employed in SKG systems, e.g., [18]. However, it is worth noting that the
Gaussianity of the productXH is also preserved whenX is a zero-mean symmet-
ric Bernoulli random variable with supportk = {−

√
P,
√

P} and probability mass
function pX(−

√
P) = pX(

√
P) = 0.5. Next, it is demonstrated that using the latter

signalling as opposed to the former can be employed as a simple defense mecha-
nism, reducing injection type of attacks to jamming attacks.
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3.2 Injection Attacks

MiM in the form of injection type of attacks constitute one ofthe most serious lim-
itations in SKG systems extracting secret keys from RSS measurements [5, 11, 12]
(it is yet unknown whether this attack can be launched to systems using CSI or
the phase of the received signal [13]). Various possible approaches have so far sur-
faced on how to launch injection attacks; in [5] the attack consisted in controlling
the movement of intermediate objects in the wireless medium, thus generating pre-
dictable changes in the received RSS (e.g., by obstructing or not a LOS), while
in [11] whenever similar channel envelope measurements were received from Alice
and Bob, Mallory spoofed the SKG process by injecting a MiM signalW.

Irrespective of the practical approach used to launch the attack, Alice’s and Bob’s
observations respectively under injection type of attackscan be expressed as:

ZA = XH+W+NA, (4)

ZB = XH+W+NB. (5)

whereW denotes the spoofing signal.
Assuming a power constraintE[|W|2]≤Γ , an upper bound of the secret key rate

controlled Mallory is given by

L ≤ I(ZA,ZB;W). (6)

The optimal injection signal corresponds to capacity maximizing two-look Gaussian
channel and can be shown to be Gaussian [26]. Assuming thatW ∼ C N (0,Γ ) we
have that

I(ZA,ZB;W) = h(ZA,ZB)−h(XH+NA,XH+NB)

= log(2πe)2|K|− log(2πe)2|Q|

= log

Ö

1+
Γ

Pσ2
H +

σ2
Aσ2

B
σ2

A+σ2
B

è

, (7)

where(ZA,ZB)∼ C N (0,K) with

K =

Å

Pσ2
H +Γ +σ2

A Pσ2
H +Γ

Pσ2
H +Γ Pσ2

H +Γ +σ2
B

ã

and(XH+NA,XH+NB)∼ C N (0,Q) with

Q=

Å

Pσ2
H +σ2

A Pσ2
H

Pσ2
H Pσ2

H +σ2
B

ã

. (8)

In the following two possible countermeasures are discussed based on the availabil-
ity of side information regarding the injection signalW.
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3.3 Defense against MiM with Side Information

Injection type of attacks can be averted at the privacy amplification stage [12]. How-
ever, it is necessary for Alice and Bob to be able to estimate the necessary compres-
sion rate to suppress information leakage to Mallory. This task is not trivial as Alice
and Bob would need to be able to measureL, which is only possible when side
information regarding the powerΓ of W is available at Alice and Bob.

For the system model described in (4) and (5) the achievable rateI(ZA;ZB) at the
output of the Slepian Wolf decoders can be evaluated as:

I(ZA;ZB) = h(ZA)+h(ZB)−h(ZA,ZB)

= log

Ö

1+
Pσ2

H +Γ

σ2
A +σ2

B+
σ2

Aσ2
B

Pσ2
H+Γ

è

. (9)

Assuming that Mallory does not have any side information regardingH, the secret
key rate is upper bounded by [1]

C≤ min[I(ZA;ZA|W), I(ZA;ZB)]

= I(ZA;ZB|W)

= h(ZA,ZB|W)−h(NA,NB)

= log

Ö

1+
Pσ2

H

σ2
A +σ2

B+
σ2

Aσ2
B

Pσ2
H

è

. (10)

Therefore, the necessary compression rateD at the privacy amplification stage is
lower bounded by

D ≥ I(ZA;ZB)− I(ZA;ZB|W)

= log

Ç

1+
(Pσ2

H +Γ )2

(Pσ2
H +Γ )(σ2

A+σ2
B)+σ2

Aσ2
B

å

− log

Ç

1+
(Pσ2

H)
2

Pσ2
H(σ2

A +σ2
B)+σ2

Aσ2
B

å

. (11)

As long as Mallory does not have a practically noiseless channel, rate compression
of the (maximum achievable) rateI(ZA;ZB) at the outputs of the Slepian Wolf de-
coders by at leastD ensures that Alice and Bob can establish a secret key without
leakage to Mallory.
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3.4 Defense against MiM without Side Information

An alternative countermeasure against MiM attacks was proposed in [12], denoted
by user introduced randomness (UIR). The central idea behind the proposed ap-
proach was the post-multiplication of Alice’s and Bob’s observation by local zero-
mean independent random variables to eliminate any correlation between the in-
jected signals observed by Alice and Bob. Following this approach it is possible to
reduce injection attacks to jamming attacks. Motivated by the UIR approach and
taking into considerationRemark 1, we propose the following modification of the
standard SKG protocol with constant signallingX =

√
P, detailed in the following.

Alice and Bob observe local sources of randomness denoted byωA and ωB

respectively. According to the output ofωA Alice transmits a random probe sig-
nal X following a zero-mean symmetric Bernoulli distribution with supportk =
{−

√
P,
√

P} and success probabilityp= 0.5,X ∼ B(p,k). Likewise, Bob observes
ωB and generates a random probe signalY ∼ B(p,k). Finally Alice and Bob use
X,Y to post-multiply their observations so that the secret key is to be generated
from the new observations

Z̃A = XYH+XW+XNA, (12)

Z̃B = XYH+YW+YNB. (13)

Due to the fact thatX,Y are independent and zero-mean, it is straightforward to
show thatXW andYWare uncorrelated while the Gaussianity ofZ̃A, Z̃B is preserved.
Alice and Bob extract the common key from the new common randomnessXYH
instead ofH. On the other hand, sinceXH,YH,XNA,YNB are independent zero-
mean Gaussian random variables, the proposed scheme renders injection attacks to
uncorrelated jamming attacks.

Assuming that Mallory does not have any information onXYH, the secret key
capacity is upper bounded by [1]

C̃≤ min[I(Z̃A; Z̃A|W), I(Z̃A; Z̃B)]

= I(Z̃A; Z̃B)

= log

Ö

1+
Pσ2

H

σ2
A+σ2

B+2Γ +
(σ2

A+Γ )(σ2
B+Γ )

Pσ2
H

è

. (14)

4 Jamming Attacks

There have been numerous analyses of proactive and reactivejamming attacks in
wireless systems [27], the main difference between the two being whether the ma-
licious node injects jamming signals constantly or during certain parts of the com-
munication cycle. It has been found that standard methods for identifying and pro-
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tecting against reactive jamming attacks can fail because of the low energy required
to launch the attack compared to proactive jamming. It can bededuced that with
respect to (w.r.t.) SKG systems it is necessary for Mallory to disrupt only one of the
two communication cycles in order to inflict an efficient attack.

Based on this observation, the set up for the study of jammingattacks is detailed
in the following: During the first cycle, Alice broadcasts probe signalsX while Mal-
lory observes the channel and obtains an estimateĤ of the main channel CSI that
satisfies [28], [29]

H =
√

1−α2Ĥ +αH̃, (15)

whereH̃ ∼ CN (0,σH) denotes the estimation error andα ∈ [0,1]. Forα = 0 Mal-
lory has a perfect estimate of the main channel CSI while forα = 1 Mallory has
no main channel CSI. In analogy to the first cycle, during the second cycle Bob
broadcastsY.

In standard SKG systemsα = 1, however in the present investigation we allow
for the possibility of a very powerful adversary using ray tracing techniques as pro-
posed in [13]. The motivation behind investigating scenarios with α < 1 lies the
numerous practical systems implementing basic versions ofthe SKG approach us-
ing the RSS as the source of shared randomness due to ease of implementation and
not accounting for phase information in the CSI; in these types of systems, partic-
ularly in Rician environments it is possible to retrieve a noisy version of the shared
randomness variable. Furthermore, we assume that Mallory is able to obtain a per-
fect estimate of its CSI to Alice and Bob.

In this work we assume that Mallory attempts to obtain an estimate of the main
channel CSI over the first cycle and transmit a jamming signalJ over the second
with powerΓ . Based on the above, Alice’s and Bob’s observations, denoted by ZA

andZB, respectively, can be expressed as

ZA = H0X+NA, (16)

ZB = H0X+GJ+NB, (17)

whereG∼ C N (0,σ2
G) models the Bob-Mallory link CSI,(NA,NB) ∼ CN (0,I2)

denote i.i.d. circularly symmetric complex Gaussian random variables modeling the
effect of white noise on the system andIn the identity matrix of dimensionn. For
the establishment of the secret key Alice needs to transmit reconciliation data to
Bob at a minimum rateh(Z2|Z1) [1], [2], [24]. Using this model, in [10] the metric
employed to evaluate the impact of a jammer on the SKG processwas defined by

R=
h(Z2|Z1)

C
, (18)

whereC denotes the SKG capacity. In this study, for simplicity the derivation of op-
timal jamming schemes and of the power allocation policies for the jammer employs
as objective function the raw rate of reconciliation datah(Z2|Z1).
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4.1 Full Main Channel CSI at Mallory: Correlated Jamming

For simplicity, in the following, we assume that the legitimate users employ constant
signallingX =Y =

√
P. In the case of perfect CSI availability at the jammer, it has

been shown that correlated jamming is optimal in point-to-point as well as multi-
user and multiple input multiple output systems [30, 31]. Wewill demonstrate that
the same is true in the case of SKG systems whenα = 0. When the jammer has a
perfect estimate of the main channel CSIH the SKG capacity isC= 0 and it can be
argued that jamming is not necessary; however, the following analysis will serve as
the basis in deriving the jamming strategy in the realistic scenarioα > 0.

In this context, following the methodology introduced in [10] we assume that
Mallory’s objective is the disruption of the SKG process (instead of eavesdropping),
by increasing the cost of the reconciliation phase, i.e., bymaximizingh(ZB|ZA).
Employing this criterion the following proposition formalizes the jammer’s optimal
jamming strategy.

Proposition 1 When full CSI is available at the jammer, the optimal jamming
signal J that maximizes the minimum required rate of reconciliation data h(ZB|ZA)
is linear to H.

Proof: The jammer wishes to maximize

h(ZB|ZA) = h(ZA,ZB|H)+h(H)−h(ZA). (19)

The maximization is achieved by maximizing the termh(ZA,ZB|H) that is con-
trolled by the jammer;h(H) andh(ZA) are independent of the jammer’s actions. We
show that a linear jamming signal achieves this goal.

We have that

h(ZA,ZB|H)

= h(ZA,ZB−λH|H)

≤ h(ZA,ZB−λH) (20)

≤ log
Ä

(2πe)2|Λ |
ä

, (21)

where (20) holds because conditioning reduces entropy andΛ is the covariance
matrix of (ZA,ZB−λH). Regarding (21), we note that for a given autocorrelation
matrix the entropy is maximized by a Gaussian distribution [26]. (20) and (21) hold
for arbitraryλ ; here we chooseλ = E[ZBH∗]

σ2
H

.

Now let’s assume that the jammer employs linear jamming so that the jamming
signal can be expressed as

J =
κ
G

H +
√

v, (22)

whereκ ∈R andv∈ R
+. Substituting (22) into (16)-(17), the observations at Alice

and Bob can then be rewritten as
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ZA =
√

PH+NA, (23)

ZB =
Ä√

P+κ
ä

H +
√

vG+NB. (24)

Next, suppose that optimal̃J is found so thath(ZA,ZB|H) is maximized, or,
equivalently, (21) is satisfied with equality. We defineRsuch that

R= J̃− E
[

J̃H∗]

σ2
H

H, (25)

so thatR is uncorrelated withH. Exploiting this fact, the power of the optimal
jamming signal is found to be

E

î

|J̃|2
ó

=
E

î

∣

∣J̃H∗∣
∣

2
ó

σ2
H

+E

î

|R|2
ó

,

and must satisfy the power constraint so that the optimal jamming signal is feasible.
We observe that setting

κ =
E
[

J̃GH∗]

σ2
H

, (26)

v = E

î

|R|2
ó

, (27)

results inJ having the same power as̃J. Furthermore, the autocorrelation matrixΛ is
the same for bothJ andJ̃. Since uncorrelated Gaussian signals are also independent,
J̃ achieves (20) and (21) with equality, and therefore so doesJ. In conclusion,J has
power equal to that of the optimal jamming signal and satisfies the same constraints
as the optimal jamming signal; as a result,J is optimal.�

Remark: If Mallory has enough available power then the optimal jamming signal
can designed so thatκ =−

√
P, i.e., Bob’s transmission during the second cycle can

be completely canceled off.

4.2 Imperfect Main Channel CSI at Mallory: Linear Jamming

Now let us assume that Mallory has imperfect main channel CSIs.t.H =
√

1−α2Ĥ+
αH̃ for someα ∈ (0,1) and perfect channel CSI for the link Mallory-Alice. Based
on the analysis in 4.1 Mallory can simply inject linear jamming in the form

J =
κ
G

√

1−α2Ĥ, (28)

so that Bob’s observation can be expressed as:

ZB = (
√

P+κ)H+ ÑB, (29)
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with ÑB = NB−ακH̃. Similarly to the case of perfect main channel CSI,h(ZB|ZA)
is maximized forκ = −

√
P if the jammer has sufficient power resources. When

imperfect main channel CSÎH is at Mallory’s disposal, the jamming signal that
maximizes the rate of reconciliation datah(ZB|ZA) is linear toĤ.

4.3 Absence of Main Channel CSI at Mallory: Uncorrelated
Jamming

Next, the optimal jamming is characterized in absence of main channel CSI, i.e.,
α = 1 in the following proposition.

Proposition 2: Forα = 1 when no main channel CSI is available at the jammer
the optimal jamming signal J is the constant signal J=

√
Γ .

Proof: The case of absence of main channel CSI can be treated as a subcase of
the full CSI availability case examined in 4.1. Based on thisobservation, as shown
in the proof of Proposition 4.1, the optimal jamming signal can be expressed as
J = E[JGH∗ ]

σ2
H G

H +
√

v. In absence of knowledge ofH, the termJG is necessarilyun-

correlated withH so thatJ = E[JG]E[H∗]
σ2

H G
H +

√
v=

√
v. Finally, due to the convexity

of the entropy, maximization is achieved when the power constraint is satisfied with
equality, i.e.,J =

√
v=

√
Γ . �

5 Conclusions

In this study optimal signalling schemes were derived for SKG systems. Further-
more, a detailed analysis of injection type of attacks has revealed that it is possible
to reduce them to jamming attacks by suitable signalling. Finally, the impact of
correlated and uncorrelated jamming has been studied.
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