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A Study of Injection and Jamming Attacksin
Wireless Secret Sharing Systems

invited paper

Arsenia Chorti

Abstract Secret key generation (SKG) schemes have been shown to merable
to denial of service (DoS) attacks in the form of jamming amdhn in the middle
attacks implemented as injection attacks. In this papeonapcehensive study on
the impact of correlated and uncorrelated jamming and figeattacks in wireless
SKG systems is presented. First, two optimal signallingeeas for the legitimate
users are proposed and the impact of injection attacks dsawebunter-measures
are investigated. Finally, it is demonstrated that the j@mshould inject either cor-
related jamming when imperfect channel state informat@®lf regarding the main
channel is at their disposal, or, uncorrelated jamming vthemmain channel CSl is
completely unknown.

1 Introduction

The increasing deployment of wireless networks poses sgalnallenges in next
generation dynamic and decentralized networks, congistiiow cost, low com-
plexity devices. Over the last two decades alternativeftementary means to se-
cure data exchange in wireless settings have been inviestigathe framework of
physical layer security (PLS), addressing jointly the éssaf reliability and secrecy.
One of the most mature topics in PLS is the generation of skeys via public dis-
cussion, based on either the so-called source model [1,®lecso-called channel
model [3].

Single letter characterizations of the secret key capaeéye derived in [1],
while in [2] it was demonstrated that the secret keys can bergeed without any
information leakage to a passive adversary; in [4] theseltsehave been extended
to multiple terminals. Simple secret key generation (SK&hhiques have been
proposed for wireless networks by exploiting the inherentalation of the channel
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state information (CSI) between a pair of legitimate nodes t reciprocity [5].
Furthermore, SKG processes over unauthenticated chamnedsecently been pro-
posed [6-8], allowing to consolidate the proposed techesquith standard authen-
ticated encryption (A.E.) schemes [9].

However, SKG systems are not robust against all types ofeactilversaries.
Recently, in [10] the effect of denial of service attacks @) the form of jamming
was demonstrated to substantially decrease SKG rates;ingthasing jamming
power the SKG rates were shown to asymptotically diminiafthls investigation
the adversaries were assumed to inject constant jammimglsignd have been
shown to have a maximum impact on the SKG system when they aldeeto
evaluate the channel state information (CSlI) in the linkisveen themselves and
the legitimate nodes (partial CSI availability). Howeveeither the optimality of
employing constant jamming signals nor the scenario of aar@ary with imperfect
estimate of the main channel CSI were addressed.

Furthermore, in [11] and it was shown that injection type teks allow an
active adversary to act as a man in the middle (MiM) and pa@kytcontrol (a
large) part of the generated key. A simple heuristic apgré@adefend against injec-
tion type of attacks was presented in [12] by multiplying teeeived signals with
independent zero-mean random signals, locally generatéu degitimate nodes.
Although the proposed approach allows converting injecéitiacks to (potentially
less harmfull) uncorrelated jamming attacks, the choigkefindependent random
signals was not optimized to maximize the SKG rates.

The limited literature on the impact of active adversarieS&G systems reveals
that a systematic analysis of these types of attacks istirethe present study,
we begin with a review of joint SKG and crypto protocols in @& Il. Next, we
determine optimal signalling schemes for the pair of leggie nodes in Section
I1l, where we also investigate injection type of attackssliemonstrated that by
employing a binary symmetric Bernoulli probing the legititea nodes can reduce the
injection attack to an uncorrelated jamming attack. Subsstiy, jamming attacks
are investigated in detail in Section IV, accounting for therst case scenario in
which a malicious node might obtain an imperfect estimatéhefmain channel
CSI. This worst case scenario is essential in evaluatirigtieally the limitations of
employing physical layer security techniques in next gatien systems as argued
in [13]. The conclusions of this work are presented in Sectio

2 Secret Key Generation Systemsin the Presence of an Active
Adversary

The SKG standard procedure typically encompasses threeph2y:

1) Advantage distillationThe legitimate nodes exchange probe signals to obtain
estimates of their reciprocal CSI and pass them throughtaldeiquantizer [14].
Commonly, the received signal strength (RSS) has been st &SI parameter
for generating the shared key [15], while in [9, 16] the CShghhas been used.
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Alice H Bob

Fig. 1 System model of the SKG process. Alice and Bob denote thertege nodes and Mallory
an active adversary.

2) Information reconciliation Discrepancies in the quantizer local outputs due to
imperfect channel estimation are reconciled through puti$icussion using Slepian
Wolf decoders. Numerous practical information recontidia approaches using
standard forward error correction (FEC) codes such as lawsitleparity check
codes have been proposed [17], [18], while in [9] the pobsilf employing short
Bose, Chaudhuri, Hocquenghem (BCH) FEC codes has also kpkmed.

3) Privacy amplification Applying universal hash functions to the reconciled in-
formation ensures that the generated keys are uniformisilalised and completely
unpredictable by an adversary [19]. Privacy amplificatiosuges that the generated
keys have maximum entropy (i.e., are uniformly distribjtédore importantly, it
ensures that even if an adversary has access to (even a parge)f the decoder
output, the final secret key can be unpredictable [20].

The baseline SKG system model in the presence of an actiersaty is de-
picted in Fig. 1. Following standard nomenclature of infation security, the legit-
imate nodes are referred to as Alice and Bob while the maigcaxctive adversary
as Mallory. The SKG process exploiting rich multipath wasd channels includes
two distinct cycles over which the channel coefficients lestvAlice and Bob are
assumed to be reciprocal and stationary and then to chadgpendently [20, 21],
i.e., both cycles take place within the channel’s coherdinog. The main channel
fading coefficient is denoted by and is modeled as a complex zero-mean Gaussian
circularly symmetric random variablé ~ ¢4 (0, 03 ).

Typically, in modern communication systems, tamperingckts are averted by
the employment of public key encryption (PKE) schemes wieepre-shared secret
(i.e., a pre-established key at both Alice and Bob) is al#glaTo be deemed ade-
quately robust, current PKE schemes rely on trapdoor fanstsuch as the Rivest-
Shamir-Adleman (RSA) protocol or Diffie-Hellman (DH) vamia with key lengths
of at least 2048 hits. However, the computational resouregsired to generate
symmetric keys using RSA or DH are substantial. Even moreitaptly, increas-
ing computing power and especially the potential of quantomputing, threatens

1 This assumption does not affect the nature of the conclasiemched. For more realistic channel
models that account for correlation of the fading coeffitsesee [22] and related works.
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these schemes. As a result, the key generation phase in thgmiocol can be a
limiting factor in the performance of resource constraiggstems such as sensor
networks, and, physical layer security alternatives wdagldvorth exploring [23].

To develop robust algorithms that can withstand tampettiagks, standard sym-
metric key block ciphers and message authentication (MAG)ogols can be used
in conjunction with SKG [6-9,15]. Reviewing such a possiibeme, let us assume
that Alice wishes to transmit over a wireless multipath et secret message
to Bob. The following algorithms are employed: the SKG schegansymmetric en-
cryption algorithm denoted bks with corresponding decryptiobs and a MAC
denoted by&i gn with a corresponding verification algorithver .

The SKG procedure is launched between Alice and Bob; at tiyubof her
Slepian Wolf decoder Alice obtains a secret Keyand a corresponding coset.
She breaks her key in two pas{ Ke, Ki} and uses the first part of the key
to encrypt the message as the cipherexpher =Es( Ke, m) . Subsequently,
using the second part of the key she signs the ciphertexg ubia signing al-
gorithmt =Si gn(Ki, ci pher) and transmits to Bob the extended ciphertext
C=[coset ||ci pher||t].

Bob checks the integrity of the received ciphertext as fedlofrom C he ex-
tractscoset, ci pher andt. Fromcoset and his own observation he evalu-
atesk={ Ke, Ki }. Subsequently, Bob evaluatesVer (Ki, ci pher, t);v
is either equal tal if the integrity test failed oci pher if the integrity test was
successful. The integrity test will fail if any part € was modified; for example,
if coset was modified during the transmission then Bob would haveuated a
wrong keyK and the integrity test would have failed. If the integritgttevas suc-
cessful then Bob decrypte=Ds( Ke, ci pher).

Itis clear form the above that building semantically seciute. protocols using
the SKG procedure is straightforward as long as the chamelreel probing phase
of the scheme is robust against active attacks. Therefageoit particular interest
to study man in the middle (MiM) and denial of service attadksing the channel
excitation phase of the SKG protocol. In the following Sewt two such active
attacks during the channel probing are discussed. Fildily attacks referred to
as "injection” attacks are investigated in Section 3; aive@dversary — Mallory —
tries to control part of the generated secret Kdyy spoofing the channel estimation
phase of the SKG scheme. Subsequently, in Section 4, Do® iiotin of jamming
are studied. In either case Mallory’s optimal strategy scdssed and respective
countermeasures are proposed.

3 MiM in SKG Systems: I njection Attacks

We begin our discussion of injection attacks by investiggtbptimal signalling
schemes for SKG systems.
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3.1 Optimal Signalling

Let us assume that Alice and Bob exchange a probe sigaatl that their respective
observationZ andZg, can be expressed as

ZAZXH—I—NA, (1)
Zg = XH+ Ng, (2)

where X denotes the channel input atdl and Ng denote zero mean Gaussian
random variables that model the impact of additive white €3@n noise with
(Na,Ng) ~ €4 (0,diag(02,03)). An upper bound on the SKG rate is given by
min[l (Za; Zs), 1 (Za; Zs|Zm)], whereZy denotes the adversarial observation [1], [2].
In Rayleigh fading channels in particular, the above bouand lbe made tight and
the SKG capacity can be expressedas | (Za;Zg) if Zy is uncorrelated wittZa
andZg due to the decorrelation properties of the fading coeffisiewver short dis-
tances (of the order of a wavelength) [24], [18]. In the fallog we assume that the
decorrelation property holds.

For the above system model with an average power constigit?] < P and
assuming the adversary’s observation is independentZiQix, the input distribu-
tion of X maximizing the secret key capaciBy= | (Za; Zg) is discrete with a finite
number of mass points, similarly to the optimal input disttion of Rayleigh fading
channels without CSI at the transmitter and the receiver [Rbverify the validity
of this statement we begin by formulating the signallingmptation problem as

maxl (Za; Zg) 3)
p(x)

s.LE[X|? <P.

where p(x) is the pdf ofX. (1), (2) correspond to the two-look channel [26, pp.
290] with input variableXH and power constrainE[|XH|?] = E[|X|?|E[|H|?] =
E[|X|?]o3 < Pa§. The input distribution that maximizeé$Za; Zg) is Gaussian [26]
while the convexity of the mutual information dictates saritting with maximum
power.

Remark 1:SinceH ~ ¢4 (O, 0,?,), scalar signallingX = /P preserves the
Gaussianity of the input and is therefore optimal. This i $tandard signalling
method employed in SKG systems, e.g., [18]. However, it istivooting that the
Gaussianity of the produetH is also preserved whex is a zero-mean symmet-
ric Bernoulli random variable with suppdkt= {—+/P,+/P} and probability mass
function px(—v/P) = px(v/P) = 0.5. Next, it is demonstrated that using the latter
signalling as opposed to the former can be employed as assidgiénse mecha-
nism, reducing injection type of attacks to jamming attacks
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3.2 Injection Attacks

MiM in the form of injection type of attacks constitute onetbé most serious lim-
itations in SKG systems extracting secret keys from RSS wreasents [5, 11, 12]
(it is yet unknown whether this attack can be launched toesystusing CSI or
the phase of the received signal [13]). Various possible@ghes have so far sur-
faced on how to launch injection attacks; in [5] the attacksisted in controlling
the movement of intermediate objects in the wireless medihus generating pre-
dictable changes in the received RSS (e.g., by obstructintpba LOS), while
in [11] whenever similar channel envelope measurements reeeived from Alice
and Bob, Mallory spoofed the SKG process by injecting a MilyhsilW.
Irrespective of the practical approach used to launch thelatAlice’s and Bob’s
observations respectively under injection type of attazsbe expressed as:

Zpn = XH+W+ Na, 4)
Zg = XH+W+ Ng. (5)
whereW denotes the spoofing signal.

Assuming a power constraifif[W|?] < I", an upper bound of the secret key rate
controlled Mallory is given by

L < 1(Za,Zs;W). (6)

The optimal injection signal corresponds to capacity maaimg two-look Gaussian
channel and can be shown to be Gaussian [26]. Assumini\thatz .+ (0,I") we
have that

| (ZA,ZB;W) = h(ZA,ZB) —h(XH+ Na,XH+ Ng)
— log(2re)?|K| — log(2me)?/Q|

r

2 | 9%
Pog + 2102

where(Za,Zg) ~ €./ (0,K) with

K:<P0,3+F+a§ Poj + T )
Pod +I  POoj+T + 03

and(XH + Na,XH+Ng) ~ €4 (0,Q) with

_ (Pd%+02 Pdj )
Q_( Poi Poj+03)" 8)

In the following two possible countermeasures are disalisased on the availabil-
ity of side information regarding the injection sigmnall
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3.3 Defense against MiM with Side I nformation

Injection type of attacks can be averted at the privacy dioation stage [12]. How-
ever, it is necessary for Alice and Bob to be able to estinte@ecessary compres-
sion rate to suppress information leakage to Mallory. Taék is not trivial as Alice
and Bob would need to be able to measuravhich is only possible when side
information regarding the powér of W is available at Alice and Bob.

For the system model described in (4) and (5) the achievateéé(Za; Zg) at the
output of the Slepian Wolf decoders can be evaluated as:

1(Za;Zs) = h(Za) +h(Zg) — h(Za, Zs)

Poj+ T
=log( 1+ ——"T—0pr |. (9)
2 2 9%
Oat 05+ Poj+T

Assuming that Mallory does not have any side informatiorardmgH, the secret
key rate is upper bounded by [1]

C < min[l(Za; Za|W),1(Zp; Z8)]
=1(Za; Zg|W)
= h(Za,Zg|W) —h(Na,Ng)
Pa3

=log| 1+ ————= | . (10)

2
2 2, 9A%
o5+ 05+ Po?

Therefore, the necessary compression bas the privacy amplification stage is
lower bounded by

D> (ZA; ZB) —1 (ZA; ZB|W)
2 2
“log( 1+ (Pog+1r1)
(PoZ +T)(02+ 02) + 0203

—log <1+ (Pgi)® ) . (11)

2(g2+ o2 252
Paog (05 + 0g) + 0505

As long as Mallory does not have a practically noiseless cbaknate compression

of the (maximum achievable) ratéZa; Zg) at the outputs of the Slepian Wolf de-
coders by at leadd ensures that Alice and Bob can establish a secret key without
leakage to Mallory.
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3.4 Defense against MiM without Side I nformation

An alternative countermeasure against MiM attacks wasqsegin [12], denoted
by user introduced randomness (UIR). The central idea bethie proposed ap-
proach was the post-multiplication of Alice’s and Bob’s ebation by local zero-
mean independent random variables to eliminate any ctioelhetween the in-
jected signals observed by Alice and Bob. Following thisrapph it is possible to
reduce injection attacks to jamming attacks. Motivated iy WIR approach and
taking into consideratioRemark 1 we propose the following modification of the
standard SKG protocol with constant signallXg= /P, detailed in the following.

Alice and Bob observe local sources of randomness denote@sbgnd cws
respectively. According to the output ofs Alice transmits a random probe sig-
nal X following a zero-mean symmetric Bernoulli distributiontivisupportk =
{—+/P,+/P} and success probability= 0.5, X ~ Z(p,k). Likewise, Bob observes
ws and generates a random probe sighal Z(p, k). Finally Alice and Bob use
X,Y to post-multiply their observations so that the secret leejoibe generated
from the new observations

Zp = XYH+XW+ XNa, (12)
Zg = XYH+YW+YNs. (13)

Due to the fact thaX,Y are independent and zero-mean, it is straightforward to
show thatXW andY W are uncorrelated while the Gaussianityaf Zg is preserved.
Alice and Bob extract the common key from the new common remuEssXY H
instead ofH. On the other hand, sincéH,Y H, XNa, YyB are independent zero-
mean Gaussian random variables, the proposed schemeg@mdetion attacks to
uncorrelated jamming attacks.

Assuming that Mallory does not have any informationXviH, the secret key
capacity is upper bounded by [1]

C < min[l (Za; Za]W), 1 (Za; Zg)]
=1(Zn; Zs)
Poj

(02+T)(02+T)
Paj

=log| 1+

(14)
OF+ 08+ 2 +

4 Jamming Attacks

There have been numerous analyses of proactive and regtiveing attacks in
wireless systems [27], the main difference between the w®indowhether the ma-
licious node injects jamming signals constantly or duriegain parts of the com-
munication cycle. It has been found that standard methadsdéntifying and pro-
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tecting against reactive jamming attacks can fail becaftigedow energy required
to launch the attack compared to proactive jamming. It caddzsiiced that with
respect to (w.r.t.) SKG systems it is necessary for Mallorglisrupt only one of the
two communication cycles in order to inflict an efficient aka

Based on this observation, the set up for the study of jamatitagks is detailed
in the following: During the first cycle, Alice broadcast®pe signals while Mal-
lory observes the channel and obtains an estirdaté the main channel CSI that

satisfies [28], [29]
H=+v1-—a2A+aH, (15)

whereH ~ .4 (0,0y) denotes the estimation error aad: [0, 1]. Fora = 0 Mal-
lory has a perfect estimate of the main channel CSI whileafes 1 Mallory has
no main channel CSI. In analogy to the first cycle, during theosd cycle Bob
broadcasty'.

In standard SKG systents = 1, however in the present investigation we allow
for the possibility of a very powerful adversary using ragcing techniques as pro-
posed in [13]. The motivation behind investigating scemmvith a < 1 lies the
numerous practical systems implementing basic versiotiseo8KG approach us-
ing the RSS as the source of shared randomness due to eaggdevhentation and
not accounting for phase information in the CSI; in thesegypf systems, partic-
ularly in Rician environments it is possible to retrieve asgyoversion of the shared
randomness variable. Furthermore, we assume that Maliakle to obtain a per-
fect estimate of its CSI to Alice and Bob.

In this work we assume that Mallory attempts to obtain amesté of the main
channel CSI over the first cycle and transmit a jamming signaler the second
with powerl”. Based on the above, Alice’s and Bob’s observations, denmtea
andZg, respectively, can be expressed as

Zpn = HoX + NA7 (16)
Zg = HoX + GJ+ N, (17)

whereG ~ €.4(0,0) models the Bob-Mallory link CSI(Na,Ng) ~ €.4#(0,15)
denote i.i.d. circularly symmetric complex Gaussian randariables modeling the
effect of white noise on the system ahgdthe identity matrix of dimension. For
the establishment of the secret key Alice needs to transdnciliation data to
Bob at a minimum rat&(Z»|Z;) [1], [2], [24]. Using this model, in [10] the metric
employed to evaluate the impact of a jammer on the SKG pragasslefined by

_ h(Zo|zy)
C )

R (18)
whereC denotes the SKG capacity. In this study, for simplicity tleeiehtion of op-
timal jamming schemes and of the power allocation policesfe jammer employs
as objective function the raw rate of reconciliation da(&;|Z; ).
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4.1 Full Main Channel CSI at Mallory: Correlated Jamming

For simplicity, in the following, we assume that the legisite users employ constant
signallingX =Y = v/P. In the case of perfect CSI availability at the jammer, it has
been shown that correlated jamming is optimal in pointompas well as multi-
user and multiple input multiple output systems [30, 31]. Wit demonstrate that
the same is true in the case of SKG systems winen0. When the jammer has a
perfect estimate of the main channel G6the SKG capacity i€ = 0 and it can be
argued that jamming is not necessary; however, the follguaimalysis will serve as
the basis in deriving the jamming strategy in the realistengarioa > 0.

In this context, following the methodology introduced irD[we assume that
Mallory’s objective is the disruption of the SKG processstgrnd of eavesdropping),
by increasing the cost of the reconciliation phase, i.e.maximizingh(Zg|Za).
Employing this criterion the following proposition fornizés the jammer’s optimal
jamming strategy.

Proposition 1 When full CSl is available at the jammer, théirapl jamming
signal J that maximizes the minimum required rate of red@tmn data h(Zg|Za)
is linear to H.

Proof: The jammer wishes to maximize

h(Zs|Za) = h(Za,Zs[H) +h(H) —h(Za). (19)

The maximization is achieved by maximizing the tehtZa,Zg|H) that is con-
trolled by the jammenr(H) andh(Za) are independent of the jammer’s actions. We
show that a linear jamming signal achieves this goal.

We have that

h(Za,Zs|H)

=h(Za,Zg — AH|H)

<h(Za,Zs — AH) (20)
<log((2me)?/A|), (21)

where (20) holds because conditioning reduces entropy/ai&l the covariance
matrix of (Za,Zg — AH). Regarding (21), we note that for a given autocorrelation
matrix the entropy is maximized by a Gaussian distribut@si[(20) and (21) hold

for arbitraryA ; here we choosg = E[%‘BZH*] .

H
Now let's assume that the jammer employs linear jamming abttie jamming
signal can be expressed as

J:gH+\/\7, (22)

wherek € R andv € R*. Substituting (22) into (16)-(17), the observations atAli
and Bob can then be rewritten as
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Zp = VPH+ Ny, (23)
Zs = (VP+Kk)H+ NG+ Ns. (24)

Next, suppose that optimdl is found so thah (Zp,Zg|H) is maximized, or,
equivalently, (21) is satisfied with equality. We deflRsuch that

- E[JH] H

R=J- 25
- (25)

)

so thatR is uncorrelated wittH. Exploiting this fact, the power of the optimal
jamming signal is found to be

o E[|JH?]
E[|J7?] = ——— +E IGEE
H
and must satisfy the power constraint so that the optimatjarg signal is feasible.
We observe that setting

E [JGH*
- EGH] -
v=E[R?], (27)

results inJ having the same power dsFurthermore, the autocorrelation matfisis
the same for boti andJ. Since uncorrelated Gaussian signals are also independent
Jachieves (20) and (21) with equality, and therefore so dofrsconclusion,) has
power equal to that of the optimal jamming signal and satigfie same constraints
as the optimal jamming signal; as a resulis optimal.[]

RemarkIf Mallory has enough available power then the optimal jangrsignal
can designed so that= —/P, i.e., Bob’s transmission during the second cycle can
be completely canceled off.

4.2 Imperfect Main Channel CSI at Mallory: Linear Jamming

Now let us assume that Mallory has imperfect main channebG$ = v1— aH +
aH for somea € (0,1) and perfect channel CSl for the link Mallory-Alice. Based
on the analysis in 4.1 Mallory can simply inject linear jamignin the form

J:g\/l—azﬁ, (28)
so that Bob’s observation can be expressed as:

Zg = (VP+K)H + N, (29)
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with Ng = Ng — akH. Similarly to the case of perfect main channel Q8Eg|Z)

is maximized fork = —+/P if the jammer has sufficient power resources. When
imperfect main channel CSH is at Mallory’s disposal, the jamming signal that
maximizes the rate of reconciliation ddtgZg|Za) is linear toH.

4.3 Absence of Main Channel CSI at Mallory: Uncorrelated
Jamming

Next, the optimal jamming is characterized in absence ohrgaannel CSI, i.e.,
o = 1 in the following proposition.

Proposition 2: Fora = 1 when no main channel CSl is available at the jammer
the optimal jamming signal J is the constant signat /T .

Proof: The case of absence of main channel CSI can be treated asassdic
the full CSl availability case examined in 4.1. Based on tiservation, as shown
in the proof of Proposition 4.1, the optimal jamming signahde expressed as

J= %H ++/V. In absence of knowledge &f, the termJG is necessarilyun-
H

correlated wittH so that] = %H + /v = /V. Finally, due to the convexity
H
of the entropy, maximization is achieved when the power tai is satisfied with

equality, i.e.J=\NV=+T.O

5 Conclusions

In this study optimal signalling schemes were derived foilGS$ystems. Further-
more, a detailed analysis of injection type of attacks hasaked that it is possible
to reduce them to jamming attacks by suitable signallingally, the impact of
correlated and uncorrelated jamming has been studied.
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