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Command & Control » (C2) is a method and a set of high-technology tools designed to op;mize the way to dominate a complex situa;on. Deeply impregnated with technology, C2 is designed to plan, synchronise, direct and control groups of people and means made available to commanders to carry out comprehensive objec;ves. In our vision, C2 corresponds to the implementa;on of a theore;cal "machine" in support of a strategy, relying on communica;on and informa;on systems, data processing devices, in order to implement decisions. This machine includes a set of processes, methods and knowledge management techniques we recognize as the « C2 cogni;ve circle ». At the end of the last century, cogni;ve compu;ng was looking at the complementarity between human and machine, whereas Applied Cogni;ve Science (Cogni;cs) was interested in the integra;on of human and systems (IHS), conceiving the symbio;c anthropotechnical duo as a single element capable of solving global problems where an isolated man or a system are less efficient than a man enhanced by technology. The aim of the present research program is to bring big data, data analy;cs, cogni;ve compu;ng and other Ar;ficial Intelligence tools to C2, (i) to simplify human-machine integra;on (UX), (ii) to contextualize the complexity of informa;ons in order to obtain the best and most comprehensive situa;on awareness (KX), and (iii) to enhance teamed men-machines' performance (HX).

• A theoretical "machine" in support of a strategy.

• Processes, methods and k n o w l e d g e m a n a g e m e n t t e c h n i q u e s a s t h e C 2 "cognitive circle".

• Data, whether in fixed forms of statistical tables or in the uncertain cloud of big data, requires an ever increasing amount of information processing assistance.

• The "analytics" allow to take advantage of this massive processing capacity to understand them in order to predict.

Our vision

Our methods

The tools Our aim: Shaping the future of C2 by a symbiotic human/machine approach of complexity

• C2 may artificially be described by 2 overarching intertwined processes.

« When we understand that slide, we'll have won this war. »

• From industrial age procedures to Human/Machine teaming. Our project defines a path leading to a future C2. It is based on the dual choice we make to focus on strategy-to-task and to enhance it thanks to big data, data analytics and cognitive computing, allowing for a better understanding of crises' dynamics, a prerequisite for any successful outcome.

General

• The only way to deal with complexity is to build on a methodology that, thanks to a symbiotic Human and Machine cognition, will leverage a shared c o n s c i o u s n e s s o f c r i s i s '

dynamics and thus will enhance quality and speed of decisions, in order to better master the desired effects.

• We intent to focus on the S t r a t e g y -t o -Ta s k p r o c e s s because it contains more key p r o c e s s e s s e n s i t i v e t o knowledge and innovation,

therefore being likely to be enhanced by technology.

How will these technologies influence the main processes driving the decision cycle in a C2 organization?

• A commander's planning tool, continuously revised and improved.

• Until today best, powerful, sensemaking representation to build an operational consciousness of the situation and easy to share.

• 3 k e y p r o c e s s e s i d e n t i f i e d :

Assessment, Wargaming and CCIRs.

• The key identified processes are depicted in relation with their respective cognitive workload as well as their used data complexity.

• 

Operational Design

Representation of key processes

Mapping of key processes*

• Big Data and Analytics help human in monitoring activities, handling of routine questions and developing predictive SA.

• These processes are the best kind of collaboration between humans and machine we will get, leading to Intelligence Augmentation. • CCIRs, then Assessment and Wargaming will be examined through each of the cognitive tools.

In our cognitive based vision

• This program will be rooted in the collaboration between ENSC, Carnot Cognition (14 labs), ONERA Provence RC and CNRS Labri-Ims-Imb.

• • We can expect having created a robust improvement in awareness and consciousness thanks to an integrated human and machine cognition. This will enhance integration of C2 HQ functions, and allow C2 approach space to evolve towards a more distributed C2.

Impact of the cognitive methods

Impact of the cognitive tools

Provence research center

Experimentations will be conducted in cooperation with CASPOA CoE (Lyon)
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••

  "Cognitive computing », akin assisted intelligence, is an additional step in the "intelligent" exploitation of data in order to create learning systems of filtering which help the user in his reflections. HX for Hybridity eXtension: how AI increases the performance of humans collaborating with systems, opening the way towards hybridity.To be effective, C2 evolutions shall rely on the three conceptual cognitive methods : UX, KX and HX.

  of C2, operational design and associated processes, once augmented, should remain the most important tools for the Commander to overcome complexity and lead a high quality strategy-

•

  New technologies are likely to change this. These results could lead to a possible re-evaluation of the relevance of EBAO. Cognitive tools and our three dimensional methodology could generate the missing link towards EBAO implementation.
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