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Cybersecurity of smart-grid control systems: Intrusion detection in IEC 61850 automation systems

Objectives

Propose an extension to IEC 61850 data model: specification of an intrusion detection function Develop an intrusion detection system (IDS) for IEC 61850 automation systems:

• 

Development of a test bench for the study of IEC 61850 cybersecurity
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Fig. 6: Timeline of a legitimate GOOSE message transfer mechanism (green) and a spoofing attack An attacker exploits GOOSE transfer mechanism and publishes broadcast false GOOSE packets mistakenly interpreted as valid from subscriber devices. [START_REF] Hoyos | Exploiting the GOOSE protocol: A practical attack on cyber-infrastructure[END_REF] Legitimate message

False message

Keywords: critical infrastructure security, industrial control system security, intrusion detection, IEC 61850, test bench, hardware-in-the-loop G-ICS (GreEn-ER Industrial Control system Sandbox [START_REF]G-ICS[END_REF]) is a teaching and research platform for ICS interoperability and cybersecurity. As part of it we develop a IEC 61850 test bench including off-the-shelf IEDs (Intelligent Electronic Device), a process simulator, supervision and engineering workstations, an attacker computer and a network analysis computer. 

  Intrusion detection for GOOSE communication, a time-critical protocol • An IEC 61850 Substation Automation System (SAS) architecture resilient to attacks Abstract Cybersecurity problem in IEC 61850 power utility automation systems IEC 61850 standard scarcely takes into account the cybersecurity problem Two main contributions of this PhD: Study of the standard requirements to propose an extension of the IEC 61850 information model to make possible handling of intrusion detection Development of a test bench dedicated to the study of cyber vulnerabilities of IEC 61850 automation systems, including attack generation and intrusion detection Context IEC 61850 standard (Ed.1 2003, Ed.2 2013) "Communication networks and systems for power utility automation": • Preponderant for smart-grid deployment. • Dealing with digital management of control operations and electrical protection functions. • Information handling and transfer in the power grid automation system.
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 21 Fig. 2: IEC 61850 data object model
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 5 Fig. 5: Test bench for IEC 61850 systems cybersecurity
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 7 Fig. 7: Output of false GOOSE detection module