N

N

Risk information formalisation with graphs

Bernard Kamsu-Foguem, Pierre Tiako

» To cite this version:

Bernard Kamsu-Foguem, Pierre Tiako. Risk information formalisation with graphs. Computers in
Industry, 2017, 85, pp.58-69. 10.1016/j.compind.2016.12.004 . hal-01527235

HAL Id: hal-01527235
https://hal.science/hal-01527235
Submitted on 6 Jun 2017

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://hal.science/hal-01527235
https://hal.archives-ouvertes.fr

OATAO

Cipen Archive Toulouse Archive Ouverte

Open Archive Toulouse Archive Ouverte (OATAO)

OATAO is an open access repository that collects the work of Toulouse researchers and
makesit freely available over the web where possible.

Thisis an author-deposited version published in: http://oatao.univ-toul ouse.fr/
EprintsID: 17666

Tolink to thisarticle: DOI:10.1016/j.compind.2016.12.004
https:.//doi.org/10.1016/j.compind.2016.12.004

To citethisversion:

Kamsu-Foguem, Bernard and Tiako, Pierre Risk information formalisation
with graphs. (2017) Computersin Industry, vol. 85. pp. 58-69. ISSN 0166-
3615

Any correspondence concerning this service should be sent to the repository
administrator: staff-oatao@listes-diff.inp-toul ouse.fr




Risk information formalisation with graphs
Bernard Kamsu-Fogueat, Pierre Tiako

aUniversité de Toulouse, Laboratoire de Génie de Production (LGP), EA 1905, 47 Avenue d'Azereix, BP 1629, 65016 Tarbes Cedex, France
hTiako University, 1911 Linwood Blvd, Oklahoma City, OK 73106, USA

ABSTRACT

The logistics is anessentialeconomic activity that is intended manage the physicalnd data flows
(informative, customs andinancial), in order to provide the resources corredpanto more or Jess
determinecheeds ircompliancewith thespecifiedeconomic and legaonditions(subject tahequality-
of-service targetandthe securityand safetgonditionsaresatisfactory)The links betweeformalized
information, risk management in production logistics and adaptation ¢bntdogicaland market
changesareessential to industrial companiés this paperwe havefollowed a structured approach,
keepng within a formai risk management framework, for continuahyproving productionlogistics
practices and procedures by experience feedback processesforhmtion derived from the risk
assessmerih production logistics is formalized by the conceptyralphs permitting toeasethe logical
expressions and enhance teemantic quality of visual representation produced. Ppheposaiis
illustrated moreclearly by a concretecase studyof the production logistics adoptddr aircraft
manufacturing imn Europeaderonautic Company.
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there is agrowing need for promotinggood risk management
practices[23] in orderto anticipateand prevent ailrisks which

An industrial system, from a systemic point of view, is both anmay occumwithin the company and workontinuously teeradicate
open system and a finalized system, meaning thatcibnseived them.

1. Introduction

and managedccordingto someobjectives. The objectives thean
be assigned ar@umerous:the cost, the quality, the production
volume, the delay and the sustainability. These objectives
encountered can be classified into three main categorie

« Customer service improvement: understanding
response time, quality and guidance provided.

Risk mangenent isdefined as the identification, assessment,
andprioritization of risks followed bythe engagement of resources
to treat (minimiation or avoidancdeand monitor the probability
andbr impact of unfortunate events [13]. Furthermore, risk
managementis not limited to a purely static and negativatlook

the needsf these event#t also integrates dynamic dimensiorshowinga

temporal distribution of the actioms the short,mediumand long

= Cost contrai: the direct and indirect costs imposed on businesseterm with the options t@xploit the realization of opportunities

= Productivity growth: the overall and individual productivity of
the various actions.

The strategies ofindustrial systems that are intendetb
contributeto achieve thesebjectives carbe challengingbut their
attainmenthelps to develop theconomicpotential and ensures
the survival, protection andgrosperity of the considered enter-
prises.Thisrequires devel of productivity and profitability thatis
supported by the consistency and continuityewénts occurring
between the internaiand externat environments.In particular,
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[19]. Accoding to these constraints, theheart of the risk
management is thus tofind a sutable combination of provisional,
preventive and curaive acions, contributing to a significant
reduction ofthe risks; and through the implementation of three
main categories of risk analsis and assessmentechniques
(qualitative quantitative, hybrifl [26].

In the indugtrial environment,within production lgistics, the
organizationis often a full reflection on the way in whidhcould
improve the means toacdhieve customer requirements and
resources efficiency. Meanwhilethe production systemscan
operatein a constanly changingenvironmentthat causes the
effect of uncertainty or hazardon target objectives (e.g.
production rateof finished products). In this document, the
selecteddomain of interest iproduction logistics that aimsto



ensure that each machine and workstation receive the right possible to develop proper mitigation measures of a risk or
product in the right quantity and quality at the right time within a shared it with some partners?

value- added system (e.g. a manufacturing unit or an industriat Risk monitoring: What are the indicators to be put in place to
company)[28].As the supply chain management encompasses ail monitor the evolution of risk and the effectiveness of a given
logistics management activities, the production logistics is a part of action that was implemented?

the supply chain that streamlines and controls the flow of things

(goods and services) through value-added processes. This four-step process is cyclic and it may be supplemented, if
The core characteristics of supply chain risk can be classified inecessary, by the assessment of the residual risks remaining after

three main categoriegl8]: the risk response or after the application of risk mitigation
measures. In spite of ail the measures and precautions aimed at

= Risk-affected objective (efficiency and effectiveness), reducing a risk, what consequences should follow on from the

= Risk exposition: disruptive triggers (triggering event and occurrence of this risk?

probability), time-based characteristics, and affected supply The literature comprises several methods on risk assessment in

chain (vulnerability and resilience), the field of production logistics; only two of the most well-known
= Risk attitude (aversion, seeking, neutrality). methods will be described: the Failure Modes and Effects Analysis

(FMEA) and Fault Tree Analys(§TA) [30]. FMEA is a method that

The risk exposition is particularly determined by the occurrencéhoroughly analyses the elements and their failure mode features
of a triggering event, as well as by time-based characteristics of the assess risk and reliability in production systems. It begins by the
underpinning supply chain. Indeed, ail the logistics associated withecomposition of the system into subsystems. This method
the production chain can be based on the importation of parts andentifies and evaluates apotential causes thaimay be sources
tools from external suppliers. In such situations, there is aof error to determine the effect they have at the element level.
increase in the risk factors, particularly in terms of delays, nonHowever, it does not clearly integrate element interactions but
compliance issues and damaged or missing parts. Add to this thelies only on experienced knowledge.
internai factors of risks including the loss and damage of parts or FTA describes event itineraries from failure root causes to top-
tools, misunderstood requirements and overproduction. That is devel consequences. This method is applied in the production
disadvantage to the smooth functioning of the production systemsystem to guarantee the safety and improverdfiability of
of industrial companies and therefore with possible different risks,product developmenETA is intendto permit amactorto detechil
particularly in terms of the timetables and processes for delivery inserious routes that might lead to an undesiraent such as
the supply chain. Indeed, production logistics management issystem malfunction or failure. Nevertheless, FTA also particularly
required to properly analyze the production chain and considedepends on knowledge and experiences of stakeholders that are
various risks to this chain in order to try to eliminate, minimize or working in the target system. The collaborations and dynamics of
overcome some of the generated drawbacks by reducing thehe performance requirements are not sufficiently apprehended

vulnerability of enterprises for supporting the principles of supptiainresilience in complex
The paper istructured as followedection2 describes related  organizationsof enterprises[20]. In practice,complex systems

research works. Secti@exposes arocesf risk managemerih require means to suppient and reinforcehe performance

production logistics with a focus on the riglentificationand risk impact of their supplier integration operations through production

assessment. Sectidmpresents the graph-based representation forlogistics risk management policies in risky environmets].

a formalized description of risk information following identified Furthermore, with the increased competition among the produc-
production logistics risks and validates our approach with a realion logisticsof organizationsmodelling is important for analysing
case study from the aeronautical industry. Secfigrovides a the level of maturity in enterprise risk management in complex
discussion on riskdentification andassessment using formaliza- international companie$29]. Such largecompanieshave to

tion with conceptual graphs Finally, Sectigives the conclusion  comply with securityinitiatives and builda higher level of safety

basedon research findings and underlines some challenges. measuresto reduce the frequencgf supply chain disruption
occurrence$32].In anenvironmenbf networked enterprises, it is
2. Related works admitted that the identification and management of these supply

chain disruptions and risks is therefore crucial for the effective
According tostandardlSO 31000[17]. risk management should management of production logistid®].Effective management of

be a systemati@and structured proceséncluding establishinghe supply chain risks requires a comprehensive yet rapsgéssment
context risk identification, risk assessment, risk control and risk of internai andexternal sourcesf risk events inthe supply chain
monitoring), which is capable of continuaiimprovementand and their potential impacts iromplex prodiction systems(e.g.
enhancement.Risk managementis of great interest to ensure manufacturiig system)[1]. Simuldaion and optimization models
continuity of production, proper supplies and the stability of the can be combined through soiterativeprocedures to achieve the
enterprise. In production logistics, each phase of the riskbest values for risk reduction by selecting a combination of
management process can be identified by the issues and questionsitigation strategieq2]. It is significant that most of thexisting
that many researchers and engineers working in the field askmethodologies of risk management in production kiggslack
themselves: inbuilt and practical techniques that take intonsiderationthe

complex interactions ardiynamic feedbackropertieswhich can
- Risk identification: does it havarisk? What are the damages meaningfully affecthereliability of risk man@ement results (25].

associatedvith risks in the enterprisendits partners? What is In the following section, amethodolgical approach is
the impact on customers, on the organization, etc.? presentedwith three steps including risk identification, risk

- Risk assessment: what is the severity of a considered riskassessment and risk treatment. This methodological approach
What is the probability of a risk occurrence? provides an information formalization for intluencing factors in

- Risk control: through the implementation of actions planned irrisk management for production logistics.
the short,medium and longer term: how to master, contain and
control a risk? By implementing techniques of prevention and
protection measures (e.g. training of company personnel), itis



3. Risk management in production logistics of people dedicated to the plannjrgnfiguration management,
customer support, etc.

In this paper, a major emphasis is piaced on the first three On the basis of an empiricatudyof the available data and
phases of risk management processes including risk identificatioexpertestimationson the various existing risks in the considered
assessment and contrai, which are essential to proper achievemaarbnautic company, it appears that assessment of the risks related
of the next phase of risk monitoring. The proposed appr(ah to production logistics function are obviously presented in the
Fig. ) applies the well-known Ishikawa diagram to acompzase form of a table(seeTable 9.
to identify root causes of the most important risks. Then we appiy In theTable 2 there are two colour scales which are intended to
the Failure Mode, Effects and Criticality Analysis (FMECA)reflect the occurrence of a logistic risk and its potential severity.
technique to determine the criticality of those risks. Finally, welhe first scale consists of four colour-coded occurrence levels
add a conceptual graph and a logical expression to visualize a@ertain(red), Likely (orange)Possible (honey)Rare (yellow)), and
describe the actions to be taken when dealing egttiainrisks. the second scale consistSthreecolour-codedseveritylevels(very

The proposed approach is illustrated by the risk management gerious (red) serious (orange)/ess serious (yellow)). InTable 3the
a leading Aeronautic company (belonging to the Europeansk rating is specified using a two-dimensional matrix, with
Aeronautic Defence and Space Compée&DS))with production  severity in one axis and occurrence in the other.
and manufacturing facilities. In the following sections, we focus on Frequency describes how many times the adverse consequence
the risk identification and risk assessment, with some suggestioheing assessedill actually be realized. The frequency-based score

for the risk contrais (sharing, reduction, or avoidancesdd. is suitable in most situations and is easier to determine in practice.
A simple sebf definitions forfrequencyis described as follows:
3.1.  Risk identification Rare (this will probably never happen/recur), Possible (Might

happen or recur occasionally), Likglill probably happen/recur

The risk identification is made to categorize the productiorbut it is not a persisting issye@nd Certain (Will undoubtedly
logistics problems encountered in the organization of a network dfappen/recumpossibly frequently.
suppliers. So, the considered production logistics risks are
associated with certain strategic and organizational choices 8f. Risk assessment
the companyMore specifically, the focus is on the production
logistics risks in the aircraft manufacturinginduced either Risks are typically analysedby combiningassessments of
internally or externally by the suppliers,when the company is severity (also describeals consequence) andcurrence (frequen-
committed to respect deadlines and product quality in accordancg or likelihood) in the setting of existing contrai procedures. On
with contractual obligations to the clients. Hence, the manufactuthe whole, a risk rating ispecifiedusing a two-dimensional
ing, management and delivery of products are conditioned by theatrix, with severity as one axis and occurrence as the other.
contractual deadlines negotiated between the company and thRellowing the presentation of thisk mapping associated with the
clients at the time the order is plac@dble Iprovides a summary production logistics function iffable 3 we seeko analyze the
of the identification of production logistics riskstime considered most important risks fronthe mapping doneaccordingto their
aeronautic context. severityand their occurrence.

Thereis a strong interaction between the logistics ahdtaer As regards therisk estimation in order to reduce some
enterprise stakeholders: marketing in the definition of productglisruptions throughout supply chains and the associated prohibi-
studies and research in the design of these products, methodstive costs, thevorking group of experts (including logistics experts
the definition and provision means of production, trade forand project managers and quality managers) structured reflections
evaluating sales volume and orders, production for the realizatido deal effectively with the growing complexity of the logistics
of the products, but also quality, etc. Specifically, tbesidered fonction. In order to estimate risks, the experts elaborate some
expertsare specialistinvolved in the logistics activities covering analysis concerninthe deployment of the followimelements{i)
the organization of flows shares, planningustomerrelationship  a logistics protocol; (i) benchmark assessments igistics
upstream (orders), purchase and supply of componienesntory  organizations andlii) logistics performance indicators. Among
management, transportation and commissioning available, relthe reflectionsthe group of experts also studied the possibility of
tionship to the downstream customer (delays, service rate), edeveloping a guide and a questionnaire for optimizing the
Those experts include various transversal professions involved implementation otollaborativeengineering throughout the value
the operation of major collaborative programsoject managers, chain, and for measuring the integration ahalysis into
quality specialistsn project angroduct,logisticsexperts, butlso professional practices. In thisase it is interesting to offer an

RiskIdentification Risk Assesment Risk Treatment
I r r

Qualtative Quantitative Formalization with
analysis analysis Logical expressions g
Data & information - |
collection
(e.g.lshikawa) (e.9.FMECA) (e.g. Conceptual Graphs) !

Improvement

Fig. 1the flowchart of thgproposed reearchmethodology.



Table 1
Identification of production logistics risks.

Risks engenderebly the:

Network of suppliers Aeronautic companies Companies commitments logistics performance
= Risk related to non-compliance with quality = Risk generatedby strategiachoices. » Risk associatedvith waiting times
= Risk related to procurement space. = Risk generateblycost optimisatiolecisions. » Riskgeneratetly overproduction.
= Risk related to professional failures of prodoict « Risk generatedby shortageof stock = Risk associated witlthe deliveryof finished
logistics and transport providers. productsto the clientson the contractuatiates and
hours

« Risk generatecy missing tools.

« Risk generatedy non-compliancenith quality.

Table 2
Risk assessment related to the production logistics function.

Risk Occurrence of theisk Severity of the risk
n°1:Risk relatedo non-compliancevith _ Very saious
quality. Possible (major damage) .
. Seriou: .
n°2 :Risk related to procuremerspace Possible (important damage)U
n°3:Risk relatedto professonal failures Seriou: .-
of productionlogisticsandtransport Rare (importantdamageU
providers.
Seriou -
n°4 :Risk generatedby strategicchoices. | Likely (important damage)U
Seriou:

n°5 :Riskgeneraed bycost optimisation

decisions. Likely (importantdamaye) U

n°6 Risk generatedby shortageof stock. Possible

Wesjoraiavage) l

Ve
(major damaye)

'y s4a iUUb
Very seious
(mgor damage)

Certain
n°7 Risk generated by misng tools

n°8 :Risk associated with waitingmes Likely

N0 @0 OO O DD

n°9 :Riskgeneratedby overproduction Rare (major damagg
n°10 :Risk associatedvith the delivery of %m'wa
finished products taheclients on tle (important danage)

contractual dates arfburs. Certan

enriched analysis allowing quick examination of #iationin (4) waming on delivery delay&) occupancyratein transport and
terms of logistics and customer supplieglationships. The (6) reliability of stocks.
proposedlogistic performanceassessment framewoi& used in The information exchanged with the experts helped toetsav
bath the sdf-assessmenand the external audit by the aerospacemore comprehensive vision of the different industrial contébits.
industry companies. The specified analysisfinessix common a crucial stepto find through group assessmenthe most
logistics performancendicators that came usedby the supply  dangerougisks and their different causes. For instantes very
chain partners (including carriers and logisticsvjiters). These serious risks have been targeted through group discussions in
six indicators ar&eombinedto enable astandardmeasure of the collaboration with the key domain experis the identified
performance and its developme(it) respectof the deadline for aeronautic industrial sitén this way, the priority riskdor this
thearrivai of partsandtransportation(2) waming onanomalies in  production logistics function were focused amore restricted
theloading (3) number ofincidents (forgotten or damaged parts), numberof risks. Theselected five very seriousrisks are the
following:



Table 3
Risk mapping associated the production logistics function.

Very Seriou:

Seriout @ ‘ ,

Moderatt

Rare Possible Likely Certain

= n°7: Risk generated by missing tools. The non-quality is the difference found between theget
= n°8: Risk associated with waiting times. quality and the quality actually obtained. Consequently, some
= n°1: Risk relatedto non-quality elementaryparts,components antbols can be obtained at dower
= n°9: Risk generated by overproduction. quality. This clearly lead to a risk of clearlpome sub-standard
= n°6: Risk generated by shortage of stock. outputs of the required products ordered by the clients. The non-

quality is a riskwhich also engendered other problems: significant

The analysis of the root causes can take place using the Ishikas@ntrai costs, unexpected delays in deliveries, and the waiting
diagram [16,15,14] (also called fishbone diagrams) for each times for production operations. For the risk generated by the non-
identified riskindeed, this diagram is one of the seven basic toolguality, an Ishikawa diagram displays the root causesigr4.
of qualityand its purposés to break dowifin progressive layersf Overproductionis a production with supply exceeding con-
detail) root causeghat possiblycontributeto a specific effect. sumer demand oproducts. ltcan addto the costof inventories,
Causes are typically grouped into main categories (Peopl&ork in progress, additional transportation requirements, addi-
Methods, Machines, Materials, Measurements and Environmentional contrais, delays on other products, waiting times, and
to identify the sources of problems. The root causes analysis ganufacturing slowdown or the interruption of the product flow.
important to determine the relevant corrective actions to avoithdeed, itrepresentshe worst forms of wastage, because it is the

reoccurrence source of many others. For thiek generatedy the overproduc-
of identified problemsnd associatedsks. For exampldorthe  tion, anlshikawa diagram displays the rocduses irfig. 5.
risk generatecby missing tools, an Ishikawa diagrashowsthe The stock shortagerepresents the moment where the

root causesin Fig. 2 Particular attention is paid to certain ~ company'sinventories are insufficient to meetthe customer

parameters (state, lack of duplications, non-repairable andemand Frequent shortages of stock causes some delays in

criticality). These contribute to better detection of the manufacturearrying outasksand thus a delay in the delivery of work, creating

ing tools requiring botlanurgent analysis dheunderlying causes a negative picture of the organization. Moreotke prolonged

and a deeper reflection on the most reliable methods for achievirgkecution time may be behind the departure of certain clients

a substantiahnd sustained reductioof risks. following acrisis ofconfidencan business relationships regarding
The waiting times represent the time periods during théhe clientexpectationsThiscanhave a negativeffecton the brand

production whee no valueis added tathe product, including the imageand the economiperformanceof the considered aeronautic

waiting time for materials,information, equipment, toolstock-  companyForthe risk generated birestock shortageanishikawa

outs, long processing times, downtimes and bottlenecks. Thus, tHégram displays the root causes-ig. 6.

waiting times causesome risks in the supply chain. For the risk

generated by the waiting times, an Ishikawa diagram shows the

root causes ifrig. 3.

People Machines

Strkes Lack of contrai

Lass oftod's

Lack of motivation

Lock of duplications

Inadequate storage

Technical failure

\

N
Inventory shortages /

Missing tools

Temperature

Lack of procedures .
Cleanliness Drawing Errors (2D/3D)
Pollutants Lack of organization Poor order management

Environment m Materials

Fig. 2. Ishikawadiagram for missingodls.
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Machines

Untroined personnel

Serious under-stoffing :

Tool constraints

Downtime
Inadequate facilities :

Information transmission errors\

Insufficient equipment \

\ ook ofr AN Waiting times
. ack of rigour . /
Imprecise specification / Defaulting subcontractor
Drawing Errors (2D/3D) /
Modification Supply problems
Lack of procedures /
i Storage requirements
Highrrisk areas Technical failure
Environment Materials
Fig.3.Ishikawaliagranforthewaiting times.
People Machines
( Lock of tool
Unfroined personnel ockoTtoals
Unsuitoble cleaning
Management review
Disorgonization \
Inefficient technical support Unrelioble equipment \
—————————— e e ——— e ..-[LNon-quallty
Pollutonts Callbratlon Physical chclrcctenzchon /
ock of infernal audit
Vibrati —
foration Lack of procedures
: Ports prc
Climote Weak prevention ;
Environment Method Materlals
Fig.4.Ishikawadiagram for the noiguality.
People | Machines
. Numerical control
Underconsumption
. High Speed Machining
Overinvestment
\ Computer-aided design
Demond shorifoll \ Computer-aided engineering
Overproduction

Future standards

Deregulotion

Lack of procedures

Directives (EU) Weak prevention

Environment

Disorganization Lower commodity prices /
Incormrect archiving L

Sector senstivity

Substitutional elements

Materials

Fig.5.Ishikawadiagram for theoverproduction.

3.3. Risk treatment

In the risk assessmenmte optedfor the Failure modeeffects
and criticality anaiysis (FMECA) [6], which is a reliability
assessmentechnique dlowing to study the potential failure
modes withina system. The FMECA is used to examirlee
associated parametefdetectability, severityand occurrenceof
each identified riskin orderto determine their criticalityTherisk
priority calcuation is a resuit of a multiplication of detectability
severityx occurrence and it providesaay to focus on thdighest
risks. Sornerecommendations amuggestedaccordingto their

relevance to a specific risk; and amaportant to reducethe
impacts of critical risksln fact, theseecomnendationsto manae
theidertified and assessedsksfall into four main categorief3]:
avadance,reduction,sharing ad retention.

The differentactionsthat can be used for recommendations of
potential risk treatments ardetailed inTable 4

From anoperationapointof view,the benefitof this approach
are many andvaried:

= Identification of weaknesses in the system aondgested
recommendations.
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Table 4
The type of actions recommended.

Type of action

Action to optimize- mitigate the probability of theccurrenceof the riskwhile containinghe cagesof the risk to prevent streoccurrence.

Avoidance Action to eliminate, withdraw from or not become involved.

Reducdon

Sharing Action to transfer- outsource or insure of the risk with one or motieerparties.

Retenaon Action to accept and budg#terisk in order to limitthe severity of adverse effectghen the risk ocaurs

= Specification of the means to protect itself against certaitrimming or surfaceparameterization/11]. Indeed, a significant

failures.

risk situation is one in which the manufacturing or contrai tools are

= Study of the consequences of failures with regard to the differemot replaceable and do not have any duplicatescdse of a

individual components.
= Classifcation of potentialfailures accordingdo their impact on
the risk managemerdand mitigation actions.

technical

problem duringthe manufacturing process, their
replacementvill be too longgiven thecomplex andnulti-layered
nature of the production processes involved, together with the

= Incorporation of improvements identified through the businesgressure for productivityifa tool breaks down emergency reverse
and operational process optimization with internai and externatngineeringvill have to be used in order to manufacture the tool

controis.

that allows the operations to continue in normal working
conditions because it is difficuid createa new tool withexisting

The FMECA offive highest risks in the production logistics of the20 drawings. Therefore, it is important to carry existing physical

consideredaeronauticcompanyaredescribedin Table 5showing
both numeical scoring and colour bandings. The risks situated
the cells identified with ared colour, are theisks that aremost

geometry intamumerical product developmeeatnvironmentswith
30 drawings ando create adigital 30 recordthattakesinto
account new modifications to recent produc developments.

critical and that must be handled on a high priority strategy. Th&urthermore,it is noteworthy that reverse engineering became
high risks are marked with an orange colour and the significar#t practical method to make a 3@rtual mode! of an existing

risks are marked with the yellow colour.

In the aeronauticcontext, the advantage of this FMECA
application residedn its assessabland functionaldescription
of identified risksand thefact thatit suggests effective solutiots
improvethe production system and bettaanag the risks at the
level of the productiorlogisticsfonction For instance, in order to

physical part for use in 3@omputer-aideddesign (CAO),
computer-aided manufacturif@AM), computer-aided engineer-
ing (CAE) or other interopeble software [38,27,10,22,5,31]In
addition.an efficient reverse-engineer@idocesanbe used iran
intelligent collaborative framawork for minimizing redundant
designstages anddentifying designbottlereds [24].

contrai the risk of missing tools, reverse engineering is recom-

mended.
Specifically in order to deal with the rigleneratedy missing

4. Conceptual graphs for formalized information of risk
management

tools. reverse engineering is recommended. Reverse engineering is

defined as the process of extracting design information or
knowledye from anything man-made ande-producimy it or
reproducinganything basedn the extractednformation (9]. In
this case, thebjective ofthe reverse engineeringrocess ito

4.1.  Conceptual graphs representation

Conceptual graphwsere introduced by Sowas adiagrammatic
systemof logic with the purpose "t@xpressmeaning in a form

produce an updated documentation of legacy manufacturindpat is logically precise, human readable and computationally

systems.

In fact, some improvements on some eaniersionsof many
productshave not been included ithe technicaldrawings, so
reverseengineerig is usefulfor applications such ake updatig

of technical drawings of the outdated products without surfacghe

tractable"[35]. Conceptualgraphsencode knowledge agaphs
and thus can beisualizedin a natural way(36].Thus the graph-
basedtechnique is usetb represeninformation and knowledge
about aconsidered domaif87] (e.g.therisk manaemen).In fact.
formai conceptualization of shared representations



Table 5

The FMECA for the highest risks in the production logistics of the tagemnauticompany.

- . Criticality
T%’S;f f Idr;r:g::sc OC((:Llj_rgnC S?I_eé{)m Detectability | (O )[())SX Action Plar péggr?f
Internai [ n°7 Risk 4 3 Reverse Avoidance
risk generatedby engineerin
missing tools. I
Interna | n°8:Risk 2 3 6 To outsourct Sharinc
/Externat | associatetvith the adaptive
risk waiting times. opportunity
management
taking account
of the
manufacturing
cycle andthe
most utilitarian
allocation of
resources.
Interna | n°1:Risk 4 3 To ensurethata | Reductiol
/Externat | related to non- drawing(3D)
risk quality. conforms to the
manufactured
products
(conformity
assessment)
Interna | Nn°9 :Risk 4 2 8 ToapplyJust- | Reductiol
risk generatedby in-time (JIT).
overproductior
Interna [ n°7 :Risk 4 2 8 Tohawea Avoidance
risk generateddy pertinentsafety
stock shortage stock of
finished parts
for aminimum
of one week

significantly influences the manner iwhich collaborativework
takes place, asvidencedby theircontributionin the exchangef
information and generated knowledge134].

The factual and procedural knowledge are basedn the
representatiorof concepts and their relationships. This represen
tation is encoded by &abelled graph,with two kinds of nodes,

link a concephode to a relation nodg].Conceptuagraphshave
an operationalsemanticsn first orderagie andthe decidability
andcomplexityof theassociated reasonipgoblems (consistency
anddeduction) hasbeen analysed ariscussedy some authors
[3].Later,thisdecidabilityand comgdexty analysis wasefined and
interpreted witha coherentglobal viewof decidableclasseswith

respectively corresponding to concepts (view by drawing #&onditions on conceptual graphle dependencies and formai

rectangle) and relatior{giew by drawingan aval)whereas edges

Hypothesis

description

Risk: MlssingTools Criticality: 12 |

!

Fig.7.A conceptubgraphmodelling arisk situation omissirgtools.

Logical expression(Risk (Missing Tools)\ Criticality (12)/\ Assessment (Missifigols,?))

11Treatment (Missing Tools, Avoidancé) Object(Avoidance,ReverseEngineering))

Implication

reasoning mechanisngforward and backward chaining4].

Conclusion

description

Risk: Missing Tools
1
l Action Plan: Reverse Engineering

2

Treatment Action:Avoidance

(Risk (MissingTools) /A Action (Avoidance)/\ Action Plan(ReveseEngineerirg)



A conceptual graph mie expresses implicit knowledge of thehortage with a criticality value equal to 8 then the recommended
form: "if hypothesis, then conclusion”, where the hypothesis anection should bevoidance having as its object thaction plan to
conclusion are both basic graphs. Using such a mie consists ltdive a pertinent safety stock offinished parts fora minimum of one
adding the conclusion graph to some facts when the hypothesisek.
graph is present. There is a one-to-one correspondence between
some concept nodes of the hypothesis with concept nodes of tBeDiscussion
conclusion. Two nodes in correspondence refer to the same entity.

These nodes are said to be connection nodes. The knowledgé. Risk identification and assessment
encoded in mies can be made explicit by applying the mies to

specified facts. Major risks identified in the context of our case study and
engendered by suppliers include the risks related1fo non-
4.2. Infonnation fonnalization of production /ogistics risks compliance with quality(2) procurement space, ar{@) profes-

sional failures of production logistics and transport providers.

After applying the FMECA for the production logestirisks Risks identified and engendered by aeronautic companies include
there is a need to formalise information of production logisticshe risks generated by (4) strategic choicés) the cost
risks. So, the relevant conceptual graph mies are created optimization decisions, (6) the shortage of stock, (7) missing
facilitate understanding of the logical description of the formalizedools, and (8) risk generated by non-compliance with quality. Other
information In the considered study, only mies related to fivemajor risks identified and engendered by commitments of
highest risks in the production logisticanill be examined. The companies to logistics performance includes the risks associated
associated concepts are "RisKCriticality”, "Action Plan" and  with (9) waiting times, (10) overproduction, and (11) theidely
"Action”. Action Plan is a concept describing the potential actionsof finished products to the clients on time.

(‘avoidance, reduction, sharing and retention) to manage identified The keys domain experts include the logistics experts, the
risks. project managers and the quality managers who remain at the
Fig. 7represents the modelling of thisk generated bynissing forefront of main risks. They play a significant role in providing
tools with an associated mie ie conceptual graph formalism. experiences and advices to constmctors and equipment manu-
The miein Fig. 7 means, ifa risk is causedby missing tools facturerswho need to have means of actions encouraging risks

(industrial resourcesywith a criticality valueequal tol2thenthe  reduction and mitigation. These experts investigatd develop
recommendediction shouldbe avoidance havingasits objectthe  conceptual enhancements for reducing the risk of supply
action plan of reverse engineering. dismptions and the prohibitive costs. They provide stmctured

Fig. 8represents the modelling of the risk associated tith reflections to effectively deal with the growing complexity of the
waiting times through an associated mie in the conceptual graplogistics function and to enhance the competitiveness of the
formalism. The rule irFig. 8 means, if aisk is caused by waiting product and service offered to its clients.
times with a criticality value equal to @hen the recommended We exchanged information with experts from different
action should besharing having as its objectthe action plan to industrial contexts and found through groapsessments the
outsource theadaptive Opportunity ManagemenfOM) taking most dangerous risks and their different cauBasgicularly, we
account of the manufacturingycle and the most utilitarian analysed the above ten major risks with a mapping associated with
alocation of resources. appropriate production logistics functions. In collaboration with

Fig. 9represents the modelling of the risk associated thigh key domain experts in the identified aeronautic industrial site
non-quality through an associated mie the conceptualgraph  considered, and using group discussion, we narrow down and
formalism. The rule irFig. 9 means, if a risk is caused lmgn- ranked the identified ten major risks identified in our case to the
quality with a criticality value equal to 12 then the recommendedfollowing five critical risks:(1) risk generated by missing tools, (2)
action should be reduction having as itsabjectthe action plan to risk associatedvith waiting times(3) risk relatedto non-quality,
ensure thaa drawing(30) conforms tdhe manufactwed products  (4) risk generated by overproductioand (5) risk generatedby
(conformity assessment). shortage of stock.

Fig. 10 represents the modelling of the risk generated by FMECA (Failure mode, effects and criticality analysis) was
overproduction with an associated mie in the conceptual graphadopted in this paper as reliability assessment technique to study
formalism. The rule inFig. 10 means, if a risk is caused by potential failure modes in our case study. The FMECA of the above
overproduction with a criticality value equal to 8 then the five highest critical risks in the production logistics of the
recommendedaction should bereduction having as its object considered aeronautic company is quantitatively described as
the action plan to applyjust-in-time. follows: (1) missing tools risk has 86 of occurrence, ™ of

Fig. 11representshe modelling of therisk generatedy stock severity, 3% of detectability and 100% ofriticality, (2) waiting
shortage with an associated mie in the conceptual grapHime risk has 40% of occurrence, 75% of severity, 33% of
formalism. The mie irFig. 11means, if a risk is caused bpck detectability and 50% of criticality(3) non-quality risk has 20%

Conclusion

Hypothesi: description

description . " Risk:Waiting Times Treatment 2 Action: Sharing
1 2 Implication -
Risk: Waiting Times 7 Criticality: 6

1
| Action Plan: Adaptive OM Outsourcing 2 @

Fig. 8. Aconceptubgraph modelling a risk situation of waiting times.
Logical expression:(Risk (Waiting Times) /A Criticality (6) /\ Assesment (Waiting Times,6)) , (Risk (Waiting Times) A Action (Sharing) /\Action Plan (Adaptive OM
Outsourcing) /\Treatmat (Waiting Time, Sharing)/\ Object (Shring, Adaptive OM Outsourcng))



Conclusbn
Hypotheals description

description 2 Risk: Non.Qmllty TnNIINI1111 4 Action: Reduc:lion
mplicatlon
- 1

Action PlknDnlWIng Conformlty Ams-11111nt 2 Object

Fig.9. A conceptual graph modelling a risk situation of non-quality.
Logkalexpression: (Risk (Non-Quality) Il Criticality (12) Il Assessment (Non-Quality,2)Risk (Non-Quality) Il Action (Reduction) 11 Action Plan (Drawing Conformity
Assessment) /\ Treatment (Non-Quality, Reduction) /\ Objec:t (Reduction, Drawing Conformity Assessment))

Conclusion

Hypothesis ption

description 1 . L Thg e —

L mplication 2 | RIsk: OvmrproduGlioif-!- TI'9.tment Action: R9ductlon

r. oum » @mm'np Crtticallty: 8 1 ) 1 ‘

2

.Action Plan: Juet-in- TilTlllApplication Object

Fig. 10. A conceptual graph modelling a risk situation of overproduction.
Logkalspre5slon: (Risk (Overproduction) Il Criticality (8) Il Assessment (Overproduction, 8)) , (Risk (Overproduc:tion) Il Action (Reduc:tion) Il Action Plan Uust-in-Time
Application) Il Treatment {Overproduction, Reduction) Il Object (Reduction, Just-in-lime Application))

Concluslon
Hypothesls =
L T 2 —
il H i . of -1- ' i . .
mplication RIsk: Stock Short.g«f-I- TI'9.tmant Action: Avoldsnoa

2
Risk: Stock Shortage|— CAssessmeni>—2—| Criticality: 8 _ 1

Action Pm:W.111yhrtinentSaftrty Stock 2 Object

Fig. 11A conceptual graph modelling a risk situation of stock shortage.
Logkalll::XPI'lISion: [Risk (Stock Shortage) Il Criticality (8) Il Assessment (Stock Shortage, 8)) --+ {Risk(Stock Shortage) Il Action (AvoidaAotipn Plan (Pertinent Safety
Stock) A\ Treatment (Stock Shortage, Avoidance) N Object (Avoidance, Weeldy Pertinent Safety Stock))

ofoccurrence, 100% of severity, 100% of detectabilityand of 100%of As regards the aeronautic company of the case study, the
criticality, (4) over-production 20% of occurrence, 100% of severitygvaluation of production logistic:s risk is thoroughly related to the

66% of detectability and 66% of criticality, and (5) stock shortag®bjectives that are required to be achievgdhe underlying

20% of occurrence, 100% of severity, 66% of detectability and 66% giroduction logistics organization. The level of attainment of these

criticality. objectives is determineisy on the exposition of the identified
production logistic:s organization towards unanticipated and
5.2.Conceptual graphsandfonnalizations uncertain evolutions in the internat and external collaborative

partnerships in a globalized economy. Rigorous knowledge
In the case study described and examined in the aeronaut&asoning instruments (such as those provided by conceptual
demain, a significant observation that can be made about tgeaphs) may enable companiesormalise risks more easily and
information and knowledge representation is the fact thadbmanage their production logistics risk exposure more efficiently.
experiences associated with the production logistics riskeean In accordance with its ability to handle the disruptive triggers,
modelled using conceptual graphs. The visual modelling iproduction logistics organization might also outline some guiding
enriched with logical expressions of formai rules to consolidatprinciples (formai rules from tessons learnt) for the risk manage-
the reasoning process in risk management. The format visualent within a continuai improvement process. The company may
representation of information and knowledge is intenatelp ~ use engendered tessons learnt and time-based characteristics tc
relevant actors (within industrial production logistics organizabetter manage its risk attitude and for potential improvements of
tion) manage more efficiently at-risk situations with which theyrisk treatments in its production logistics organization.
are confronted in their working situations. The operational
procedure is to use computerized conceptual graph operatioB€onclusion
to highlight high-risk situations needing thorough investigation of
observed facts and potential consequengs structuring an Risk identification (source analysis or problem analysis) and
experience knowledge base that includes descriptions of tess@ssessment polides have a fundamental and influential place
leamt, it is possible to simplify the re-use of complex riskwithin the business management of the enterprise system. Risk
categorizations. It analyses as well as the c:ontinuous improvexanagement in production logistics is particularly important in
ment, enhancing existing practices with nemgumentsand terms of manufacturing, transportation, inventory and provision of
interpretations. products or services. It is aimed at managing risks in complex and
dynamic procurement and collaborative networks with variable



customer requirement89]. Production logistics risk manage- [11] Erkan Gunpinar, Masaki Moriguchi, Hiromasa Suzuki, YutakaOhtake

ment usually involves four processes: identification, assessment,
contrai, and monitoring of production logistics risks. Irsffd@iper a
major emphasis is placed on the phases of risk identification an

Motorcyclegraphenumeration from wpdilateral meshefor reverse
engineerig, Comput. Aided De$5 (2014 64-80.

12] jukka Hallikas.Katrina Lintukangas,Purchasing angupply: an investigation
of risk management performance, lhtPrad. Econl71 (Pat 4) (2016) 487-

risk assessment with some recommended actions for risk contrai. 494

Thus improved reasoning is intended to managsksriand

opportunities to advance their potential treatments through visual
and logical modelling and figures prominently in the prsmgab
approach to formalise information and knowledge for productio

logistics risk mangement.
To sale the initial problem of Igistic risk managementve

followed a dructured approach with quality management tools. In

particular, we have established a methodglancluding the
following three steg

o

[13] D.W. Hubbard The Failure of RiskMlanagement-Whyt Is Broken and How to
Fix It,JohnWiley and Sondnc, HobokenNewjersey, 2009, pB04ISBN: 978
0-470-38795-5.
[14] Kaoru Ishikava, Introduction taQuality Contrai.3rd edition, 3ACorporation,
Tokyo,Japan1989(Translator:J. H. Loftus).
15] Kaoru Ishikava, What Is TotalQuality Contrai?T hejapanes&Vay, 3rd edition,
Prentice Hall he.. New Jersed@85(Translator:D.J. Lu).
[16] Kaoru Ishikawa Guide to Quality Contrai. Secori@evised English Edition
Asian Produdtvity Organization, Tokyogapan, 1982
[17] ISO/DIS 31000, Risk Management Principles and Guidelines on
Implementation, International Organization for Standardization,.2009
(18] Iris Heckmann, Tina CorseStefan Nickel A critical review on supplyhain
risk -Definition measure and modelin@mega 522015 119-132
David Hillson Effective Opportuniy Management for Project€Exploiting

s e . - 19]
« For the risk |dent|_f|cat|on in prod_uctlon logistics, the_root causeé Positive Ri&, Marcel Dekker. Nev York, 2003,pp. 340 (ISBN 0-8247-4808-5)
for each type of risk are determined (source analysis or problemo] MasoudkamalahmadiMahourMellat Parast, A review of the literature on the

analysis) by using the Ishikawa Diagram

= For therisk assessment in production logistics, FMECA is applie?Zl]
to highlight the highest risks, as well as providing recommen-

dations to treat them.

principles of enteprise and supply chainmedlience: major findings and
directions forfuture researd.Int. J. Prad. Econ71 (Part 1) (2016 116-133
Bernard Kamsu-Foguem Daniel Noyes, Graphbased reasoning in
collaborative knowledgemaragement for industrial mainenanceComput.
Ind. 64(Issue § (2013)998-1013

« For the risk contrai in production Iogistics, conceptual graphs ar@z] M. Korosec,J. Duhovnill\. Vukasinovicldentificationandoptimization of key

processparametersin noncontactlasa scanningfor revese engineering,

used for visual modelling and formai reasoning with associated comput.-Aided Des. 42 (Iss&) (2010 744-748

logical representation.

[23] Olivier Lavastre,Angappa Gunasekan, Alain Spalanzani. Supplghain risk
managemenin French compani Decis. Support Sysb2 (Issue4) (2012)
828-838

As a r.es'u“: of the formai representations chosen, the |OgiCQ£4.] HyunsoolLee,jonghyun Kim, Amarnath Banerjgggllaboraive intelligent CAO
characteristics of conceptual graphs are used to represent formai framework incorporating design history trackingaithm, ComputAided

rules for reasoning about risk modelling in production logistics. In25
conjunction with Ishikawa Diagram and FMECA, they can also e

Des 42 (Issue 12)2010) 11251142
Chaoyu Lijun Ren, Haiyan Wand\ system dynamics simulatiomode! of
chemical supply chaintransportdabn risk managemensystemsComputers&

useful us to better understand the causes and consequences of Chemtal Engineering89 (9) (2016 71-83
significant risk situations with potential recommendations action$26] P.K. Marhavias, D. Koulouriotis, V. Gemeni, Risk analysis and assessment

of risk contrais (reduction, avoidance or sharing).
generated lessons learnt and associated knowledgeocdibute
to ease caotinuai improvement and enlancement in risk
managemernt [45,44,4143].

Theresearch approachrpposd can be used as adiag point
or it can be included in a decision suppgdtem([33] that allows

Hence, the

methodologies in the workites: on a reviewclassification ancomparative

study of thescientific literature of the period2000-2009.LossPrev. Process

Ind. 24 (Issue 5) (2011) 477-523

(27) ) Saeid Motavalli,Review of reverseengneeing approache<Comput.Ind. Eng.
35 (Issue 1-2) (1998)25-28.

(28) P.Nyhuis, H.-P. Wiendahi, Fundamentalof Producion Logistics, Springer
Verlag, Berlin Heidelbeg, 2009

(29] Fabio Lotti Oliva, Amaturity mode! for enterprissk management, InfPrad

risk managers to analyze, reduce or avoid the risk's detriment%IO] Econ. 17§March) (2016) 66-73

effects, with intgration of experts' knowledge and data provided

by computational models. This is in line with the perspes
envisaged in our future resech works in the risk mamgement
which cdls for more gaphical, formai andeffective reasoning
proceduresin thefield of production logistics
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