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Abstract

We use the Hierarchical and Distributed Cognitive Radio
Architecture Management (HDCRAM) inherited from cog-
nitive radio as a generic framework for smart grid manage-
ment. This architecture is an efficient tool which can be
used for the design of decision making algorithms in com-
plex systems. We apply this architecture on the smart grid
and we identify both intelligent entities and communication
networks which compose the management part of the smart
grid. Furthermore, we consider which radio standards can
be used for each link.

1 Introduction

In a smart grid, information and communication technolo-
gies are used to improve reliability, security and efficiency
of the electrical network [1]. On the one hand, decision
making algorithms are used to manage the grid. On the
other hand, a communication system is necessary to trans-
fer the information between the entities which compose the
smart grid, e.g. sensors and decision making (intelligent)
entites. Furthermore, in a smart grid, the management en-
tities are heterogeneous (in term of processing capabilities,
energy consumption, etc.), distributed and used for various
applications. In such scenario, efficient management strate-
gies have to be built on a framework. That is why several
hierarchical architecture have been proposed as frameworks
for smart grid management. In [2], the authors propose a
hierarchical architecture for microgrid management. In [3],
a three level architecture is proposed for the management
of the Advanced Metering Infrastrucutre (AMI). However,
these architectures are designed for only one application or
one part of the smart grid. The Smart Grid Coordination
Group (SG-CG) has proposed the Smart Grid Architecture
Model (SGAM) as a general framework for smart grid man-
agement [4, 5]. The SGAM architecture focuses on the in-
teroperability between the different part of the smart grid.
In [6], the authors of this paper proposed the Hierarchical
and Distributed Cognitive Radio Architecture Management
(HDCRAM) for the management of the smart grid. How-
ever, in our previous work, we did not consider that the
different parts of the grid are managed by different mecha-
nisms and can be managed independently. In this paper we
show that the HDCRAM architecture can be used for the
management of the different parts of the grid and we also
identify the communication networks that should be used

appropriately at each level of management.

The aim of this paper is to describe the HDCRAM archi-
tecture as a generic framework for smart grid management.
We show that HDCRAM can be used either for the manage-
ment of the electricity production and consumption or for
transmission and distribution grids automation. We identify
the management entities and the communication networks
used between these entities.

The rest of this paper is organized as follows. The commu-
nication networks used for the smart grid are described in
section 2. HDCRAM architecture is described in section 3.
In section 4, we use HDCRAM as a framework for smart
grids and we identify the role of the intelligent entities and
of the communication networks in the architecture. Finally,
section 5 concludes this paper.

2 Communication Networks for the Smart
Grid

Several communication networks must be used for the man-
agement of the smart power grid. In [4], the Smart Grid
Coordination Group describes fourteen communication net-
works used for smart grid management. In table 1, we have
sorted the networks which could be used for smart grid
management by range: short range (e.g. Home Area Net-
work (HAN), Neighbourhood Area Network (NAN) and
Wide Area Network (WAN)) and depending on the appli-
cation field. We consider three application fields; consumer
side, production side and grid monitoring. The main net-
works used for the management of the power consumption
are used for home automation and for the advanced Me-
tering Infrastructure (AMI). The production field includes
all the networks used for the management of power plants
(nuclear plants, solar plants, etc.). The last field includes
all the communication networks used for the distribution
and transmission grids automation which is mainly done in
substations. Smart grid communications are done through
many networks which will use several communication tech-
nologies. In such situation with multi-standard communi-
cations, it is interesting to use a cognitive radio approach
based on software defined radio (SDR) [7].

All the networks described in table 1 have their own con-
straints in term of throughput, latency, reliability and secu-
rity [8]. As a consequence, the communication technolo-



Figure 1. HDCRAM has 3 management levels and is com-
posed by two independant paths. A cognitive path from
bottom to top for retrieving sensing information to cogni-
tive units and a configuration path from top to bottom.

gies have to be adapted to the network requirement. We
have listed in table 1 some of the wireless standards which
can be used for each network. A more complete list can be
found in [5].

3 Hierarchical and Distributed Cognitive
Radio Architecture Management

The Hierarchical and Distributed Cognitive Radio Archi-
tecture Management (HDCRAM) is a logical architecture
which was first proposed for the management of cognitive
radio systems [9]. This three levels architecture is shown in
Figure 1.

This architecture comprises two managing sub-parts. The
first part is the cognitive part featuring Cognitive Radio
Management Units (CRMu): a CRMu exchanges informa-
tion from the lower level to the upper level only. This en-
tity has intelligent capabilities, and can make decisions and
alert the upper-level CRMu. The second part is the re-
configuration part featuring Reconfiguration Management
Units (ReMu): a ReMu exchanges information from the
upper to the lower level only. This entity receives re-
configuration orders from the upper level and executes or
transmits them to the lower level ReMu. Moreover, this
architecture has three levels of decision. The first level
is composed of the couple L1_CRM/L1_ReM which is
unique and is the general manager of the system. The level
L2 is an intermediate level composed by several couples
L2_CRMu/L2_ReMu. L2 acts as a compression level in or-
der to reduce the information sent to level 1. Finally, level
3 is composed of several couples (L3_CRMu/L3_ReMu).
Each of these couples is associated to an operator of the
power grid and each operator is associated to a L3 unit.
These units are the link between the management part of
the architecture and the smart grid operators. The decision

can be made at any level. Local decisions are made at level
3. Level 2 is used to make decisions which concern several
operators whereas level 1 is used for global decisions.

4 Communication Networks in HDCRAM
for Smart Grid

4.1 HDCRAM for Grid Production and Con-
sumption Management

One of the main tasks of smart grid management is to bal-
ance the electricity production and consumption to avoid
the deterioration of the grid. Consequently, the proposed
management architecture must handle both production and
consumption part of the smart grid.

The management of the production and consumption in a
smart grid can be viewed at different levels. In figure 2,
HDCRAM architecture is used for the local management
of the grid. The proposed three level architecture shows the
management from smart appliances to the local substation.
Level 1 manager is in the substation and can make the link
between the local grid (which can be a microgrid) and the
rest of the distribution network.

In figure 3, the management architecture is used at a higher
level. Smart homes, buildings, power plants and other en-
ergy producers and consumers are connected to the level
3 entities and the level 1 entity is a global manager of the
production and consumption. This entity manages the pro-
duction and consumption over a large area (e.g. a country).

Both proposed HDCRAM architectures of figure 2 and 3
show the different communication networks which are used
between the management entities. Most of the networks
used for the management of the production and consump-
tion part of the grid do not have tight constraints in relia-
bility (packet delivery ratio) and latency. For each of these
networks, a large number of communication technologies
can be used as given in table 1. As an example, Wifi, Blue-
tooth or Zigbee can be used for local networks and cellular
or Low Power Wide Area Networks can be used for long
range communications.

4.2 HDCRAM for Transmission Grid Man-
agement

The management of the electricity production and con-
sumption is not the only mechanism used for the man-
agement of the grid. Indeed, sensors and actuators are
also used for distribution and transmission grids automa-
tion. The management of the transmission part of the grid is
done by Phasor Measurement Units (PMUs) and Intelligent
Electronic Devices (IEDs) [10]. The information collected
by PMUs is transmitted to the Phasor Data Concentrator
(PDC) which can transmit it to the transmission coordina-
tor. HDCRAM architecture used for the management of the
transmission grid is shown in figure 4.



Table 1. Communication networks for different levels of smart grid management

Field Range networks Wireless Technologies and standards

Consumer field
Short range
(HAN)

Subscriber access network, Home automa-
tion

Zigbee, Bluetooth, Wifi

NAN Neighborhood access network, Backbone
network

Zigbee, Wifi, WirelessHART

WAN AMI backhaul GSM, GPRS, UMTS, LTE, WiMAX, Lo-
RaWAN, NB-IoT, Sigfox

Grid monitoring
Short range Intra-substation Low-end intra-substation Most of the protocols envisioned for this

network are wired, e.g. IEC 61850

WAN Inter-substation LTE, LTE-M, NB-IoT, 5G

Production field
Short range Industrial fieldbus Zigbee, Bluetooth, Wifi

WAN Balancing network GSM, GPRS, UMTS, LTE, WiMAX, Lo-
RaWAN, NB-IoT, Sigfox

Figure 2. The HDCRAM architecture used as a management architecture for the local management of the electricity consump-
tion.

Only one communication network is used for the transmis-
sion grid management. The inter-substation network is a
wide area network with stringent constraints in latency and
reliability [5]. In [11], it is specified that the communica-
tions latency for some PMUs applications (e.g. islanding)
should not exceed 50ms. Consequently, only a few tech-
nologies can be used. Most of these technologies are wired
technologies but the LTE standard can meet these commu-
nication requirements as given in table 1.

4.3 HDCRAM for Distribution Grid Man-
agement

Compared to transmission grid, the distribution grid is cur-
rently being considerably improved to handle renewable en-
ergy resources. Mechanisms similar to those used for the

transmission grid will be used for the distribution grid. The
management of the smart distribution grid is done through
smart sensors and actuators. The framework used for dis-
tribution grid management is shown in figure 5.

In [5], the inter-substation network is used for both the
transmission and distribution part of the grid. However,
with the integration of renewable energy resources and the
development of microgrids, the distribution grid will re-
quire more stringent constraints than the transmission grid.
In [12], a 4ms latency is required for distribution grid mon-
itoring. This stringent requirements can be met with wired
or wireless protocols specifically designed for ultra low-
latency communications.



Figure 3. The HDCRAM architecture used as a manage-
ment architecture for the global management of the elec-
tricity production and consumption

Figure 4. HDCRAM architecture used for the management
of the transmission grid.

5 Conclusion

In this paper, the HDCRAM architecture is presented as a
general framework for smart grid management. We show
that many networks have to be used in a smart grid. Each
network has specific constraints which depends on the ap-
plication and on the range. We have mapped HDCRAM
architecture on the different parts of the grid and we have
identified the different management entities and the net-
works which compose the future grid. These architectures
can represent the same part of the grid with a different gran-
ularity. This can ease the interconnection between the dif-
ferent visions.
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