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Abstract. In this paper, we present some results on multatiyd
implementation resulting from the VINSI (“Vérifigah d’ldentité Numérique
Sécurisée Itinérante” for Secured Mobile Digitagmdity Verification) French
project. The VINSI handheld terminal allows ideptiterification in mobile
conditions (airport gates) using two biometrics blsain future biometric
passports (fingerprint and face). We propose ameimental fusion strategy
aiming at improving the global performance of tloenbined system over each
individual recognizer while optimizing the cost ué#srg from the fusion.
Indeed, in this kind of application, time and coexiy optimization is
essential. To this aim, we split the fingerprinbes’ range into different
interest zones, on which we do not apply the samaegy depending on the
relative quality of the modalities at hand. Results a virtual database
corresponding to VINSI applicative conditions (Condtion of BIOMET
fingerprints and FRGCv2 faces) show that this incraalefusion strategy
allows the same improvement in performance as glioisdon methods while
significantly reducing the cost.

Keywords: Biometrics, Fusion, Incremental Strategy, Face, gé&iprint,
Handheld Device, Cost Optimization, Multiple Classié System.

1 Introduction

The VINSI handheld terminal is a mobile securednteal allowing the control of
identity in mobile conditions. Two biometric modas are implemented, namely
face and fingerprint, on this mobile device whiabntains a highly secured part,
named “security box”, allowing the terminal itsétf be safe and secured from the
point of view of storage and processing of biongetiata. This is in accordance with
the specification of the new biometric passport chhivill contain, stored on a
contactless chip, the fingerprint and face refeesraf the owner of the passport. This
way, this terminal could be used to verify a petsadentity in airport gates at the



exit of planes or even more generally outdoorghenframework of mobile customs
for instance. Note that the terminal embeds nof the softwares but also the sensors
(camera, fingerprint sensor) necessary for theigation stage.

In this article we want to explore the interestusing multimodality in this
context. Indeed, multimodality is often presentesl @ way to increase the
performance of the system, to provide an alterpatihen one modality alone cannot
be used and to enhance robustness to forgeries.

However, this VINSI application deserves severahagks. In this mobility
context where a lot of disturbance on images vdthe from illumination variations
(indoor versus outdoor acquisitions), fingerprimtdi give much better results than
face. Processing time and usage friendliness & ialportant issues. Indeed, the
processing capabilities of such a mobile termimel lamited compared to those of a
fixed PC and in verification applications using teeminal, acquisition of both face
and fingerprints can appear fastidious both touther and to the operator.

Acquisition of Acquisition of
fingerprint face
Fingerprint No Fusion System

System (face and fingerprin)
1 block Ves 2" block
A
Accept Decision of
fusion system

Fig 1. The proposed incremental biometric fusion strategmposed of two blocks: the
fingerprint system and the fusion system

For this reason, we propose a novel incrementabriustrategy, based on the
multistage approach proposed in [1], that we expfor fusion of biometric
modalities. In [1] Pudil et al. proposed a multpexts system based on a serial
architecture with a reject option. At each stades teject option consists in an
impossible decision of the expert due to a low mmrfce in its decision. This
multistage approach with reject option was alsalusd2, 3] applied to handwritten
digit and word recognition. In biometrics, Cordedital. proposed in [4] a cascaded
multi expert system for signature verification ltheam the same approach. Our idea is
to used a multi-stage approach applied to multirhbaanetrics, that is the fusion of
two different biometrics. In most of multimodal ss, experts are fused in a
parallel way that we call “global” fusion methodkat is all the available scores are
systematically used. The architecture that we pepe a sequential fusion strategy
composed of two blocks (s&dg 1). The first block corresponds to the fingerprint
system alone, and the second, eventually useduisian system of the two biometric
scores (face and fingerprint). Therefore, the &echire has increasing complexity,
since using the second block involves the acqaisitif a second modality, face.

This strategy was also proposed by Marcialis etiral[5] for a multimodal
biometric system composed of fingerprint and fadee major difference between our



architecture and the one in [5] is the second stagehich the authors use only the
second system while we applied fusion of the twalatities. This guarantees better
results, as performance of fusion when performedniroptimal way are better than
those of any of the two modalities alone [11].

Our incremental fusion strategy will allow increagisystem performance to the
same level as the one reached by global fusionadstfwhich always use the two
modalities) while using only the additional modgali(in this case face) in the
situations when this can bring an improvement axgéng fingerprint alone.

We first describe briefly our experimental monomodantext (systems and
database), then we present the global fusion schémad are commonly used in the
literature before introducing our new incrementaién strategy. Comparative results
are finally presented allowing putting forward tlmterest of this incremental
approach.

2 Bimodal Database and Evaluation Protocol

Experiments have been realized on publicly avadlalsitabases suitable in the context
of this application because we did not have atatiabduring the time of the project a
database acquired on VINSI terminal.

In the VINSI application, reference images storad the ID document are
acquired with an optical sensor while the platfaambedded sensor which will be
used for test, is a capacitive sensor. The BIOMEalhse allows therefore
evaluating the fingerprint system in conditions seloto those of the application
because it includes fingerprint images acquirechveih optical sensor as well as
images acquired with a capacitive sensor. BIOMEfRloiase contains for each person
6 optical fingerprint images and 6 capacitive finget images. Thus, we can
compute in the best case 36 matching scores peomdor the fingerprint system.
However, as a quality control is applied in ordeisélect images with good enough
quality to be used by the system, we selected E2dops among all BIOMET users
having enough genuine scores (30 scores in average)

FRGCv2 [7] database has been chosen for the fasmsyevaluation. This
database includes important lighting variations bhadred images as will be the case
in the VINSI application. We chose to use the “BExpent 4" protocol associated to
FRGCv2. It is a degraded conditions protocol withntcolled images (indoor,
controlled light, controlled background) as refe®s® and uncontrolled images
(outdoor, uncontrolled light, blurred images ...) fest. As for fingerprints, the face
modality also has a quality control that selecteddes that have good enough quality
to be used by the face system. We thus selected FRGCv2, 124 persons with in
average 30 genuine face matching scores per pessothat we have the same
number of persons and the same number of matclioges per person for both
biometric modalities.

In order to realize fusion experiments we considerelatabase of virtual persons
obtained by combining a person of the BIOMET dasebavith a person of the
FRGCv2 database. This can be considered as valithgexprint and face are two
uncorrelated modalities [8]. For each person, eafcthe 30 fingerprint matching



scores is coupled with a face matching score. péimits to have 124 virtual persons
with in average 30 pairs of genuine scores (ongefiprint score associated to one
face score).

The fingerprint system used in this study is NF[SR(NIST Fingerprint Image
Software) developed by NIST (National InstituteSiindards and Technology). The
Face system has been developed by our team andsidbon PCA (Principal
component analysis) [10].

Score distributions provided by both systems aedqmted in Fig 2, allow noticing
that performance of both systems are very differ€itent and impostor scores
distributions are well separated for the fingerprgystem as shown in Fig 2
(left).Because of this sharp separation, the fipget system considered individually
can take the correct decision in most of the ca8aghe contrary, scores distributions
of clients and impostors for the face system havémportant overlap, as shown in
Fig 2 (right). This will induce a lot of decisionrers when considering the face
system individually.

3 Global Fusion Methods

The aim of all fusion methods is to take a finatid®n, that is to separate the 2
classes (client and impostor) in the 2-dimensiogphce of scores (face and
fingerprint scores).

In this section we will present global fusion meathpthat is, methods that always

fuse all the available scores. Most of these metlaod described in [11].
We will present two types of global fusion methods:

» Score combination after a normalization step. Caiaiion could be a simple
average of the scores or a weighted average. Naatiah of scores as well
as of weighted coefficients if needed, requiresearring phase for the
normalization parameters and the weights. Comtmnatiethods normalize
each type of score separately before combining them

» Classification with a learning phase. In this papez will present only two
methods that model the bi-dimensional distributidthe scores provided by
the fingerprint and face systems. These methodsehite two types of
scores together by estimating their joint distriboitas already presented in
[12].

We will now detail two score normalization scherfmscombination methods:
MinMax normalization method.
* Normalization method using posterior probabilities.

The MinMax score normalization method is very simprhe aim is to rescale
each system’s scores in the same interval. Indeedye can see in Fig. 2 (left and
right), fingerprint scores vary from 0 to 1000 vehilace scores vary from -1 to 1.
MinMax normalization permits to rescale each sy&esaores in the [0,1] interval.
Normalization parameters are estimated on a dedidedining set.
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Fig 2: Scores distributions of the fingerprint systemtfleihd face system (right). The “safe”
and “uncertain” zones for the fingerprint systeirs{fblock of the architecture) are reported in
Fig. 2 (left).

Normalization using posterior probabilities corsisin transforming each
system’s scores in posterior probabilities to lfient. To this aim, an assumption of
normal distribution for the two classes (client amdpostors) is made. This
assumption permits to estimate the class conditiemsities of each system by using
a Gaussian component whose parameters are leaentiedicated training set. Bayes
rule is then use to compute the posterior proladsili

This normalization also allows rescaling each sy&escores in the [0,1]
interval. It generally turns out to be more prectban MinMax normalization
presented previously because it relies on a moflelaoh class and not only on a
simple rescaling of scores. However, the modeliregqua training set representative
of the application population and large enough darrt the Gaussian parameters
accurately.

We will now present two fusion methods based oni-dirhensional scores
distribution model:

« Joint class conditional densities estimation wislsuanption of joint normal

distribution.

» Estimation of joint class conditional densities éthon Gaussian Mixture

Model (GMM) [13].

These two bi-dimensional fusion methods considee fand fingerprint scores
jointly and not separately as done by combinatiogthmds. Their objective is to
estimate the joint class conditional densitiesrigheo to estimate the probability to be
a client knowing the scores pair (face and fingetpr This probability is the
posterior probability given by the Bayes rule.

The difference between the two bi-dimensional fasioethods is the way the
two class conditional densities are estimated. fiflse method is based on a normal
assumption of the two-dimensional class conditiateisities. The second method is
less restrictive on the shape of the joint densitycores, since it is based on Gaussian
Mixture Model (GMM) [13].



4 Performance of Global Fusion Methods

We run fusion experiments using the global fusiathuds presented above. We also
tested another combination method using a weigbtiea For this method, scores are
normalized using MinMax method before being weigheights are learnt in order
to minimize the Half Total Error Rate (HTER) on tlraining set, by an exhaustive
search of weights such as their sum equals 1.

In Table 1, the Equal Error Rate (EER) of eachdusnethod is reported as well
as their relative improvement compared to face faimgerprint systems. The 90%
confidence intervals for EER values are also intdidan square brackets. Confidence
Intervals are estimated using a parametric metateacribed in [14]. Performance is
estimated using a leave-one-out cross-validatiastoppl [15] on the persons. In
practice, for each person, we learn the fusionrpatars on the 123 remaining ones in
order to produce the result associated to thisoperall the global fusion methods
improve the performance of the fingerprint systemsidered individually. Fusion by
MinMax normalization and average of scores whicthis simplest method does not
improve significantly performance of the fingergraystem alone. All other schemes
bring a big improvement on the performance compévdtie best unimodal systems
(fingerprint) by 42% to 45%. We notice that wherores are weighted before
combining them (after normalization), performanseiri the same range as those
obtained with more complex methods involving dgns#stimation (GMM,
normalization using posterior probabilities, joitgnsity model). It could be explained
by the fact that the size of the training set i3 $mall to correctly estimate densities
for models like GMM.

Tablel. Performance of global fusion methods.

Client Client Weighted sum
posterior posterior after MinMax
Average after| Average of probability probability normalisation
MinMax posterior after joint after joint (Fingerprint
normalization | probabilities normal density weight=0.8 ;
density estimation by | Face weight =
estimation GMM 0.2)
EER (%) 4.33 2.65 2.57 2.57 2.49
[3.97;4.68] | [2.37;2.93] | [2.29;2.84] | [2.29 ;2.84] [2.22 ;2.76]
Relative improvement
of EER compared to
fingerprint system 6% 42% 44% 44% 45.7%
(EER=4.59%
[4.23;4.95])
Relative improvement
of EER compared to
face system 69% 81% 81.5% 81.5% 82%
(EER=13.87%
[13.27;14.47])




4 Incremental Fusion Strategy

In Fig 2 (left) that represents the client and istpo distributions of fingerprint scores
on the test set, we can distinguish two zones wileeefingerprint system has
different behaviors and performance: a “safe” z@rehigh fingerprint scores, that
corresponds only to client scores, and an “unagrtzone for low fingerprint scores,
where client and impostor scores overlap.

The implementation of our incremental fusion stygtes therefore dependent on
a threshold on the fingerprint score (see Fig 1). If the firgént score is higher than
1 (belongs to the “safe” zone), the person is asmkpbtherwise (the score is in the
“uncertain” zone), we exploit the second block af smcremental fusion architecture,
which is the fusion system combining both biomet(gee Fig 1).

We define the cost of the fusion scheme as theageetime (in seconds) for
acquisition and processing of the biometric dataraf user. The longer is the identity
verification process, the higher is the cost. To&lttime is composed of 5 steps:
fingerprint acquisition, fingerprint processingcéaacquisition, face processing and
fusion of fingerprint and face. In Table 2, we gaproximations of the time needed
for each of these 5 steps in the framework of th€SY application on the handheld
terminal.

Table2. Time estimations of each step of the verificafwocess on the VINSI terminal

. Average time Average
Finge_rprint Fingerpr_int Fa}cg_ Face_ P(;'fo (s:scS)rS(:;g for one time forj _two
acquisition | processing | acquisition | processing fusion _modamy modalities
(fingerprint)
10s 1s 10s 4s 0.001|s 11s 25s

Acquisition times are estimated empirically whil®pessing times correspond to
experiments on the mobile terminal. All the valgggen in Table 2 are average
estimations and can vary from one user to the ahdrfrom one system to the other.
Time for score fusion is not significant comparedatl the other times. These values
are only estimations allowing illustrating the cogdin using the incremental
architecture.

The cost for global fusion methods is 25s. For iheremental fusion, for
example if 30% of the users required two modaljtiee cost will be 15,2s, that is a
decrease of 40% compared to global fusion methimdteed, for these clients, the
operator needs to acquire the face and procesfusiten of both biometrics, that
represents extra time cost mainly because of fagaisition, quality control and
preprocessing. This extra time cost may be critinacertain applications where
human flow is extremely important. The cost (c)ingarly related to the proportion
(p) of clients requiring two modalities by the atjan: c=11*(1-p)+25*p .

The objective of our strategy is to minimize thestcahile still keeping a good
performance (at least as good as the global fusi@). For this purpose, we propose
to determine the acceptance threshald fér fingerprint scores by the following
formula:

r = argmin(FAR(r)|FAR(r) > O) 1)
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Fig 3: Error rate of the complete fusion system (2-bloakshitecture) vs. the proportion of
clients not accepted by fingerprint only at thetfstage, on the test set.

That is,t* corresponds to the threshold giving the lower zeno FAR (False
Acceptance Rate). It follows that also corresponds to the maximum value of the
impostor scores.

In order to determine this value, we used an inddeet development set of
fingerprint data extracted from the same BIOMETabatse. On this development set,
the corresponding acceptance threshold estimatedEdpy (1) is 35. It roughly
corresponds to 70% of client scores and 0% of ingposcores in the “safe” zone
(that is, 70% of clients are only processed by fire block of the architecture
(fingerprint)) and 100% of impostor scores and 3@ client scores in the
“uncertain” zone. It corresponds to an average 0bdt5,2s (0,7*11+0,3*25) on the
development set, that is a decrease of 45% ofdbecompared to global fusion.

This value of the threshold corresponds on thesteisto 80% of client scores and
0% of impostor scores in the “safe” zone and to 28f%lient scores and 100% of
impostor scores in the “uncertain” zone. It gives average cost of 13,8s
(0,8*11+0,2*25) on the test set.

With this strategy, we do not insure the optimatifythe choice of the threshold
(as defined in Eqg. (1)) on the test database battduhe fact that the impostor score
distribution drops sharply in its upper tail, therresponding values of cost and error
rates on the test set will be very similar to thob&ined on the development set. The
important point is that the strong decision poweérttee fingerprint system in the
“safe” zone (no impostors) is kept on the test lolte when using this strategy for
choosing the threshold on the development set.

More generally, we can study the variation of theERate in function of the cost
when the threshold is varying. In Fig 3 the complete system (2-bloakshitecture)
error rate is presented depending on the propodiaients needing to be processed
by the second stage. Two special cases are coedidemamely proportion=1,
indicated in Fig 3 by the mark (0). In this cadeg two scores are always fused
through a global fusion strategy, corresponding toost of 25s. The second value



indicated in Fig 3 by the marky) correspond to the proportion=0.2%35). We can
observe that for all the values in the intervaR[Ql], the error rate roughly remains
constant. It is even true for lower values (untib8). Another way to determine the
threshold could be to find the lowest cost assediad the incremental strategy whose
performance is still equivalent to that of the glbistrategy on the development
dataset (threshold for p=0.08). But the main draskba this threshold optimization
is that it is not robust in generalization. As vancsee in Fig 3, a small variation of
threshold around 0.08 could imply a large degradatf performance. On the
contrary, our choice of the threshold as defineBdn (1) is robust to small variations
as explained above.

In the second block of our incremental architectiihe fusion method used to
combine fingerprint and face can be of two sottsan be a global fusion method as
described in Section 3; in this case, the parametethe fusion scheme are learnt on
the complete training dataset (all the availableres). But it could also be a local
fusion method whose parameters are learnt onlyhenstores of the training set
which belong to the “uncertain” zone. This direntwill be studied in future work.

4 Conclusion

In this paper, we realized fusion experiments ie tlontext of a mobile terminal
aiming at performing identity verification usingierprint and face. We implemented
global fusion methods where fingerprint and face @mbined for each test access.
We noticed a significant improvement of performadoe to fusion: 40% to 45% of
relative improvement for global fusion methods camggl to the best modality
(fingerprint). We also implemented an incrementalidn strategy where the second
biometric modality (face in this example) is usedyowhen the fingerprint system
alone is not sufficient to take a reliable decisi@he aim of our incremental fusion
strategy is to minimize the cost of using severabaiities while keeping the same
level of performance than global fusion methodshinVINSI application, the cost is
due to acquisition of biometric modalities and th@ocessing. It is estimated in our
strategy by the proportion of clients for which meed to acquire the second modality
(face). With our incremental strategy we have shdhat 80% of clients can be
authenticated using fingerprint alone without tleech of the face modality leading to
a decrease of 55% of the cost compared to glols&briumethods. This property is
very important particularly in the context of a nilelidentity verification application
through a handheld device like the VINSI terminal, which computational
constraints are significant and real time respasmseandatory. The only drawback of
our incremental strategy is that if we do not usseaond modality, we cannot
guarantee that the fingerprint has not been forgéde it is possible at low effort as
explained in [16]. Nevertheless, in this kind ofphgation, a human operator is
physically present and can therefore do a visuatrobthanks to the face image that
is stored in the passport and can be visualizetherscreen of the VINSI terminal.
The big cost improvement that results from our émeental fusion strategy is due in
particular to the fact that the client and impostoores of the fingerprint system are
very well separated and thus that fusion can bgelgrdriven by the fingerprint



modality. Anyhow, this incremental fusion stratezpn also be applied with profit to
other application contexts reflecting other behes/if the modalities at hand.
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