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Designing Chaotic Mathematical Circuits for Solving

Practical Problems

René Lozi
Laboratory J. A. Dieudonné, UMR CNRS 7351, University of Nice-Sophia Antipolis, Parc Valrose 06108, Nice Cedex 02, France

Abstract: We introduce the paradigm of chaotic mathematical circuitry which shows some similarity to the paradigm of electronic
circuitry, especially in the frame of chaotic attractors for solving practical problems (generating hyperchaos; developing chaos based
pseudo random number generator (CPRNG) and chaotic multistream PRNG; secure communication via synchronization). They can
also be used in cryptography, generic algorithms in optimization, control, etc.
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1 Introduction

Our purpose is to build up an analogue to the paradigm of
electric circuitry, which is the design of electronic circuits:
the paradigm of chaotic mathematical circuitry, in order
to easily improve the performance of well known chaotic
attractors for application purposes (chaotic cryptography,
evolutionary and genetic algorithms in optimization, con-
trol, etc). However, some differences occur in the analogy:
Mathematical circuits are generic rather than specific like
electric circuits.

An electronic circuit is composed of individual electronic
components, such as resistors, transistors, capacitors, in-
ductors and diodes, connected by conductive wires through
which electric current can flow. The combination of com-
ponents and wires allows various simple and complex oper-
ations to be performed: Signals can be amplified, computa-
tions can be accomplished, and data can be moved from one
place to another. Very complex systems can be analyzed
using various sophisticated methods!! 3. We introduce in
the same way mathematical circuits which are composed
of individual components (generators, couplers, samplers,
mixers, reducers and cascaders, etc.) connected through
streams of data. The combination of such mathematical
components leads to several new applications such as im-
proving the performance of well known chaotic attractors
(Chua, Lorenz, Rossler, etc.) for application purposes.

From a mathematical point of view, at least in order
to implement applications of chaotic behaviors, all these
chaotic attractors have the same structure: Given initial
values and a set of parameters, they provide three streams
of data symbolized by three arrows. On the contrary, the
electric realization of their equation leads to very different
electric circuits. In fact, mathematical circuits capture the
essential of dynamics of chaotic attractors.

In Section 2, we present several symbols of generators
(both continuous and discrete) used in the paradigm of
mathematical circuits, and we compare mathematical cir-
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cuits with the electric ones. In Section 3, we introduce
others circuit elements (couplers, sampler, mixer, reducer
and cascader) in practical problems: generating hyper-
chaos, developing chaos based pseudo random number gen-
erators (CPRNGs), and chaotic multistream pseudo ran-
dom number generators (Cms-PRNGs), secure communi-
cation via synchronization. The conclusions are given in
Section 4.

2 Elementary mathematical circuit ele-
ments

2.1 Continuous generators: Chua’s cir-
cuit, Rossler and Lorenz attractors

Analog electric circuits are very commonly represented
by schematic diagrams, in which wires are shown as lines,
and each component has a unique symbol (Fig. 1).

. :D— And gate
—u— Diode
—{ |~ Capacitor :D— Nand gate
WL Inductor D Or gate
—M\— Resistor
D— Nor gate
— = DC voltage
source jD— Xor gate
AC voltage
source _Do_ Inverter
(Not gate)

Fig.1 Electrical symbols (left-hand side column) and elec-
tronic circuit symbols (right-hand side column) used for drawing
schematic diagram

We present in this section some symbols we design in
order to draw mathematical schematic diagrams. First, we
describe generator symbols, which are, from a mathematical
point of view, equivalent to a battery or a variable current
generator in an electric circuit. In the paradigm of math-
ematical circuitry, they generate a digital signal (in one or
several dimensions) rather than an electrical current
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characterized by its voltage and intensity variations
(nonetheless, a voltage or an intensity variation can be con-
sidered as a physical signal which can be discretized).

This signal can be either continuous as in Chua’s cir-
cuit, Lorenz or Rossler attractors or discrete as in the Lozi
mapping or the symmetric tent map. We consider first the
continuous ones, inspired by the Chua’s famous circuit!¥
(Fig. 2 (a)) which contains three linear energy-storage el-
ements (an inductor and two capacitors), a linear resis-
tor, and a single nonlinear resistor, namely Chua’s diode
(Fig. 2 (b)) with three segment linear characteristics defined
by

f(om) = movre + 3ms = mo) o + Byl — v = By (1)

where the slopes in the inner and the outer regions are mgo
and m1, respectively, and B, denote the breakpoints.
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Fig.2 Chua’s circuit. (a) Electronic realization; (b) Three-
segment piecewise-linear v-¢ characteristic of nonlinear voltage
controlled resistor (Chua’s diode)

The dynamics of Chua’s circuit is governed by (2) where
Vey, Voo, and i, are the voltages across the capacitors C
and C2, and the intensity of the electrical current through
the inductor L, respectively.

d
G = Glue, —vey) = flvey)

d .
CQ% = G(vc, —vey) +ir (2)
Ldﬂ =—v

di @

Equation (2) can be transformed into the system of
three first-order autonomous differential equations whose

dimension-less form is

t=a(y—z—f(z))

y=zx—y+z
=By 3)
1
fle)=bz+ S(a—=b)[lz + 1 — |z —1]]
for which the set of parameter values

1 2

= 15.60, b = 28.58 = —= b= =

« ) ) a 77 7

is very often used in order to generate chaotic signal. Even if
the scheme of Fig. 2 (a) is easily understandable by electric
engineers, it is of no help to build a device using mathe-
matical properties of chaos (like a secure communication
system based on it[5]). This is why it is more useful to
represent Chua’s circuit as a chaos generator by the di-
agram of Fig.3(a). On this detailed flowchart of con-
tinuous generator, the solid line arrows coming out from
the generator represent the three components of the signal
z(t) = (z(¢),y(t), 2(t)), the dashed line arrow which points
at \ stands for the parameter value, and the dot line arrow
which points at z, = z(0) indicates the given initial value.

If there is no ambiguity on the nature of the generator
used, the symbol can be simplified as in Fig. 3 (b).

|

v
-]
| 1
L Y B I

(@ (b)

Fig.3 Continuous generator. (a) Chua’s circuit; (b) Simplified
symbol

The diagram defined above is suitable, even if we use
others types of equations, for generating streams of data,
provided the number of streams is the same as in Chua’s
circuit (if it is not the case, more arrows can be added
(Fig.9)). For example, the Lorenz attractor!®

i =—o(zr+y)
y=pr—y—xz (4)
t=uxy— Bz

often studied using the parameter values

8
o =10, p =28, 8 = <

3
and the Réssler attractor!”
T=-y—z
y=z+ay (5)

Z2=b+z(zx —¢)
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for which the parameter values

exhibits a strange attractor.

In the next subsection, we show that from a mathemati-
cal point of view, in order to build an application of chaotic
behaviors, all the attractors generated by these equations
have the same structure: Given initial values and a set of
parameters, they provide three streams of data symbolized
by three arrows. Quite the contrary the electric realization
of their equation leads to very different electric circuits.

2.2 Mathematical circuits vs. electric cir-
cuits

Although our goal is to build up mathematical circuits
that are analogue to the paradigm of electric circuitry, there
are some differences between both kinds of circuits. Mathe-
matical circuits are generic rather than specific like electric
circuits. The symbol of Fig. 3 (b) shall apply to a class of
chaotic (or non-chaotic as well) attractors in 3-dimensional
phase space, for instance Chua, Lorenz and Rossler attrac-
tors. In contrast, electric implementation of such attractors
looks very different. Fig.2 (a) displays the electric realiza-
tion of Chua’s circuit which displays Chua attractor on os-
cilloscope screen.

One among several realizations of Lorenz’s circuit'® is
showed in Fig.4. The variables, =, y, z of (4) are the
voltages across capacitors Ci, Ca, and C5 after a suitable

rescaling.
|— + / v

M,

(8]

><I
¢

h

L

4,

|h+
& X

out
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Fig.4 Lorenz’s circuit. (a) Schematic diagram of a simple cir-
cuit. Analog multipliers M; and M, are configured as current
output devices; (b) Schematic diagram of a generic analog mul-
tiplier M; configured as a current output device!®!

An hardware electronic circuit based on slightly modified
Réssler equations!® is shown in Fig.5. In this circuit, the
operational amplifiers OP-1, OP-2 and OP-3 act as inte-
grators for the system with z, y and z as their outputs,
respectively.

In fact, mathematical circuits capture the essential of dy-
namics of chaotic attractors.

2.3 Discrete generators: Symmetric tent
map and Lozi mappings

Apart from chaotic circuits running with continuous sig-
nal, there are chaotic circuits functioning with discrete sig-
nal. There is a need to design such generators. For this pur-
pose, some classical chaotic mappings can be considered: in
dimension 1 symmetric tent map, and in dimension 2 Lozi
mappings.

Fig.5 Electronic circuit representation of a modified Rossler’s
system!(®]

The symmetric tent map[w]:

flx) =1-2]z| (6)
associated with the dynamical system
Tpp1 =1 — 2|z, (7)

is represented by the symbol of Fig. 6.

Fig.6 One-dimensional discrete generator (e.g., symmetric tent
map)

For dimension 2, Lozi mappings[ll] defined by

La,b:<;>_<y+lb;a|a:> (8)

which exhibit a strange attractor for the parameter values
a = 1.7, b= 0.5 are represented by the symbols of Fig. 7.

P

. R
| |
L R

(@) (b)

Fig.7 2-dimensional discrete generator. (a) Lozi map, ex-

panded symbol; (b) Simplified symbol
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Remark 1. In the rest of this article, we use solid line
arrow for continuous signal z(¢), and dashed line arrow for
discrete signal z,.

2.4 Other circuits elements

Rather than to give a tedious list of elementary mathe-
matical components used for mathematical circuit design,
we will introduce them each time they are first used for a
practical purpose.

That list includes: generators, couplers, sampler, mixer,
reducer and cascader. They are connected through streams
of data represented by continuous or dashed line and ar-
rOws.

3 Solving practical problems

3.1 Building up hyperchaotic electronic
and mathematical circuits using a ring
coupler

As highlighted in [12], “One of the most interesting fea-
tures of Chua’s circuit is its easy electronic implementation.
Soon after its inception, the circuit was studied experi-
mentally thereby confirming the presence of double scroll
in it. Due to the presence of linear passive devices, the
task of designing Chua’s circuit was reduced to designing
Chua’s diode. In fact, unlike many other chaotic systems,
the presence of grounded capacitors and inductors makes
Chua'’s circuit a very-large-scale integration (VLSI) friendly
chaotic system.”

However, Chua's circuit provides only 3-dimensional
chaos, as Figs.3(a) and (b), with its three arrows empha-
sized. For studying a more complex chaotic behavior called
hyperchaos, which has been reported in hydrodynamics and
semiconductor devices, one has to combine the behavior of
several Chua’s circuits and couple them in various ways.

The experimental observation of hyperchaotic attractors
in open and closed chains of Chua’s circuits was reported
in 199431, The layout of the five identical coupled Chua’s
circuits forming a ring is shown in Fig. 8.

The state equations of this circuit are as (9). Through
identifying symbols (Vc(fl) , Vc(iz) ,I$7) in each Chua’s circuit
with (z°,y¢ 2%), the state equations of the circuit can be
translated into the system of fifteen differential equations
shown in (10), and the electronic circuit of Fig. 8 is symbol-
ized by the mathematical circuit of Fig. 9.

In Fig. 9, the double rounded arrows symbolize the cou-
pling of one Chua’s circuit to the next one. In order to
represent the coupling between mathematical equations, de-
pending on the nature of the coupling, we can use two dif-
ferent symbols: The ring coupler corresponding to the cou-
pling of one generator to the next one (Fig.9) and the full
coupler when the coupling involves more connections be-

tween the couplers as shown in the next subsection (Fig. 10).

dv(cl) 1 1 1
A2 _ 6 (D) o) - £ (o)

dl)(l)
a2 G (o) — o) + i 4 K (o) — o)

dt

(1)
p L
e~

dU(CQ) 2 2 2
Ao _ 6 (o) @) - £ (o)

do? )
a2 _ G (o o)+ + Ka (o — o)

dt

()
L @
dt 2

dvg;) G) _ . (5) ®)
(&) 3 1 :G<v02 —vcl) —f(vcl)

t
d”(c?) 5 5 5 1 5
2% _ 6 (o —o®) +i + K5 (o) —of2)
-(5)
P AN
dt ©2

(9)

@' =aly' —a' — f(z'))
gr=at -y 2 Ry -y
=gy’

i* = a(y? —2® — f(z?))
V=2 -y + 22 + k2 (y® — o)
2 =—py’

i® = a(y® —° — f(z°))
ys = 2P —y5 +z5—|—k5(y1 —y5)
25 = —pyb.

3.2 Developing chaos based pseudo ran-
dom number generator (CPRNG) us-
ing full coupler, sampler, mixer, and
reducer

It is well known that industrial mathematics is greedy of
massive amounts of random and pseudorandom numbers,
as they are vital in many areas of modern technology such
as fast communication systems, economy, equity trading
and in a wide range of engineering applications. US and
European patents using discrete maps for providing these
numbers are registered by specialists of discrete dynamical
systems[m’w]. We have recently proposed efficient chaotic
pseudo random number generators (CPRNGs)%. They
are based on the ultra weak multidimensional coupling
of p 1-dimensional dynamical systems which preserve the
chaotic properties of the continuous models in numerical
experiments. Combined with chaotic sampling and mixing
processes, ultra weak coupling leads to families of CPRNGs
which are very effectivel*7.

It was shown a few years ago!*® that the ultra-weak cou-
pling of several logistic or symmetric tent maps (6) allows
the production of long series of chaotic numbers equally
distributed over the interval [—1, 1] of the real line.
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The system of p-coupled tent map is given by
X1 = F(Xa) = A(f(X,)
ay, flan)
[(Xn) =

(11)

where X,, = , ,and A is

o f(a2)
the matrix that is shown at the bottom of this page.
The design of the corresponding mathematical circuit is
displayed in Fig. 10.

Fig.9 Mathematical circuit of five identical coupled Chua’s cir-
cuits forming a ring

At this point it is important to note that chaotic num-
bers are not pseudo-random numbers because the plot of
the couples of any component (az:il7 x;_‘_l) of the iterated
f points (X,, Xn4+1) in the corresponding phase f plane
reveals the map used as 1-dimensional dynamical systems

of pseudorandom numbers with desktop computer has been
introduced*”). The way to conceal the chaotic genuine func-
tion is the ultra-weak coupling mechanism which has been
improved.

=
==

Fig.10 Circuit of ultraweak coupling of p 1-dimensional chaotic

map

In order to hide f of (11) in the phase space (xi“ a:ﬁH_l),
the sequence (b, z}, xh, -, b, a:ﬁH_l, -+- ) generated by
the [-th component of X, is sampled chaotically, selecting
z!, every time the value of £ the m-th component of X, is
strictly greater than a threshold 7" belonging to the interval
[—1, 1] of the real line.

The pseudo-code, for computing such chaotically sub-

sampled numbers is

Xo = (x(l), T, xﬁfl, xh) = seed
n=0; q¢=0;
do {while n< N
do {while =z, <T

@bl ah) n+ 4}
, Th);

Ty = Tn(g); N+ -+ ¢+ +)

1 2
compute (T, T, -

p—1

12
compute (z,, T, - ,Th

then n(q) = n;

This chaotic under-sampling is possible due to the inde-
pendence of each component of the iterated points X, vs.
the others!'®!. We introduce the symbol of this sampler on
the right-hand side of Fig. 11 in order to give a schematic
representation of this chaotic under-sampling process.

[-A— Jo-- o il 1111111
e -

to generate them via (11). Nevertheless a family of en- Fig.11 Circuit of enhanced CPRNG based on chaotic under-
hanced CPRNG in order to compute very fast long series sampling
Jj=p
e11=1-3 e £1,2 €1,p-1 €1,p
j=2
Jj=p
€21 g22=1— > &2 €2,p—1 €2,p
J=1i#2
A=
j=p—-1
Ep,1 €pp-1 Epp=1— Zl €p,j
j=

page 5



A second mechanism can improve the unpredictability of
the pseudo-random sequence generated as above, using syn-
ergistically all the components of the vector X,, instead of
two.

Given p — 1 thresholds

O<hh <Te<--Tph1<1

which define a partition Ji,J2,---,Jp—1 of the interval
[—1, 1], the pseudo-code for computing such chaotically sub-
sampled numbers is

Xo = (x5, x5, ab ", x8) = seed
n=0; q=0;
do {while n <N
do {while =z € Jo

1 2 —1
compute (Tp, Thn, - ,xh , zh); n++}

1 2 p—1 p
compute(z,,, T, - ,Tn ,xh)

let k be such that 2P ¢ Jg
then n(q) =n; Ty = xlfl(q); n++; ¢+ +}.

We draw the symbol on the right-hand side of Fig. 12 in
order to give a schematic representation of the chaotic mix-
ing process. For sake of simplicity, we have only displayed
a circuit with three 1-dimensional generators. However, the
mixing process runs better when more generators are cou-
pled.

ey M ml||||||||||||m|||||u|||n|||||||||

4
iy B A
A= -

Fig.12 Circuit of enhanced CPRNG based on chaotic mixing

We can say that the design of mathematical circuit
including couplers, samplers or mixers allows the emer-
gence of complexity in chaotic systems which leads to
randomness!'7.

We introduce now another process which can directly
provide random numbers without sampling or mixing, al-
though it is possible to combine those processes with it.
The idea underlying this process is to confine on [—1,1]"
considered as a torus, a ring of p-coupled symmetric tent
maps (or logistic maps)2%.

Consider the equalities:

x}LH =1-2 ’x,ll‘ + ka2

ey = 1= 20| + kmait (12

a:f:_ll =1-2a57 " + kp_12h,
whpa =1-22h] + kpay

where the parameters k; = F1. In order to confine the vari-
ables z;,,, on the torus [—1,1]", we do for every iteration

the transform:

13
substract 2, if (2., > 1). (13)

{ add 2, if (27, < —1)
We design a new symbol: the reducer, on the right-hand
side of Fig. 13, in order to give a schematic representation
of the projection of the variable on the torus. For the sake
of simplicity, we have again displayed a circuit with only
three 1-dimensional generators. However, this new pseudo-
random number generator works better when more genera-
tors are coupled as in the previous example.

=_r

[ - = - - -

-1

Fig. 13 Reducer for the circuit (12) and the transform (13) with
p=3

- -

- -

The particularity of this coupling is that each variable z”
is coupled only with itself and 27!, i.e., using a ring cou-
pler as shown in Fig. 13. At first glance, in order to enrich
the random properties of the map, it could seem interesting
to add supplementary cross couplings between these vari-
ables, i.e., using a full coupler as in Fig.10. However, in
this case, a full coupling is inappropriate because it would
increase the determinism and therefore deteriorate the sta-
tistical properties which we are looking for.

To evaluate the random property of these generators,
the set of National Institute of Standards and Technology
(NIST) tests®! have been used.

The random property validations of both a 4-dimensional
system and a 10-dimensional one have been carried out??,
For this purpose, the chaotic carrier output needs to be
quantized and binarized (0 and 1) in order to be validated
as random using NIST tests. Therefore, different methods
of binarization (converting real signals to binary ones) have
been implemented and compared.

A first 1-bit binarization has been applied to the system
output (12, 13), defined as y, = «J, with j € [[1,7]],

b=0, else.

The results proved to be highly sensitive to the type
of binarization. Eventually, after testing several different
methods, a 32-bit binarization was chosen as the most suit-
able solution. Because the system is confined to the p-
dimensional torus [—1,1]”, 31 bits are assigned to represent
the decimal part, and 1 bit to the sign. To illustrate the
results, the NIST tests for the 4-dimensional system with
parameters k; € (—1)**! are shown in Fig. 14. The chosen
conditions are: The length of the original sequence = 10%
bits, the length of bit string = 10° bits, the quantity of bit
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RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING SEQUENCES
generator is <data/Tozi_10_positif.txt>
cl c2 €3 ¢4 C5 €6 C7 C8B C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST
8 5 13 9 9 12 6 19 8 11 0.102526 96,100 Freguency
11 16 10 10 10 14 6 8 6 0.437274 99/100 BlockFrequency
11 5 8 11 10 5 11 11 13 15 0.41%021 97/100 cumulativesums
8 6 17 10 10 6 7 11 15 10 0.213309 97/100 Ccumulativesums
5 8 17 15 6 8 6 14 10 11 0.075719 99,100 RuUNs
11, A1, 10 23 9 5 8 8 15 10 0.637119 99/100 LDnEestRun
6 8 17 14 10 8 9 15 7 6 0.122325 99/100 Ranl
10 9 13 10 10 9 8 12 10 0.991468 99,100 FFT
14 15 8 10 14 10 11 95 4 5 0.191687 98/100 NonoverlappingTemplate
10 8 11 9 9 13 7 12 10 11 0.964295 99,100 overlappingTemplate
13 A6 6 8 7 1o 13 1o 8 9 0.455937 100/100 universal
9. 10 12 8 10 11 5 14 11 10 0.816537 97/100 Approximateentropy
6 5 6 5 9 11 5 6 8 5 0.637119 65/66 RandomExcursions
3 5 6 7 10 10 9 6 4 6  0.407091 65,/66 RandomExcursionsvariant
3 8 8 12 12 9 13 8 13 14 0.319084 100/100 seriall
4 3 12 18 12 8 8 14 9 12 0.028817 100/100 Linearcomplexity
Fig.14 Example of NIST Test for k* = (—1)**!, 4 =1,2,---,4 , each sequence of components satisfies the NIST test for randomness

strings = 100. The output of the system has been arbitrary
chosen to be y = x.

Furthermore, as the results show their independence of
the initial conditions, every bit string in this test is the re-
sulting sequence of a different randomly chosen initial con-
dition. The criterion for a successful test is that the p-value
has to be superior to the significance level (0.01 for this
case). For the present model, all tests were successful thus

the sequences can be accepted as random.

3.3 Chaotic multistream pseudo random
number generators (Cms-PRNG)

It is possible to combine several equations in order to
design chaotic multistream pseudo random number gener-
ators (Cms-PRNGs) or combine several processes in order
to generate uncorrelated sequences of pseudo-random num-
bers, possessing a large number of keys for a cryptographic

use.

This is simply obtained by adding a full coupler as a
keyer as shown in the circuit of Fig. 15, corresponding to
(15) with the reduction process of (13).

P P )
Thg =1=2Jz; ]+ ks {(1 -2 51,j> z2 4+ 3 51,_7‘(1)'le|
j=3 j=3
P
wpy = 1= 202y 4k | (1 Ems | o
G=1,j#mm+1
p )
Em, 5T,
J=1,5#mim+1
p—1 __ 1 2 |gp—1 52 P
wp =1=2[20 7+ ks 1= 3 &prj | o+
j=1
p—2 .
> Ep-157,
=1
p—1 p—1 .
mﬁ+1:1_2|rﬁ|+kp 1—=3 ep $i+2 Ep,i T | -
j=2 j=2
(15)
I
N .. -
nne2s) il s
i

Fig.15 Circuit of Cms-PRNG with only 3 streams

3.4 Secure communication via chaotic syn-
chronization using a cascader

The synchronization of two Chua’s circuits was studied
experimentally eight years after its discovery in 1992[23],
soon followed by its application to encrypted transmission.
In 1992, the first laboratory demonstration of a secure com-
munication system using a chaotic signal for masking pur-
poses was built®¥. The technique exploited the chaotic
synchronization in order to recover the signal®®!. While the
“transmitter”? is a direct implementation of the method
proposed in [24], the “receiver” differs from the computer
simulation approach, because it actually contains two sub-
systems of the “chaotic transmitter” (Chua’s circuit).

The mathematical translation of the dynamics of the cir-
cuit used in [25] for the experimental demonstration of se-
cure communication is as follows: The basic building block
is a Chua’s circuit, and the dynamics of which is given by
the Chua’s equations (3). The noise-like signal u(t) is used
to hide the message. If s(t) is an information-bearing sig-
nal, the transmitted one is r(¢) = u(t) + s(t), where s(¢) is
assumed to have a significantly lower power level than that
of u(t). Hence the signal s(¢) is effectively “masked”.

Two sub-systems compose the receiver.

The first sub-system is driven by the transmitted signal

r(t):

{ 1'1.1:7"(t)—m—|—w1 (16)
w1 = —Pvr.
The second one is driven by the signal v1(t) as
Uz = afvr —u2 — f(uz)]. (17)
The signal s(t) is then recovered using
s2(t) = r(t) — u2(t) = s(t). (18)

Actually the dynamics of the experimental set-up
(Fig. 16) is described by

[Loctmen

Remark 2. As long as we do not need wa(t) to recover
s2(t), we continue to use (18) instead of (19) in the following
improved system.

Remark 3. In both implementations (electronic circuit
realization (Fig.17) and computer simulation (Fig.16)) of
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the circuit[%], there is an inevitable error which is intro-

duced by using the signal s(t).

Information
signal

s()

v.
Chua’s circuit (v,,,v,..1,) H»G

P ()=, (05(0)

Subsystem #1(v,.1,)

@
v(':

| Subsystem #2(\1(,') |

@
V(',

() =)

Fig.16 Experimental set up. Block diagram of the system. It
contains one Chua’s circuit and two partial Chua’s circuits, that
is, subsystems #1 and #2 of Fig. 17(2%]

> R
+ JWV
+ +
L J
1 v —
g" —» e E
I - _
L - NR
“Subsystem# Subsystem #2

Fig. 17 Practical realization of the receiver. The first subsystem
is a partial Chua’s circuit consisting of the (ve,, i1 ) —subsystem
driven by the transmitted signal 7(¢). The second subsystem is a
partial Chua’s circuit consisting of the v, —subsystem driven
by the transmitted signal (vgz)) The triangular symbols are
OpAmps which decouple the systems, acting as the signal drive
elements!?9]

The performance of the chaotic masking technique need
to be enhanced by means of improving the convergence of
the recovered signal s2(¢) towards the information-bearing
signal s(t). Using an analog of relaxation method in numeri-
cal analysis (in numerical mathematics, relaxation methods
are iterative methods for solving systems of equations, in-
cluding nonlinear systems), it has been proposed to iter-
ate the process of recovering the signal, cascading a second
identical receiver to the first one, i.e., introducing a second

system of equations comparable to (16, 17) driven by w2 (t)
instead of r(t), as shown in Fig. 18.

Chua’s circuit
3 2)

—| Subsystem #1 (, z) |

b

e | Subsystem #2 (x) |
Receiver 1

)

| Subsystem #1 (3, z) |

—_—] 5

Receiver 2

| Subsystem #2 (x) |

Fig. 18 Block diagram of the electronic circuit implemented in
Fig. 19

Two subsystems build the second receiver. The signal
uz(t) drives the first subsystem. It is assumed to be more
synchronized to u(t) than the transmitted signal r(t):

{ V3 = U2 — V3 + w3 (20)

11)3 = —ng.

The second subsystem of the second receiver is then
driven by the signal vs(¢) from (20):

iL4 = 05[1}3 — Ugq — f(u4)] (21)
Then s(t) is recovered as
sa(t) = r(t) — ua(t) = s(t). (22)

In practice, we simply build two copies of the receiver as
shown in Fig. 19. By identifying the symbols (vc,,ve,, L)
in Chua’s circuit (see Figs. 16 and 17) with (u, v, w), the
electronic circuit implementation in Fig.19 can be trans-
lated into the block diagram shown in Fig. 18. Although
no two electronic circuits can be made perfectly identical
in practice. One can approach this ideal situation with
the help of the integrated circuit technology®®!. By fab-
ricating several identical Chua's circuits on the same sili-
con chip, the resulting circuits are almost “clones” of each
other. The additional security supported by this technique
has the advantage that even if someone else has discovered
the parameters (a, 8) used in the system, integrating it into
another silicon chip will invariably introduce discrepancies
due to the different processing parameters from different
silicon “foundries”. Computer experiments show that by
connecting two identical receivers, a significant amount of
noise can be reduced. The recovered signalm] has thereby
a much higher quality.
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Subsystem #2 Subsystem #1  Subsystem #

Subsystem #1

Fig.19 Electronic circuit implementation of the two-stage “re-
ceiver” consisting of two identical copies of the circuit given in
Fig. 18

At that point of this article, the last symbol we intro-
duce in order to schematise mathematically that cascading
method is the cascader displayed in Fig. 20.

I

Fig.20 Cascader symbol

9

lt---

4

~

)
Ay

x (1)

—

—

In the limited extent of this paper, the last example of
mathematical circuits we give is an improvement of the cas-
cading of two identical receivers of Chua's circuit. Albeit
this improvement is rather from a numerical point of view
than a practical one, it is given in order to illustrate more
in depth the combination of circuit elements. It is possible
to combine two cascading receivers as in Fig. 21.

This circuit is governed by

Fig.21 Two cascading receivers combined

U5 = U4 — Vs + Ws
{ w5 = —PBus (23)
e = afvs — ue — f(ue)] (24)
{ 1'/.7:u6_v7+w7 (25)
wr = —Pur
g = afvr — ug — f(us)]. (26)

Then s(t) is recovered as

sg(t) = r(t) — us(t) = s(t). (27)

A clear improvement of the results27 28!

merical experiments.

is shown by nu-

4 Conclusions

Following the worldwide tradition of using Chua’s
circuits for various purposes, we have introduced the
paradigm of chaotic mathematical circuitry which shows
some similarity to the paradigm of electronic circuitry —
the design of electronic circuits. This new paradigm allows,
for instance, building new chaotic and random number gen-
erators. However, there are some differences in the analogy:
Mathematical circuits are generic rather than specific like
electric circuits. In fact, they capture the essential of dy-
namics of chaotic attractors.

We have presented the symbols of generators (both con-
tinuous and discrete) used in the paradigm of mathematical
circuits, and compared mathematical circuits with the elec-
tric ones.

We considered others circuit elements (couplers, sampler,
mixer, reducer and cascader) in practical problems: gener-
ating hyperchaos; developing chaos based pseudo random
number generators (CPRNGs), chaotic multistream pseudo
random number generators (Cms-PRNGs) and secure com-
munication via synchronization.

Alongside electronic circuits, the new theory of math-
ematical circuits allows many new applications in chaotic
cryptographypg], genetic algorithms in optimization and in
control® etc. Due to the versatility of the new compo-
nents we introduce, the combined operation of these chaotic
mathematical circuits remains largely unexplored.
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