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APAT: An Application of Aggregate Signatures to BGPSEC

In this paper, we propose a new protocol called aggregated path authentication with tracing (APAT) which introduces aggregate signatures, where individually generated signatures can be combined into a single short signature, to BGPSEC. Although verification of aggregate signatures fails if invalid signatures are inserted to aggregated signatures, APAT overcomes this problem by our proposed tracing method. Moreover, we implement aggregated signatures and evaluate their performances.

I. INTRODUCTION

An organization such as an Internet service provider (ISP) operates autonomous networks called an autonomous system (AS), and is assigned a unique AS number to identify each organization. The Internet is operated by exchanging routing information among networks of organizations with AS numbers, and the path control protocol among ASes is boarder gateway protocol (BGP). Currently, the validity of routing information exchanged on BGP has not been guaranteed. Therefore, an adversary can hijack the routing information by advertising false information. Such an attack enables the adversary to attract packets for other networks to its own network to steal information or execute a man-in-the-middle (MITM) attack. For instance, there are YouTube hijacking by Pakistan Telecom in 2008 and hijacking of a BitCoin mining pool in 2014 as famous cases.

To prevent such an attack, the validity of routing information exchanged on BGP should be guaranteed. In recent years, IETF has discussed standardization of border gateway protocol security extension (BGPSEC) [START_REF] Lepinski | BPSEC Protocol Specification[END_REF] to guarantee routing information by adopting digital signatures. However, there is a new problem such as shortage of router memories caused by the overhead of the conventional cryptographic tools. For instance, the size of router memories becomes larger than 10 gigabytes according to the existing estimation by Sriram et al. [START_REF] Sriram | RIB Size Estimation for BGPSEC[END_REF] in BGPSEC. Namely, increasing memories of network routers all over the world becomes inevitable due to the current standardization. Based on these motivations, we propose a new protocol of BGPSEC to guarantee the routing information while memories of routers are kept small.

II. APAT: AGGREGATED PATH AUTHENTICATION WITH TRACING

We try to reduce the signature size in a route advertisement by introducing aggregate signatures [START_REF] Boneh | EUROCRYPT 2003[END_REF] to BGPSEC, where individually generated signatures can be compressed into a single signature. We note that BGPSEC speakers cannot identify invalid signatures from aggregate signatures due to the aggregation capability. Therefore, we consider a new scheme called tracing to identify the invalid signatures.

Algorithm 1 Setup

Require: security parameters 1 k , 1 τ , hash functions

H 1 : {0, 1} * → G 1 , H 2 : {0, 1} * → Z * p 1: g 1 R ← -G 1 , g 2 R ← -G 2 {generator} 2: para ← (g 1 , g 2 , H 1 , H 2 ) 3: return para Algorithm 2 Key Generation Require: para Ensure: a pair (sk, pk) ∈ Z * p of secret key and public key 1: sk R ← -Z * p 2: pk ← sk • P 3: return sk, pk
Tracing: The tracing is a method to identify invalid signatures included in aggregate signatures, which are verified as being invalid. The intuition behind our tracing is to construct some simultaneous equations with respect to aggregate signatures. In general, verification of signatures is done via an equality check with the signatures and their public keys. That is, a verification equation holds for any signature scheme as long as given signatures are accepted. Therefore, the component of the signatures can be divided by the component of the public keys, i.e., becoming one. The dividing property can be given in an aggregate signature scheme, and signatures combined in aggregate signatures can be divided by corresponding parts of its verification equation. Meanwhile, the verification equation does not hold if there exist invalid signatures in aggregate signatures. Based on these facts, some equation which contains only the invalid signatures can be obtained by dividing the component of aggregate signatures by the component of their public keys. Then, we can construct simultaneous equations to trace invalid signatures in the following example. Here, we define an aggregate signature scheme with the tracing capability as follows. The proposed scheme consists of six algorithms: Setup, Key Generation, Signing, Aggregation, Verification, Tracing.

Concrete Example: We show a concrete example of our tracing technique. In the following, for any x, x i means the value corresponding to the ith signer. In our proposed scheme, while Setup, Key Generation and Signing processings are the same as the existing aggregate signature scheme [START_REF] Boneh | EUROCRYPT 2003[END_REF], the processing Aggregation is different as follows. More specifically, an aggregator generates a random number R first and calculates n hash values δ j = H 2 (pk j R) in the Aggregation algorithm. Then, the aggregator calculates

ρ 0 = i j=1 σ j Algorithm 3 Signing Require: para, sk, m ∈ {0, 1} * Ensure: a signature σ ∈ G 1: h ← H 1 (m) 2: σ ← sk • h 3: return σ
Algorithm 4 Aggregation Require: para, i-tuples ({pk j , m j , σ j } i j=1 ), a secret key sk agg of an aggregator 1: R R ← -{0, 1} k {generate a random number} 2: σ agg ← Signing(para, sk agg , R)

3: return σ = (σ agg , R, ρ 0 , • • • , ρ τ )
and ρ 1 = i j=1 δ j σ j . Then, a tuple of (ρ 0 , ρ 1 , R) is output as an aggregate signature. The component ρ 0 is used for Verification algorithm. The aggregate signature is accepted if e(ρ 0 , g 2 ) = i j=1 e(h j , y j ) holds by using ρ 0 . Meanwhile, if the verification result becomes invalid, random numbers δ j for all j ∈ [1, i] can be utilized in Tracing algorithm to find invalid signatures. In particular, a verifier searches for random numbers which satisfy the following equation.

e(ρ 1 , g 2 ) i j=1 e(h j , δ j pk j ) ? = e(ρ 0 , g 2 )
i j=1 e(h j , pk j )

δ k
Since ρ 1 in the left side contains a unique random number for each signer, invalid signatures can be identified by finding δ k for which the above equation holds. We can also extend this method to identify multiple invalid signatures by adjusting the Aggregation processing. For instance, an aggregator additionally outputs ρ 2 = i j=1 δ 2 j σ j to trace two invalid signatures. In this case, the goal is to find two random numbers δ k1 and δ k2 for which the following equation holds.

e(ρ 2 , g 2 ) i j=1 e(h j , δ 2 j pk j ) ? = e(ρ 1 , g 2 )
i j=1 e(h j , δ j y j )

δ k1 +δ k2 e(ρ 0 , g 2 ) i j=1 e(h j , y j ) -δ k1 δ k2
Likewise, τ invalid signatures can be identified by generating τ +1 aggregate signatures in the Aggregation algorithm and deriving the τ th elementary symmetric polynomial in ρ 0 , • • • , ρ τ .

Concrete Construction:

We utilize an aggregate signature scheme by Boneh et al. [START_REF] Boneh | EUROCRYPT 2003[END_REF] as a signature scheme of BGPSEC. If the verification algorithm outputs reject, then each router identifies invalid signatures on aggregate signatures by the tracing technique. We assume that an AS operator decides appropriately whether the tracing capability should be enabled or not. The other specifications which are not described above are based on the original specifications of BGPSEC.

III. EVALUATION

We evaluate the data size of update messages in Table I for k = 0 to τ do 5: end if 12: end if proportion to the number of ASes since the size contains AS paths and subject key identifiers of ASes in addition to signatures themselves. Then, we show that the update message size of APAT is smaller by a factor of seventy percents.

α k = e(ρ k ,g2) i j=1 e(hj ,δ k j •pkj ) where h j = H 1 (m j ) 6: end for 7: if δ j 's for all j ∈ [1, i] such that α τ = τ k=1 (α k ) (-1) k-1 p k holds for all k ∈ [1, τ]

IV. CONCLUSION

In this paper, we proposed a new specification, called APAT, of BGPSEC with aggregate signatures, which are digital signatures to combine individual signatures into a single short signature. We found the problem of aggregate signatures where a whole aggregate signature is rejected if invalid signatures are combined, and then proposed a new technique called tracing to identify the combined invalid signatures. We also showed that APAT is able to decrease the update message size while invalid signatures can be identified. We plan to implement APAT in simulation tools such as The BIRD Internet Routing Daemon. 

then 8 :

 8 return a set I ⊂ [1, i] of indexes corresponding to δ j
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  . The table is based on the data frame of BGPSEC. We denote by n the number of ASes where update messages are propagated. We note that the update message size of APAT increases inAlgorithm 5 Verification Require: para, {pk j , m j } i j=1 , σ = (σ agg , R, ρ 0 , • • • , ρ τ ) 1: if e(ρ 0 , g 2 ) = , pk j )where h j = H 1 (m j ) then Tracing Require: para, {pk j , m j } i j=1 , σ = (σ agg , R, ρ 0 , • • • , ρ τ ) Ensure: the p k is the kth polynomial of signatures.1: if Verification(para, pk agg , R, σ agg ) = reject then

	i j=1 e(h j 2: return accept
	3: else
	4:	return reject
	5: end if
	Algorithm 6 2: return ∅
	3: else
	4:	

TABLE I

 I 

		.	UPDATE MESSAGE SIZE
	(UNIT: byte)	Sig. Size	Total Size.	Generalized Size
	BGPSEC	320		493	92n + 33
	APAT	64		237	28n + 97