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The Internet of Things (IoT) is a rapidly growing technology in recent years. It represents an extension of the Internet into the physical world embracing everyday objects. In consequence, users' privacy and security are becoming a great challenge. To cope with this issue, sophisticated approaches are needed to guarantee these services and hence ensure a large-scale adoption of IoT. In our work we present an approach to model and describe the architecture of internet of things, in which user privacy and security are ensured while taking into consideration the dynamic context in which evolve users, their experience and preferences with respect to security and privacy.

INTRODUCTION

Internet of Things definition is given by [1]: "things having identities and virtual personalities operating in smart spaces using intelligent interfaces to connect and communicate within social, environmental, and user contexts".

In recent years, user data privacy and security pose a great challenge in the context of Internet of things. Indeed, if all our devices are connected to the Internet we can be sure that they will be of great interest to various criminals who wish to monitor us. For this reason the privacy and security of IoT is becoming a hot research topic.

In this article, we propose a context-aware architecture for privacy preservation in IoT. We introduce the three layers of our architecture and main components.

The remainder of this paper is organized as follows, in section II we present related works. We present our contextaware privacy architecture for IoT and use cases in Section III. Conclusion is given in section IV.

II. RELATED WORKS

Schmidt et al. [START_REF] Schmidt | There is more to context than location[END_REF] proposed a context data model for context data stemming from the user himself and his surroundings. In [START_REF] Pallapa | A scheme for quantizing privacy in context-aware ubiquitous computing[END_REF], authors proposed a privacy-aware solution where the privacy value denotes how much the user is willing to share the related information with other actors in the system. In [START_REF] Parent | Privacy, morality and the law[END_REF] Huang et al. proposed a context-aware model to ensure the privacy of users, without taking into consideration the user data augmentation and the inference mechanism. In [START_REF] Pietschmann | CROCO: Ontology-Based, Cross-Application Context Management[END_REF], Pietschmann et al. proposed ontology-based context management service; they don't represent the privacy of users and the security in their ontology.

All of these works deal with privacy problem and/or security for IoT. Although they propose models or architectures, they do not take into consideration the user context and security policy adaptation with respect to user's context evolution. We will show that our solution outperforms existing solutions thanks to providing security policy adaptation that relies on an inference engine. We will provide details regarding our architecture in the following section.

III. CONTEXT-AWARE PRIVACY ARCHITECTURE FOR IOT

A. Architecture Security Levels

In IoT there are different levels of security: the security of devices, communications and users.

1) Security of devices

At this level, security deals with the protection of hardware and the software run by devices (operating system and applications).

2) Security of communication Network security is a great challenge: technologies like RFID, NFC, and WSN must have a secure data communication to save the data transmitted between objects and assure that no third entity not authorized can stole the information.
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) Security of users

In this level the user privacy and security should be protected: the user information like health condition or position must be kept private and accessible only for the authorized entities.

In our architecture Fig 1 we based on the architectural model for IoT presented in [START_REF] Zheng | Technologies, applications, and governance in the Internet of things[END_REF], that is composed of three layers 1) sensing layer; 2) network layer; 3) application layer

B. Architecture layers 1) Sensing layer

This layer is for data acquisition and collaboration. There are different sensing devices in this layer, such as RFID (Radio Frequency Identification), NFC (near field communication) UWB (Ultra-wide Band) and WSN (Wireless Sensor network).

2) Network layer

This layer is to transmit the data acquired with the devices of the sensing layer safely and reliably. Networks like Internet, mobile networks, Wi-Fi, Bluetooth are an example of this layer.

3) Application layer After sensing the data and transmitting it safely, the application layer role is to perform this data. For instance, REST server that offers the functionality of the device as a service can receive data from the network layer and provide information to other devices.

C. Architecture Serives

Our architecture relies on SOA paradigm. Therefore, every component of the architecture (devices, ontologies, etc.) is considered as a service. In what follows, we will explain how SOA paradigm is implemented in our architecture.

1) Object as a service

The integration [START_REF] Guinard | Towards the web of things: Web mashups for embedded devices[END_REF] of RESTFul technology or WS (web services) [10] in IOT allows us to access the resources of the objects from the Internet. To integrate RESTFul in the objects, we have two possibilities: First, integrate a web server in each object, which allows us to provide interfaces for communication from the Internet. Second, add a middleware (server), which has an IP address, it runs on a Web server software that includes protocols and dedicated drivers of various devices. The requests of devices service are formulated through using a standard URL.

There is a possibility that an object can be a middleware and a simple object at the same time, it is depended on the capacity of the objects.

The distributed privacy protection systems in our architecture use an ontology that describes the privacy of users. This ontology fulfills the various requirements. First of all, it serves as a common vocabulary for representing the context shared across the various system components. It also serves as an intuitive way to describe complex privacy requirements that connect various private data types with different types of services and associate access to this data with policies.

2) Ontology as a service The ontology of privacy rules is saved in the cloud. It is accessible as a service to give the possibility to access it from any place, any device and any time. Knowledge representation by ontology may be accompanied with reasoning mechanisms and inference algorithm. The reasoning mechanisms allow us to request the ontology and extract the knowledge we need, however the inference algorithm is to produce new security rules based on the old ones.

There are two possibilities to apply the inference rules; at each event or request information from ontology, or each time interval.

IV .CONCLUSION

In this paper we presented a SOA architecture for contextaware privacy and access control in the Internet of things. Our architecture aims to protect users' privacy and provide access control while taking into consideration users' context and security requirement. Our solution relies on a ontology to describe both users' context and access policies. This architecture allows users to control sharing and using their information in the context of the Internet of things, and with the inference in the ontology we can produce new rules based on the initial rules to support context-evolution.