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Research in information security has generally focusedroviging a comprehensive interpretation
of threats, vulnerabilities, and attacks, in particulaevaluate their danger and prioritize responses
accordingly. Most of the current approaches propose adhtechniques to detect intrusions and
complex attacks but few of these approaches propose wetiegdefnethodologies to react against a
given attack. In this paper, we propose a novel and systemmathod to select security counter-
measures from a pool of candidates, by ranking them basebeotethnical and financial impact
associated to each alternative. The method includes industvaluation and simulations of the
impact associated to a given security measure which allove®mpute the return on response in-
vestment for different candidates. A simple case studydép@sed at the end of the paper to show
the applicability of the model.

Keywords. Cyber Protection Level, Countermeasure Selection, Comtacks, Security Met-
rics, Decision Support.

1 Introduction

Innovation in Information Technology has brought numeragdgancements but also some consequences.
Cyber attacks have evolved along with technology, reachistate of high efficiency and performance.
Current research focuses on approaches to detect sucksattiad demonstrate their strengths and the
difficulty to mitigate them([1] 2]. Most of these works propaspproaches to detect complex attacks but
few of them propose a methodology to react against them.

In addition, research in dynamic response proposes automaponse mechanisms (e.g., the adap-
tation of security policies) to overcome the limitationsnaéinual responses. However, these approaches
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remain limited since they do not analyse the impact of thectetl countermeasures [3]. Inappropriate
selection of countermeasures result in disastrous coegegs for the organisation. An impact analysis
of all the security candidates is therefore essential irdd@sion process to select appropriate counter-
measures for a given attack.

In this paper, we propose a novel and systematic method e¢atsscurity countermeasures from
a pool of candidates, by ranking them based on the tradeetffden their efficiency in stopping the
attack, and their ability to preserve, at the same time, dst fervice to legitimate users. The method
includes industrial evaluation and simulations of the iot@ssociated to a given security measure.

The rest of the paper is structured as follows: Sedfion ddhices the state of the art on service
protection level, and return on response investment. @d&tipresents the security and financial coun-
termeasure impact analysis. Secfidn 4 details the quatidfic of the proposed countermeasure impact
model. Sectioql5 gives an example of a case study. Finalhglasions and perspectives for future work
are presented in Sectidh 6.

2 State of the Art

2.1 Cyber Protection Level

The cyber protection level is an evolution of the safetygntg level (SIL) [4,[5], which is defined as a
relative level of risk reduction provided by a safety funati A SIL is determined based on a number of
guantitative factors (using methods such as: risk matriégls graphs, layers of protection analysis) in
combination with qualitative factors such as developmeot@ss and safety life cycle management.

The cyber protection level refers to the strength of cybeusty means deployed against a particular
threat. The process is generally used to identify assatsatd) vulnerabilities, likelihood, countermea-
sures, and consequences. This is usually obtained frork arrédysis, following any of the international
standards (e.g., NIST][6], ISOI[7]), or any of the risk mamagat methodologies (e.g., MEHARII[8]
and EBIOS[[9]) as well as expert knowledge. In our study, wester the EBIOS methodology, defined
by the French National Security Agency (ANSSI)[9].

The analysis follows several steps: 1) the context defmiti@t determines stakeholders, processes,
assets and dependencies, threat sources and existingtyse2ufeared events and threat scenarios,
with impact and occurrence probability; 3) risk evaluattbat takes into account the existing security
described in (1); 4) necessary measures related to risgatidn.

Although maost organizations follow a particular methodpldo deploy a risk analysis, current ap-
proaches present several shortcomings: they rarely peagadsulation methods for the protection level;
none of them can be applied on an operational environmehtYiing” protection means (i.e., poten-
tially unavailable for a period of time); they do not consitiee different instances that must be deployed
in the network to cover the threat everywhere; the effentgs of a protection function is hardly consid-
ered in the analysis.

2.2 Cost Sensitive Metrics

Cost sensitive metrics are widely proposed as a viable apprto find an optimal balance between
intrusion damages and response costs, and to guaranteddite of the most appropriate response
without sacrificing the system functionalities.
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2.2.1 Return On Investment (ROI):

The simplest and most used approach for evaluating finanoi@equences of business investments,
decisions and/or actions is the ROI metric. ROI is a relatneasure that compares the benefits versus
the costs obtained for a given investment [10, 11].

ROI basically shows how much a company earns from investateynd his metric supports decision
makers in selecting the option(s) that have the highestrreROl is calculated as the present value of
accumulated net benefits over a certain time period minuiitied costs of investment, then divided by
the initial costs of investment, as shown in Equalibn 1.

_B-G

ROl
G

x 100 1)
Where:
B; refers to all benefits during period t,
C; refers to all costs during period t

The decision rule is that the higher the ROI value, the moter@sting the investment. However,
Jeffery [10] agrees that the major problem with ROI is thatretric does not include the time value of
money, i.e., a 100% ROI realized 1 year from today is morealdiithan a 100% ROI realized over 5
years. Furthermore, the costs and benefits of the projecvarsyover time, meaning that the cash flows
are different in each time period. As a result, ROI is not aveaient way to compare projects when

the costs and benefits vary with time, and it is also not udefutomparing projects that will run over
different periods of time.

2.2.2 Return On Security Investment (ROSI):

It is a relative metric that compares the differences betwbhe damages caused by attacks (before and
after countermeasures) against the cost of the counteuneeds| 14| 13]. To calculate ROSI, a formula
adapted from the ROI metric is presented in Equdtion 2.

(ALEy, — ALE,) — Costey

ROS =
Costem

x 100 2

Where:
ALEy refers to the annual loss expectancy before countermeasure
ALE;, refers to the annual loss expectancy after countermeasure,
Codsicy is the cost of the countermeasure

The calculation of each parameter composing the ROSI exulaéis been widely discussed by Lock-
step Consulting[[12], and Kosutic [13]. The former propoaamethodology that considers different
levels of likelihood and severity, which are then, respetyi transformed into frequency and direct cost;
the latter considers on the one hand, parameters assotietieel incident (e.g., financial losses, costs,
frequency), and on the other hand, parameters associathd fwotection (e.g., cost, benefits, life ex-
pectancy of the security measure).

Similar to the ROI metric, the decision rule states that igbdr the ROSI value, the more interesting
the investment.
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2.2.3 Return On Response Investment (RORI):

It is a service dependency index for cost sensitive respbased on a financial comparison of the re-
sponse alternatives [15]. RORI is an adaptation of the Rt&x [14] that provides a qualitative compar-
ison of response candidates against an intrusion. RORId@msanot only response effects on intrusions,
but also response collateral damages as depicted in Eq(atio

IC, — RC] — OC

_ |
PR = &b 70

x 100 3

Where:

ICp represents intrusion impacts when no response is enforced,

RC refers to the combined impact of intrusion and response,

OC are operational costs that cover low level investments asalesponse setup and deployment costs
CD refers to collateral damages, which are costs that are dadashew response, and are not related to
intrusion costs

The deployment of the RORI index into real world scenarics fr@sented the following shortcom-
ings:

e The RORI index is not defined when no countermeasure is sdle@ince the operational cost
(OC) is associated to the security measure, the RORI indiélead to an indeterminacy when no
solution is enforced (NOOP).

e The RORI index is not normalized with respect to the size amdpexity of the infrastructure.

e The absolute value of parameters suci@sandRC is difficult to estimate, whereas a ratio of
these parameters is easier to determine, which in turn esdercors of magnitudé [16].

3 Countermeasure Impact Analysis

3.1 Security Impact

Taking into account current shortcomings in risk analysithmdologies, we propose to evaluate a pro-
tection level against a threat, related to confidentiaiitiggrity, and availability, that considers technical
ans business services as assets.

The protection level (PL) of a servi& against a threaly is calculated using Equatian 4.

PL(S,Tk) = 100— max(0,AD — AP) 4)
Where:
e AD = Assessed Danger, which represents the threat dang@saisn terms of confidentiality,

integrity and availability (i.e.¢ck, dik, dak), as well as the service value in terms of confidentiality,
integrity and availability (i.e.yci, vii, Vai), as shown in Equatidd 5.

dek < Vi) 4 (Cik X Vi) + (dak X Vaj)
75

From Equation bdck x Vi represents the confidentiality-related impati, x v represents the

integrity-related impact, andak x Va; represents the availability-related impact. The more dan-

gerous the threat and/or the more important the servicemstef confidentiality, integrity, and

AD:(

x 100 (5)
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availability, the higher the impact. Values of dangerogsrteand servicev range from 0 to 5,
therefore, the maximum possible value for AD is 75. We mytthis result by 100/75 in order to
get homogeneous values of protection (assessed in a saald®fro 100).

The current proposal only considers the CIA services @ganfidentiality, integrity, and availabil-
ity) for the calculation of the assessed danger, mainly dua/¢ reasons: firstly, because the data
is considered by the EBIOS methodology, and secondly, sectie approach is used by our in-
dustrial partners at Cassidian Cybersecurity. Howevés,atso possible to use other parameters
(e.g., criticality, accessibility, recuperability, vidrability) as long as we are able to estimate their
values for the selected threats and services.

e AP = Assessed Protection, which represents the protectisigraed against the threat k for the
service i (i.e.,pik), as well as the effectiveness of the protection assignadhsigthe threat k for
the service i (i.e.gk), as shown in Equatidn 6.

AP = ek X pik (6)

From Equatiori 6, the assessed protection is estimated BrtexpThe effectiveness factey is
calculated depending on the type and distribution of ptaede.g., false positive rates, coverage of the
network, feedback from operational teams, subjective &gur

To measure the impact of changes on security (SI, for Sgcumipact), we compare current and
potential situations as depicted in Equatibhs 7[dnd 8

S = I:)l—po'[ential (Sth) - PI—current(Sth) (7)
Where,
o PLaential IS the protection level with a modified protection capacigiast the threaty.
Equatior. 8 provides more details about the delta betweeautient and the potential situation.

9 = max<0, [(dCKXVCiHw'%"”)“d’*“x"”) X 100] — ek X pik) -

max(O, [(deXVci)+(d|k7X5V|i)+(dAkaAi) % 100} — e, x pi/k>

(8)

The variation is being on the protectiggy and/or its effectivenessy.

3.2 Financial Impact

An improvement of the RORI index has been proposed, takitogaacount not only the countermeasure
cost and its associated risk mitigation, but also the itfugture value and the expected losses that may
occur as a consequence of an intrusion or attack [16].

The improved RORI index handles the choice of applying nantenmeasure to compare with the
results obtained by the implementation of security sohgi¢individuals and/or combined countermea-
sures), and provides a response that is relative to the sthe mfrastructure. The improved Return on
Response Investment (RORI) index is calculated accordirigptiationi D.

(ALE x RM) — ARC
ARC +AIV

RORI = x 100 )

Where:
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e ALE is the Annual Loss Expectancy and refers to the impact obgined in the absence of
security measures. ALE is expressed in currency per year, @year) and and includes loss
of assets (La), loss of data (Ld), loss of reputation (Lijaleprocedures (Lp), loss of revenues
from existing clients or customers (Lrec), loss of revent@mf potential clients (Lrpc), other
losses (Ol), contracted insurance (Ci), and the annualafatecurrence (ARO), i.e.ALE =
(La+Ld+Lr+Lp+ Lerc+Lrpc+ Ol —Ci) x ARO

¢ RM refers to the Risk Mitigation level associated to a paitc solution. RM is defined from the
security impact as a percentage (i.e., @RM < 100%) that represents the additional counter-
measure effectiveness over the best solution to be impleden order to totally eradicate the

threat. RM includes the protection level of potential andent situations, as presented in Section

H _PL otential (S«,Tk)*PLcurrem(S-Tk)
lﬂ (I.e.’ RM - : er:]I-IO(FPLcurrem(SsTk) )

e ARC is the Annual Response Cost that is incurred by implemerat new security action. ARC
= OC+CD from Equatio]3. ARC is always greater than or equaeim @ARC > 0), and it is
expressed in currency per year (e.g., $/year). ARC incliiesct costs: e.g., Cost of imple-
mentation (Ci), Cost of maintenance (Cm), Other direct{didc); and Indirect costs (Ic), i.e.,
ARC =Ci+Cm+Odc+Ic

e AlV is the Annual Infrastructure Value (e.g., cost of equigmh services for regular operations)
that is expected for the system, regardless of the implesdeciiuntermeasures. AlV is greater
than zero AIV > 0), and it is expressed in currency per year (e.g., $/yeat) iAcludes the
following costs: Equipment Costs (Ec), Personnel costy &arvice costs (Sc), Other costs (Oc),
and Resell Value (Rv), i.eAlV = Ec+ Pc+ S+ Oc— Rv

4 Countermeasure Impact Quantification

The quantification of the parameters composing the RORI qmd@osed in Equation] 9 is a task that
requires expert knowledge, statistical data, simulatiod ask assessment tools. Our experience in
guantifying impact losses, as well as countermeasure emstdenefits for different security systems
demonstrate that within 3 to 4 hours of discussions with ase providers and simple simulation runs,
we are able to estimate each parameter composing the RORImdtie remaining of this section
proposes a simple and well structured methodology to helprigg analysts in the estimation of such
parameters.

4.1 Annual Loss Expectancy

For the estimation of the ALE, we adopted the approach pexpby Lockstepl[12] to use the severity
scale of values, which convert qualitative estimations mpantitative values of costs. For instance, a
‘minor’ loss of assets (La) represents a cost of $1,000; edeea ‘serious’ loss of assets (La) represents
a cost of $1,000,000. The estimation of all other losses (i Lr, Lp, Lrec, Lrpc, Ol) follows the same
approach.

The likelihood of an incident is transformed into a frequerealue, which results into the Annual
Rate of Occurrence (ARO) parameter. For instance, a ‘logliiibod’ means that the incident is likely
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to occur once every year, (ARO = 1); whereas, a ‘high likaitiomeans that the incident is likely to
occur once per month or less, (ARO = 12).

Both parameters (i.e., severity and likelihood) are edihasing a survey and scoring system, which
combine expert knowledge and statistical data to quansk/exposure. In order to handle uncertainty,
we use Monte Carlo simulation. To run our simulation, we ehtsgngular distributions to evaluate
the most likely values assigned to each level of security ldatihood, with minimum and maximum
possible values of each level. This type of statistical cotaions can be easily achieved using basic
statistical software or spreadsheet e(ﬁrs

After 250 iterations, we were able to obtain a value of thedssand frequency that compose the
ALE parameter, which represents the expected annual Iass@ssequence of the realization of a given
threat.

4.2 Risk Mitigation

A risk analysis, as performed by Cassidian cyber—securdge&@, gives the list of threats directly en-
dangering business and technical services of the entitydteq, and the available protection means.
The level of protection related to a given set of services&esased using different kinds of information:

1. Types of security devices able to detect and/or reachagan activity related to a threat occur-
rence; given by cyber-security experts.

2. Instances of security devices actually deployed to ptaervices; given by security architects

Services are modelled using dependency models. Identifiedts and related protection measures
(if they exist) are associated to services. We obtain, fohearvice a list of couples (threat, protection).

A threat is characterized by a dangerousness level in tefrosrdidentiality (i.e.,dck), integrity
(i.e.,dik) and availability (i.e.dak). We consider each service and their value as per confidignfice.,
Vi), integrity (i.e.,v;j) and availability (i.e.vaj) in order to determine the potential effect of threats on
services. An example of the asset values is representedialTa

Dangerousness levels and values are integers ranging frione&ning respectively no danger / no
value) to 5 (meaning respectively highest danger / biggalsiey. Dangerousness and asset values are
given by experts. Cell values are calculated using the A siscdescribed in Equatiéh 5. Highest threat
effect would be 75 (dot product of danger level and servideevper CIA criteria). The result is finally
reported as a percentage. It is important to note that thA™Mdg in some cells means the threat does
not endanger the service.

A protection (k) is characterized by its effectivenesg) to prevent a threat from occurring. This
is an integer ranging from 0 to 100. The protection eithestexfix = 1) or does not existgix = 0).
When the protection is different from 0, the related threatssupposed to be mitigated by some of the
protection means described in the service model.

Table[2 depicts an example of protection capacity on diffeservices affected by several threats.
We identify the services at which protection measures haes leployed, and their ability to mitigate
threats. As a result, we consider the actual danger beinditfezence of threat level and protection
level. Results of the aforementioned example are depictddble 3.

1Quadrant: The Quick and dirty risk analysis tool, availattenww.qdrnt.com/home.htm
2Monte Carlo simulation for excel featuring distributiomisgs, available at: http://xIsim.com/xIsim/index.html
Shttp://www.cassidiancybersecurity.com/en_US/webdgiogbersecurity
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Table 1: Assessed Dangerousness Matrix

C| 5 5 0 4 3
I 5 5 0 4 3
Al 5 5 2 4 3
— N ™ <t Ty)
9 © © o) [}
Q 2 2 o 2
2 2 2 2 2
@ [} [} @ [}
Cc | A n n n n n
Threatl | 40 | 40 8 32 | 24
Threat2 | 60 | 60 | N/A | N/A | N/A

Threat3 | NJA | N/A| 5 32 | 24
Threat4 | N/A | 100 | N/A | N/A | N/A
Threat5 | N/A | N/A | N/A | N/A | 48
Threat6 | 100 | 100 | 13 | 80 | 60
Threat7 | 60 | 60 8 36 | 36
Threat8 | N/A | 27 0 | N/A | N/A
Threat9 | 80 | N/A | N/A | N/A | N/A
Threatl0| 60 | 60 8 48 | 36

W AN WA ON W -
W ON WO RONWN
W WOoOlWwWo|hloN ww

Table 3: Actual Danger Matrix

Table 2: Protection Capacity Cl 5 o 0 4 3
15 [ 5 | 0 | 4 | 3

2! O 3| | D Al 5 5 2 4 3

O o O o O

b S b S b - N ™ < o)
(5] (¢D] (5] (¢D] (5] (D) (¢D) (¢D) (D) (B}
(7)) ) (7)) ) wn O ) ) Q S}
> > > > >
Threatl ) o ) [ [
Threat2 | 75 | 75 1C 2' g‘ - w v 9 9 9
Threat3 60 | 60 | 60 reatl | 40 40 8 32 24
Threaid 33| 3| Threat2 | -15 | -15 | N/A | N/A | N/A
The—E 51| 2| 2| 2| Threat3 | N/A | N/A | 55 | -28 | -36
5 (5|5 | Threatd | N/A | 100 | N/A | N/A | N/A

Iﬂrea:g’ égo 100 égo 100 égo 4 44| Threats | N/A | N/A | N/A | N/A | 8
Threa : 555 Threate | 0 | 0 | -87 | -20 | -40
reat 3 3|3 | Threat7 | 10 | 60 | 42 | 36 | -14
Threat9 220 Threat8 | NJ/A | 27 | 0 | N/A | N/A
Threat10] 90 | 90 | 90 | 90 | 90 |FZ7 1513 [ Threat9 | 80 | N/A | N/A | N/A | N/A
3 3| 3| ThreatiO| -30 | -30 | -82 | -42 | -54

Empty cells from Tabl€]2 mean that protection does not eristuich service against a particular
threat. Cells from Tablel 3 show the actual danger. In ordebtain the PL value in each cell, we use
Equatior %
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4.3 Annual Response Cost

In contrast to the AIV parameter, the ARC is a variable cosbeiated with the implementation of a
given countermeasure. For instance, let us suppose thasdreauthentication information of a Web
service is stored in a database. Whenever users want tosaiteesystem, they need to provide their
corresponding login and password. However, for suspicimess, the organization wants to implement
a countermeasure that asks for a double authentication éechallenge question, a security pin). The
implementation of this countermeasure requires the ozgéion to spend additional employee-hours
which in turn represents a given cost. This latter is defirsetha cost of implementation (Ci).

In addition, the countermeasure is going to be active onlysispicious users for a given period
of time, which means that the system will turn the countesueafrom ‘on’ to ‘off’ according to the
security tests and analysis performed. These tests angsenegpresent the cost of maintenance (Cm)
to the organization.

The activation/deactivation of a given countermeasureeders other direct and indirect costs. For
instance, requesting an additional authentication metbddgitimate users may cause these users to
unsubscribe from the service and search for another one. cbiiateral damage represents an indirect
cost (Ic) to the organization. Collateral damages can betdig as the variation between the current
and the projected productivity that an organization exgrerés due to a side effect of a given solution
[14].

4.4 Annual Infrastructure Value

This parameter is calculated as the sum of the annual vakiétb&é equipments, i.e., Policy Enforcement
Points (PEP), that are needed to be deployed in the preliynplaase of the system architecture in order
to guarantee a desired level of security. The AIV includes ¢bst of purchasing, licensing, and/or
leasing the security equipments in a given organization.

It is important, however, to answer the following questiartsle estimating the AlV parameter:

e What kind of PEPs (e.g., Firewalls, IPS, IDS, SIEM) and wigdantity is required for the system
security?

e What is the lifetime expectancy of the PEP?

e What is the PEP’s deployment time?

e What is the annual cost of purchase, licensing or leasingeoPEP?

e How many employee-hours are required for the operationeoPEP?

e How long (i.e., hours/year) is the PEP expected to be active?

¢ Is there an insurance contracted for the PEP? If so, how moes itlcost per year?

e How frequently (i.e., times/year) does the PEP need to bekeldeor maintained?

e Is there any other cost associated with the operation of BieiR the security infrastructure?
e What is the amortization value of the PEP?

5 Use Case

This section describes a simple case study provided by diassCyberSecurity, the cyber security com-
pany of the Airbus group, and a major provider of global sigw@olutions and services.
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The scenario is based on a risk analysis performed on a comlaited to three services. The
security auditors have determined the value of these s=nfar the company, taking into account the
company activity, stakeholders, technical and human cainss (e.g., skill level of the personnel in terms
of security-related good practices), the loss of money sec# failures, etc. The risk analysis has been
performed according to the EBIOS methodology. Four threate been considered in this study. Their
effects on targeted elements enable the auditors to eealuatdangerousness criteria. Countermeasures
have been proposed by the auditors to make the risk leveptadale along the company criteria.

The subsequent deployment of security devices compliatht te experts recommendations leads
to provide the following matrices : threat target matrixflEd4), and protection capacity matrix (Table

B).

Table 4: Threat Target Matrix

CI: g g g Table 5: Protection Capacity Matrix
A5 5 3 S
=)
o g
2 Z
818 | g
1% 2 | £ | S
o S © S x o
O c L N o n
@ < [0 Q o 3
0 o ® = Z -
G % § Web site
cC |1 A = z - 50
Web site sabotage
1 3 2 33 N/A | N/A Network in-
sabotage
. frastructure 80
Network in- attack
3 1 5 frastructure | N/A | 60 N/A
User work-
attack .
station 17
User work- compromise
5 |4 |2 | station N/A | N/A | 68 A d'“.’
compromise min -
- workstation 50
Admin .
5 |4 |3 | workstation | NJA | N/A | 72 compromise
compromise

The main danger on user and admin workstations lies in teipromission by malware programs.
To counter this threat we deploy a protection with an effectess assessed by experts e = 50%. The
effectiveness value is obtained considering severalrizite

e reliability of the malware detection software: the cybemgany leading audits maintain a knowl-
edge base regarding the reliability of security productti€ularly, anti-virus system reliability
has been tested against malwares discovered and publistied avperiod of 6 months. These
tests are possible using online services such as VirusTéfah an up-to-date base, 80% of the
injected malware programs were detected by the malwaretimigool deployed in the audited
company. Then reliability score is 80%.



G. Gonzalez-Granadillo, C. Ponchel, G. Blanc, H. Debar 11

e signature base update policy: the frequency is set to onevpek, which is assessed being far
from achieving complete protection, therefore the scosetto 60%. The following scale is being
used: 100% daily update, 60 % weekly update, 20% monthly tep&&o annual update, 1% no
update since installation.

e resilience : this one is 100%, as tests over a 1 month periothticeveal any dysfunction. Indeed
the cyber security company periodically launches test eagms on security product resilience.

The effectiveness is then evaluated as the product of ttebildly, policy and resilience scores (i.e., e =
reliability _scorex update_policy score resilience_score). This gives a result of 48%, approxithate
to 50%. This kind of protection is deployed on every admiaisbn workstation, and in only 1/3 user
workstations (900 PC among 2700 for the whole organizatimainly for cost reasons. The protection
level (PL) is calculated using Equatibh 4, as follows:

PL (User service, User workstation compromise) = 100 - (68)- 1

PL (User service, User workstation compromise) = 100 - 51 =49

A malware is detected on a user computer (among those uopEdje The proposed countermeasure
consists on deploying an anti-malware agent on it and extengolution to the other 1,800 workstations.
The technical assessment of the countermeasure is shovablieds and]7.

Table 7: Potential Danger Matrix

Table 6: Foreseen Protection cC|O0 5 5
Capacity Matrix I |5 5 5
A5 5 3
o
g o
> =
T (&)
6| £ g 5
g = S 3 s @
@ << @ o = O
%) o n S = S
= 2 o S X o
Q [} 0 n o n
= Z S o = o
_ o [@7) n
Web  site cC 1 A = z -
sabotage 50 Web site
Network in- 113 2 sabotage -17 | NIA-| NIA
frastructure 80 Network in-
attack 3 1 5 frastructure | N/A | -20 N/A
User work- attack
station 50 User work-
compromise 5 4 2 station N/A | N/A | 18
Admin compromise
workstation 50 Admin
compromise 5 4 3 workstation | N/A | N/A | 22
compromise

The risk mitigation RM (user workstation compromise) = @2-/ 51 = 65%. The anti-malware
editor cost policy is the following: 40,0&) per year for a maximum of 2,000 embedded agents; 5&000
per year for a maximum of 5,000 embedded agents.
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Table 8: Countermeasure Evaluation against Malware ligiect

Countermeasure ARC RM RORI
C1. No operation (NOOP) g 0.00 0.00%
C2. Install agent only in the infected hosts |7 0.01 1.31%

C3. Install agents in 1,100 hosts (to reach thE8,700€ 0.39 21.66%
2000 agent-limit)
C4. Install agents in 1,800 hosts (to protect0,600€ 0.65 21.11%
all workstations)

Considering that the annualized loss expectancy for a malimathe system is estimated at ALE =
100,00@& per year, and that the annual infrastructure value is estinat AV = 75,00& per year,
we use Equatioh]9 to perform the countermeasure evaluatiable[8 shows these results, and details
information regarding countermeasure cost, mitigatieelleand RORI index.

From Tablé B, the first candidate (i.e., C1) proposes to atkhepisk by doing no operation (NOOP).
This alternative does not provide any mitigation level (RWand does not generate any additional cost
(ARC=0). The expected return on the response investmeneisfore null (RORI=0).

The second alternative (i.e., C2) proposes to install agamly in the infected host. This alternative
will not change the danger of the total group of 2,700 hoske fitigation level will be therefore close
to zero (RM=0.01). However, taking into account that a lggto install an anti-malware agent for a
maximum of 2,000 hosts is already being paid, the ARC valugetinstalled in 1 additional host will
only consider the cost of deployment (e.g., deploying anbeein one host takes in average 10 minutes,
and 1 employee-hour costs ¥0at Cassidian Cyber Security), therefore ARC(1 host) €.17

The third alternative (i.e., C3) suggests to install agéents 100 additional workstations (the maxi-
mum number of hosts allowed by the license). The mitigatemellis calculated considering the current
protection level PLcurrent = 49), and the potential protection levéL{potentiel = 100- max (0, 68-
50*2000/2700) = 69), therefore RM = (69 -49) / (100 -49) = 39%. addition, the ARC for 1,100
additional hosts (to reach the 2,000 agents limit) is edemntato ARC= 1100 x 17 = 1870&. As a
result, the return on response investment is equivaleiR@R(] = 21.66%).

The fourth evaluated candidate proposes to install agenevery administration workstation of
the whole organization (i.e., 2,700 workstations). Thiguiees to pay an additional of 10,080for a
license that will allow to install agents in a maximum of )dfbsts. The mitigation level is calculated
considering the current protection levelLcurrent = 49), and the potential protection levélL(potentiel
= 100- max (0, 68-50*2700/2700) = 82), therefore RM = (82 -A@O00 -49) = 65%. In addition, the
ARC for 1,800 additional hosts (to reach the 2,700 agents)usvalent to ARC= 1800 x 17 = 30,688
10,00GE= 40,60GE. As a result, the return on response investment is equivldldRORI = 21.11%).

After the evaluation of the different candidates to mitegatmalware infection, we select alternative
3 as the optimal countermeasure, since it provides the sigk@RI index. C3 proposes to install anti-
malware agents in 1,100 hosts, additional to the alreadypg@@cted hosts.

6 Conclusions and Future Work

We have proposed in this paper a novel and well structuretiaoddb select security countermeasures
from a pool of candidates, based on their technical and fiabimspact. The method includes industrial
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evaluation and simulations of the impact associated toengsecurity measure.

By calculating the potential new protection level, we arkdb compare the current versus the po-
tential change. As a result, we obtain quantitative infdfamaon the improvement or degradation of
security at the service level. However, nowadays this foncis limited to the protection level mea-
surement after the addition or removal of protection measim the network (e.g., enabling/disabling
a security function will be considered as an addition/reah@ecurity function). We do not support
detailed settings of security devices such as filteringsririea firewall.

Future work will define the full service protection level & toverall protection of services for the
entity due to several reasons: 1) to be aware of the genemaliselevel; 2) because actions to improve
security for a service may have negative consequencesédosdirg., move of a security device), or may
decrease the protection against other threats (e.g.cespknt of a security device).

Another task will consist in proposing guidelines for thetpction effectiveness per type of security
function. This parameter is very important in the proposggieach. Giving subjective value would ruin
the effort to rationalize the RORI result.
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