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Abstract—Near-field injection is a promising method for the
analysis of the susceptibility of electronic boardsand circuits.
The resulting immunity map provides a precise locafiation of the
sensitive area to electromagnetic disturbances. A ajor
requirement is the spatial resolution of the immunty map, which
depends on the size of the injection probe and thseparation
distance between the probe and the device under te3his paper
aims at proposing a post-processing method to enhem the
spatial resolution of immunity map and validating t on case
studies at board and integrated circuit levels.

Keywords— Near-Field Scan; Immunity; Resolution

enhancement; Plane Wave Spectrum Theory.

I. INTRODUCTION

Near-field scan is a well-established method foe th
diagnosis of EMC problems at printed circuit bo@€B) and
integrated circuit (IC) package levels. It consisteneasuring
the local electric or magnetic fields created abB@B traces
and ICs with a miniature receiving probe for a roatse
analysis of emission issues. The method can besedeo
apply local electromagnetic disturbances and iswkn@as
near-field injection. A near-field probe is pladgadhe vicinity
of an electronic device and excited by a disturbasignal in
order to induce a local intense electric or magnf¢id. The
coupling of the field may induce enough large wgdta
fluctuations across a PCB or an IC under testigger failures
[1] - [5]. Both methods provide 2D cartography oaprof the
local emission (emission map) or amplitude of thdufe
induced by the probe according to its position (iummity
map).

The quality of the diagnosis made with these methisd
dependent on the spatial resolution of the carfdgrai.e. the
ability to locate the source of a near-field engssor the
coupling area with a sufficient accuracy. The resoh
depends on the distance between the probe andirthét ¢
under test but also on the dimensions of the prDloe. to its
finite size, the probe produces a significant fielder a
relatively large volume which couples over a reklty large
area of the device under test (DUT). Huge efforesdone to
reduce near-field probe dimensions and thus imprthe
spatial resolution. However, the main drawback b& t
miniaturization is either the degradation of rea®jvprobe
sensitivity, or the reduction of the field producég the
injection probe. Recently, numerous research wbhak& been
led to improve the resolution of emission cartogsapy post-

receiving characteristic of the measurement probhese types
of method have been proposed: plane wave spectPWS]
theory [6] [7], image restoration techniques basedWiener
filtering [8] [9] and Neural network based post-pessing
[10]. The resolution of emission scan are conshlgra
improved even when the measurement is done withelar
receiving probes.

However, this type of post-processing methods lea®emn
been used to improve the resolution of immunity nsca
Contrary to emission scan post-processing, thectibgeis not
to compensate the receiving characteristics of
measurement probe and extract the actual undistufieéd
distribution. The main purpose is to extract theereing
characteristic of the device under test, in ordentprove the
localization of coupling area to near-field distamoes
produced by a large injection probe. This papepgpses to
reuse PWS theory in order to improve the resolutadn
immunity scan, and demonstrate its validity on pcat case
studies at PCB and IC levels. After a descriptidntloe
method, the injection probe emission profile whiéh
necessary to the method is extracted. Although pust-
processing method can be applied either on eledric
magnetic field injection, previous studies such[®4] have
demonstrated experimentally the better resolutiond a
injection efficiency of magnetic field probe. Fdrig reason,
the method is applied only on magnetic field inj@etin this
paper. In a fourth part, the method is applied iomple PCB
traces. In the fifth part, the method is appliedGtlevel in
order to improve the identification of package aimd die part
responsible of the disturbance coupling.

the

Il. THEORETICALBACKGROUND

Let consider a near-field injection probe excited &
sinusoidal signal which produces a field Hz) in any
point. The field is supposed known and undisturtygaearby
objects. For near-field injection on PCB or IC, we only
concerned by the distribution of the field F onat®rizontal
plane (%Ys) placed at a constant distance or scan altityde h
below the injection probe (Fig. 1). This 2D distdion is
called the spatial profile of the field F. The ritsaf a near-
field injection scan on a PCB or IC is a 2D immynihap
which provides for each probe position,(¥,) placed at the
scan altitude habove the DUT its response S to the near-field
disturbance produced by the probe (Fig. 1). The umity
map provides an indirect and distorted picturehef ¢oupling

processing methods. They consist in compensating th



area of the incoming disturbance, because the prodduces
a significant field over a large surface of the DUT
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Fig. 1.

Spatial profile of the field F produced by the peait a scan
altitude -k (top), immunity map of the DUT (bottom)

The spatial profile of the DUT response S is raldtethe
field F by a DUT property called the receiving chzteristic
R. The relation is given by equation 1. The recgjvi
characteristic of the DUT quantifies the responksthe DUT
to one particular component of the field F produtsdthe
injection probe placed in (¥,.-hs). Thus, the spatial profile of
the receiving characteristic of the DUT providesdiaect
information about the coupling area and the seiitsitof the
DUT to the disturbances produced by the near-figjelction
probe.

S(Xp’yp)z R[F(Xp’yp)
= .” R(Xp X yp - yS)F (Xs’ ysbxsdys

The determination of the DUT receiving characteariss
easier in spectral domain than spatial domain sspation.
The transformation is based on the PWS theoryonsists in
decomposing the field into a superposition of afinite
number of plane waves propagating in x and y dwastwith

oy

wave numbers kand k. The relation between spatial and

spectral domain representations of the field isimtby a 2D
Fourier transform in the xy plane, as given by &d (3)

where subscripE denotes the spectral domain representation.

Flk,.k,.2)=[["F @
F(xy.z ——H (3)

With the spectral domain representation, (1) isritéew in
the following form. The receiving characteristic ttge ratio
between the DUT response and the field emittechbyptobe.

- k
(x,y, z)e'“e M e dxdy

k,, zjel“e**e™ dk dk,

X’ y’
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Fik k, zj

It should be noted that the field, the DUT respacause the
receiving characteristic are complex figures. Thieagtion of
the receiving characteristic requires the measunéraé the
phase of the field and the DUT response. Basicdlhg
extraction of the receiving characteristic procedconsists in
five steps:

Rk, .k,.2)= @)

1. Acquire the immunity map of the DUT S(xp,yp,-hs)
with a given injection probe

2. Obtain the spatial profile of the field produdsdthe
injection probe F(x,y)

3. Computes andF by a 2D FFT
4. Computer according to (4)
5. Compute R by inverse 2D FFT.

In practice, various sources of errors degradeaticeracy
of this method. First, the result is affected bgteynatic errors
on probe positioning, measured or simulated spptiiles of
disturbing field and DUT response. Secondly, thsulteis
sensitive to measurement noise. To reduce the nanduse
influence, the noisy wave number components, iih an
amplitude less than an arbitrary signal-to-noisetiora
constraint, are filtered out. Thirdly, as the numbé spatial
samples is finite, truncation errors affect the FESults. The
induced oscillations (Gibbs effect) may be redudeyg
applying windowing such as Blackman window. Finaifythe
influence of the DUT on the injection probe chagaistics is
not negligible, the spatial profile of the fieldgoiuced by the
injection probe may become erroneous.

Ill.  EXTRACTION OF THESPATIAL PROFILE OFMAGNETIC
FIELD EMITTED BY THE INJECTIONPROBE

In the following part, the proposed method will be
validated on test structures which couple maing/tingential
component of the magnetic field. The cross-poldéiorato
other H field components are neglected. Beforehands
necessary to obtain the spatial distribution of thegential
magnetic field produced by the injection probe.

A. Presentation of the injection probe

The injection probe used in this study is descrilve#ig.
2. It consists in a handmade 3 turns coil builtaosemi-rigid
coaxial cable. It produces an important tangentiaignetic
field in its vicinity. Increasing the number of he enhances
the magnetic field produced by the probe but dezgaithe
resolution of the resulting immunity map.

Dimensions of the magnetic field injection probe

Fig. 2.



B. Smulation of the magnetic field emitted by the injection
probe

The H field spatial profile produced by the injectiprobe
can be obtained either by measurements or simnfatibhe
advantage of the simulation is that the result lgamed
rapidly and is noise-free. A model of the injectiprobe is
built and simulated with FEKO according to the Mumth of
Moments [11]. However, measurements may be nege$sar
confirm the validity of the simulation results.

In order to verify the relevance of simulation rfiésuthe
measurement calibration described in Fig. 3 isqueréd. It
consists in measuring the coupling coefficiept [#tween the
injection probe and a calibrated measurement proitie a
known receiving characteristic. The receiving prokse
displaced on a 2D horizontal surface at the scttudd h
below the injection probe. The measurements aree do
between 10 MHz and 1 GHz for scan altitude randgieigveen
0.5 and 2 mm. The measurement probe is a miniatu
magnetic field probe which has been characterizediqusly
in order to compensate its receiving character&timording to
the method described in [6] or [7]. If the measuratprobe is
small enough to be considered as punctual, itsiviage
characteristic is given by its performance factdf. Fhe
relation between the tangential magnetig, fleld emitted by
the injection probe and the measured coupling weffit is
given by (5).

| Port1 <:|
A
z
Injection probe Vector Network
y Analyzer
hs
X
Calibrated
measurement probe —>
Scan step = 0.25 mm
| Port 2
Fig. 3. Measurement of the field spatial profile producgdh injection
probe
S,.(x,y,—hg, f)
— _iC2a\ve )y s +
Htan(xl yi_hsi f ) =~ Vl (5)
PF(f)

where f is the frequency and;Vthe amplitude of the
forward wave which excites the injection probe..Fghows
a comparison between measurement and simulatiotheof
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Fig. 4.  Comparison between simulated and measured coupditvgeen

emitting and receiving probe

Fig. 5 compares the measured and simulated paffitee

fangential magnetic field profile emitted by thgettion probe

along the X axis for = 1 mm. The injection probe is excited

gy a 400 MHz sinusoidal signal with an amplitudeLdf. The

measured profile is affected by noise and the wividg
effects at the scan region edges introduced by pitode
compensation method. Moreover, the measured pnsfileot
perfectly symmetrical because of probe mounting and
positioning errors. However, measured and simuldteld
profiles are in good accordance. It confirms tHevance of
electromagnetic full-wave simulation to provide thpatial
profile of the near-field emission of the injectiprobe. In the
next part, the spatial profile of the magneticdieimitted by
the injection probe will be obtained by simulation.

‘—Mealsursmem; probe
1 compensation -
‘ — — Simulation
r
1
_ 1
g g-\ 1 —
¥/ o~
<. // : /\\‘ .
T Py JI / \ = e
i
1] it
I
0,01 i !
-3 6 4 2 0 2 6 8
X (mm)
Fig. 5.  Comparison between simulated and measured H fieitlesl by

the H field injection probe

IV. VALIDATION OF THE METHOD ONPCBTRACES

A. Description of the test structures
Several basic PCB traces have been designed tatali

coupling coefficient § between both probes when they arethe proposed method. The following table descrilhestest

separated by 1 mm. Measurements and simulationia assy
good accordance up to 800 MHz. Discrepancies al3®de
MHz may be due to coaxial-wire transitions whicle arot
modeled.

structures. The experimental set-up describeddn 6-is used
to measure the coupling coefficient between thectipn
probe and the line under test, according to théeimosition
above the line. The voltage induced on the tested is
deduced from the coupling coefficient. From the tigha
profiles of the simulated magnetic field emitted liye
injection probe and the coupled voltage on thestebes, the
receiving characteristic of the line is extractedading to the
method presented in part Il. The results preseiedhe



following parts have been obtained with harmonjedtion at
400 MHz and a scan altitude 1 mm.

TABLE I. DESCRIPTION OF THEPCBLINES UNDER TEST
Designation Description
Narrow 50 Q microstrip line, width = 0.15 mm, length = 50

microstrip line
Coupled-edge
microstrip line

mm
Two microstrip lines separated by 1 mm, width =
0.15 mm, length = 50 mm

Port 1
Scan step = 0.25 mm \VAs
— 1

Z

Injection probe

Vector Network

Y Analyzer

Line undj/est

Port 2

Fig. 6. Measurement of the coupling between the injectiabe and a

PCB trace

B. Results

Firstly, the receiving characteristic of a narrovcrostrip
line is extracted from the measurement and compuaitu
simulation. The receiving characteristic of the mogtrip line
is dependent on its width, the distance to thereefe plane,
and its length. Fig. 7 shows that measured and lateudl
receiving characteristics are in good accordanoayipg the
validity of the measurement method on this simplgecstudy.
A peak appears at the exact position of the midmkbe. The
oscillations are due to windowing effects.

6,E-04
o = = Simulation
E, 5,E-04 \ ——Measurement ||
5 A n
S __4F04 t
5E [\
£ o BE04 |
93 I
c~ !
5 2.E-04 |
[
g = WA, N~
- N
0,E+00 1’/:
-10 -8 B -4 -2 0 2 4 6 8 10
X (mm)

Fig. 7.  Comparison between measured and simulated receiving

characteristics of a narrow microstrip line

In order to highlight that the receiving charactci
profile offers a better resolution than the typigamunity
map, the spatial profiles of the voltage inducedtia line
under test and its receiving characteristic are pared, as
shown in Fig. 8. Their values are normalized tosify the
comparison. ? The voltage or the receiving charistie
profiles are divided by their respective maximuniuea in
order to compare different spatial profiles. Bathrves
present a main lobe appearing above the line utedér The

spatial resolution of both profiles is quantifiectarding to the
width at half maximum of the main lobe. The resolus of
the measured voltage and receiving characteristifilgs are
equal to 2.5 and 1.25 mm respectively. The resmiutif the
line receiving characteristic profile is twice letthan that of
the induced voltage profile.
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Fig. 8.  Comparison between the spatial profile of voltagficed on the

narrow microstrip line and its receiving charactéci

The second case study is the edge-coupled migrdsta.
It aims at verifying that plotting the receivingathcteristic
profile facilitates the separation between two hbiay lines.
Fig. 9 compares the spatial profiles of voltageduged on
each line and their receiving characteristic anmgared. The
line receiving characteristic profile present aroaer main
lobes than those observed on the induced voltagfdeprThe
separation between both lines is improved with rdeeiving
characteristic representation. The localization tio¢ lines
responsible of the disturbance coupling is simgdifwith the
receiving characteristic profile.
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V. VALIDATION OF THE METHOD ONINTEGRATED CIRCUIT

The previous methodology is now applied on an irattsgl
circuit in order to improve the localization of disbed
package pins or circuit interconnects. The expatnimere
performed on a test-chip described below.

A. Description of the test structures

A test chip has been designed with Freescale®2b Am
SMARTMOS 8 technology with 4 metal layers in order
study the near-field injection on basic intercorieeand bus
structures. Twenty four on-chip sensor (OCS)
disseminated within the test chip to reconstrua thme
domain profile of the local voltage fluctuationslirced by the

are



near-field injection. The OCS is able to measuesvthveform
of voltage bounces across non accessible nodesaviticise
time resolution, a large bandwidth and a low intritg The
acquisition principle is based on a sequential \ejent-time
sampling which provides a very large virtual bardibviin
spite of a limited sampling rate. Its principleasplained in
[12]. In order to prevent noise coupling to sensthgy are
supplied by an internal voltage regulator connecteda
dedicated power supply and are isolated from thi& bad
conductive substrate by a deep N-well. Moreover@@S is
routed with only three metal layers. A completeekting of
the OCS is done with the top level metal layerrdeo to limit
the disturbance of the OCS due to near-field imjectThe
reader can refer to [13] for more details about seasor
design and performances.

The test chip is mounted in CQFP64 package with a

removable metallic lid in order to place the naaldf probe as
close as possible to the die surface. Previous -fieddr

injections have been performed on this circuit,vehg a

significant coupling of the tangential magnetic Idie
component [14]. Fig. 10 presents the experimergalipsin

order to measure the voltage coupled to the ciamuk extract
its receiving characteristic. The injection prolsedisplaced
above the test chip and excited by a sinusoidak&kce. A
sensor connected on an internal interconnect tetednby 50
Q loads is used to monitor the voltage fluctuatinduiced in
the circuit according to the injection probe pasiti The signal
acquired by the OCS is then transmitted througtedicaited
output to an external acquisition card and post@ssed to
provide the time-domain profile of the voltage meas by

the sensor. Three dedicated pins are associatdtb teensor:
an output, a power supply and a ground refererleee@ on

the same side of the package.

-

Scan step = 0.1 mm \VAS .
1 RF disturbance
t/z source g
8
N
c
<
ey
[S)
c
>
[2)
Acquisition
card

Fig. 10.

Measurement setup of the voltage coupled on thekgs by the
injection probe

B. Experimental results

A first scan is done above the package side cantaiime
sensor pins. The probe is excited by a sinusoigabswith a
frequency equal to 200 MHz. The probe is placef0a um
above the package pins. The scan step is set tonmi. The
evolution of the voltage measured by the sensor ted
extracted receiving characteristic according to thebe
position along the package side are compared inJRigThe
values are normalized for comparison purpose. dbation of

sensor pins is also indicated. Coupled voltage raeeiving
characteristic spatial profiles present a main laf width
half maxima equal to 2.4 and 1.2 mm respectivelpe T
resolution of the pin receiving characteristic fleofs twice
better than that of the induced voltage profilettBmain lobes
are centered above the package pins associaté@ wehsor,
but the receiving characteristic profile is cleadgntered on
the power supply pin of the sensor. The result @sahat the
power supply pin is responsible of the couplingtioé RF
signal on the sensor at 200 MHz.
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Fig. 11. Comparison between the spatial profile of voltagiced on the

sensor and its receiving characteristic

A second scan is done above one side of the die. Th

position of the scan and sensor bonding wiresasvahin Fig.
12. The size of the probe is also reported for camspn
purpose with the die surface. The probe is excidgda
sinusoidal signal with a frequency equal to 200 MHAThe
probe is placed at 700 um above the die surface stan step
is setto 0.11 mm.

Y (mm) Injection probe size

and orientation

13 - RN ,'; 3 1 i

12 |

& AV sensor

:%‘-G"ND sensor

11

Scan trajectory

‘"'X'(mm)

Fig. 12. Position of the near-field scan above the die serfa

The evolution of the voltage measured by the seasdr
the extracted receiving characteristic accordingh® probe
position are compared in Fig. 13. Coupled voltagel a
receiving characteristic spatial profiles presentain lobe
with width half maxima equal to 3 and 1 mm respestyi. The



resolution of the receiving characteristic profdethree times
better than that of the induced voltage profilee Thain lobe
of the coupled voltage profile is almost as widetes die so
that the localization of the coupling area is no¢gse. In
contrary, the main lobe of the receiving charastes is
centered above the three bonding wires associatethe
sensor. However, the resolution is not sufficiamtidentify
clearly the bonding wire responsible of the couplisince
their separation is about 150 pm.
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Fig. 13. Comparison between the spatial profile of voltagiced on the

circuit under test and its receiving characteristic

VI. CONCLUSION

Near-field injection is a promising method for thealysis
of the susceptibility of electronic cards and imgegd circuits.
The precise localization of sensitive area of aaeunder test
depends on the spatial resolution of the immunitgpm

resulting from the scan. This paper has shown tha[t_m]

miniaturizing injection probe is not the only methdo
improve the resolution of immunity map. Applyingpast-
processing method to extract the receiving chariatiteof the
device under test offers a better spatial resalutixamples at
PCB and IC levels presented in this paper show ithatay
provide a two or threefold improvement of the sgati
resolution. We insist that this method is not aerahtive to
the miniaturization of injection probe. As this naiturization
effort leads to a reduction of the produced dishglfield, it
constitutes an additional method to improve thelg®on of
immunity map obtained with relatively large injextiprobe.

In this paper, the receiving characteristic has nbee

extracted from the measurement of the voltage ieduny the
injection probe on the device under test. Howeiepractical

immunity test, the measurement of the induced geltdoes
not constitute the unique failure criterion. Furtetudies have
to be led to verify that this method is applicabMeatever the
monitored failure criterion.
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